


®* Firewalls

® Intrusion detection and prevention systems
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How Networks Work

Network Security f-—  STmz=me

Firewalls

Components Encryption

IPS / IDS

Wireless Host Firewall
Permissions (Least Priv)
File Systems - ACL
End-Points Closing Ports / Services
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L0082 0685 00°07:95¢h2356:68 A Media Access Control address (MAC address) is a unique

identifier assigned to network interfaces for communications on
o) the physical network segment.
B The Address Resolution Protocol (ARP) is a telecommunicati

protocol used for discovering the MAC Addresses of k

Internet Protocol (IP) addresses
IP Configuration

Ethernet Adapter |nformation
LAN

Si5 MIC SISHIC -|

Adapter &ddress 00-07-35-2B-68-35
P Address 192.168.17.2

Subnet Mask 255255, 255.0

Default Gateway 192168.17.1

ok | | |

Releaze All | Mare Info x> |

ARP spoofing is a type of attack in which a malicious actor sends falsified ARP (Address Resolution
Protocol) messages over a local area network. This results in the linking of an attacker's MAC address

with the IP address of a legitimate computer or server on the network.
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BASIC NETWORKING — PORTS MACHINES LISTEN TO FOR DATA TRAFFIC /

Scan networks for these ports
= to identify which servers are

offering which services

T TTCTS S

Telnet server listens
for port 23

1433 FTP':::::‘ llzsitens

- -—a
PZ 7T 1TSS S

Incoming IP datagrams

Frrzzmaa, contain TCP protocol HTTP server listens
— data units that include for port 80

the destination port number

SMTP server listens
for port 25




00-07-95-b2-56-68

00-07-95-b2-56-85 10.100.1.50
10.100.1.10
—
(o)

01-01-c2-a2-56-65
10.100.1.1

LAN 1

A de

192.168.0.20
SQL Server
\ Listening:1433
[ ]
/AR

192.168.0.100

Router

192.168.0.1

L]

192.168.0.10

uter is a networking device that forwards data packets between

computer networks. Routers perform the traffic directing functions on the

Internet.

A data packet is typically forwarded from one router to another through
the networks that constitute the internetwork until it reaches its destination

node.






O3Sl MODEL

®* Developed by ISO — International Organization of Standardization

® Layered, each level sends to the layer above or below.




Unix

'IOS N D
. - c

Operating System
-

w7

Linux A Interoperability j -
— Windows

® Common Lo

® Acceptable Behavior

® Protocols: set of rules that dictates how computers communicate @

@ over networks

/‘ TCP/IP is a suite of protocols - de facto standard of the internet



1\\5 DATA FLOW — OS| MODEL

Data encapsulation occurs as data travels

down the stack.

* Data DE-capsulation = stripping off layers
as the data travels up the stack.

The 7 Layers of OSI

Transmit Receive

m

Data

v
I:I Application layer
I:I Presentation layer

User

— - Session layer
— - Transport layer
— - Network layer
— - Data link layer
— - Physical layer

1— Physical Link
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PACKETS

Transport Header
Added
‘\ Network Header
Added

‘\ Tran:pog Layer Data Link Header
eaaer =
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Application Layer
User Data

{ Datalink
X Layer
\ Header
\ s
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\ \ \ Ve
1
R \\ Network i\
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OSl TCP/IP

model model
Application 7 Application
Presentation 6.
Session 5.
Transport Transport

Metwork Internet

Data link
Host-to-Network



Pm SYSTEMS INTERCONNECTION(OSI) [ I—g e
ERENCE MODEL - ISO STANDARD 7498-1 P

“Layer 8” _
/\l | Model :
] . . . Application "'
O *® Guidelines used by vendors, engineers, developers to enable their |

systems to interoperate ‘

® Layers networking tasks, protocols and services into different layers f
ession |

® Each layer has its own responsibilities regarding how two computers |

‘

communicate over a network

J Presentation Layer
2T

Physical Layer Physical Layer

Application Layer

| Presentation Layer

Network
Session Laysr . .E
Trangport Layer EZZIITISN Data l i . k

Network Layer

Data Link Layer

Physical



/1 * Each protocol on one computer

S communicates with the same
corresponding protocol within the
same OSJl layer on another computer

N * Via logical channels

* At the physical layer electronic/light signals
are passed from one computer over a

wire /fiber optic cable to the other computer

| T
CiMPUTERS COMMUNICATE VIA NETWORK

* Protocols function in specific OSI layers

Application

Presentation

Session

Transport

Network

Data link

Physical

Logical data movement

Application

Presentation

Session

Transport

Network

Data link

Physical
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Process by which a protocol is used to enable two computers to communicate with

/1 each other within a specific OSI layer on each
@) Application )
o

Transmission

o nne o[ o
. Amessage s contruced wirinc | | maw
program on one computer and : ;
Presentation Layer ‘
passed down through the network * ﬂn Dam e
rotocol’s stack... :
p ] o
A protocol at each layer adds its Transport Layer nﬂnn o
own information to the message, and e
the message grows in size as it does Network Layer nnnﬂn T
down the protocol stack .
|




NCAPSULATION /

X At the physical layer of the network the message is passed by the sending computer as /

bits via electronic or light pulses (on/off) across the network to the destination computer

Application :
o
Transmission

Application Layer

' Presentation Layer

X Application
User Data g Process
At the destination computer

Data Unit Application Layer the encapsulation is reversed
taking the message apart
via the protocols of each
layer until the data is ready
for the application
processing

Data Unit Presentation Layer

n Data Unit Session Layer

Ll WODIET -

0 O S
Bit Stream Physical Layer

Data Unit Transport Layer




Presentation
® Implementing international standard protocols and interfaces L |
ayer .
makes them part of an “open system” in which different vendor’s
/
S technologies can communicate with one another
® Bei t of f f f | kes th Layer 3 '
eing part of an open system of common protocols makes the e |
different OSI layers vulnerable and targets of attack Tavel2 .
N\

Layer 1 =
Physical

A A BN et Bt i et AV S St P

K\ OSI LAYERS i
\

A network can be:

1. Used as a channel of an attack — i.e. as a resource for an attacker

* For example: Attacker sends a virus via a network channel from one system to another

2. The target of an attack
* For example: Attacker carries out a denial-of-service (DoS) attack which sends a large volume of badly
formed protocol message traffic over a network link to bog it down




Layer 7
Application

Layer 6
Presentation

Layer 5
Session

Layer 4
Transport

Layer 3
Network

Layer 2 :
Data link

Layer 1
Physical

Applicati whn to the
presentation layer... (c gh all the layers it has all the

information needed to transmit it over the network)

A,




AN | e
ER 7: APPLICATION LAYER

Layer 5 f
Session ;
Protocols functioning at this layer communicate include: 5

Layer 4

Transport |

/\l ®* SMTP — Simple Mail Transfer Protocol ;
Network

O ® HTTP — Hyper Text Transfer Protocol -

5 avehe Data link

®* DNS — Domain Name System
Layer 1 :

® IRC — Internet Relay Chat

® LPD — Line Printer Daemon

Applications communicare vitn (IR
Layer 7 protocols by sending
requests using Application

API API

Program Interface (API) libraries

E/g./Outlook user clicks send, and the email
clientsends this information to SMTP which adds
infformation to the user’s message and passes it
down to’the Presentation Layer




Layer 7
Application

Layer 6
Presentation

Session

Layer 4
Transport

Layer 3
Network

Layer 2 :
Data link

Layer 1
Physical

format

type and how to
proce

3. Handles compression and encryption requs’rs and adds data that enables
the receiving computer to know how to decompress and decrypt the data

r



AN
ER 6: PRESENTATION LAYER =

ayer

Session

rotocols functioning at this layer communicate include:

Layer4
Transport
/\l ®* MIME — Multipurpose Internet Main Extensions standards Layer3
Network
O * TIFF - Tagged Image File Format

® GIF — Graphic Interchange Format

Layer 1
Physical

® JPEG - Joint Photographic Experts Group

For example, user compresses file on Windows computer .
with WinZip sends it to someone on Linux computer
When the Linux computer receives the file, it looks at the _
file header, interprets the header’s MIME type (Content- REcEfaton i3y

Type: applicc:fion/ zip) and knows what application can
ecompress the file

[f (?/sfems does not have WinZip or other program that
understands the compression/decompression instructions, Compression

the file will be presented to the user with an unassociated
icon




o
applications running on c

/-

1.
2,

3.

Layer 7
Application

Layer 6
Presentation

%

Layer 5
Session

Layer 4
Transport

Layer 3
Network

Layer 2 :
Data link

Layer 1
Physical

ommunications between 2
 across the network:

Simplex: Communication takes place in one direction (very seldom used)

Half-duplex: Communication takes place in both directions, but only one application can
send information at a time

Full-duplex: Communication takes place in both directions , and both applications can send

information at the same time




L 4: TRANSPORT LAYER
{

Layer 5 3
Establishes a logical connection between two computer systems and provides end-
. Layer 4
\l to-end data transport services II
/] o . . Layer 3
Provides connection level protocols for two computers to engage in a
O

“handshaking process” and agree on parameters for: Layer 2

Data link

1. How much data each computer will send at a time Laverd

2. How to verify data integrity once received

3. How to determine if a data packet was lost

Receives data from different applications

and assembles their data into a stream
for transmission over the network

Transport layer ;

o B ) ot st e ot

Assemble data into a stream




L 4: TRANSPORT LAYER
i

Session
Layer 3 K
etwor
rotocols:

nsport layer protocol controls data flow across computer to computer connections without
cking connections between individual pairs of applications communicating across the network

II
Transport
Layer 2

e TCP — Transmission Control Protocol Data link

. . . . o« . L 1
Connection-oriented provides reliable data transmission Y physical

* UDP — User Datagram Protocol

Connectionless

o

TLS — Transport Layer Security protocol, straddles both
Session and Transport layers

Transport layer |

o T oo [ o0 oo [ [ o

Assemble data into a stream



Layer 7
Application

Layer 6
Presentation

Layer 5
Session

Layer 4
Transport

Layer 3

Network

ayer
¥ Datz link

Layer 1
Physical

° Rl — Routing I
®* OSPF — Open Shortest Path First

IPX — Internet Packet Exchange
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r

LCC sublayer takes care of flow of control and error
checking and passes it to the MAC sublayer

| Media Access Control

LLC
Logical Link Contro!

MAC

Layer 7
Application

Layer 6
Presentation

Layer 5
Session

Layer 4
Transport

Layer 3
Network

Layer 2 :
Data link

éyer
Physica




Layer 7
Application

Layer 6
Presentation

Layer 5
Session

Layer 4
Transport

Layer 3
LLC y Network

Logical Link Control r

Layer 2

\ Data link
~

Media Access Control

Physical




Layer 7
Application

Layer 6 :
Presentation

Layer 5
Session

Layer 4
Transport

Layer 3
Network

Layer 2 :
Data link

Layer 1
Physical

—




L 1: PHYSICAL LAYER

()
Application ;
Ougong

Transmission

Spplcation Layer BT R Data /file requests and terminals

Presentation Layer Presentation Layer Standard formats, encryption, compression

Session Layer Applications communicating data

Session Laysr Hn

Transport Layer nﬂn Data Unit
o oo v o] o |
OO0

Transport Layer Computers communicating

Network Layer Routing packets formed

|| W
Physical Layer i Bit Stream |

Data Link Layer  Data frames ready for transfer

Physical Layer







Q\O /
1\0 NONE-SWITCH ENVIRONMENTS  Alpackets received by the hub are g

transmitted out all ports.

O B3roadcCa Dle




O

Packets received by the switch are

1§ SWITCH ENVIRONMENTS " Gestntion moe oddrersss g

! -1
Qg




Broadcast Mac: FF:FF:FF:FF:FF:FF \ Broadcast Mac: FF:FF:FF:FF:FF:FF

Broadcast Domain 1 Broadcast Domain 2

Switch Switch

00-07-95-b2-56-85 00-07-95-b2-56-88

10.100.1.12 10.100.200.120 00-07-95-b2-56-90
00-07-95-b2-56-85 10.100.200.130

10.100.1.10

10.100.1.13

LEESN
00-07-95-b2-56-95
00-07-a2-b2-56-56 00-07-95-b2-56-85 00-07-a2-b2-56-57
10.100.200.101
10.100.1.11 10.100.200.111 .

00-07-95-a2-65-10 00-07-95-a2-65-11
10.100.1.20 10.100.200.200




K BROADCAST DOMAIN
\

; Attack type:
Attack type: Smurf Attacks
ARP SPOOFING Network Class: A
Network Address: 192.0.0.0
N\ ;. Broadcast Address: 192.255.255.255

Network Class: B
| Network Address: 192.168.0.0

Broadcast Address: 192.168.255.255

Network Class: C
) Network Address: 192.168.16.0
Broadcast Address: 192.168.16.255




00-07-95-b2-56-85
10.100.1.10

00-07-a2-b2-56-56
10.100.1.11

1\\5 Broadcast IP: 10.100.1.255

Broadcast Domain 1

Switch

Packet DST = 10.100.1.255

—/

Packet SRC=10.100.200.130 (Spoofed)

00-07-95-b2-56-85
10.100.1.12

00-07-95-b2-56-85
10.100.1.13

00-07-95-a2-65-10
10.100.1.20

Broadcast IP: 10.100.200.255

Broadcast Domain 2

Switch

00-07-95-b2-56-88
10.100.200.120 00-07-95-b2-56-90
10.100.200.130

[
00-07-a2-b2-56 00-07-95-b2-56-95
10020011 10.100.200.101

10.100.200.111 —

00-07-95-a2-65-11
10.100.200.200




The router will change the DST mac address

to FF:FF:FF:FF:FF:FF
Packet DST = 10.100.1.255

—/

Broadcast IP: 10.100.1.255

Broadcast Domain

1
Switch

00-07-95-b2-56-85
10.100.1.10

00-07-a2-b2-56-56
10.100.1.11

00-07-95-a2-65-10
10.100.1.20

00-07-95-b2-56-85
10.100.1.12

00-07-95-b2-56-85
10.100.1.13

Broadcast Domain 2

Switch

00-07-95-b2-56-88
10.100.200.120 00-07-95-b2-56-90
10.100.200.130

Py
00-07-a2-b2-56 00-07-95-b2-56-95
i 10.100.200.101

10.100.200.111 —

00-07-95-a2-65-11
10.100.200.200




Each receiving machine will send a reply to /

Packet DST=10.100.200.130

—/

Broadcast IP: 10.100.1.255

Broadcast Domain 1

Switch

00-07-95-b2-56-85
10.100.1.10

00-07-a2-b2-56-56
10.100.1.11

00-07-95-a2-65-10
10.100.1.20

00-07-95-b2-56-85
10.100.1.12

00-07-95-b2-56-85
10.100.1.13

Broadcast IP: 10.100.200.255

Broadcast Domain 2

Switch

00-07-95-b2-56-88
10.100.200.120 00-07-95-b2-56-90
10.100.200.130

Py
00-07-a2-b2-56 00-07-95-b2-56-95
i 10.100.200.101

10.100.200.111 —

00-07-95-a2-65-11
10.100.200.200




Each receiving machine will send a reply to /

Packet SRC=10.100.200.130

—/

Broadcast IP: 10.100.1.255

Broadcast Domain 1

Switch

00-07-95-b2-56-85
10.100.1.10

00-07-a2-b2-56-56
10.100.1.11

00-07-95-a2-65-10
10.100.1.20

00-07-95-b2-56-85
10.100.1.12

00-07-95-b2-56-85
10.100.1.13

Broadcast IP: 10.100.200.255

Broadcast Domain 2

Switch

00-07-95-b2-56-88
10.100.200.120 00-07-95-b2-56-90
10.100.200.130

Py
00-07-a2-b2-56 00-07-95-b2-56-95
i 10.100.200.101

10.100.200.111 —

00-07-95-a2-65-11
10.100.200.200







\ ROUTER ACCESS CONTROL LIST

- \
sk Y ke, .
cisco ) >

(s

Configure Standard IPv4 ACLs

Configuring a Standard ACL

GO0

Asking for
192.168.10.10?

Asking for
192.168,10.0
0.0.0.266?

Asking for
192.168.0.0

Example ACL

access-list 2 deny host 192.168.10.10
access-list 2 permit 192.168.10.0 0.0.0.255
access-list 2 deny 192.168.0.0 0.0.255.255

access-list 2 permit 192.0.0.0 0.255.255.255




NoSpoofing ACLs
Allow SRC 10.100.1.1-10.100.1.254

NoSpoofing ACLs
Allow SRC 10.100.200.1-10.100.200.254

|

Broadcast Domain 1

Switch

00-07-95-b2-56-85

00-07-95-b2-56-85 10.100.1.12

10.100.1.10

00-07-a2-b2-56-56 00-07-95-b2-56-85
10.100.1.11 10.100.1.13

00-07-95-a2-65-10
10.100.1.20

Broadcast Domain 2

Switch

00-07-95-b2-56-88
10.100.200.120 00-07-95-b2-56-90
10.100.200.130

00-07-a2-b2-56 00-07-95-b2-56-95
IR 10.100.200.101
10.100.200.111 —

00-07-95-a2-65-11
10.100.200.200

s




® Busines

f ® Role of Highly Available and Redundant networks
@



Router 1 Router 2

Router Cluster




1\\5 DOMAIN NAME SYSTEM (DNS)

O

® Hostname-to-IP addressing translation: www.cnn.com to 151.101.32.73

DNS Serve

DNS Client
123.45.67.89



http://www.cnn.com/

DOMAIN NAME SERVER (DNS)

Root name servers

® Hierarchical structure {
Top Level Domains m m m
|

® Root Servers Delegation

* Top-level domains Second Level °°""a‘”{

(Registrars) Parent server(s)

* Split-DNS

® Internal vs External facing

Primary DNS server Secondary DNS server

e —"

® Vulnerability to attack mydomain.com zones







FIREWALL ROLES AND PLACEMENT |

® Placed at network borders !
®* Network Address Translation (NAT) |

® Packet filtering

* |P-Address
Layer 7 Application
Ll o =
* Application based Session

Layerd _
® Stateful inspection e o F

®* Reassembling packets first Layerz [ Dtk

®* IPS Inspections wevert Fse

Packet-Filtering Stateful Firewall Application Gateway Address Translation
(7 7 o Firewall Firewall Firewall
* All equal ““overhead” processing










1\\5 DENIAL OF SERVICE ATTACKS (DOS)

O

® Rather than gaining access, deny access to others!
®* Two Types DoS or Distributed DoS

By preventing networks and servers from handling legitimate traffic, attackers deny
service.

Overwhelm firewalls or servers with invalid traffic patterns that consume bandwidth,
memory or CPU resources. e

Distributed means leveraging others in the attack.



http://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwiykYiOyt_PAhUBdD4KHRvFBOYQjRwIBw&url=http://www.cisco.com/c/en/us/about/press/internet-protocol-journal/back-issues/table-contents-30/dos-attacks.html&psig=AFQjCNG3DI-sAkZr374N8__W4NyGqTHBoA&ust=1476715828207760

1\\5 HOW DOS WORKS

SYN attack: attacker ignored “syn/ack” return, each SYN
takes up a TCP connection on the server. Goal is to exhaust
TCP connection table.

Reflective DoS: spoof the sending IP address so return
syn/ack traffic attacks another IP.

Distributed DoS: Have multiple Zombie machines
in a BOT Net attack a single IP.

UDP attacks: flooding the pipes or links with traffic
Which does not need Three-Way Handshake.
Forces routers and firewalls to process useless traffic.

—SYN——
4+—SYN/ACK———
) ————ACK——»
«4t+—Established—p
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® Turn on feature
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1.10S

Attacker Firewall

® IDS — Detect something bad

K\OINTRUSION DETECTION VS PREVENTION /

/
S may be taking place and send
an alert s : 4 IDS scanner
. 7 L) Rule TCP
® Detective and “after the fact change Sy reset
response "2.1ps ' ‘
Attacker Firewall
j ® IPS — Detect something bad o~ s
may be taking place and block SN
traffic from gaining access to | Sanyaction

target

® Preventive and proactive

response



anagement)

®* Know your own network (Discover scans to look for new hosts ... usually not patched!)

( ® Next time: Protecting Data (Encryption at rest and Encryption in-transit)
@




How Networks Work

Network Security j= SOR=wE B

Attacks/
Countermeasures

INTEGRITY

OS Vulnerabilities Mitigation

Tolerance
DDoS / DOS

Firewalls Transfer
Sniffers
Components Encryption Evaluation
Social Engineering “Likelihood”
IPS / IDS

Data Harvesting
Wireless Host Firewall
Permissions (Least Priv)
File Systems - ACL
End-Points Closing Ports / Services




Firewalls

\/In’rrusion detection and prevention systems

%



