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Application Security

As applications become more accessible though 
the web, cloud and mobile devices, 

organizations are being forced to abandon their 
reactive approach to security and, instead, 

to take a proactive approach by minimizing risk 
directly in the software they buy, create and use 
to serve themselves and their customers
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Usual trend

Harris, S. and Maymi F. (2016) CISSP All-in-One Exam Guide, McGraw-Hill Education, p. 1080
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Perimeter security solutions are often relied on as a 
solution to insecure application development 
practices
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Application Server(s)

Data Server(s)

File Server(s)

Perimeter security solutions are often relied on as a 
solution to insecure application development 
practices
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Past and current situation….

• Application developers are not security professionals

– Software vendors skip proper security architecture, design and testing steps as they race 
to beat competitors to market with new features

• Secure application development practices have not historically been taught in 
computer science and other academic departments, and are only recently being 
considered and adopted by developers 

• Development projects’ scope and budgets focus on functionality, not security

• Security professionals typically not software developers 

– Often lack insight for understanding of software vulnerabilities

• IT customers…

– “Trained” to expect to receive flawed software needing upgrades and patches

– Unable to control flaws in software they purchase, so they rely on perimeter 
protection  



MIS 5206 Protecting Information Assets

Security Architecture

BUSINESS

INFRASTRUCTURE

Security strategy needs to be a consideration at each level of the 
architecture

Business Process and Operations

DATA Databases and File Repositories

APPLICATIONS User Access - Multiple Technologies

Device and Configurations
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Best Practice: Build Security In

Security 
Architecture

Creation, use and enforcement of System Architecture 
standards provides the basic building blocks for 
developing, implementing and maintaining secure 
applications

Software 
Development 
Life Cycle

Attention to security throughout the Software 
Development Life Cycle (SDLC) is the key to creating
secure, manageable applications regardless of platform 
or technologies

Procurement 
Standards

Describing the process and detailed criteria that will be 
used to assess the security level of third party software
enables companies to make strategic, security-sensitive 
decisions about purchased software purchases
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Software Development Life Cycle
Requirements

– Why the software was created (i.e. goals)

– Who the software was created for

– What the software is intended to do

Design
– Specifications identifying how software 

and data will be formed to accomplish 
goals and used to meet requirements

Development
– Programming software code implemented 

and integrated to meet specifications

Testing-Validation
– Assuring software and data works as 

planned to meet the goals 

Release-Maintenance
– Deploying software and data, and assuring 

they are properly configured, patched and 
monitored 
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Software Development Life Cycle (SDLC)

1. Requirements analysis

2. Design

3. Develop (“make”) / Implement (“buy”)

4. Testing/Validation

5. Release/Maintenance
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Software Development Life Cycle (SDLC)
1. Requirements analysis

– Informational, functional, behavioral, and performance specifications…

2. Design
– Data models and data dictionary, work process and status transition 

models, input/output models, data flow models, flow of control 
models…

3. Develop (“make”) / Implement (“buy”)
– Source code control system, code reviews, daily builds, automated 

CASE tools…

4. Testing/Validation
– Unit testing and integration testing (daily builds), manual and 

regression testing, user acceptance testing

5. Release/Maintenance
– Release testing
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SDLC and Security
1. Requirements analysis

– Informational, functional, behavioral, and performance specifications…
+ CIA risk assessment, + Risk-level acceptance,…

2. Design
– Data models and data dictionary, work process and status transition models, 

input/output models, data flow models, flow of control models…
+ Threat modeling, + Attack surface analysis,…

3. Develop (“make”) / Implement (“buy”)
– Source code control system, code reviews, daily builds, automated CASE tools…
+ Developer security training, + Static analysis, + Secure code repositories,…

4. Testing/Validation
– Unit testing and integration testing (daily builds), manual and regression testing, 

user acceptance testing
+ Dynamic analysis, + Fuzzing,…

5. Release/Maintenance
– Release testing
+ Separation of duties, +Change management,… 
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SDLC and Security
Requirements analysis

– Informational, functional, behavioral, and performance specifications…

+ CIA risk assessment, + Risk-level acceptance,…
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Software requirements often specified with…

1. Information model – Type and content of 
information that will be processed and how it 
will be processed

2. Functional model – Tasks and functions the 
application needs to carry out

3. Behavioral model – States the application 
will be in and transition among



MIS 5206 Protecting Information Assets

Software requirements specifications documents help support:

• Validation
– “Did they build the right application?”

– In large complex applications it is easy to lose sight of the main goal ?

– Does the application/system provide the solution for the intended problem?

• Verification
– “Did they build the application right?”

– Applications can be built that do not match the original specifications
• Often not designed/developed with security requirements in mind…

– Determines if the application accurately represent and meets the 
specifications

– Ensures that the specifications were met properly
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1. Informational Model

OPERATOR_OWNER

PK OPERATOR_OWNER_ID

FK1 NAV_UNIT_GUID

 OPERATOR_OWNER_BOTH

 ORGANIZATION

 PUBLIC_OR_PRIVATE

 CURRENT_OR_PRIOR

 FACILITY_WEBSITE_URL

 NAME

 NAVUNIT_OR_VESSEL

 MASTER_OPERATOR_ID

CONTACT

PK CONTACT_ID

FK1 OPERATOR_OWNER_ID

 OFFICIAL_TITLE

 NAME_TITLE

 FIRST_NAME

 MIDDLE_INITIAL

 LAST_NAME

 PHONE

 FAX

 DEPARTMENT

 ROOM_NUMBER

 STREET_ADDRESS_CONTACT

 PO_BOX

 CITY

 STATE_CONTACT

 ZIPCODE_CONTACT

 EMAIL
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Informational Model

Data dictionary

Entity-Relational or 
UML Data Model

Entity
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Verification

Did they build the application 
right?

Does it match the data model?
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Functional model

Validation
Did they build the right application? 
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2. Functional model

Validation
Did they build the right application? 
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3. Behavioral models – swim lane model

Validation

“Did they build the 
right application?”

Verification

“Did they build the 
application right?”
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3. Behavioral model

Validation

“Did they build the 
right application?”

Verification

“Did they build the 
application right?”
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Behavioral model

Illustration of status transition model 
throughout the workflow among departments

For the example:
• PIF = Project Information Form
• SIF = Study Information Form
• WSSPU = Water and Sewer Planning Unit
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3. Behavioral model – workflow/status transition model

PIF/SIF

Draft Created Released SM-Approved Recommended

FM-Rejected SM-Rejected

DD-Approved Transmitted to Design

DD-Rejected Delayed

For the example:
• PIF = Project Information Form
• SIF = Study Information Form
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SDLC and Security
Requirements analysis

– Informational, functional, behavioral, and performance specifications…

+ CIA risk assessment, + Risk-level acceptance,…

Design
– Data models and data dictionary, work process and status transition models, 

input/output models, data flow models, flow of control models…

+ Threat modeling, + Attack surface analysis,…
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SDLC Design Security

Microsoft’s Threat Modeling Process

Threat modeling is a systematic 
approach for understanding 
how different threats could be 
realized and a successful attack 
could take place
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SDLC Design Security

Attack surface is what is available to be 
used by an attacker against the 
application itself

Goal of attack surface analysis is to 
identify and reduce the amount of code 
and functionality accessible to untrusted 
users

Development team should reduce the 
attack surface as much as possible to 
remove “resources” that can be used as 
avenues for the attacker to use
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MITRE’s Common Application Vulnerabilities
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MITRE’s Common Weakness Enumeration
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SDLC and Security
Requirements analysis

– Informational, functional, behavioral, and performance specifications…

+ CIA risk assessment, + Risk-level acceptance,…

Design
– Data models and data dictionary, work process and status transition models, 

input/output models, data flow models, flow of control models…

+ Threat modeling, + Attack surface analysis,…

Develop (“make”) / Implement (“buy”)
– Source code control system, code reviews, daily builds, automated CASE tools…

+ Developer security training, + Static analysis, + Secure code repositories,…
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Code Repositories
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SDLC and Security
Requirements analysis

– Informational, functional, behavioral, and performance specifications…

+ CIA risk assessment, + Risk-level acceptance,…

Design
– Data models and data dictionary, work process and status transition models, 

input/output models, data flow models, flow of control models…

+ Threat modeling, + Attack surface analysis,…

Develop (“make”) / Implement (“buy”)
– Source code control system, code reviews, daily builds, automated CASE tools…

+ Developer security training, + Static analysis, + Secure code repositories,…

Testing/Validation
– Unit testing and integration testing (daily builds), manual and regression 

testing, user acceptance testing

+ Dynamic analysis, + Fuzzing,…
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Testing/validation

developer

developerissue finder

issue finder
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Testing/validation
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Application 
security testing 
tool providers
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Dynamic code testing 
result reports

• Applications 
should not 
accepted until all 
high and medium 
issues resolved!
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Dynamic code testing 
result reports

• Applications 
should not 
accepted until all 
high and medium 
issues resolved!
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SDLC and Security
Requirements analysis

– Informational, functional, behavioral, and performance specifications…
+ CIA risk assessment, + Risk-level acceptance,…

Design
– Data models and data dictionary, work process and status transition models, 

input/output models, data flow models, flow of control models…
+ Threat modeling, + Attack surface analysis,…

Develop (“make”) / Implement (“buy”)
– Source code control system, code reviews, daily builds, automated CASE tools…
+ Developer security training, + Static analysis, + Secure code repositories,…

Testing/Validation
– Unit testing and integration testing (daily builds), manual and regression testing, 

user acceptance testing
+ Dynamic analysis, + Fuzzing,…

Release/Maintenance
– Release testing
+ Separation of duties, +Change management, +Operational practices… 
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Separation of Duties
Different environments (development, testing, and production) should 
be separated, without overlapping access to code, applications and 
systems

The access and ability of developers to modify application code make them the 
“most powerful” insider threats and vulnerabilities to information systems

– Developers should not have access to modify code used in production

– Code should be tested, submitted to a library, and then sent to the production 
environment
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Releases/Maintenance

• Commercial Off The Shelf (COTS) products and 
Open Source products should have their security 
patches

• Installation programs should be removed from 
production

• File and program settings and privileges should be 
reviewed
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Operational concerns

• Commercial Off The Shelf (COTS) software sources 
of risk

• Open source libraries sources of risk
• Operational Practices 
– System Security Plan (SSP) updates
–Contingency Plan (BCP/DRP) updates
–Awareness and training updates
–Documentation updates
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Operational Practices

• Support training classes
• User administration and access privileges
• Backup and restoration

– Data, applications, configurations, restart instructions and procedures 
– Performing backups: How often? In which ways?
– Performing backups
– Offsite storage
– Testing restoration

• Ensure implementation of only approved and accredited systems

• Cryptography keys
– Generation and Use
– Protection and storage

• Audit logs
– How collected?
– Where stored?
– How protected?
– How analyzed?
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Operational Assurance Activities

• Review 
– Interdependencies among applications and systems
– Runtime operation
– Technical controls

• Verify documentation 
– Of access permissions
– Is current and accurate

• Verify proper deregistration
– i.e. removal of users and privileges

• Is availability and distribution of output products secure?
• Are software & hardware licenses fulfilled and warrantees in place?
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Other topics: Disposal

• Storage and protection of cryptographic keys

• Legal requirements of records retention

• Archiving federal information

• Sanitize media
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Test Taking Tip

48

Focus on addressing each question 
individually

• As you take the test, if you don't know an answer, 
don't obsess over it

• Answer the best way you can or skip over the question 
and come back to it after you've answered other 
questions
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Quiz

49
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