Silas Adams
MIS5211.701
Reconnaissance: Company Profile - AgroFresh Holdings Berhad

Summary of Findings:
	On 9/21/2016, Silas Adams (SA) intended to perform a reconnaissance exercise on Dow Chemical in order to attain information on the company to create a profile that would be used for vulnerability scanning, and ultimately a penetration test.  However, SA identified a softer target via investigation into Dow Chemical, as such the exercise analysis was carried out on AgroFresh Holdings Berhad.  SA executed an nslookup command within Linux to retrieve the internet protocol (IP) address and re-performed the process to retrieve sites related to the dow.com address (refer to Appendix A).  An anomaly was returned, one of the addresses listed was deathtothequeen.com, SA re-performed the nslookup to see if the addresses associated with deathtothequeen.com would be the same addresses associated with Dow Chemical.  Again the results contained a single anomaly, smartfresh.com appeared this time, however, it did not appear during the initial nslookup (refer to Appendix B).  Additionally a whois command was ran to see the details on the owner of the domain and the results indicated that Dow Chemical was the named server for the site.  After further investigation, it was determined that smartfresh.com was an R&D project for a new type of agricultural technology for preserving fruit and vegetables.  It was divested to Avenue Capital Group for $860 million.  The Capital Group then restructured the business and sold it off to a holdings group in Southeast Asia and was renamed AgroFresh Holding Berhad (AHB).  In addition to the findings below, it was noted that AHB was disallowed trade with the U.S. after failing to pay taxes several years in a row, further its Tax Identification Number (TIN) was divulged in the same document, which subjects their TIN to inappropriate and illegal usage.  AHB is considered a soft target and needs to re-assess its IS risks associated with its continued operations.
Key Findings:
1) Organizational Structure:
a. Findings:  Through the use of structured search queries in Google’s search engine, the key executives of AgroFresh Holdings Berhad (AHB) and its board members were disclosed as well as their relationships to other board member and key executives in industry.  Using a normal Google search it was disclosed that the two of the key executives serve on the board of directors and are family of the Executive Chairman (refer to Appendix D).
b. Potential Impact:   Nepotism in the upper echelon of organizations can cause principal-agency issues and disrupt the operational efficiency of the organization, threatening the long-term viability of the firm and puts the family at higher risk of ransom, hacking and kidnapping. 
2) Key Buyers / Suppliers Database:
a. Findings:  Using a Google structured search, the database containing all of AHB’s buyers and sellers information including phone, address, names, emails and websites.
b. Potential Impact:  This information easily allows for social engineering and phishing attacks to be carried out against AHB (refer to Appendix E).  In addition to exposing AHB to additional supply chain risk.
3) Enterprise Partners:
a. [bookmark: _GoBack]Findings:  In the same Google query, we found an excel file entreprises_partenaires and after further investigations it was found that one of AHB’s subsidiaries was identified as a enterprise partner for Tunisia’s PMN program; which was an economic development plan intended at enabling Tunisian companies to begin competing globally.
b. Potential Impact:  Emerging markets have a lot of economic profit potential due limited competition and above average growth trajectories.  This information is critical as this makes some subsidiaries and other firms within the listing a prime acquisition target for one of AHB’s competitors, thus eliminating any competitive advantage AHB might have had in the market.
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dowagro-sibio. com.
duolite. com.
theartofformulation. con.
coolwater-webinars. dow. con.
dowonmainstreet. con.

. craft. dow. co.
safety.dow. con.
ripelocktabs20. com.
virtualpaintadvisor. rohmhaas. con.
sentriconuniversity.com.
dowagroadvice. co. uk.
ar.dow. con.

rohmhaas- russia. ru.
mobile. dow. com.
caravans. dow. con.
deathtothequeen. co.
mycogensmartstax. com.
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Authoritative answers can be found from:
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root@KALL:~# nslookup deathtothequeen.com

Server 192.168.154.2

Address 192.168.154.2453

Non-authoritative answer:
Name:  deathtothequeen. com
Address: 216.99.82.81

root@KALT:~# nslookup 216.99.82.81
;: Truncated, retrying in TCP mode
Server: 192.168.154.2
Address: 192.168.154.2453

Non-authoritative answer:

81.82.99.216.1n-addr.arpa name = amberlyst.com.
81.82.99.216.1n-addr.arpa name = designtozero.com.
81.82.99.216.1n-addr.arpa name = theartofformulation. com.
81.82.99.216.1n-addr.arpa name = hylandseeds. co.
81.82.99.216.1n-addr.arpa name = dowwindenergy. con.
81.82.99.216.1n-addr.arpa name = cz-pujnp.dow. com.
81.82.99.216.1n-addr.arpa name = trinseo.com.
81.82.99.216.1n-addr.arpa name = xn--4kqz88blx8a.cn.
81.82.99.216.1n-addr.arpa name = plasticpipes.com.
81.82.99.216.1n-addr.arpa name = dowsustainablefuture.com.
81.82.99.216.1n-addr.arpa name = ripelockactivatorkit.com.
81.82.99.216.1n-addr.arpa name = advancedbiosciences. con.
81.82.99.216.1n-addr.arpa name = dowxenergy.eu.
81.82.99.216.1n-addr.arpa name = dowagro-sibio.con.

R1 87 Q0 21A in.addr arna nama = rraditrafaronce dow com
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81.82.99.216.in-addr.arpa name = revitalizehome.com.

81.82.99.216.1n-addr.arpa name = dowplasticspipes. com

81.82.99.216.1n-addr.arpa name = lightscapematerials.com
81.82.99.216.1n-addr.arpa name = easterneurope. dow. com
81.82.99.216.1n-addr.arpa name = careers.dow. com
81.82.99.216.1n-addr.arpa name = cerealherbicideexperts.ca

81.82.99.216.in-addr.arpa name = rohmhaas-russia.ru.

81.82.99.216.1n-addr.arpa name = xn--4kqz88blx8a.com
81.82.99.216.1n-addr.arpa name = cz-dasbulksitenp.dow.con
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amberjet. com.
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smartfresh. con.
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root@KALI: ~
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root@KALI:~# clear
root@KALI:~# whois smartfresh.com
Whois Server Version 2.0

Domain names in the .com and .net domains can now be registered
with many different competing registrars. Go to http://www.internic.net
for detailed information.

Domain Name: SMARTFRESH.COM

Registrar: MARKMONITOR INC.

Sponsoring Registrar IANA ID: 292

Whois Server: whois.markmonitor.com

Referral URL: http://www.markmonitor.com

Name Server: MANTDNSI1.DOW.COM

Name Server: TNNTDNSIL.DOW.COM

Name Server: TXNTDNSIL.DOW.COM

Status: clientDeleteProhibited https://icann.org/epp#clientDeleteProhibited
Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Status: clientUpdateProhibited https://icann.org/epp#clientUpdateProhibited
Updated Date: 83-sep-2015

Creation Date: 08-jan-2002

Expiration Date: 08-jan-2017

>>> Last update of whois database: Thu, 22 Sep 2016 03:02:55 GMT <<<

Enr mare infarmatinn an Whnic ctatuc rndac nleace wicit httne://icann arn/enn
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Key Executives For AgroFresh Holdings Berhad

Name Board Relationships  Title Age
Wong Kong Yew No Reationships, Chief Execuve Offcer and Managing Diector -
Aric Ng Wai Sing 2 Relationships Executive Chairman .
Eddy Kok Seng Yeap | 2 Relationships Chief Finance Offcer and Executive Director -
Stephen A. Antig No Relationships, Chief Operaton Offcer .
Tommy Chow No Relationships, ‘Sale and Marketing President .

AgroFresh Holdings Berhad Board Members*

Name Board Relationships  Primary Company. Age
Aric Ng Wai Sing 2 Relationships ‘AgroFresh Holdings Berhad -
Eddy Kok Seng Yeap | 2 Relationships ‘AgroFresh Holdings Berhad -
Yee Hun Leek 2 Relationships ‘AgroFresh Holdings Berhad .

View All Board Members
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9 results (0.48 seconds)

Agrofresh Holdings Berhad
new.agrofresh.com.my/ v
United Kingdom signed a RM270 million ringgit worth of banana purchases. Mission & Vision - Bio-
Technology - Product - Achievement. Powered by Agrofresh.
Missing: fletype xls
Youve visited this page 2 times. Last visit: 9/21/16

AgroFresh Holdings Berhad | AgroFresh Corporate Website
agrofresh.com.my/home/ v

AgroFresh Holdings Berhad (AFHB) and its subsidiaries are involved in the full value chain of the
agriculure based industry specializing in Cavendish bananas.

Missing: fletype xis

AgroFresh Holdings Berhad: Private Company Information ...

www bloomberg com/research/stocks/private/snapshot asp?privcapld... ¥ Bloomberg LP. ~
AgroFresh Holdings Berhad and its subsidiaries engage in the R&D, seediing, plantation, packaging,
trading, export, and wholesale of bananas and other

Missing: fletype xls

Youve visited this page 3 times. Last visit: 9/21/16

®tsIsample-asia.xls - Business Directory Database Supermarket

sale. mingluji.com/sites/sale. mingluji.com/fles/sample-asia.xis

To know more about our product/service please visit our website. ... We are now developing an official
website at aninda. ..... 1492, AGROFRESH LIMITED, Bangladesh, House B52, S Chatterj Lane
Jaleswaritala, Bogra, Bangladesh, 5800

1 Entreprises Partenaires.xls

Www.pmn.nat tn/wp-content/uploads/entreprises_partenaires.xis v

2334, 2333, SOCIETE AGRO FRESH, IAA, MONASTIR, 24 Avenue Avicenne .. SOCIETE
DINGENIERIE ET DES TRAVAUX ELECTROMECANIQUES -SITE

Youve visited this page 2 times. Last visit: 9/21/16
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root@KALI:~# nslookup dow.com
Server 192.168.154.2
Address 192.168.154.2#53

Non-authoritative answer:
Name dow. com
Address: 216.99.82.81

root@KALT:~# nslookup 216.99.82.81
;+ Truncated, retrying in TCP mode.

Server: 192.168.154.2
Address: 192.168.154.2#53
Non-authoritative answer:
81.82.99.216.in-addr.arpa name
81.82.99.216.in-addr.arpa name
81.82.99.216.in-addr.arpa name
81.82.99.216.in-addr.arpa name
81.82.99.216.in-addr.arpa name
81.82.99.216.in-addr.arpa name
81.82.99.216.in-addr.arpa name
81.82.99.216.in-addr.arpa name
81.82.99.216.in-addr.arpa name
81.82.99.216.in-addr.arpa name
81.82.99.216.in-addr.arpa name
81.82.99.216.in-addr.arpa name
81.82.99.216.in-addr.arpa name

81.82.99.216.in-addr.arpa name

Wed 21:37
root@KALI: ~

easterneurope. dow. con.
cz-pujnp. dow. con.
xn--4kqz88b1x8a. co.

www. creditreference. dow. com.
mx. dow. com.

cis. dow. com.
coolingwater. dow. com.
careers. dow. con.
prettiestpaintedplaces. con.
dowplasticspipes. com.
morgansemillas. com.
pureacrylics.ie.

rohmnova. com.
notice.dow.com.





