Bilaal Williams

Executive Summary

The company I chose for my assignment is Reliance Standard Life Insurance Company. The following excerpt was taken from the “About Us” tab on the company website. It gives information regarding the main business and subsidiaries; it also gives information about its holding company, Tokio Marine and is a great starting point for further reconnaissance.

 “Reliance Standard Life Insurance Company (Reliance Standard) is a leading insurance carrier specializing in innovative and flexible employee benefits solutions including disability income and group term life insurance, a suite of voluntary (employee paid) coverage options and fully integrated absence management. Reliance Standard markets these solutions through independent brokers and agents to employers of all sizes. Rated A+ (Superior) by A.M. Best and A (Excellent) Standard & Poor's, Reliance Standard began its centennial year in 2006...”
.
Through Google advanced searching techniques I was able to find sensitive information regarding claims and legal issues. I was able to find policy numbers, company names, and employee contact information. I found the company’s location and pictures of the company.


I used several who-is lookups using the website name as a search item. The most robust information was received from the ARIN website and https://who.is/whois /rsli.com. These searches provided the contact of the associate who applied for the domain name – potentially a leading member of the IT department. A range of ip addresses which were allocated to the organization, and the name servers. This information would be useful to perform deeper scans with nmap.


Finally, I ran a search in the https://censys.io which gave a list of the active ip addresses with the allocated range and the services running on a particular port.


All of the information found is located publicly and available to anyone with access to a web browser. It is important for the company to be aware this information is available and take steps to ensure that access to this information does not cause any harm to the organization.     
