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Nessus is a “proprietary comprehensive vulnerability scanner” developed by Tenable Network Security.[endnoteRef:1] The home version of Nessus can perform Badlock Detection, Bash Shellshock Detection, Credentialed Patch Audit, DROWN Detection, Host Discovery, Malware, and Basic Network scans. If you purchase Nessus you gain access to a variety of other scans in addition to those included with the Home package. Every scan you run displays any detected vulnerabilities (and assigns them a threat category ranging from informational to critical), an explanation of the test, recommended solutions, resources to learn more about the vulnerability, and the output of the specific test that Nessus ran. [1:  https://en.wikipedia.org/wiki/Nessus_(software)] 

[bookmark: _GoBack]When I used Nessus, I ran a variety of scans against my desktop computer that I use on a daily base. The scans I ran were Basic, Host Discovery, Web Application, Drown Detection, Bash Shellshock, and a Badlock scan. The host discovery was the simplest of these scans as it only ran an ARP who-is query (See Figure 1) to see if the host was up (which it was). The Badlock, Bash Shellshock, and Drown Detection scans all returned the same results, a single info level threat. After running the Nessus SYN scanner, a SYN ‘half-open’ port scanner that scanned for open ports and identified any that were open, the host, and the service using the port (See Figure 2), I was alerted of several open ports on my computer. Contrary to the small amount of information provided by the earlier tests, the Web Application and Basic scans revealed a significant amount of information (See Figures 3 and 4). As you can see in the figures, each of these scans returned a number of information level threats which I looked at and considered, but wasn’t too worried about. However, these scans also detected low and medium level threats. Naturally, as these warnings came up on my everyday use computer, I was a little alarmed. I read the information provided by Nessus and took the prescribed steps to rectify these exposures.
After experimenting with Nessus and analyzing the results the software provided I made note of the amount of information that can be gathered about a system by running these scans. The scan results listed information about the status of my system, the ports in use, the router I use, my operating system, the type and version of my HTTP server, my DNS server information, and more. In fact, Nessus was able to identify the majority of the information we went over in the reconnaissance unit of this class. In addition to the basic information of my system, Nessus also identified several higher priority threats such as potential XSS vulnerabilities or Clickjacking vulnerabilities. Nessus is great for evaluating and hardening the security of your personal system as it identifies potential vulnerabilities and provides suggestions as well as additional research on solving the problems, but it could also be a powerful weapon in the hands of hacker. A hacker could easily use Nessus to gather all the information he or she needs in order to plan and launch an attack. 

[image: ]
Figure 1
[image: C:\Users\Anthony\AppData\Local\Microsoft\Windows\INetCache\Content.Word\drown detection.jpg]
Figure 2
[image: C:\Users\Anthony\AppData\Local\Microsoft\Windows\INetCache\Content.Word\web app test.jpg]
Figure 3
 
Figure 4
 

image4.jpeg
FEile Edit View History Bookmarks Tools Help =

© Download Nessus| Tenabl... X ) Nessus Home / Scans X M "ITACS Program” - tues82.. X | [ The Lean Startup Notes .. X | [ How dolrun a credentiale.. X | G howtoscreenshotjustthe.. X | (1) WordPress.com: Createafu X | +
€ ) P)® & | hitps://localhost:8834/#/scans/6/hosts/2/vulnerabilities/ c wiBe 3+ @ A A4 O & 8
Basic Scan Configure | Audit Trail Launch ¥ Export ¥ -

Hosts > 192.1682.1 > Vulnerabilities

Severitya  Plugin Name Plugin Family Count Host Details
DN Server Cache Snooping Remote Information Disclosure DNS 1 [ 19216821
DN router.asus.com
UPNP Internet Gateway Device (IGD) Protocol Detection Misc, 1 MAC: 0:3f49:9e:ff:d0.
os: Linksys Wireless Access Point
Linux Kernel 2.6
Service detection 1
D Serec Deen Palo Alto Networks PAN-0S
Start Today at 11:06 AM
Multiple Ethernet Driver Frame Padding Information Disclosure (Etherleak) m Misc. 1 i A
Elapsed: 5 minutes
INFO Port scanners 7
Nessus SYN scanner o & Ly
INFo DN Server Detection DNs 2
iNFo HyperText Transfer Protocol (HTTP) Information Web Servers 2
® Medium
® Low
INFo Service Detection Service detection 2 =

INFO Common Platform Enumeration (CPE) General 1

INFO DN Server Version Detection DNs 1

INFO Ethernet Card Manufacturer Detection Misc. 1

INFO Host Fully Qualfied Domain Name (FQDN) Resolution General 1

INFO HTTP Server Type and Version Web Servers 1

INFO ICMP Timestamp Request Remote Date Disclosure General 1

INFO Nessus Scan Information Settings 1

INFO Open Port Re-check General 1

INFO 0 Identification General 1




image1.png
File Edit View History Bookmarks Tools Help

= x
Customize: praciceste—Just . X | 35+ BestEcommerce Wor.. % | [[] WooCommerce -The Bes.. X | S Whatls The ChespestShi. X ) Nesusbome/Scans X &3 Host Discovery x| +
€ ) P)® & | https://localhost:3834/#/scans/9/hosts/2/vulnerabilities/10180 c + @ & 4 & & 86 =

Configure | Audit Trail Launch  ~ Export ¥
Hosts > 192.1682.1 > Vulnerabilities [EJ
Ping the remote host Plugin Detai
§ Severity: info
Description
D: 10180
“This plugin attempts to determine if the remote host is alive using one or more ping types Version 212
Type remote
- An ARP ping, provided the host is on the local subnet and Nessus is running over ethernet,
Family: Port scanners
~ An ICMP ping. Published: 1999/06/24
Modified 2014/06/04
- ATCP ping, in which the plugin sends to the remote host a packet with the flag SYN, and the host will reply with a RST or a SYN/ACK,
- A UDP ping (DN, RPC, NTP, etc) Risk Information
Risk Factor: None
Output

The remote host is up
The host replied to an ARP wh
Hardware address :

Port v Hosts

nA 19216821 %




image2.jpeg
(€) P) 8| ntpsfocainostsass/e/scans/21 frosts/2 winerabilties/ 11219 c %E O3 o ad O 6O =

EEIZE  Nessus SYN scanner Plugin Details ’
searty o

Dese

ription o i

s plgi i  SYN Bal-apen port scane. shll b reasonbly Quick evn agansta frewalled target. (T TR
e renate

Mot tht N scans re es e th TCP fll comnect scans agains broken senvices,bu they might cause prosiems for es obust revalls and b by

alsa leave unclosed connections on the remote target, i the network is loaded. il ——
[ —
Modies: 20160711

Solution

Frotact your targt it sn P fiter Rk nformation

Ouput sk acto: None

Bors 53/ccp was found <o be cpen
Port = Hosts

B 10216821 @

Por 80/ccp was found <o be cpen
Fort = Hosts

L

Port 1330/tcp was found <o be cpen
Port Hosts

e izt @

Pore 339¢/tcp uas found to be cpen
Port Hosts

e 216821 @




image3.jpeg
Bie_Edk Yiew Higtory Bookmarks Took Hep - 8 x
O Downoadesus| Tenabh. X > NesusHome /Scans M "TACS Progam
€9 PO httpsi/localhost8334/4/scans/12/hosts/2 vulnerabiltes c %8 93 o k40 6§06 =

stz | [ TheLesn StamupNote- . 5 | (B Mo do s et X howtosrsshot utth.. . | ) WerdPrse com: et X | +

web app test Configure | Audit Trail Launch ~ Bxport v -
Vot > 19216821 > Vainersittes )
Sty PuginName Puin oy Count s
W o picarion Pty Vuberati o cicackng o Servers ! b s
I v ServerGeneic s Cotabuses 355 : 05 ko wiless Access Pt
i Kemel 26
ol A Nehrks PAN-5
EI vt server Transmis Cleatext redentil [ om0 ] Web servrs ' R s
f oy atizaor
[ [ — i s
Sapsed 3 mintes
@ Domoss
BIER et onse roocol 0471 ormation e Servers 2
[ T — ot tuses 1 Vulnersbiis
IR o Goneic st Load Estmation st coratuses : * e
oo
o
HITP Methods Alaned (er drecon) Vi Servers :
R e Seer T ad Version Vi Servers !
IEIEI  issig o ermisive Corent ey ol HITP Response Hesder Corabuses !
Nisig o ermisive X Frame-Options HTT Response e cottuses !
I o Aopiication stemap Web Servers '
g— W Servers :
Vi Serer No 404 Err Coe Check Vi Servers !




