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standards based
wulnerability management
data. This data enables
automation of
wulnerability
management, security
measurement, and
compliance (e.g. FISMA).

Resou

atus

NVD contains:
79680 CVE Vulnerabilities
376 Checldists
249 US-CERT Alerts
4458 US-CERT Vuln Notes
10286 OVAL Queries
115232 CPE Names

Last updated: 10/22/2016
1:45:51 AM

CVE Publication rate: 20.53

NVD provides four mailing
lists to the public. For
information and
subscription instructions
please visit NVD Mailing

g
Last revised: 09/09/2008
Source: US-CERT/NIST

Overview
A NETBIOS/SMB share password is the default, null, or missing.
Impact
CVSS Severity (version 2.0):
CVSS v2 Base Score: 7.5 HIGH
Vector: (AV:N/AC:L/Au:N/C:P/I:P/A:P) (legend
Impact Subscore: 6.4
Exploitability Subscore: 10.0
CVSS Version 2 Metrics:
Access Vector: Network exploitable
Access Complexity: Low )
Authentication: Not required to exploit -‘/ : \
Impact Type: Provides unauthorized access, Allows\uar%

confidentiality, integrity, and availab wiolation; Allows
unauthorized disclosure of infoermation; Allows disruption of
service

References to Advisories, Solutions, and Tools




