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Executive Summary

Purpose:


The purpose of this test is to test our website for vulnerabilities using an intercepting proxy server. If an employee were to become a victim of a man-in-the-middle attack while accessing our employee website, we tested to see if the attacker would be able to obtain their login credentials via the attack.  To perform this attack we will be using Burp Suite, a free intercepting proxy server which is a well known tool used by attackers and included in many pen testing software suites. Burp functions as an HTTP proxy server, and all HTTP/S traffic from your browser passes through Burp. With this test we assumed that the attacker was able to gain access to a node on our network.
Results:


As indicated in the slides, if the attacker is able to intercept HTTP traffic using this tool, once a user logs in the login credentials are listed in plain text. Ultimately, the attacker would be able to use these credentials to login to an employee’s account and access sensitive information such as W-2, payroll, etc. Burp suite also has the ability to inject packets so transactions made while vulnerable can be altered, however this is beyond the scope of this test. As noted on slide 4 the user must bypass the “Your connection is not secure” warning in order for the attack to be successful.
Mitigation:


It is important for users to be educated not to proceed when presented with the “Your connection is not secure” warning. Since our website uses HTTPS, our valid certificate must be present for a user to proceed. It is also imperative that we keep our certificate keys secure and unavailable to would-be attackers. Keeping our network secure is also imperative, as this attack would have been futile if the attacker was unable to gain access.
