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Executive Summary:

In this exercise, I could intercept traffic from www.comcast.net over Firefox web browser, by changing the connection setting in the advanced tab to Manual Proxy configuration 127.0.0.1 port 8080, and checking the option to use this proxy for all protocols.

www.Comcast.net is the default page in my personal web browser setting, which provides options to news, TV shows, sports and email portal. Once on this site, the traffic redirects to www.xfinity.com that is the television platform for the giant cable and internet service provider.

To begin interception, Burp is launched first then Firefox second. The interception tab under proxy will highlight in a yellow color, then we see the raw parameters from the site in plain text. some of the most recognized information displayed is my zip code, the name of the page as host, and the user agent with Linux x86_64 version along with the request for http://comcast.net:80 [69.252.80.75] site.
While the interception is on, I could spider to monitor and control Burp by right clicking the site I was interested on, where requests are made and provides the bytes transferred. Other setting that could be of interest are the Crawler settings that controls the way the Spider crawls for basic web content, Form Submission which controls whether and how the Spider submits HTML forms, and Request Heather which controls the request heather used in HTTP requests made by Spider.

The next step was to send the interception to intruder, then I clicked on render the results, there I saw the results in plain text with the site’s logo and all tabs available for users to click on and get to where they want to get to. This is where I captured some cookies to paste and find password settings to access a real account without a known username.

I pasted the cookies found in a new tab in Firefox to come to the results and there I noticed that I was in or logged on as a user. I also could click on email and see that I could send, received, and read emails, change settings in the portal and act as if the site belonged to me.
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