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GET # HTTF/1.1

Host: www. ookla. com

User-Agent: MozillasS.0 (X1l, Linux xB6_64, rv:45 0) Geckeo/20100101 Firefox/45.0
Accept: text/html, application/xhtml+xml, application/xml; 0. 9, % /%m0 2
Accept-Language: en-US, en; cFE. 5

Accept-Encoding: gzip, deflate

Cookie: ooklasideShreOuktlk] lESunvvum3gSlhbs; _gs=GAL. 2. 857950997, 1420227932; _ distillery=5dc295s_1025k6e2-fedl-4227-8bc2-cd55c21207ha-d9a22a6c5 - b9 4db4e5966-Tc 79
Connection: close

* Host systems sends information about OS and Browsing Client
e Session Cookie created

Response -]

Raw T Headers T Hex T HTML T Render

Last-Modified: Mom, 05 Dec 2016 02:55: 48 GMT
Fragma: no-cache

Server: Apache

Vary: Accept-Enceding

¥ -Frame-0ptions: SAMEORTIGIN
X-XSS-Protection: 1; mode=hblock

Content -Length: 17916

Connection: close

<idoctype html=
=html Llang="en"=>
<head>
=meta charset="UTF-g"=
<title=0okla | The world standard in Internet metrics</title=

=meta name="description" content="0Ockla is the glebal leader in broadband testing, network diagneostic applicatiens and data,
and NetMetrics. ">

* Ookla responds with server type: Apache
» Also returned HTML doeument for rendering by web browser

with products incl




Malicious host(s) found:

Methed | LURL

IE0EOROEOEE

Our security researchers warned us that the B.scorecardresearch.com is a malicious
website, used by hackers, attackers or cyber criminals or even cyber terrorists from
everywhere to redirect traffic to sponsor links and/or ads and earn revenue by doing
it or to promote their Fake Support Service Numbers or just to ... Jai )

@ How to remove B.scorecardresearch.com Pop-up Ads & Redirects
https://www.malwarekillers.com/how-to-remove-b-scorecardresearch-com-pop-up-ads-r...
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Research on some of the hosts like b.scorecardresearch.com shows
the Ookla is loading potentially malicious content.

Must be careful what you click on the website




Cookies and trackers:

HTTP histary WebS ockets histary T D ptions

Filker: Hiding CS5, image and general binary cortent

Haost Method | LURL Pararms | Edited Status MIME tw... | Extension | Title

=Arr-a

202 HTML ash Object m *
200 script
=0z
200 script
z0z
0z
200
02
=02
202
302
=] i ]

TTCC T PV o e, TR L L T T T T T T =i i o= T T

kit fisync tidaltv. com GET IGenericlserSync.ashx?dpid=10...
kit fipi.pardot. com GET lanalytics?ver=3& visitor_id=&pi_...
Fttp:dirtd. tubermogul. com GET Juplpicdl 2j4keSTOTredir=Http% 3A. ..
httpfigo. ookla. com GET Janalytics?conly=trua& wisitor_id. ..
httpiipixektrack eyeviewad... GET Jcheck?r=http% 34% 2F % 2Ftags. ...
bt v wkplOl. com SET Jul_chipr_redir/bluskai?

http:jitags. bluekai.com SET Isitef306297ret=html& dt=08& pos...
Fttp:diatribalfusion. com SET N.match?p=b3& u=chhF Qi 7990 ...
Fttp: il jivesx. carm GET Mtagsisyncusync. phpPpea="Wa43. ..
Fttp: ik, adnxs. corm GET Jgetuid?http: fftags. bluskai. carmisi...
Rt dibki netrming. cormn GET IpixellFaid=0108&tax=wwdrnoc
bt s collactivaormadis et SET 1l =t 2m sir PRt = bl raclir= b m 8 =

O000OOOooood

Site loads hundreds of adware and can potentially install software to the
host computer if clicked.

There’s also tracking hosts that tracks your movement on the website
(probably used for analytics or worst, malicious)

Some Ads can have you redirected to malicious websites (browser
hijacking, etc)




Cookies and trackers:

www.Wtp101.com - Wip101 | Website
www.wtp101.com.ipaddress.com/ ¥
Witp101 Whois and IP information and related websites for www.Wtp101.com. Domains By Proxy, LLC,
DomainsByProxy.com 14747 N Northsight Blvd Suite 111 ...

pxl.Jivox.com - Jivox | Website
pxl.jivox.com.ipaddress.com/ ¥
Jivox Whois and IP information and related websites for pxl.Jivox.com. 12808 Gran Bay Parkway West,
Jacksonville, FL 32258.

Personal anti-virus shows warnings for some of the hosts that Ookla
loads.




Results of Speed test:

4 PenTeleData 2 XFINITY
Palmert 69.249.194.86
CHAMGE H AGA I N

& PING & DOW NLOAD @ UPLOAD SHARE THIS RESULT

115.. 47258.... 6.01l... e

Hosts uses XMLhttprequest for the speed test
Results are returned in a POST script




