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Today, we continue to discuss ...

® How to cope with a critical crisis situation

® The importance of leadership in risk management

® Considerations and tradeoff in security/risk management
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What the h*** Is going on?

® \What happened? Can you explain in English?
® \Was CareGroup IT system hacked by outsiders?

® \What does it mean by “the network collapse?” (p. 5)
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IT could kill someone. (172)

® How dependent is CareGroup on IT systems?

® \Why and how could a failure in hospital IT systems kill a patient?
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Electronic Medical Records
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Electronic Prescribing Software
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IT could kill someone. (2/2)

® CareGroup was so dependent upon IT that the network failure
suspended the almost entire operation.

® |t could initiate a backup plan with the paper-based processes.

= But doctors or nurses, human beings who had gotten so
accustomed to digitized systems, may make a mistake, possibly
resulting in a serious consequence.
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http://www.transcriptionoutsourcing.org/2012/09/upcoding-a-danger-in-emr-systems/
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“The Network Collapse” (172)

® \What caused the network collapse at CareGroup in 20027

® How on earth could one software program instigate the collapse
of the whole network?

" A unsupervised, experimental program went rogue and
consumed the entire bandwidth of one switch (ly030).

= A failure in the one switch had a ripple effect on the entire

network and disturbed all packet traffics that would not go
through ly030.
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“The Network Collapse” (2/2)

® What were the compounding factors in this incident? What
exacerbated it?

" The network was too complex. There were too many
peripheral network branches. Traffics from one branch to
another had to go through too many switches.

= Changes to the network had been made “casually” by IT staff
and not properly monitored. Few proper procedures or
protocols were followed.
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CareGroup IT

® How had CareGroup IT evolved from late 1990s to early 2000s?

® What had made CareGroup’s network so complex and
vulnerable to a complete failure?

= CareGroup was formed by a series of mergers of hospitals in
an effort to increase the bargaining power vis-a-vis insurance
companies.

" CareGroup integrated and standardized the enterprise and
clinical applications, but not the infrastructure (the network).

fin-Seok Pang = Apr.08.2015
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What went well? (1/74)

® How could CareGroup manage to recover from its network
collapse so fast (in just 3 and % days) with no fatality?

® List as many success factors as possible.

http://sethidiksha.wordpress.com/tag/dos-and-donts-of-crisis-management/
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CareGroup, ObamacCare, and IVK

® In what respect are CareGroup’s and ObamaCare’s responses in
common?

® How would you compare CareGroup’s response to the network
collapse to IVK's?

® In what respect did CareGroup do a better job than IVK did in
managing the crisis?
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Mr. Halamka’s Leadership

® \What were the decisive, crucial decisions that Mr. Halamka, CIO,
had made in the midst of the crisis?

" How did they help CareGroup contain the situation?
® Could other CIOs make a such decision?
= How about Mr. Barton or Mr. Davies (former CIO)?

® Why is leadership important in crisis management?

http://sethidiksha.wordpress.com/tag/dos-and-donts-of-crisis-management/
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What went well? (274)

® Mr. Halamka, CIO, took a complete control of
situations and commanded the response.

= [\VVK CIO could not do so.

® CareGroup brought a big brother (Cisco) for help,
and Cisco offered its full extent of support. (p. 7)

= VK did not bring outside help
= in fear of leak of news.

® Mr. Tood Park, the U.S. CTO, took a complete
control of situations and commanded the response
with a rescue team from Silicon Valley.
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What went well? (374)

® Halamka made two decisive decisions.

= Fveryone in IT, don’t touch the network! Let Cisco handle it. (p.
6)

" Fveryone in the hospitals, don’t touch the computers! Use
papers! (p. 7)
® Could some other than Halamka make such a call?

= Doctors, nurses, and staff members would not follow such an

order made by someone other than Halamka, who holds both
engineering Ph.D. and M.D.

" He has authority and credibility amongst Caregroup
personnel.

fin-Seok Pang = Apr.08.2015
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What went well? (474)

® Fairly-recent (albeit incomplete) recovery and backup
procedures, which were intended for Y2K.

® Well-orchestrated coordination in paper-based operations.

® Support from CEO and executives
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10 Lessons Learned

® How would you evaluate the 10 lessons learned?

® \What would be the pros and cons of each point?

® Are they all? Should there be more?
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Should There Be More?

® The 10 lessons learned mostly center around the network.
" Just network?

® Are there any other IT resources that warrant similar attention,
control, and management for a company to prevent a collapse?

» Physical infrastructures (hardware, data centers)
" Enterprise applications, databases, and other software

= Personal devices

nformati
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Policies and Procedures for Data Center

® \What kind of a disaster situation can we think of at a data center?
= Fire, flood, lightening, power outage, earthquake, and so on.

® \What should be among the preventative measures for a data
center failure?
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Policies and Procedures for Database

® \What kind of a disaster situation can we think of at a database?

= | oss of important data or files

= Compromise in database access (stolen ID and passwords)

® \What should be among the preventative measures for a
database failure?

http://sct.emu.edu.tr/courses/it/?id=ITEC313
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How About Personal Devices?

® What kind of a disaster situation can we think of from personal
devices (PC, tablets, cell phones)?

" An unprotected, unguided personal device of an employee
could be a starting point for an attack into inside of the
company.
® What should be among the preventative measures for a failure
due to personal devices?

" Employees would not be happy about the preventative
measures, which cause inconvenience in them.

fin-Seok Pang = Apr.08.2015
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Rigor and Formal Procedures (1/3)

® Why does CareGroup need a formal, rigorous procedure for
making changes to the network (#5)?

® What about “the rush-a-change-into-production-thing” at IVK?
(IT Adventures, p. 166)

http://nitmeghalaya.in/nitm/T&PCell/plpro.html

Min-se 015
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Rigor and Formal Procedures (2/3)

® For application systems, there should be separate
* the development (testing) servers and

* the production servers where applications are actually
running.

® All changes must be done in the development servers first and
updated to the production servers when business is most idle (e.g.
Sunday 1 — 3am).

" The business units would have to wait several days for their
updates to be reflected.

® “Rush-a-change-into-production” is like fixing a car while driving.

fin-Seok Pang = Apr.08.2015
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Rigor and Formal Procedures (3/3)

® Formal, rigorous procedure: Is it a magic pill that solves all
problems?

® \What would CareGroup or IVK lose with it?

® How about Lessen #7 “There are limits to customer-centric
responsiveness”’? What is it sacrificing?

= Ji—

://ap ypsecometh.com/bureaucracy/
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Tradeoff in Risk Management (1/2)

® How much would it cost for CareGroup to implement all the 10
lessons?

" Cost for backup, redundancy, education, consulting...
" |s this justified at CareGroup?
" |s it justified at IVK?

http://apocalypsecometh.com/bureaucracy/

nag
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Tradeoff in Risk Management (2/2)

® With “policies and procedures”, we would lose what?
= flexibility
" responsiveness to business needs
" innovation / experiments
" speed, agility
® |s a 100% secure, risk-free, and fail-safe system a virtue?
" How about at IVK? Does it need such a system?

" |f not, which level of security and risk do we have to choose?

" Depends on what?
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Which level of security/protection to choose?

A

Potential damages (Immediate) Costs

from failure
Likelihootof Inflexibility/
failure Bureaucracy

<>

High Risk Low Risk




8 TEMPLE

——8 UNIVERSITY® MI§ 3534 Spring 2015 — Week 12 — IT Risk Management (I1) 29
Potential damages INn CareG roup
from failure
A
Likelihood of (Immediate) Costs
failure
Inflexibility/
Bureaucracy
High Risk Low Risk
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Mr. Willlams’ Decision

® Why has Mr. Williams decided to do nothing and not to disclose
the incident? What was his thinking? Did he make a right call?

® How would you explain his decision with the graph in the
previous page?
® Mr. Williams” mission is to turn around the company. He was

afraid that by shutting down itself, IVK, the follower, would lose a
chance to catch up the industry leader forever.

= He has made a calculated bet that immediate costs and loss
in strategic agility outweigh potential damages from future
incidents.

fin-Seok Pang = Apr.08.2015
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The Status Quo of IVK
Stock Price for IVK Corporation
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Mr. Williams’ Rationale

A

Potential damages
from failure

Likelihood of -

faildre

(Immediate)
Costs

Loss of
Strategic
Agility

Do nothing Build a Mirror
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Shutdown
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Barton’s 2x2 Matrix (p. 272)

Downside risk

Tolerable Intolerable

Capitalize costs

High | Bear the risk of risk mitigation

Cost of
protection

Low | Lowest priority Mitigate ASAP

® From the perspective of Mr. Williams, the risk from the incident
in Ch. 10 falls into which category?

" in the upper-left (bear the risk)

® \What does it mean by “capitalize costs of risk mitigation” (in
accounting)?
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Next Week

® |T-Driven Competitive Strategy

® Read ITC eChoupal case and write a brief of up to 200 words.
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