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IntroducDons:	  

All:	  Please	  Prepare	  a	  Name	  Card	  

New	  Students:	  

– Name	  

– Why	  in	  this	  course	  

– Unique	  experience,	  skills	  you	  bring	  to	  the	  class	  



Control	  Failure:	  WorldCom	  
•  Background:	  	  

v  American	  communicaDons	  –	  esp.	  discount	  Long	  Distance	  service	  
v  Rapidly	  grew	  by	  acquisiDon	  –	  largest	  being	  MCI	  	  (challenging	  AT&T)	  
v  CEO	  Bernard	  Ebbers	  very	  wealthy	  from	  stock	  price	  increases	  &	  company	  loans	  

for	  personal	  investments	  (Canada	  ranch,	  Dmberlands,	  shipyard)	  
v  ~	  2000	  telecom	  industry	  was	  declining	  
v  Failed	  merger	  with	  Sprint	  

	  

•  Control	  Failures:	  mid-‐1999	  thru	  2002	  	  
v  Booked	  ‘line	  costs’	  (interconnecDon	  expenses	  with	  other	  telecom	  companies)	  

as	  capital	  $$	  vs.	  expense	  
v  Inflated	  revenue	  with	  bogus	  accounDng	  entries	  from	  ‘corporate	  unallocated	  

revenue	  accounts’	  
v  Disguised	  declining	  earnings	  



Control	  Failure:	  WorldCom	  
•  Results	  /	  Outcomes:	  	  

v  Internal	  auditors	  secretly	  met	  and	  found	  $3.8	  B	  in	  fraud,	  assets	  inflated	  by	  ~	  
$11	  B	  

v Arthur	  Anderson	  withdrew	  audit	  opinion	  for	  2001	  
v Company	  went	  bankrupt	  in	  2002	  (largest	  at	  Dme	  –	  eclipsed	  by	  Lehman	  Bros)	  

v  EsDmated	  loss	  of	  $180B	  shareholder	  value	  
v  Layoff	  of	  5,100	  employees	  iniDally;	  30,000	  eventually	  

v Many	  execuDves	  indicted	  –	  some	  sentenced	  to	  prison	  
v  Former	  directors	  sedled	  class-‐acDon	  suit	  ($18	  M	  paid	  by	  directors	  themselves	  
v Company	  reorganized	  as	  MCI	  –	  now	  absorbed	  into	  Verizon	  (2005)	  
v  InspiraDon	  for	  ‘Fun	  with	  Dick	  and	  Jane’	  movie	  remake	  

•  References	  /	  Links:	  	  
v  hdp://en.wikipedia.org/wiki/MCI_Inc.	  
v  hdp://www.accounDng-‐degree.org/scandals/	  	  



ISC	  framework	  in	  the	  ERP	  environment	  
-‐  EnDty	  level	  controls	  

-‐  Automated	  applicaDon	  controls	  
-‐  Manual	  and	  semi-‐automated	  business	  process	  controls	  

-‐  AuthorizaDons	  and	  access	  protecDon	  (confidenDality,	  integrity)	  
-‐  IT	  General	  controls	  (change	  management,	  operaDon,	  security)	  

-‐  Automated	  tesDng	  and	  monitoring	  of	  business	  processes,	  KPIs,	  etc.	  	  

§  Product	  quality	  
§  Delivery	  (OTD)	  
§  Unused	  capacity	  
§  Excess	  Costs	  
§  Lower	  Sales	  Errors	  &	  Fraud	  

•  Completeness	  
•  Existence,	  rights	  
•  Accuracy	  
•  ValuaDon	  
•  PresentaDon	  

Risks	  

Contain	  

Minimized	  by	  

Procurement	   …ProducDon	   Order	  to	  $$	   Quality	   LogisDcs	  Finance	   IT	   HR	  

Business	  Processes	  

Balance	  
Sheet	   P	  &	  L	   Notes	  

Arise	  through	   Must	  be	  observed	  /	  achieved	  in	  

FDA	  etc.	   Performance	  &	  Policies	  

Other	  Reg’s	   OrganizaDon’s	  
ObjecDves	  &	  Policies	  External	  Financial	  ReporDng	  regulaDons	  



ISC	  framework	  in	  the	  ERP	  environment	  
-‐  EnDty	  level	  controls	  

-‐  Automated	  applicaDon	  controls	  
-‐  Manual	  and	  semi-‐automated	  business	  process	  controls	  

-‐  AuthorizaDons	  and	  access	  protecDon	  (confidenDality,	  integrity)	  
-‐  IT	  General	  controls	  (change	  management,	  operaDon,	  security)	  

-‐  Automated	  tesDng	  and	  monitoring	  of	  business	  processes,	  KPIs,	  etc.	  	  
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ObjecDves	  &	  Policies	  External	  Financial	  ReporDng	  regulaDons	  



AsserDon 

7	  

DefiniDon	  
	  	  

‘a	  confident	  and	  forceful	  statement	  of	  fact	  or	  
belief’	  

Oxford	  DicDonaries 
 

In	  AudiDng:	  ‘what	  management	  claims’	  



Financial	  Statements 

8	  

Example:	  	  
hdp://www.temple.edu/controller/financial_statements/documents/
Fiscal2014ConsolidatedStatementspkg-‐Final.pdf	  	  





Management	  AsserDons 

10	  

	  ‘a	  confident	  statement	  of	  fact’	  if:	  
	  

•  Occurrence 	   	   	  Income	  Statement	  
•  Completeness	   	   	   	  all	  
•  Accuracy 	   	   	   	  all	  
•  Timing	   	   	   	   	  all	  
•  ClassificaDon 	   	   	   	  all	  
•  SummarizaDon	  /	  PresentaDon 	  all	  
•  Existence	   	   	   	  Balance	  Sheet	  
•  Rights	  (Ownership) 	   	  Balance	  Sheet	  
•  ValuaDon 	   	   	  Balance	  Sheet	  



Management	  AsserDons 
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•  Occurrence:	  	  	  
•  Recorded	  transacDons	  exist	  	  
•  TransacDons	  actually	  occurred	  during	  the	  period	  

•  Existence:	  
•  Evidence	  the	  assets,	  liabiliDes	  and	  equity	  balances	  exist	  

(have	  real	  world	  counterpart)	  
•  Exist	  at	  a	  given	  date	  

•  Timing	  (cutoff):	  
•  TransacDons	  recorded	  in	  proper	  accounDng	  period	  
•  TransacDons	  recorded	  with	  correct	  dates	  

•  Completeness:	  
•  ExisDng	  transacDons	  are	  recorded	  
•  All	  transacDon	  that	  should	  be	  included	  are	  in	  fact	  included	  



© 2008 by SAP AG. All rights reserved. 12	  

w  In SAP, there are very few delete options: 

w  Implication: Don’t save if things don’t look 100% 
correct!  Exit the transaction and start over 

w  Implication: Once transaction included, always 
included 

SAP Design for ‘Completeness’ 



Management	  AsserDons 
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•  Accuracy:	  
•  TransacDons	  have	  been	  recorded	  with	  correct	  amounts	  
•  TransacDons	  recorded	  in	  the	  appropriate	  accounts	  

•  ValuaDon:	  
•  Included	  at	  appropriate	  amounts	  
•  Value	  adjustments	  are	  properly	  determined	  and	  recorded	  

•  Rights	  (Ownership):	  
•  EnDty	  holds	  or	  controls	  rights	  of	  ownership	  to	  assets	  
•  LiabiliDes	  faithfully	  represent	  enDty’s	  obligaDons	  
•  Rights	  exist	  as	  of	  given	  date	  

•  SummarizaDon	  /	  PresentaDon:	  
•  TransacDons	  are	  included	  in	  the	  master	  files	  
•  TransacDons	  correctly	  summarized	  



Management	  AsserDons 
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Taxonomy	  for	  class	  
•  Occurrence	  /	  Existence	  (Dming)	  
•  Completeness	  	  
•  Accuracy	  	  /	  	  ValuaDon	  
•  Rights	  (Ownership)	  
•  SummarizaDon	  /	  PresentaDon	  



©	  2003,	  2005	  by	  the	  AICPA	  

	  	  	  	  	  	  	  	  WorldCom:	  How	  the	  Fraud	  took	  place	  	  

•  OperaDng	  Expenses	  to	  Assets	  
-‐CFO’s	  direcDons	  affected	  the	  income	  statement:	  
	  
	   	   	  Revenues	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  xxx	  (no	  change)	  
	   	   	  COGS	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  xxx	  (no	  change)	  
	   	   	  OperaDng	  Expenses:	  

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  Fees	  paid	  to	  lease	  other	  
	   	   	  companies	  phone	  networks:	  	  	  	  	  	  xxx	  (Huge	  Decrease)	  

	   	   	  	  
	   	   	  Computer	  expenses:	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  xxx	  (Huge	  Decrease)	  

	   	   	  NET	  INCOME	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  xxx	  (Huge	  Increase)	  
	  

=	  HAPPY	  INVESTORS	  



©	  2003,	  2005	  by	  the	  AICPA	  

	  	  How	  the	  Fraud	  took	  place	  (con’t)	  

•  OperaDng	  Expenses	  into	  Assets	  
–  WorldCom’s	  journal	  entry	  for	  $500	  million	  in	  computer	  expenses:	  

	  	  
	  Computer	  Assets	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  500	  million	  
	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  Cash	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	   	  500	  million	  
	  

•  Huge	  losses	  turned	  into	  enormous	  profits.	  	  	  
–  $1.38	  billion	  in	  net	  income	  in	  2001	  

	  
•  Inflated	  the	  company’s	  value	  in	  its	  assets	  

	  



AsserDons Controls 

The	  existence	  of	  controls	  imply	  the	  existence	  of	  
asserDons.	  



IntegraDon	  of:	  
	  -‐	  Business	  OrganizaDon	  
	  -‐	  Business	  Process	  
	  -‐	  ERP	  /	  SAP	  FuncDons	  



Business	  FuncDons	  /	  OrganizaDon	  

MarkeDng	  /	  Sales	  C
u
s
t
o
m
e
r
s	  
	  

S
u
p
p
l
i
e
r	  
s

Supply	  Chain	  

Finance	  &	  AccounDng	  /	  HR	  



Global	  Bike	  OrganizaDon	  

MarkeDng	  /	  Sales	  
C
u
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t
o
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e
r
s	  
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p
p
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i
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r	  
s

Supply	  Chain	  

Finance	  /	  HR	  
Accounts	  
Receivable	  

Billing	  

Accounts	  
Payable	  

Procurement	  Conversion	  Warehouse	  
DistribuDon	  

Customer	  
Service	  



Business	  Process 
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DefiniDon	  
	  	  

‘A	  series	  of	  logically	  related	  acDviDes	  /	  tasks	  
performed	  together	  to	  produce	  a	  defined	  set	  
of	  results.’	  

Business	  DicDonary 
 



Procurement	  Process	  



MarkeDng	  /	  Sales	  
C
u
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Supply	  Chain	  

Finance	  /	  HR	  
Accounts	  
Receivable	  

Billing	  

Accounts	  
Payable	  

Procurement	  Conversion	  Warehouse	  
DistribuDon	  

Customer	  
Service	  

Reqmts 

Invoice 
Verify 

Goods Receipt 

Purchase 
Order 

Procurement	  at	  GBI	  

Vendor /  
Sourcing 

Payment 



S
u
p
p
l
i
e
r	  
s

Reqmts Goods Receipt 
Purchase 
Order 

Procurement	  FuncDons	  in	  SAP	  

Payment 

Vendor /  
Sourcing 

Invoice 
Verify 



Procurement	  FuncDons	  in	  SAP	  

Task	   SD	   MM	   QM	   FI	   CO	   PP	   PM	   PS	   WF	  

Requirements	   þ	   þ	   þ	   þ	  

Vendor	  /	  
Sourcing	  

þ	  

Purchase	  
Order	  

þ	   þ	   þ	  
	  

þ	  
	  

Goods	  Receipt	   þ	   þ	  
	  

þ	  
	  

þ	   þ	  

Invoice	  Verify	   þ	  
	  

þ	   þ	  
	  

þ	  
	  

Payment	   þ	  
	  



Order	  to	  Cash	  Process	  



MarkeDng	  /	  Sales	  
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Payment 
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Order 

Order	  to	  Cash	  at	  GBI	  



C
u
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Inquiry Payment Delivery 

Order	  to	  Cash	  FuncDons	  in	  SAP	  

Order Invoice 



Order	  to	  Cash	  FuncDons	  in	  SAP	  
Task	   SD	   MM	   QM	   FI	   CO	  

Inquiry	   þ	  

Order	   þ	   þ	  
	  

þ	  
	  

Delivery	   þ	   þ	  
	  

þ	  
	  

þ	  
	  

þ	  
	  

Invoice	   þ	   þ	  
	  

þ	  
	  

Payment	   þ	  



	  

Break	  Time	  



Human	  Resources	  Module	  

HR	  

•  HR	  Module	  Components	  
•  Cross-‐ApplicaDon	  
Components	  

•  HR	  Security	  



Financials 
Employee 
Self-
Service 

Internet 
Integration 

Office Logistics 

Personnel 
Management 

Personnel 
Development 

Organization 
Management 

Time 
Management 

Payroll 

Travel 
Management Information 

Systems 

HR	  Module	  Components	  



Module:	  OrganizaDonal	  Management	  
&	  Workforce	  Planning	  
	  •  Defines	  organizaDonal	  structure	  	  
(units,	  divisions,	  posiDons,	  etc.)	  
	  

•  Base	  for	  personnel	  planning	  and	  
development	  
² Analyze,	  forecast,	  plan	  and	  opDmize	  workforce	  

•  Allows	  planning	  with	  actual	  and	  proposed	  
personnel	  scenarios	  



•  Support	  the	  enDre	  recruitment	  process	  
² Receipt	  of	  applicaDon	  (e.g.	  via	  web	  access)	  
²  Issuance	  of	  recruitment	  requests	  
² SelecDon	  process	  of	  applicant	  
² Applicant	  pool	  administraDon	  
² NoDficaDon	  to	  applicants	  

	  

•  Use	  to	  implement	  an	  effecDve	  –	  and	  largely	  
automated	  –	  recruitment	  strategy 

Module:	  Recruitment	  
	  



•  Perform	  essenDal	  personnel	  administraDon	  
(Hire	  to	  Fire)	  tasks	  such	  as:	  
² Hiring	  employees	  
² Performing	  organizaDonal	  reassignments	  
² Salary	  adjustments	  	  
² TerminaDons	  	  

Module:	  Personnel	  AdministraDon	  (PA)	  



•  Empowers	  managers	  to	  offer	  compeDDve	  
and	  moDvaDng	  remuneraDon	  
² Fixed	  pay	  
² Variable	  pay	  /	  IncenDve	  wages	  (e.g.	  commissions)	  
² Merit	  increases	  
² PromoDon	  

•  Strategic	  compensaDon	  planning	  
•  Allows	  enterprise	  analysis	  of	  future	  
projected	  costs	  

	  

Module:	  CompensaDon	  Management	  
	  



•  Comprehensive	  administraDon	  of	  	  employee	  
benefits:	  
² Health	  (medical	  and	  dental)	  
²  Insurance	  (Life)	  
² Savings	  (ReDrement)	  /	  401-‐K	  
² Spending	  Accounts	  (Medical	  and	  Dependent	  Care)	  
² VacaDon	  

•  Concepts	  &	  processes	  to	  manage	  extensive	  and	  
highly	  individual	  employee	  benefits	  packages	  
² Open	  Enrollment	  
² Employee	  Life-‐cycle	  Events	  (e.g.	  Marriage,	  Child,	  and	  

SeparaDon)	  

Module:	  Benefits	  



Module:	  Personnel	  Development	  
	  

•  Compare	  current	  or	  future	  work	  
requirements	  with	  employees’	  
qualificaDons,	  preferences	  and	  aspiraDons	  

•  Convert	  training	  proposals	  directly	  into	  
bookings	  based	  on	  qualificaDon	  deficits	  or	  
needs	  

•  Aligning	  employee	  goals	  with	  corporate	  
goals	  



•  Plan	  and	  manage	  business	  events	  
² Training	  
² Conferences	  

•  Interfaces	  with	  other	  R/3	  components	  
² Basis	  for	  extending	  and	  updaDng	  employee’s	  skills	  and	  

knowledge	  

•  Flexible	  ReporDng	  
•  Appraisal	  funcDons	  

² Provide	  important	  decision	  support	  feedback	  to	  ensure	  
the	  business	  events	  offered	  are	  both	  high	  quality	  and	  
effecDve	  

Module:	  Training	  &	  Events	  Management	  
	  



•  Flexible	  representaDon	  of	  personnel	  
procedures	  to	  record	  and	  evaluate	  employee	  
Dme	  data	  
²  Infrastructure	  for	  Dme	  data	  recording	  
² Work	  schedules	  /	  shiss	  
² Record	  of	  planned	  adendance	  and	  absences	  
² Record	  actual	  adendance	  and	  absence	  (Time	  sheet)	  
² Annual	  and	  Sick	  Leave	  accrual	  
² Time	  evaluaDon	  

 

•  Ability	  to	  transfer	  absence	  and	  adendance	  
data	  to	  other	  SAP	  applicaDons	  

Module:	  Time	  Management	  (TM)	  	  
	  



•  Process	  payroll	  using	  data	  from	  Personnel	  Admin,	  
Benefits	  &	  Time	  Mgmt	  Modules	  
² Payroll	  runs	  (regular	  and	  off-‐cycle)	  
² Payroll	  correcDons	  
² Payments	  
² RemuneraDon	  Statements	  
² PosDng	  to	  Financial	  AccounDng	  
² Third	  Party	  Remidance	  

•  Tax	  Reporter	  generates	  all	  required	  state	  and	  
federal	  tax	  forms	  (e.g.	  SUI	  reports	  &	  W-‐2s)	  

•  Includes	  a	  number	  of	  standard	  payroll	  reports	  
•  ConfiguraDon	  highly	  Country	  specific	  

Module:	  Payroll	  AccounDng	  
	  



•  Travel	  Management	  and	  Expense	  

•  HR	  Service	  Delivery	  (Improve	  access	  to	  informaDon,	  
services,	  transacDons)	  
² Manager	  Self-‐Service	  
² Employee	  Self-‐Service	  

HR:	  Other	  



HR:	  Structures	  

	  Corporate	  
Structure	  

OrganizaPon	  
Structure	  

Personnel	  
Structure	  



ECC:	  Enterprise	  Structure	  



HR:	  Corporate	  Structure	  

© by SAP AG. All rights reserved 



	  Corporate	  
Structure	  

•  HR	  Corporate	  structure	  different	  than	  ECC	  
Enterprise	  structure	  

•  Personnel	  Area	  
² EnDty	  for	  personnel	  administraDon	  
² Uniquely	  assigned	  to	  a	  company	  code	  
² Default	  values	  for	  data	  entry	  
² AuthorizaDon	  checks	  can	  be	  performed	  at	  this	  and	  

company	  level	  
•  Personnel	  subarea	  

² Divides	  personnel	  area	  
² Controls	  pay	  scale,	  wage	  type	  structures	  and	  work	  

scheduled	  planning	  
² Unique	  4	  digit	  code	  

HR:	  Corporate	  Structure	  
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HR:	  Personnel	  Structure	  

Personnel	  
Structure	  



HR:	  OrganizaDonal	  Structure	  
Financial	  OperaDons	  

Finance	  AccounDng	  

Controller	   Manager	   Clerk	  

OrganizaDonal	  
Structure	  

OrganizaDonal	  
Unit	  

Tasks	  

PosiDons	   Corp.	  Fin.	  Rptg	  Manager;	  Audit	  Manager	  –	  San	  Francisco;	  etc.	  

Jobs	  

ReporDng	  

Scheduling	  

OrganizaPon	  	  
Structure	  



•  OrganizaDonal	  Key	  
² 14	  character	  field	  for	  defining	  organizaDonal	  and	  

personnel	  structure	  
	  
•  PosiDons:	  Represent	  actual	  employee	  placements	  or	  
vacancies	  	  

HR:	  OrganizaDonal	  Structure	  

PosiDon:	  
Sales	  Manager	  

Europe	  

PosiDon:	  
Sales	  Manager	  

Asia	  
OrganizaPon	  	  
Structure	  



HR:	  RelaDonship	  of	  Objects	  



•  Infotypes:	  informaDon	  groups	  that	  store	  personal	  
data	  
² Controlled	  for	  scope	  and	  access	  authorizaDon	  
² Logical	  grouping	  of	  data	  fields	  on	  screen	  
² 4	  digit	  Infotype	  code	  

•  Examples	  
² 0001	  -‐	  OrganizaDonal	  assignment	  (organizaDonal	  unit,	  

job)	  
² 0007	  -‐	  Work	  schedule	  (shis,	  Dme	  recording,	  work	  hours)	  
² 0009	  -‐	  Bank	  Details	  (account	  details	  to	  receive	  check)	  
² 0021	  -‐	  Family	  	  
² Personal	  data	  (current	  name,	  name	  at	  birth)	  
² Payroll	  status	  (last	  payroll,	  date	  for	  recalculaDon)	  

HR:	  Infotypes	  



HR:	  Infotypes	  

© by SAP AG. All rights reserved 



SAP Security – HR view 
•  Agenda 

– Few SAP Security basics 
– HR: Double Verification Principle 
– HR: PD Profile – Structural Authorizations 
– Position based Security 
– Position based vs. User based Security 



SAP	  Environment	  Security	  Components	  

Network	  
Security	  

SAP	  
ApplicaDon	  
Security	  

OperaDng	  	  
System	  
Security	  

WorkstaDon	  
Security	  

DataBase	  
Security	  



SAP	  Security:	  Lock	  Concept	  

Core:	  AuthorizaPon	  Checks	  

SAP	  Terminology	  

Lock:	  AuthorizaPon	  Object	  

Key	  Slot	  



SAP	  Security:	  Key	  Concept	  

AuthorizaPon	  Values	  

SAP	  Terminology	  

Core:	  AuthorizaPon	  Checks	  

Lock:	  AuthorizaPon	  Object	  

Key	  Slot	  

Key	  



SAP	  Security	  

AuthorizaPon	  
Values	  

Checks	  



Also	  requires	  transacDon	  code	  (P_TCODE)	  authorizaDon	  
e.g.	  PA20	  (display	  HR	  Master	  data),	  PA30	  (maintain	  master	  data)	  

HR	  Security:	  Sample	  AuthorizaDon	  Object	  

Object:	  P_ORGIN	  (for	  HR	  Master	  Data)	  
AuthorizaDon:	  P_ORGIN	  

Field	   Values	  

AuthorizaDon	  Level	   R,	  E,	  D,	  M,	  S,	  W	  or	  *	  

Infotype	   *	  

Employee	  Group	   *	  

Employee	  Subgroup	   *	  

OrganizaDonal	  Key	   *	  

Personnel	  Area	   *	  

Personnel	  Area	  Subtype	   *	  



•  AuthorizaDon	  level	  field	  values	  outside	  HR	  are	  
numerical	  values	  

•  HR	  Specific	  authorizaDon	  levels:	  	  
§  R	  	  	  Read	  
§  E	  	  	  	  Write	  to	  a	  locked	  record	  
§  D	  	  	  Lock	  /	  unlock	  record	  
§  M	  	  Display	  matchcodes	  
§  S	  	  	  	  (Symmetric)	  Write	  to	  a	  locked	  record;	  unlock	  IF	  the	  

last	  person	  who	  used	  the	  record	  is	  NOT	  the	  current	  user	  
§  *	  	  	  	  All	  acDviDes	  

HR	  Security:	  AuthorizaDon	  Field	  



HR	  Security:	  Double	  VerificaDon	  Principle	  

AuthorizaDon	  
Level	   E	  –	  write	  to	  locked	  record	   D	  –	  Lock	  /	  Unlock	  record	  

A	   B	  

Maintain	  

Create	  
	  (Lock	  is	  set)	  
Change	  /	  Delete	  
	  (only	  locked	  
records)	  

Lock	  

UnLock	  

Asymmetrical	  Double	  VerificaDon	  



•  Protect	  criDcal	  infotypes	  by	  segregaDng	  data	  entry	  and	  data	  
control	  responsibiliDes	  among	  two	  (2)	  people.	  
²  No	  single	  person	  can	  change	  criDcal	  values	  (e.g.	  base	  pay)	  

•  Asymmetrical	  Double	  VerificaDon:	  2	  users	  don’t	  have	  same	  
authorizaDon	  	  
² New	  data:	  User	  A	  enters	  new	  data;	  User	  B	  unlocks	  it	  
² ExisDng	  data:	  

§  User	  B	  locks;	  User	  A	  changes	  data;	  User	  B	  unlocks	  
§  User	  A	  creates	  locked	  copy	  and	  then	  changes;	  

User	  B	  unlocks	  this	  data.	  	  
² Delete	  data:	  User	  B	  locks	  the	  data;	  	  User	  A	  deletes	  it.	  	  

•  Symmetrical	  Double	  VerificaDon:	  Both	  users	  have	  level	  S	  
²  Each	  user	  can	  lock,	  change,	  relock	  data	  records	  
²  Can	  unlock	  only	  if	  not	  last	  person	  to	  have	  changed	  locked	  data	  

HR	  Security:	  Double	  VerificaDon	  Principle	  



•  End	  User	  inherits	  HR	  security	  access	  only	  to	  the	  
organizaDonal	  units	  (or	  departments)	  that	  have	  been	  
assigned	  to	  them	  
	  

•  PD	  Profiles	  /	  Structural	  AuthorizaDons	  
²  Defines	  addiDonal	  level	  of	  security	  access	  by	  OrganizaDon	  
²  Confines	  users	  to	  perform	  tasks	  within	  specific	  

organizaDon	  layers	  
²  Used	  in	  conjunc.on	  with	  standard	  SAP	  profiles	  (lesson	  7	  -‐	  10)	  
²  Created	  in	  config	  vs.	  security	  profile	  generator	  
²  Assigned	  to	  individual	  users	  via	  linking	  to	  posiDons	  

(infotype	  1017)	  
²  Only	  used	  while	  accessing	  HR	  data	  

HR	  Security:	  Structural	  AuthorizaDons	  



•  HR	  module	  used	  to	  help	  Security	  Administrators	  
control	  system	  access	  

•  Roles	  and	  acDvity	  groups	  or	  authorizaDon	  profiles	  
(standard	  and	  structural)	  are	  adached	  to	  posiDons	  or	  
other	  objects	  in	  the	  organizaDon	  structure	  

•  The	  person	  who	  holds	  /	  occupies	  the	  posiDon	  inherits	  
access	  provided	  by	  the	  profiles	  or	  acDvity	  groups	  

•  When	  people	  move	  within	  the	  organizaDon,	  no	  need	  
to	  communicate	  with	  Security	  Administrators	  

PosiDon-‐Based	  Security	  Concept	  



•  Security	  roles	  are	  directly	  assigned	  to	  user	  master	  
records	  

•  Accommodates	  tradiDonal	  thinking:	  
‘Joe	  Smith	  approves	  purchase	  orders	  vs.	  Finance	  
Manager	  approves	  purchase	  orders’	  
	  

•  Is	  only	  security	  approach	  possible	  with	  HR	  module	  
implementaDon	  

•  Requires	  matching	  job	  and	  posiDon	  responsibiliDes	  to	  
access	  requirements	  for	  each	  user	  

User-‐Based	  Security	  Concept	  



•  PosiDon-‐based	  Security	  Benefits:	  
²  Security	  based	  on	  employee’s	  posiDon	  and	  how	  that	  

posiDon	  fits	  in	  the	  organizaDonal	  structure.	  
²  Aligns	  with	  business	  process	  thinking	  

§  Payroll	  administrator	  starts	  and	  stops	  payroll	  vs.	  Joe	  Smith	  starts	  
and	  stops	  payroll	  

§  Workforce	  Planning	  Manager	  creates	  new	  posiDons	  vs.	  Joe	  Smith	  
creates	  new	  posiDons	  

²  Automates	  security	  adjustments	  triggered	  by	  employee’s	  
long-‐term	  movement	  in	  organizaDon	  (e.g.	  new	  hire,,	  
transfer,	  terminaDon)	  

²  Lower	  long-‐term	  security	  maintenance	  and	  administraDve	  
costs	  despite	  the	  one-‐Dme	  development	  costs	  

PosiDon-‐Based	  vs.	  User-‐Based	  Security	  



•  PosiDon-‐based	  Security	  Benefits:	  
²  Facilitate	  general	  assignments	  to	  employees	  whose	  

posiDons	  belong	  to	  same	  organizaDonal	  unit.	  
²  Base	  training	  and	  change	  management	  strategies	  on	  jobs	  

and/or	  posiDons	  
§  In	  a	  course	  –	  train	  all	  HR	  Managers	  
§  Communicate	  business	  impact	  to	  all	  Personnel	  Administrators	  

²  Easier	  use	  of	  workflow	  
§  Workflow	  uses	  organizaDonal	  structure	  to	  idenDfy	  approving	  

posiDon(s).	  PosiDon	  drives	  approval	  and	  not	  the	  holder	  of	  the	  
posiDon	  

§  PosiDon-‐based	  security	  similar	  to	  posiDon-‐focused	  Workflow	  
(chief	  posiDons).	  	  	  	  AcDvity	  /	  processing	  centered	  around	  posiDons.	  

PosiDon-‐Based	  vs.	  User-‐Based	  Security	  



•  PosiDon-‐based	  Security	  CauDons:	  
²  How	  to	  handle	  non-‐employees	  (contractors,	  consultants,	  

third-‐party)?	  	  	  User-‐based	  security	  most	  likely	  
implemented	  –	  no	  posiDons	  for	  third-‐parDes.	  

²  When	  roles	  (acDvity	  groups)	  used	  for	  posiDon-‐based	  users,	  
security	  assignment	  can	  also	  occur	  directly	  in	  user	  master	  
record.	  
§  Most	  effort	  defining,	  creaDng	  the	  acDvity	  groups	  

²  Challenging	  for	  fuzzy,	  complex,	  dynamic	  organizaDons	  
§  Fuzzy:	  structure	  is	  flexible	  (can	  depend	  on	  individual	  in	  posiDon)	  or	  

varies	  significantly	  in	  different	  parts	  of	  organizaDon	  
§  Complex:	  matrix	  organizaDons,	  few	  or	  very	  many	  levels	  of	  

organizaDon	  more	  difficult	  to	  model	  in	  SAP	  HR	  Structure	  
§  Dynamic:	  if	  organizaDon	  changes	  frequently,	  posiDon	  security	  

reorg	  is	  required	  to	  support	  

PosiDon-‐Based	  vs.	  User-‐Based	  Security	  



Purchase-‐to-‐Pay	  Exercise	  
•  Primary	  Learning	  objecDves	  

–  Experience	  the	  steps	  in	  a	  typical	  purchasing	  transacDon	  
–  See	  how	  an	  ERP	  system	  handles	  typical	  purchasing	  
transacDons	  

– Work	  through	  the	  procedures	  involved	  in	  a	  test	  of	  
transacDons	  

–  InvesDgate	  related	  applicaDon	  controls	  in	  an	  ERP	  system	  

•  Secondary	  learning	  objecDves:	  
–  See	  the	  integraDon	  between	  materials	  management	  (MM)	  
and	  financial	  accounDng	  (FI)	  modules	  of	  SAP	  

–  View	  some	  basic	  FI	  module	  sewngs	  than	  enable	  proper	  
system	  funcDons	  



Exercise	  1:	  Purchase	  to	  Pay	  
•  Agenda	  

–  Today:	  	  Logging	  On;	  	  Steps	  1	  -‐	  6	  
–  Next	  Class	  (Feb	  2):	  	  Steps	  7	  -‐	  14	  
–  Due	  Feb	  5	  11:59	  PM:	  Assignment	  Submission	  



Configured SAP Gui 

© 2008 by SAP AG. All rights reserved. 7
0	  

Select System:  
double-click or  
Logon button 



© 2008 by SAP AG. All rights reserved. 7
1	  

Enter Client 
 
Enter User (R/3 Account) 
 
Enter Password (R/3 Account) 
 
Don’t worry about language— 
English will default in 

Logging On 



SAPGUI	  -‐	  System	  ID	   GB5	  

Host	  Name	   GB5.UCC.UWM.EDU	  	  

Client	  Name	   SAP	  ERP	  GBI	  AIS	  2.21	  (MCC)	  

Client	  Number	   648	  
SAPGUI	  -‐	  System	  Number	   00	  
Student	  Userids	   AIS-‐002	  to	  AIS-‐029	  

IniPal	  Student	  Passwords	  
(case	  sensiPve)	  

5121Temp	  

SAP Access Details 



© 2008 by SAP AG. All rights reserved. 7
3	  

On the first time logging in to 
a new account, you will have 
to change the password—try 
To remember your new 
Password WITHOUT WRITING 
IT DOWN! 
 
Then a message or two 
 
Then . . . . 

Logging On ...2 



© 2008 by SAP AG. All rights reserved. 7
4	  

SAP Easy Access 
• Master Data Entry 
• Transaction Data Entry 

Success !! 



7
5	  

Also: Extras -> Technical Details 

Enable ‘Expert’ Mode 



Exercise	  1:	  Purchase	  to	  Pay	  
•  Agenda	  

–  Today:	  	  Tasks	  1	  -‐	  6	  
–  Next	  Class	  (Feb	  2):	  	  Tasks	  7	  -‐	  14	  
–  Due	  Feb	  5	  11:59	  PM:	  Assignment	  Submission	  



Exercise	  1:	  Purchase	  to	  Pay	  
•  Task	  1.1	  	  -‐	  Examine	  the	  Chart	  of	  Accounts	  

– Menu:	  	  Accoun&ng	  ►Financial	  Accoun&ng	  ►	  General	  
Ledger	  ►	  Informa&on	  System	  ►	  General	  Ledger	  Reports	  ►	  
Master	  Data	  ►	  Chart	  of	  Accounts	  

–  TransacDon:	  	  S_ALR_87012326	  

•  Task	  1.2-‐3	  	  -‐	  Examine	  General	  Ledger	  Accounts	  	  
– Menu:	  	  Accoun&ng	  ►	  Financial	  Accoun&ng	  ►	  General	  
Ledger	  ►	  Master	  Records	  ►	  G/L	  Accounts	  ►	  Individual	  
processing	  ►	  Centrally	  

–  TransacDon:	  	  FS00	  



Exercise	  1:	  Purchase	  to	  Pay	  
•  Task	  2	  -‐	  Examine	  System	  Sewngs	  	  

– Menu:	  Tools	  ►	  Customizing	  ►	  IMG	  ►	  Execute	  Project	  	  
–  TransacDon:	  	  SPRO	  
Do	  not	  make	  any	  changes	  to	  the	  system	  while	  you	  are	  in	  the	  
IMG.	  
–  Expand	  SAP	  Reference	  IMG:	  	  Financial	  Accoun&ng	  (New)	  ►	  
Financial	  AccounPng	  Global	  Secngs	  (New)	  ►	  Global	  
Parameters	  for	  Company	  Code	  	  ►	  Enter	  Global	  Parameters	  

•  Task	  3	  -‐	  Create	  a	  Master	  Material	  Record	  	  
– Menu:	  	  Materials	  Management	  ►Material	  Master	  ►	  
Material	  ►	  Create	  (Special)	  ►	  	  Trading	  Goods	  

–  TransacDon:	  	  MMH1	  



Exercise	  1:	  Purchase	  to	  Pay	  
•  Task	  4	  -‐	  Create	  a	  Vendor	  Master	  Record	  	  

– Menu:	  Logis&cs	  ►	  	  Materials	  Management	  	  ►	  Purchasing	  	  ►	  	  
Master	  Data	  	  ►	  Vendor	  	  ►	  	  Central	  	  ►	  Create	  	  

–  TransacDon:	  	  XK01	  
–  Expand	  SAP	  Reference	  IMG:	  	  Financial	  Accoun&ng	  (New)	  ►	  
Financial	  Accoun&ng	  Global	  SeYngs	  (New)	  ►	  Document	  	  ►	  
Tolerance	  Groups	  	  	  	  Define	  Tolerance	  Groups	  for	  
Employees	  

•  Task	  5	  –	  Create	  InformaDon	  Record	  for	  the	  Vendor/Material	  
– Menu:	  	  Logis&cs	  ►	  Materials	  Management	  ►Purchasing	  	  ►	  	  
Master	  Data	  ►	  Info	  Record	  ►	  Create	  

–  TransacDon:	  	  ME11	  



Exercise	  1:	  Purchase	  to	  Pay	  
•  Task	  6	  -‐	  Check	  Status	  of	  Various	  Accounts	  	  

–  Check	  Inventory:	  MM	  Inventory	  QuanDty	  	  
TransacDon:	  	  MMBE	  (Stock	  Overview)	  
	  

–  Check	  GL	  Inventory,	  GL	  Cash,	  GL	  A/P,	  GR/IR	  (Goods	  
Received	  /	  Invoice	  Received):	   	  	  
TransacDon:	  	  S_ALR_87012291	  	  (Line	  Item	  Journal)	  
	  

–  Check	  A/P	  Vendor	  sub-‐ledger:	  	   	  	  
TransacDon:	  	  FBL1N	  (Vendor	  line	  item	  display)	  



Extra	  Slides	  



©	  2003,	  2005	  by	  the	  AICPA	  

	  	  	  	  	  	  	  How	  the	  Fraud	  took	  place	  (con’t)	  

•  OperaDng	  Expenses	  to	  Assets	  
-‐CFO’s	  direcDons	  affected	  the	  balance	  sheet:	  
	   	   	  	  
	   	   	  Assets:	  
	   	   	  Computer	  assets	  	  	  	  	  	  	  	  	  	  	  	  	  	  xxx	  (Huge	  Increase)	  
	   	   	  Leasing	  assets	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  xxx	  (Huge	  Increase)	  
	   	   	  	  
	   	   	  	  
	   	   	  LiabiliDes	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  xxx	  (no	  change)	  
	   	   	  Stockholders	  Equity:	  
	   	   	  Retained	  Earnings	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  xxx	  (Huge	  Increase) 	   	  	  
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HR:	  RelaDonship	  of	  Objects	  





AddiDonal	  HR	  Terms:	  subtypes,	  
objects	  

Object	  ID	  
2	  ‘Diane’	  

Object	  ID	  
1:	  ‘Chuck’	  Infotype	  0021	  

‘Family’	  

Subtype	  1	  
‘Spouse’	  

Subtype	  2	  
‘Children’	  


