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The old Windows 2003 } Resource Kit contains more than 120 d1ffete_nt_ tools for

administering and troubleshoottng systems, managing Actttfe Dlregto
curity featuies, and. much more. You can sl download’ the Resour s 1
Microsoft's website, but you “should carefully test any tool that you, mtend se_10

k""sure it wﬂl not disrupt your environment.

NOTE Microsoft offers outstanding command-line help at http: Htechnet
.microsoft.com/en- usfllbrarylcc754340(WS 10).aspx. Type ‘help cd
the corainand prompt for general |nformatlon about using y o

Iine”.lun.Wmdows.

Sysinternals Tools

The Sysinter ernals tools, bought, by.Microsoft in 2006,
pérform m complex tasks and detailed 'alysm You can down'fo'af Sysinte)
the website at WW. sys internal ozens, of tools are - available for remote, administra-

tlon; ‘network ‘analysis, ‘process and registry. monitoring,.and other tasks Sevﬂ_Ial compa-
dard bulld for setvets and clients.

mes mdude a subset of these tools as part 0 of the stan

help administrators and auditors
als tools from

Other Tools

Many, many other tools are available as. well, some 0

cussed in the various audit steps. You can script nearly
dit, and in some cases, you may find that you have ‘commercial conﬁguratton manage-
‘detailed analysis of the systefn to'thie an et n the

| still find.it relpful to's mple se ers_w L i

for appropnate controls
ng tool the Windows 75 Foren ic Toolchest (WFT) written by Monty

o5 as a wrapper for ¢o ne tools. It can ‘handle any of the. e i0ols

listed here or others you may want to. add. WFT is referenced as part. 1t.0f the SANS foren-
: You can Jearn m ut it from www. foolmoon net/ security | d you might

$i
& geta dlscount ifyou tell im you Ie leamed about it from this ‘boo

{ which are l1sted here and d1s-
everythmg in the §

Common Commands

Table 6-1 presents a list of command-line tools used throughout this chapter.

Server Administration Tools

Remote Server Administration Tools (RSA
and features running on ‘windows Server

T) enable a Windows 7 client to manage roles
5003 and 2008 systems. RSAT is comparable

in functionality to the windows Server 2003 Administrative Tools Pack and Remot
Server Administration Tools for Windows Vista. Most of the tools in the Adminpak wert
used for Active Directory (AD) domain- specific administration. If the subject of th

audit is part of the AD infrastructure, these tools may be of use. RSAT allows administra
. tors to perform remote server management functions and includes several great tool

| that are otherwise difficult to duplicate in functionality.
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gwnloads page. After downloading the installer
you need to run the file as an administrator to in
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y add the Microsoft Windows
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I. Obtain the system
;g;:pare  the goncy ;:(flt:‘t;zrant:!t:‘:sand service pack version and |
ie: ' |
o agsagféeaggt;i&fﬁ a%proved to make your environment. more secure, easil |
AN . qnd co;cn phc:;lzlee-chick the basic configuration information toaselns—(
hos . {he S c';fvlllt1 crlg:hcglf1 Oider operating systems increase the
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‘ Performing the Audit
| S The key to a successful audit of Windows servers of clients is to review the host thor-
oughly by itself and in conj nction with ther many | other possrble C nnectrons that pass

| data to and from ‘the host -
e S TTowing audit steps

focus only on the host. and do not cover extensive reviews

S of overlymg applications or. frust relatronshlps with outside sysiems. “Also not covered
are data input a and data output methods or their validity. You would deal with.these on
Q per—host basis usrng techiniques and tGols covered 'elsewhere in this book. The steps

shown here are typlcal of T rnany server atdits and’ represent a good tradeoff between the
"""" d the amoitnt of fime it takes to revrew the host.

ersmns Mamtalnmg staridatd builds
rnanagmg the servers, ilds and patch levels greatly simplifies the process .of

~

How

You could find this inf
ormation using built-i

e srptiicat s ‘ g in command-line tools, hun

tO]quu s fai;;nlt:trfa _GUI) ‘and searchlng the regtstry JHowever, E;lg g;fgrough
tmool—s L up s (t); S;tllnotr:r mcilude the Sysmternals tool psinfo, and the n:ciltirrld

esy“ee "t rnals.com and download the

Uf‘ﬂrmlza fo0ls o retrieve this information, and then com are t icage Use one
g o'y pol1c1es and requrrements a pare the results with youe ot

NOTE The test steps in this chapter ! focus on testing the logical security
of Windows boxes, as well as processes X for maintaining and monitoring that
security. However, other mternal controls are also critical to the o overall
operaﬁons ofa computlng envnronment such as physncal securlty, dlsaster-
récover'y plannmg, backup processes, change. management, 2 and capacuty
piannlng These topics are covered in Chapter 4 and should be included in
your “audit if they have not atready been covered effectlvely ina separate

data center or entlty-leve| contro!s audlt

NOTE Downl
cad
heml.The toul PSInfESiSt ;:r i i ffiﬁ:': w:vv:: sysinternals.com/Utilities/PsTools
set of tools. You ma;
tools from Symnternals for audltlng your servers. y want to use several

v @

Test Steps for Auditing Windows

In an ideal world, you would audit against a reference set of controls and information
covering every possible configuration settlng However, we don't live in an 1deal world,
and most of us don't have that much time per host. The test steps in this chapter are
a recommended’ list of items to evaluate. From experienice, we know thiatr debate
abounds regarding auditing Windows. Can a Windows server be secured? What makes
your steps | better than someone else’s steps? The steps covered here have Worked for

1. Determine whether
the server
company—prowsroned f' rewall s running the

us 7

; | “several companles
I Many auditing programs. fail to balance effective audits and effective time manage- How
d a lot of time dtscussmg vari-

~ Most of the time, a
: r ChECk of T_he pIOCESS
visioned fir es on the. system shows that
s to thee;valllnrts installed and running oti the system. An easy way ttdl :ciomf’gnv pro- 1
on the sy's'témysandernalzlﬁm pslist Do this byrunningpslist <pro 1Pt il check |
. : sear orthe Ccess name> Bk
£ JOUWARTTS find "« approprrate runmng process by spekafym g the process 2 | 5
ot rnany OT . . |
_ ganizations, the firewall j . :
Tiosts in a ‘ wall is centrally managed and
group. You may want to ged and the same across all
“Ifyoiiareu verify the configuration of the firew. E
ipted out uflnid the Windows Firewall, learn the netsh command sg}tl 0?1 the host.
put and changesto the fitewall. Try running netsh fi rew iclh allows
wa Bhow,

config to see the overall
Al <ot configuration of the firewall on the host and whether the

ment, Related to time management, notice that we spen
" ous ways to scnpt the results. Configuration management tools carl also be lever aged by

‘the audit team to review scores of servers very qu1ckly, and some audit, packages prom-
ise the same, The only concemns here regard ensuring that all of the controls th '

the business are. covered, and occasionally validating t ‘the Tesults of the tools i
own 1ndependent revrews

Setup and General Controls
the overall system setup and, other general ¢
ce with your organization’s policy. The
as making certain that the system runs compang i

The following represents.a check of.
"G ensure overall system complian
general high-level controls, such.
vrsroned firewall and antivirus programs.
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3. Determine whether the server i
antivirus program.

Running software other than company—provisioned 5
the enterprise software environment on the laptop or
armful code or hzitking't'ools to run"on the @

protection may allow h
late company policy.

How

| ning on'the system. As :
| pslist from Sysinteina

| pslist rtvscan

| psList 1.2
i copyright (C) 1999-2004 Mark Russinovi

| gysInternals - www.SysInternals,.com
| Process information for CA-CDAVIS:
: pid Pri Thd Hnd Priv CPU Time

Name
244 8 53 569 26212

I Rtvscan
% Depending on the nature of your audit
| tion of the antivirus progra
| gram is managed centrally an
about with antivirus programs is
monitoring. This is an easy way 10 g

4. Ensure that all approved patches are inst

management policy.
1f all the OS and software pat
ties ‘could exist ‘on the server.

How
se systeminfo Or psinfo -stQ

»-|pare the results against the policies an

the output to compare with exist

..—~fnent data. You could also com are the output wi

to identify possible disparities.

5. Determine whether the server is running a com

patch-management solution.
Again, running softwar

ties in the enterprise software environment on
patch-management solution may prevent the se
allowing harmfull code or hacking tools to run on the

company-provisioned
ing the latest patches,

A visual check of the system tray shows that
mentionéd earlier, an easy way to script this cf
1 o the systern and search for the running process:

0:07:16.640

m on the host. For many organizations, the. antivirus-pro-
d is the same across all hosts.
the ability 1o exclude certain
et around the antivirus program.

ches are not ipstalled, ‘widely kno

pull this information up for you, and. then com-
s and- requirements of your organization. Y01 205"
fing SMS]SCCM,-patchlink, and other paich-manage

e other than company-.provisioned_,ggﬂwg;g__may C

s running a company-provisioned

oftware may cause instabilities in
desktop. Failure to ‘have-antiviriis
) computer that vio-

an antivirus program is installed and run-
1is check 1s to run

¢ - Process Information Lister

ch

Elapsed Time
85:27:32.223

,you also might want to check the configura-

One thing to be careful
“Bles ot Tolders Tiom

alled per your server

wn security vulnerabili-

th daia from a yulnerability scanner
[T L a "‘-M-l‘.,,.k__..__m_./‘.'

paﬁy_—provision_ed

ause ipstabil
the laptop or desktop. Failure to have 2

rver from 1
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How
A visual check of the ;
f the processes in.the Task-Mana

TOVi ger usually sho
immE‘l;lgifl_zgagful:h—?fnagemem system for servers is installzd dfl‘gsrltll;illti;lhe COEpa__ny-
o sl ey b s b s o e

o T e 13T, O 1 PN 7T R il

;Pdalteﬁ, which is also easily chedked by \1,.6?16_;. organizations. like to enable automatic

anel; You can also verify whéther the syst 4
Configuration Manager (SC e system shows up on the Mi

.OQﬁEEIé-El_ n Manager (SCCM} console and Validat(f the last | torouoft System Center
given machine. ast patch cycle applied to a

6. Review and verify startup information.

gUE partitions, processes, or programs in vi olati ici

Sosue pant! gram iolation of your policies ca: i

found dus g system startup. In addition, malware will sometimes mak o of e e
boot 1o 1nstaH kits deeper into the OS VLRSI make use of the next

How a =
Severa] utilities can h ,,-u'u"t.n(;'-".rm'f!w'%nwm o 3‘:
el 0 ; R i g i S g AT R .
excellent tools include 5 e’; d“;g—%‘;ﬂgg ,FE_"*&??EL ebootwill do to the system ( -
o ' ’ HEOrin e Tt Can tse pan et
any switches to understand what file moves 1 pendnoves by ltself
restart. are planned for the next sysiern

Autoruns is the GUI versi ns from the
ersion of autoruns. Wh h
. line, ¢ L . s. en you use autoru
‘Oitmmand Sne i txz mlght l?e easier to out.put ittoa comma—separated values (gSV } tf le
W] h the —c switch and view the results inside Excel. It might be difficult to a reciaIt
| g PP €

the power of aut i

. oruns until you use the GUI

] ) au Vi 1 n .

tion it's capable of uncovering for you. toruns version to see the informa-

Review Services, In .
and Scheduled Taske . PPlications,

allil::::n::‘:?rv:‘tat sgtrvices are enabled on the system, and
cessity with the system admini ’

e r y ministrator. F
lecessary services, review and evaluate procedures for as::ssing

ulnerabiliti i i .
atehed. es associated with those services and keeping them

e risk of unauthori i

0 zed entry into the sys o

iable € 1io the system. Therefore, network servi hould b
b d only when there is a legitimate business need for them rk services should be

g for “Automatic Updates” in the Control

m}fﬁw&\

{..

(51
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New security vulnerabilities are discovered and communicated frequently to the
stem administrator is not

windows community (including potential attackers). If the sy
aware of these alerts and does not install security patches, well-known security vulner-
abilities could exist on the system, providing a vector for compromising the system.
the most critical steps you will perform, Unnecessary

NOTE This is one of
the number one vector of attack on

and unsecured networl services are
Windows servers.

How
The tools shown in Table 6-2 reveal key pieces of information to help you identify ser-
vices and how they are used. Netstat reveals the active sockets on your computer lis-
tening for external communications, Psservice, 8¢, and DumpSec list the running
services. Next, you can map the running services to the open ports using tcpvcon. Fi-
nally, procexp is also capable of showing you much of this information but cannot be

scripted. Itis mentioned here because of its powerful capabilities and because it is free.

These may seem like a lot of utilities, but it's worth your time to look through them
to decide whatinformation you need for your audit. In general, if the system is being
"ased in therAD domain, ensure that the Group Policy Object (GPO) policy rules are

periodicall @viewed. These rules are applied to any system that joins the domain/

specific branch.

You can use the native nets
mand line. Look for lines containing I
incoming connections on these TCP and UDP p
such tools as psservice, which is very much like

fems.
Other utilities that map processes to p

sc guery type= service) command an
mend tepveon from Sysinternals. The *Tools and Technology”
information about where to find these tools and more. You can run

tat command by typing netstat —an at the com-
ISTEN or LTSTENTNG. The hostis available for
orts. You can find a list of services using
the netstat service on *NIX sys-

ort numbers include the built-in sc (try

d tcpvcon from Sysinternals. We recom-
section a bit later offers

tasklist /sve

o 2R

Provide network information Native Windows command
o ez s TEFeAEETFISEISERIET IS g AT IE EESEST TP AR 4
: GETEEET B Cad e FEFds R i8S aled FEFGESEITS A L By B
jst Adryice information i) ia S 2R Y SySinsenialsicomy s &
Native tool for talking with service contr
SR FEET SRS FPIr TS EERLESE
H i e TR, T
s

2} 1 B
G T O B Bl D P & 57y
o7 the seeavity settings's fuade 72

h
CL! view of process
g TR R ENE LE ERIARS
GUllyiew'of procesies.mabped 1o per

Powerful GUI process explorer

Table 6-2 Tools for Viewing Service Information

a5

. ‘inadve

Khowine som ey
aiowing sources could damage host or network resources,
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if you quickly want to map existi .
7 : p existing process IDs to runnin i

absolutely everything about a process, download and : thmces-_ e oW
s run the Sysinternals Process Ex-

Once you have obtained a li the.results

¥e a list of enabled services, di

:)Eﬁé :fgrfxﬁzggtégtoi to understand the need for each 2S;W§§§u§:;n,
ax};y ser:rliceasnﬂiﬂl%fo-%ﬂex@.n@t'.'eriéi?flé‘i,ré?’“' sl B thi ‘VstZr:%}gg imistrator, For |
Mitfosgﬁ;gnapj; sjlfre ?}?t needed, encourage the administrators to 'dié'r"rlgll"ll"s"tr?t Y-TI?}?T

1osoft snap-in.forthe-management consol ' inched by ty Eg omse
from the Run option on the Start menu. nsole can'be launched by typifig semices.mse. |
8. Ensure that .

. only approved applicati i
plications are insta

ziil:;ril:trpter your server management policy. fed on the
Administrators must manage th icati inst:
lowni?gﬂ reasom: 1 ge the set of applications installed on their hosts for the fol-

g :9?..?.” applications play well together. 9 L LL‘

: talla (S

}- pplications may have a dependency that's not installed %Q B ‘1{‘; ol

.. . s . .. r' _ﬁkﬂ‘\

MO e.a i i
B e Mﬁ.,w) ;?fi gy

Unmanaged orur L.

that make thi ser‘fe?ﬁ?ﬁg;b?mt)hcatwns also may have configuration or coding issués

ety e e Y Compl'omise Fi

cation could be missi ble to compromise. For example, a poorly m: :

ttefiily be missing patches, could allow access to a privileged Y managed app L
itly create a covert channel for an unprivileged user. process, or could

How

Use the resul P

ults from the output of ps lﬂé@hkhiﬂdﬂdes-infmma tion.about.the f
HORHEATIOR-aDOUL-LIE

alinin o,

installed applications. You might alsg e Exp

Jnstalled s. You might also.consider looki P

! plic: s. You might also.consic ' looking through e

w& ﬁﬁamgswjﬁigrgamza ional polic@nd diSC%lSS thergn W;gi;i:adriﬁi%ﬁtfaom- @
ational policy and discuss them with.th istrafor,

e

9. Ens

2 Ensurs that oly approved scheduled asks are runing

the Tunnin e A et ¢n lor wee s until an administrat " .

the running'schieduled tasks ori'the Tiost. Scheduled tasks ;:rea?ifﬁlﬁiﬁfsmﬂew
s created by malicious or up-

Az

- Lt AL L L AL Y LA L

task-is really going to ck

‘ 7 going to do. The task can b

o really going 1o do. The task can be called anything an aa '
ing it up. THat being said, you can view tasks frgm thelzdiﬁﬁigl{r‘c‘ll}%&wml:lpn

htasks:

Th:e‘/éurrent .

. d :

- schtasks trectory is Ci\>
" TagkName

Next Run Time Status

«Maligi
1Clous Task 12:27:00 PM, 6/13/2011

o
G
(-
—
et

)
>
)
-
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o g

server doesn't list Malicious Task. Get i
you really want to. understand in-depth
the propertres of each. task.indep

T«aﬂi Sctieduter. Alternatlvely,

g the old AT on the command line on this
e habit of using schtasks to v1emL,tasks,_lf

‘exactly what . each. taskdoes,,you.nged to op_g,n,
From there, you also can see the target file

gs. Choose Start | “Search and type ¢ schedule_Then select
ou could fype tagkschd.msc at the comman

Administrators should note that runnin

and revre,wsseveral other. settm

opertiie Task “Scheduler.

Account Management and Password Controls

Account management and password controls are fundamental components of server

Chapter &: Auditing Windows Operating Systems

I, Ensure that all users are

: th e created at the domain level and
cleaﬂx annotated-in-the. active, dlrectory Each user should trace
trﬁa.speclﬁc employee or team.

fiMost user accounts should be ‘adifiifiistered centrally by a domain controller, with th
o] of accounts created on 1solated 5 .

sitiiihg- andmdep“r‘owsro

T e

How

e e it e T st T

ystems that are not a- member of’ a

X
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isa difficult task; and a. common meihiod for
uld never have had access to in the first place

management Tracktng users over time
gammg access 10 systems that a user she

10. Review and evaluate proced

DumpSec.exe /rpt=users /saveas fixed /outfile=users.txt

~

:lhOtTIE Download DumpsSec from www.somarsoft.com.The same, executable
! aﬂra}émches the GUlis used from the command Ilne You can |nclude
umpSec in a script by inCiudiﬁgt inar
Y Wlth your script whe
;he script. Cearn “about the dlfferent comy line optlonthy gorr?g)iczuth:n
help fi fle under Help | Contents. and selecting. Command -Line options. _

ures for creating user accounts 2 and

i ensuring that accounts : are crea ated only for.a. leglumatemhutness
r_tﬂe’e_’d Review and evaluate processes for ensurmg that accounts
<'> are removed or disabled in 2 timely_fashion.in. thegvent of

termination or job change.

| If effectrve controls for. ptov1d1ng and.removmg access to the serggr“a_;gﬁnotﬁm place, ii

1 could result in D 1NNECessary.-aecess to system resources _This, in turn, places the integrity
,,,,,,,,,,,,,,,,,,,, R

; and ava11ab111ty of the server at r1sk

':;dfw

[
‘I

Dis
cuss your. ﬁndmgs with the admmlstrator, and pay close attentlon to.accounts

n_guest and admlnr accounts unless required by an a ppli-

dg a1n are th
cation. -

B ——

12. Review and evaluate the use of groups, and determine the

How
restrictiveness of their use.

Interview the system ade,nrstrator, .and-reviey account-creation procedures. This-pro-

2 Tegitimate “need for

cessshould incdudes some forth of verificatio] J that the user: has
access Ii : fmm 1 the passwor dfile, and. ‘evidentce tiat they Groups can greatly-simplify.the provisio :
were, approved prop “being created. Alternat ely, take. asampleel.accounts removmg user access to systems as usé}"s"‘,“;?ﬁ :ld(cil ;jeeio:lféggnﬁ Process f?r adding or_ ‘
e el 0
erstand: sometinTes hang around inside a group when th y leave a team. Wevep old embers |

Frenn cutl o
ow

VrR_ev1ew the contents of the
“you're look
: 5

frorn the password file, and \rahdate thelr legrtlmacy by investigating: and 4]

of the account OWners.
e process for removing accounts when access. isno 1onger

include an. automated feed from the. compawm—
formation.on- _terminations. and.job.changes. Or the.
Seriodic review and validation of active accounts by the system :

ps on the system for appropriate membership while
ng the method in the preceding step. Remem-
' enviro ment groups can be nested and you, need to

k}(" so es (I_-IR) §ystem p
rocess grldinclude ap

'\ drnmr rator and/or other knowledgeable managers. Obta1?__ sam of a accounts
fom the password file, and verify that they are “owned by activ employees, and that gate use of share“d”accounts Such accounts t
. Tesent Tis
ity for acfions.talen on the s Ty
ity for acfions.talken on the system. However, in some s1tuat10ns thls is unavo

those employees job_ positions have not changed since the‘ a e {ion.

Additional controls may be appropnate in your ‘environm onitor the use of
ensitive administrator accounts. Review these controls if they are determined to be a.

rlttcal part of your audit.

able,. such. as.yith certain software on a manu

wrth vith personally, rdenLﬁable mformatlon (PII)

OF, Orgamzatlons dealing.

ors ared accountsr
M"umww

A o s

9@
)/
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Additionally, ensure that the IT security team, 1nvest_1gat1ons team, and appropriate o
support personnel have administrative ccess to ihie server. This may not pertain fo all P
¢ organi ;and ¢ some exceptions. These users should be placed intoa_ l
oup and not added as 1nd1v1dual users to the server. T yia SEEEEEI - - Comm L
R e it » ’%ﬂgz;!%pnagsna il%sl u 3z%jgllel;ag W l i
i it thﬁ%@fgﬁkﬂﬁmﬁnt@@z H
e 4 Wo\éﬁ:ﬁéﬁd’lﬁ)ﬁou }mtsﬁ ind

NOTE Although mentloned earlier, it bears repeating that it's common to
have exception requests that document exceptions to pollcy This is fine.as.
Iong as the “requests are. documented with the specific _accepted rlSkS and the

approprlate management s fon M
he h levels of | management to sign- off on such requests o

Ophcracli mmliree Sometimes buggy, but free an.d qurck Comes w1th rambosv tables
download at http ."/ophcrack sourceforge net. ,

Table 6-3 Common Password Crackers

. As for crackmg fhe passwords, once you }@YP_EBE,_I}E?,hESr you.can attempt to crack

:v 5:1 tziswtpirds Xv&l,dtlg “}(1):11 SYé:the passwd'fd—crackers listed in Table 6-3. Several of these 5
. € I
il take the s/ a TEM ﬁles as direct ifiputs;-dump the hashes, and _perform 1 o

13. Review and evaluate the strength of system passwords.

) lmpasswords on the system-are-easy to guess, it is more likely that an attacker will be crac
1able to break intg that account, obtaining. unauthorized access 1o “the system and its S

I4 Evaluate the use of password controls on the server, such as

: 1passw?El _d_ aging;length, complexity, hlstory, and lockout policies. l
assword controls are essential to ({nfora g password. cornple)oty, Tength, age, and other
factors that keep unauthorized, (users out of a system. I

esotl tigating contIol for many ‘organizations. is the use of two-factor au-
aCtoT au-

\resou
,f)( then’ucanon

P UN—ra

I3

How
All accounts should have passwords. The methods used to test these controls s depend.
oiv the password—prov1s1on1ng process and controls enabled on the servers. and. Active

#7 [ Directory. At a minimum, you should réfiew : system sett1ng§?hat prov1de password

controls such a§ tliose mentioned in the e next Step.....
Yt can retrieve and test Windows password hashes)in s¢ hould
however;*be careful ‘and play it safe. PAssword dutip, af , 35 ‘one_commeonly
used w61 16" durmp passwotd ] Hashes from.systems. (see download . information in the
accot yanying fiote). D1fferent versions work using different methods. w

Uwell, but even the latest version’ may have problems on your - server,.crashing, your sys-

How

You'll find the account pol1c1es as they affect your system by typing' rsop msc “at

;otrplmand lihe: When the win low opens choose Computer Configuration | Windows
ettings. | Security Settifigs | Acc int Policies. In general Venfy that the policies 11sted in

e

it

T_ble 6-4 are'set 1r1 accordance w1th your local | polic

o teniT; THis Tias’ happened to” hlghly custo 11 . Test everything in a nonproduc- :
i t1on envn‘onment f rst o o : Eiw ;
M- - Hlax'm%&password el

Minimum password length

m/passwords. S wkd

e i
Eﬁéss@f’p;‘daehoﬁp&xmzs bt BN

Password h|story

NOTE You can download pvﬂuprglc_g_vfromﬁhrtp:llopenwaI

Perhaps the easiest way to get your\software asset management (SAM) and: SYSTEM
files'isto copy. them from the C:A\WIN DOWS\repa1r directory. Select the ﬁles Wltl_L E,h..";.

AR AN 2 TR
ssed and then CTRL-drag them to another folder or USB dr1ve ‘ é&uﬁglﬁckout thrgshold 10202 L 15T i Moﬁﬁémﬁ 3.
Reset account lockout after [0-30 minutes

Table 6-4 Account Policies
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Review User Rights and Security Options

Microsoft ships with a robust ability to configure user rights and security options. These
are only effective, however, if they are configured properly.

I5. Review and evaluate the use of user rights and security

options assigned to the elements in the security policy settings.

The default installation of Windows Sexver 2003 has 39 user Tights settings : and 70
curity options. Windows Server 2008 grew to 44 user nght setting ind 78 secunty
tions, These settings and ‘options allow broad, sweeping, and powerful ¢ changes to

how ihe host behaves under many different situations.

CAUTION Be careful here. It is possible to lock yourself out, disable critical
internal processes, and limit necessary functionality. lt's strongly recommended
that you thoroughly test any changes you make here in a test environment
with any applications that may even possibly depend on the settings running

on the system.

How

You'll find.. the security policies as they affect your system by typing_ rsop ‘MSCH 0T

sec:pol nsc -at the command line. After the GUI opens, choose Computer Conﬁgura—

tion | Windows Settings | Security Settings | Local Policies. Remember that you can export

these settings by nght-chckmg the-foldericon a and selectmg Export List. Anetherhelpful
mmand line option 1s to typ egult,/to get a summary of group policy settings.

““Fvaluate.the settings you “fouind with the policies for your organization.. Several
gu1des suggest recominended settings, including Microsoft's website, the built-in secu-
 templates, the Center-for- InformattorrSecufrty guides (wWww-cisectifity.org); and of
course, S?rNSm(www gans.org)-The Bottomi line here is that you need to decide what

your organlzatlon is lookinig to accomplish and audit against these settings. If your or-
ganization isn't using these settings at all, you should take the initiative to spearhead a
project to look into them. Here are some comimon settings for both.

Common security options include the following:

" Renaming guest and administrator accounts
D‘—rzabmltng the guest account
Choosmg not to dlsplay the last logged on user
Prompnng the user to change the password before explratton
Refusmg enumeration of SAM accounts and shares by anonyrnous
Refusmg to store network credentlals (be careful wrth thls')

Changmg local -area network [LAN) manager responses (be careful w1th thls')
ommon user rrghts ass1gnrnents mclude the following:

« Changing who can access the computer across the network

. Beﬁnmg who' can log on locally
. Denymg access to the computer from the network

|
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. Denylng logon through terminal services

. Deﬁnlng who can take ownershlp of file or other objects

Network Security and cOntrols

16. Rewew and evaluate the use and need f
Oor remote a
including RAS connections, FTP, Telnet, SSH, VPN, and othe‘;'cle::thods

Not all Temote access technologles are created equal, and until encrypted networks
et tlﬁ‘standafd clear-text protocols should be ‘eliminated wiiere possrble ‘Al

newer equipment an_d savvy network administrators can help mitigate the rlsk
of’evesdroppmg on Networ 'fﬁc the real rlsk of catchmg that trafﬁc st111 _exists, es-

: Mn_ the same broadcast domain.

t?ertaun rl)rotocols such as Plle Transfer Protocol (FIP) and Telnet transmit all infor-
rr;)jrgn }11n clear text,.hlncludrng user ID and password, This could allow / Someone tg.
obtain this information by eavesdropplng on the network. Nonessential remote access
C?,IEE;EES should be limited or eliminated and c]ear—text administrative communica-
C%%?Ee“l‘“m fiated. Excepﬁons should be limited to busmess driven casées on which se
anagement is willing to 31gn-off and formally a -
niox managen y accept the risk of clear—text and
T ModeEns i articular, or Remote A pas: ra
ccess, Servrces
oot st S (RAS) access, bypass corporate
%de 1e network. They present stgmﬁcant nsk to .securlty
ey reside atid ‘can also allow the modem tiser tg access the r'é
ing” m%&ms to be pla
tual private network (VPN) 1
authientication. A

e

How

Ask the aanlntstrator about the Temote adcess
methods of access. Question the need_for any clear-text ¢or

TeTiGVE bediise of a legacy alpphcauon or the tr
, Of affic just isn't that im ortant.
where posmble ar: encrypted profocol should be tsed Thstead. For Mp TOSOTt

Rernote Deskfop Protocol (RDBY{Ciitix {1 {ica
c“I‘(""tS’Izayer (SSLy; o g“"rifany others.

NOTE The use of secure protocols is particularly important in a DMZ and

other high- rrsk enwronments .The auditor may determlne that they are of less

|mportance on.the internal network. However, it is still advisable to use secure
cois evenﬁor_unternal networks to.minimize attacks from. W|th|n

]
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IT Auditing: Using Control

f Log into your account using ¢ each available service th

" Inapprop

i Use the Microsofi.Manager

' Tools or by typing cor At
! Computer Management |- SystemTools,,l,_ Shared T

_'."w .

17. Ensure that a. legal warning banner is dlsplayed when

connectlng to the system.

A legal logon notice is a warning disp
the system, 'This ‘warning should be displayed prior to actudl login “and "Hﬁﬁld_ say

. sornethlng sumlar to this: “You're not allowe
' a,pth rized to do so ! Verb1age of thrs
\ court.

layed whenever someone attempts to connect to

d to use thts systern unless you've been
sort may | be. needed to, prosectite af attackers .

How
at provides access, s such as remote

desktop, Telnet, and SSH. Deterrnme whethet 4 warning banner is drsplayea Interview

- the system ator to deterrmne e whether the verbiage for. ¢ s warning | banner
has been developed in con]unctron w1th the company’s legal department.

18. Look for and evaluate the use of shares on the host.
riate Or Open shares may needlessly compromise personal or company data.
You need to 1dent1fy all shares, “shared di tories, and permissio 18, TOT example, 1ts

not uncornrnon to find open shares on a network with persot
payroll 1nforrnatron This type of data-never should.be kept.on. an, open share

How
Console {(MMC) snap-in under Start | Administrative

1o commiand line: When'thie M, S opens, g to
‘ view open shares, sessmns,

mamt

and files. .
Z3The first command lists the shares,

Alternattvely, you can script this with tDumpSec 4
and the second lists the shared’ dtrectones You strll should Vertfy the s share are permissions

rnanually, especrally foi thanually cre ted shafé_s

shares /saveas=fixed /outfile=TempFiledl

DunpSec.exe /rpt=
rs /saveas=fixed Joutfile=TempFilelZ

DumpSec.exe /rpt= allsharedi
ommand net share. You can

You also can view a list of shares by running the ¢
. ew‘rernotely opene ﬁles byr run

net £ :|_‘l\e i you | have a large ‘sef
~3_nappro_pr1ate content, CONSL
X dtSearch\;&fter the” mdexmg is completed
entire ‘volume. This fool is familiar to forensic examiners_and
f ucts. You can find out more about it at  www.dtsearch.com.
!ll “For each share you ‘find, determine he pern
low pubhc shares where the NT -authentlcate

d built into M&Q

ningpsfile from Sysinternals or use the command
t of shares on a server and want to > $pot-chy oCK 1T for

ider 1ndextng the shared volume usmg__a tool such as
you can Tun_ 1nstmt£eud1£8@gm&jhe

whether the perstsrons are appropiiate. | Disal-
d users group I has full control perrmssroT
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19. Ensure that the server has auditing enabled per
%%r organization’s policies.
P pheald
1t1ng prov1des evrdence in the aftermath of an event and helps wrth troubleshoot

be |

yo‘tl_“_have a“«dltlng enabled to prowde a record for what happens on the host

How

You should view your audit settin
1gs manually with the MMC Grou P
you want, § yotl.can export the settlngs byt rrg_ -chckmg the Audlt Pol?cy?rl)ll(lcxelirilap:m X '

a EAV‘,ob]e__,—access Aliditing only if you ki
Iy yo know how to
- ;nomatzry o)rllllrysz;;trenuch as is necessary to meet yoﬁfﬁ'e?d_ﬁoa can qu"'_ldy ﬁll your logs
d i Wi if
nd (aX your | this i
tror; Manager (DCM) from Microsoft an "also be help’fulS tfdlrlslllli)ed DeSlIEd COﬂﬁgﬂm-
ou Would use Eﬁe followmg syntax for DumpSec?:lt the command line:

Dum, . =
u pSec exe /rpt policy /saveas=fixed /outfile=policies.txt

20. Reyiew and e
valuate system administ
]  admin rator procedures for
momtormg the state of securlty on ‘the system. ll
for chan
attempt dlscoverrng issues.in these systems, sg:curlty Vulnerablhttes coulgcle Z}?lgggagnldagiy

Carity ificiderits could occur without “his or'her knowledge. By monitoring, we. mean.ac ‘;év_\ /

tive y_wat”hln 5 (de 1
I o4 f‘or 1ssues € and
e l_m(;;,l,QIl) actively searching.them.out. (finding vulper-
o PRI G5 RAEEW AT 2
M L T it Settings'

Audn: account Iogon events Smuc.cess

Audit SYstem events  Success e F e
able 6-5 Common Audit System Settings ailure

)
b
)
-
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Mgonitoring also prov1des a snapshot of the current security level of the system
(from.a network services standpoint). The world of netw r}gy“ulnerabrht1es is an ever-
changing one,. and it is unrealistic to ¢ create a static audit program that y will provide an
Wi | up- b-to- date portrait of v vulnerabrhtres that should be checked Therefore, a scanmgﬁ;ﬁﬁf

' thg is updated. frequent] is the for understandmg the cur-
nt secunty state of the

e T LS Y

ity patchrng process in plac
ff“e'c’t"i‘x“re’ﬁ"e’ss of that process

How

Interview the system administrator.and review any I relevant documentation to get an
understandmg of security monitoring practices. You can perform numerous 1é?él_s_ nd
methods of security ‘monitoring;. although they don't all need to be performed som
level of monitoring is important. The rnorutormg level reqtured should be consrste_n_tﬁ
wrrh the criticality of the system and the mherent risk of the environment, (for examp_le
3 la web server in. the DMZ should have more, robust security. monitoring than a print

| server on the. internal network). The systerm adn inistrator 1s responsible fo monitoring

© his or her hosts for issues. such.as those you'h ave been auditing. for throughout the e al-

! dit steps in this chapter.
If security monitoring is performed assess thg freque of the monitoring and the

quality wi with siperformed Look for evidence that the security moritoring tools

até actually “used. Review recent resulis, and determine whether they were investigated
++ and.resolved. Leverage the results of the rest,of the audit in performmgetlg‘sﬁassessment

For example, if you found srgnrﬁcant {ssues in an area they were: supposedj,y.,mﬂmtor-
mg, it mlght lead to questrons as to the effectwe,ness of that momtormg

Network Vulnerability Scanning and
Intrusion Prevention

Network vulnerablhty scanning and moni
larly When you use, cotrelation tools such a
abilities correlated. 1th attempted attacks.
- Network accessible vulnerabrhtles are dangerous
anyone-on, the network Several great ! scamners are on

itoring can | be a very effective control, particu-
§ RSA enVlslort‘to momtor 1dent1 jed vulner-

SRR N S S

because they can be -exploited by
the market, such as

“Tenable et;vork Security's Nessuq
ties lets you see the host, from the network’s. perspective,.

R cafi show you thlngs thatyoud di

tems. Many of these companies ; offer free trial v versmns_of the scanner. pHoLio purchase

The Nessiis scanner is practicall

..A,...,_‘... eIE

TheQ

>-ru

positive reviews from industry peers.

T e

Whlch o install ‘the scgmn
gusers “Both Wavé recerve
o Eve'ri“ﬂfough many of these tools are de

sterm hould always inform the appropriate I' eIl person-
securlty) that you plan

don’t requiTe access to the s system yorr s
nel(suchasthe system. admrmstrato the “etwork team, and

“i¢ i THe tool, receive their appr" and Schiedile with _thern geogt1on " of the tool.
expecred faghion

There. 1saalwaysﬁaf chance that the scannmg “tool will interact in an unexpec

- Through i i i ini
gh interviews with the system administrator, determine the methodology used

_/’Mlcrosoff“s Coﬁffgu
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with a port and cause a disru
ption, so it is im
portant that others are _aware of your

act1v131es These tools almost  always should be: Tun jifd” “safe” (no il
a pro uctlon env1rohmeht 0 that the tools do not attempt to epro1t afly

LS

the system owner anc | administrator. | from and coordination with

21. If you are auditing a lar,
ger. environment (as opposed t
or two isolated systems), determine whether ther?ls a. st:n:::d

s e

build for. new—system
s-and whether that
A baseline has .adequate
Consider auditing a system freshl
ly created from the baseline. One of the b
propagate’ Securlty throughout_ an envlrorrment 1s to ensure that new systerrf:ta‘:eagi:ﬁ k ,}{»\

COl‘l’é""ﬂm’EefBre ’moviig

)
>
-
ot

How

for-building-and-deploying new f
Eﬂl?WlY‘createdwsyste yi g SYS ems If a a standard  build i 1s used, consider audrtmg

e
|

-22. Perform the

steps from Chapter 4 as th

e er

-ISYS:Iem you are auditing. hey pertain to the
In addition to auditing the lo
‘ gical security of the system
Qual)Ls and, propriate physrcal controls. and ‘operations are in Pg@ - : fc?:flrdlete'd to ensure that ap-
s jcanner. Audrtmg a host with a scan for vulnerabrh- P efor system protection
validates your. flndmg ; and
dn’t find, This is ttue for both Windows and UNIX sys-

~aid avallablhty

How
Ref
eference the steps from Chapter 4, and perform those that are relevant to the system

ly free depending on your needs, but you need a host on .'berng audlted For example, the f0110w1ng topics are | hk ely to be pert
T wWaind ertinent:

annerppanrcularly ¢asy to use for Windows

Is are designed to have nondlsrupuve settings and

::;l;ﬁ Co|2|5|der discussing an approval process for new standard builds | in
an auditor would logk over the changes and perform a fuII | au ‘t of new

images. Thisis a great way for the o cr '
e audit team to create a
with the’ Wlndows server team. L Work'ng "E|at'°"5h|P

AT

e

i

. Asset inventory
. Physlcal sectrrtty ‘
* Environmental controls |
* Capacity planning. l]
* Change management 1
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o Backup processes
« Disaster recovery planning

How to Perform a Simplified Audit
of a Windows Client
uick method for verifying the image used for pro-

The following steps provide a very q
visioning new_computers-for’ the end user. This- aud1t ism 't demgneg o cover OF catch

everything, but it doe§g1ye _the-auditor a quick vtevx
leéan heavily on the Microsoft Baseline Security Anaquz 'de your extemal scanngx of

choice. If you would like a fhore cotfiprehiensive view "of the system, you can perform

many of the steps in the precechng section pertaining to Servers.
perform the following steps using a freshly built cornputer and through interviews

with- a local technician” responsible for prov1510mng new computers.

I, Determine. whether the client is running the

: company -provisioned fi rewall.
| Running software other than company-provisioned software may cause instabilities in

the enterprise’s software’el environment on the laptop or'desktop—Faﬂut'e‘ﬁ:Thave‘a'ﬂW all’
sub]ects ‘the chent to network attacks from malware, att_r ckers, and curious people.

i masa et

How
% Usually, 2 visual check of the processes in the Task Manager shows that the company-
is.installed and running on _the system: ‘AT BASY Way 10" scrtBt his

' provtsmned ﬁreyygu
check is to rumpsli s’c\_ﬁtom Sysinternals on the system and search for the service, See

the same step_ executedﬁfor servers in the preceding section for more 1

If you are using the Windows Firewall, learn theaxet: é’ﬁ‘tommand set,

scripted output. ancluchgr—fg'e;fomtﬁefir“ yall Try running netsh £ irewal l} show
cont ;_gﬂto see the overall configuration of the ﬁrewall on the hostatid W whether the

ﬁrewall is configured for particular ‘adapters. Use netsh flrewall show to see

! other avaﬂable optlons ‘forthe netsh firewall tool.

which allows

. Determine whether the client is running a company-provisioned

antivirus program.
Running antivirus software-other. than company- ptov1510ned software may cause insta-

bilities in the enterprise so
. antivirus- software-may all¢
that lite company policy.

How
A visual check of the system tray shows, that, antivirus software is installe

on-the systerm.-As -mentioned earher an easy way 10 scriptthis ¢t check
from Sysinternals o the System ; and search for the spegific: runmng process

e

o s

ftware environment on  the laptop or-deskiop. Failure to have
oW harmful code or. ackinig tagls to run on the computer
T

b Be wary of
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customiz
ed configurations such as excluding directories and files from normal protec-

ti01Hs offered by the antivirus software.
3. Determme wheth
er the client is runnin
g a company-
patch-management solution. pany-provisioned
ain,

gﬁl tllI:gs fgr;:mg software other than company-provisioned software may cause insta-
b Com A e enterprise software environment on the laptop or desktop. Failure to have
a comps: y-prowsto_ned patch-management solution may prevent the client from

‘recelvmgt ,_pafches allowm
e _ 1g harmful code or hacklng tools to run on the

How

Do onecp al;t;h-management system for client computers is installed and running
r example, this may be evidenced by the existence of the process in the

is a]so easﬂy checked by looking for Automatic Updates in the Control Panel.

4, Determine whether the client is ; .
" equipped with the mini
recommended service pack, hotfixes, andpsoftware. © mintmam

other software 7endors
y ,use in your environment may a allow h
armful o
the e computer or prevent legitimate software from workmg properly. detoFRG

How
l[;(e;ﬁrl:rp}lsﬂﬂ;‘e&:g:t txilvair t?l che;k th}lls is with the utility péln fo o. Thls utility has several
at allow for checking for installed softwa h
Guiputting the information into a comma e o OtﬁXES ﬂnd then
e -separated file that opens . ntcel i
me;egalgr; I;:;Is’lg ':11:;1:) ;tilih pstool sk ]ori info included, are designed to be run rgmrcl)tlzi{;‘:h
€ networ e optlons allow for checkin,
g against all ¢
in the local domam in a file, oron a smgle host The fol]owmg 1sgr a partlaI gumtgﬁte;i'

ps:.nfo e :

-

The current directo i

: ry is5 C:
poinis v \PERL>
PsInfo v1.73 - Local

: . and remote system info i

gopyrlght (C) 2001-2005 Mark Russinowvich Farion viswer
SysIntetnals ~ Www.3ysInternals.com
inhem informaticn for \\CA-CDAVIS:
Kzr;:i:v .O days }O hours 42 minutes 25 seconds
! ersion: Microsoft Windows XP, Multiprocessor Free

groduct type: Professional
Product version: 5.1
Service pack: 2

Kertlel build number:

istered crganization:

gtz;ired ooner: Christopher. Davis

o ldate. 4/19/2006, 1:57:31 PM
ersion: 6.0000

2600

A visual check of the processes in the Task Manager usually shows that the company- |

“faskTrran 2 ‘
AZET C ol ps Ilst)Some organizations like to enable automatic updates, which
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5. Ensure that the client has all the following according to the

Microsoft Baseline Security Analyzer (MBSA).

at job of auditing a single host quickly for some of the more griev-

The MBSA do
dministrators. Tor example, we know that 1ncomplete patch

ous errors. we comnnt as a
installations rnay cause instabilities in the enterprise: softiire environment om

op Of deslctop MBSA will check for this and many other commeon mistakes, such

fbllowmg

Active accounts with blank or weak passwords Blank and weak passwords

*

How

Download MBSA from hittp://technet. microsoft.com/en- -us/ securi
n the tool..Consult the results of the MBSA scan for possible errors, Y You should

create easy targets for attackers.

Usmg file systems older than NTFS Older file systems are easier to
compromise because they don’t support granular file permissions.

Autologin enabled  Autologin allows attackers to boot directly and easily

ity the comipiter.

the lap-

Guest accounts.enabled Guest accounts usually have weak passwords al and

are easily compromised.

Anonymous access Anonymous access allows attackers to access and proﬁle

the computer without an andit trail.

Logon auditing When enabled logon auditing provides an audit trail of

who has attempted to log onto the computer.

13

get back results stating the following:

6. Scan the system using a commercial-grade network scanner.
ows you to have a more complete picture of T3¢ of

e”Ekmng;LY

. Remotely scanning the computer all
{ computer’s-possible ayenues of compromise than you, get by s1mpl

thmg locally to the host.

No incomplete software 'update installations were found.

N o users have blank or simple passwords.

All hard drives are using the NTFS file system.

Autologin is not configured on the computer.
Guest accountis disabled on the computer

Cornputer is propetly restricting anonymous access.
Logon success and logon failure aud1t1ng are both enabled

118 is not running on the computer.

_‘bled 11S is complicated to configure securely correctly, and some
on't take the time to do this, even if they know they should
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How
Several great scanners are on the market Y

ou need to scan your hosts. Auditin;
_"th\a scan-for Vulnerablhtles h ? g2 ot

. en_ables you to see the host from the network’s perspective.
* validates your findings. -
* may show you issues that you didn't find during the normal audit.
Tl’lIS is true both for Windows-and UNIX systems. Many companies offer free trial /

versmns of the scanner prior to purchase, The Nessus scanrier is practtcally free depend {/ l \’
ing on your needs, but you neecl a host on which to 1nstall the scanner,

7. Evaluate physical secu rlty controls durmg a walk-through.

Physical security controls are required usually according to some company. policy, and
just as important, they help to protect cornputers from easy physical compromise. ?IFhere
are three common areas fof improving physical security inside the build1 g

j Cable locks should be used on laptops. ™ \ll'? e

' Users should be logged out of their workstations. Lo é“” &

' Passwords should not be written down anywhere. =

How
Conduct a random walk-through of the wotk site once during working hours and once ;
i}lftet‘ workinghours. Diifing, the ‘walk-through, observe the use of cable locks, users |
g, d.out of theit _workstations, and.whether or not passwords are written down in “

can relate-to-the- occasmnaLlaptop Wallctng Off" 1
a great deten_:ent to.-honest-thieves.”

e s

ous _locat_tons There are. too many stor1es of peop_e who Never. 1ntended to be. dlshon— \ o

—:;t b  then they-couldn’t.resist. the open passwole and-got-into. troubl
il guse of second-factor authentlcanon ) tokens or freetilities such as kespass (http://
eepass sourceforge net) that store passwords 1ns1de an encrypte vault o

Tools and Technology

Efl‘éf)rjl of ctlhe tools mentioned in this chapter are free and easily accessible. You are
carefulrage to dfownload them and play with them on your personal machine, but be
o ome lc: them are powerful and should be tested in the bulletproof superman
- g network prior to use in a production environment. Table 6-6 lists some of the

ols you might consider as you look into auditing Windows.
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Additionally, the com-

munity of helpful enthusiasts and social forums continues to grow.

Microsoft has a tremendous

_usfsecuritylcc] 84924.a

Is.

amount of information on its website for general consumption.
com/en

%‘ﬁi.

. &

o

&id
&

resources where you can obtain information

B R B

ot

g

EgrTes
AT
Wi

5

www.msteched.com

http:/fwww.sysinternals.com (Redirects to Microsoft Technet)

www.microsoft.com/systemcenter
http://csre.nist.gov

8
3
b4

Biyzres
B4 hacy

seregs
whessdE

#

SET R EE Y]
icrasof T

Microsoft Systern Center

PEE
g‘gm

Computer Security
Resource Center
The following tables summarize the steps listed earlier for auditing Windows servers,

and clients.

Master Checklists

Microsoft Tech-Ed Online
TCP:;I“P Funda.r:nenntah for

Table 6-6 Tools and Technology: Auditing Windows
about Windows environments and related contro

The following table shows additional

Knowledge Base

z
%
]
| 4
2
bl
E
#
iz
i
4

P
i
;

¥

IT Auditing: Using Controls to Protect Information Assets, Second Edition




Using Contraols to Protect Information Assets, Second Edi ion

IT Auditing

170

rovisioned firewall.

nt is running the company-p

| . Determine whether the clie

Auditing Windows Clients
=

aLom

b
i
e

3 E P e .. k]
3. Determine whether the client is running a company=

solution.

SRR TITIERE,
‘client s sinnin

Ha
B

(o
Q

. rding to the Microsoft. Baselfne Security

during a walk-through.

7. Evaluate physical security controls

hD.
a
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