MIS Networking Lab

Building LANs & Backbone Networks
Welcome to the MIS networking lab.  In this lab we will work with a device that functions as both a network switch and a network router.  Using the switch on this device we will create a LAN and plug a few machines or nodes into the LAN.  This device also functions as a DHCP server so we will use the DHCP server to hand out IP addresses to the nodes on our LANs.  In the second part of this lab we will connect a number of these devices together to create a backbone network and verify connectivity throughout the backbone network.

The scenario for this lab is a small company which needs to create a network within a single building.  The building has three floors.  We will create a separate LAN for each floor in the building.  We will then connect each of these floors to each other, providing connectivity throughout the building.  Students will work in four teams.  Three of the teams will be responsible for creating the LANs on each floor of the building.  The fourth team will create the backbone network which connects the floors to each other.
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Phase 1 – Preparing Your Netopia Switch/Router
Each team will be issued a Netopia R910.  This device is both a switch and a router.  The switch on these devices will be used to construct the LANs on each floor.  The switch itself is a node on the LAN and it too has an IP address on the LAN just like the other nodes on the LAN.  

[image: image2.emf]
Being a network router, the device connects one network to another.  All routers have at least two IP addresses, one IP address on each of the networks it connects.  We will connect the WAN ports (a.k.a. Line 1) of the routers on each floor of the building into the switch ports of the backbone router.  In addition to the switch having an IP address in the address range supported by the switch for the LAN, the WAN port of the switch will also have an IP address in the address range supported by the switch for the backbone network.

The first step is to plug your Netopia device in. Once your device is plugged in, press the power button and make sure the light on the power button glows.  Examine both the front and the back of your router.
[image: image3.emf]
The MIS department spares no expense on these elaborate networking labs.  Each team will be issued a high-tech, state of the art, essential tool used by all networking professionals…a paper clip.  You will use the paper clip to reset the router back to its factory defaults.  Who knows what bizarre settings the last group of students who used this device left behind to screw you up?  Don’t try to bend the paperclip, it works best just the way it is.  On the underside of the device is a small slot.  Slide the paperclip into the slot and pull it out.  While you’re pulling it out you should see the light on the power button quickly flash red and then back to green.  After you’ve seen the light change colors, your device has been reset to factory defaults and you’re ready to continue.

See lab question 1 at the end of this document.

[image: image4.emf]
Phase 2 – Connecting to Your Netopia Switch/Router

You will need to be logged into a workstation.  You will also need a short Ethernet cable.  You can get this from your instructor.
Find the back of your workstation and unplug the Ethernet cable.  This may take some crawling under desks.  When you unplug the Ethernet cable, you should see the following message on your desktop:
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Start up a command prompt and issue the command “ipconfig”.  This should show your current IP address as well as a few other items like your Subnet Mask and Default Gateway.  Since you are not plugged into any networks right now, you should not have an IP Address, Subnet Mask or Default Gateway as shown here:
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For this lab, please ignore the VMWare Network Adapters, VMnet1 & VMnet8.  The only adapter that you care about is called “Ethernet adapter Local Area Connection”.

Using the short Ethernet cable provided, connect your workstation to one of the four Ethernet ports on the back of your device:


[image: image7.emf]
Start up a command prompt and issue the command “ipconfig”.  You should see something that looks like the following:
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You workstation should have been given an IP address by the DHCP server in the device.  Make a note of your workstation’s IP address.  The switch portion of your device also has an IP address.  This is listed as the “Default Gateway”.  Make a note of this address.
See question 2 at the end of this lab.

Phase 3 – Configuring your LAN

You will now need to update the configuration of your device to configure your LAN.  Each team will be responsible for creating one LAN.  The four LANs should look something like:
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Note the following information for the LAN which you are creating:

	Network
	Backbone – Network 0
	1st Floor – Network 1
	2nd Floor – Network 2
	3rd Floor – Network 3

	Router LAN Address
	192.168.0.1
	192.168.1.1
	192.168.2.1
	192.168.3.1

	Valid Network Address Range
	192.168.0.1-192.168.0.255
	192.168.1.1-192.168.1.255
	192.168.2.1-192.168.2.255
	192.168.3.1-192.168.3.255

	DHCP Client Address Range
	192.168.0.100-192.168.0.199
	192.168.1.100-192.168.1.199
	192.168.2.100-192.168.2.199
	192.168.3.100-192.168.3.199


To update the configuration of your router you will invoke a terminal emulation program known as “telnet” and utilize the application that is used to configure this device.
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From the command prompt enter the command “telnet 192.168.1.1” and you should see a screen that looks like:
[image: image11.png]Netopia R918 v8.2r8

UAN Configuration.

Systen Configuration...
Utilities & Diagnostics...
Statistics & Logs.

Quick Menus

Quick Uiew.

ou alvays start from this main screen.





Select “System Configuration…”
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Select “IP Setup”
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Change the “Ethernet IP Address” to match the Router LAN Address for your router from the table above.  For the remainder of this document, we will assume that we are configuring the router for the 2nd floor of the building.  If you are responsible for configuring the routers on the 1st floor, the 3rd floor, or the backbone network, you’ll need to enter different addresses.  Note that the factory default for this particular setting is probably exactly what the team who will be working on the 1st floor should be setting so that team probably won’t need to do anything.  Please note that you will need to press “Enter” after you’ve changed this address.  If you simply tab to the next field, the address will flip back to its original value.
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and then select IP Address Serving
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Set the 1st Client Address to the first value in the DHCP Client Address Range for you LAN from the table above.   Again, press “Enter” vs. “Tab” or this entry will revert back to its original value.
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At this point you have set the address for the LAN side of your router to the required address and have set up DHCP to start handing out addresses that are valid on your particular LAN.

Press the “Esc” key three times to return to the main menu.  Select “Utilities & Diagnostics…”
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Select “Restart System..” to make your changes go into effect.
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Confirm that you want to restart the system by selecting “Continue”
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You will be disconnected from the router.  You’ll need to press “Enter” to get your command prompt back.
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You may notice that you lose your IP address for a minute if you watch the lower right corner of your screen.
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If you enter the “ipconfig” command again, you’ll notice that you have a new IP address which is in the range of valid IP addresses which is handed out by DHCP on your floor of the building and that the Default Gateway now has the address of your router.
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See question 3 at the end of this lab.

Phase 4 – Building the Backbone Network

We will now build the backbone network.  The backbone network will connect the routers on each floor of our building to the router that manages the backbone network.
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Note the following information for the LAN which you are creating:

	Network
	Backbone – Network 0
	1st Floor – Network 1
	2nd Floor – Network 2
	3rd Floor – Network 3

	Local WAN IP Address
	0.0.0.0
	192.168.0.2
	192.168.0.3
	192.168.0.4


Telnet back into your router again to access the configuration utility
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Select “WAN Configuration…”
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Select “WAN (Wide Area Network) Setup”
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And set the “Local WAN IP Address” to match the value for your router from the table above.
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See question 4 at the end of this lab.

After pressing “Enter”, continue to press the “Esc” key until you return to the main menu and select “Easy Setup…”
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Network Address Translation (NAT) is used to hide nodes behind a router.  We want to provide connectivity between all of the machines in our network so we want them to be able to see each other.  Change “Address Translation Enabled” from “Yes” to “No” using the “Tab” key and then pressing “Enter”.
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and then return to the main menu…
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See question 5 at the end of this lab.

Routing Information Protocol (RIP) is used to advertise all of the networks that a router is connected to.  As routers receive RIP packets, they learn about the network.  We need to start transmitting RIP packets so that all of the other routers can learn about our LAN and so that we can learn about all of the other LANs.  

From the main menu select “WAN Configuration…”, “WAN (Wide Area Network) Setup…” and tab down to “RIP Options…” and press “Enter”.

Change the “Transmit RIP” setting from “Off” to “v1”
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Use the “Esc” key to return to the main menu.  From there select “Utilities & Diagnostics…”, select “Restart System…”, and “Continue” to make these changes go into effect.

See question 6 at the end of this lab.

We now need to connect the routers on each of our floors to the backbone router.  To do this we run connect the WAN ports (a.k.a. Line 1) on the routers on each floor into the switch ports on the backbone router.
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The “ping” and “tracert” (pronounced “trace route”) commands are valuable for verifying connectivity within a network and for determining where connectivity problems are when you have one.  The “ping” command sends packets from your machine to another machine.  If the target machine is reachable, alive, and well, it will reply.  If not, the “ping” will timeout.  You may need to disable the firewalls in the workstations to get this to work.
In order to test connectivity between the workstation that I’ve been using to configure the router on the 2nd floor to the workstation that another team has been using to configure the router on the 3rd floor I would enter the command “ping 192.168.3.100”.  Note that to get to the 3rd floor from the 2nd floor my packets need to pass through the backbone network.  
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Use the “ping” command to verify connectivity throughout the network.  You should be able to ping the other workstations that have been used to configure the routers on each floor as well as the workstation that has been used to configure the backbone router.  You should also be able to ping both the LAN and WAN interfaces on each of the routers throughout the network.  
If you experience a connectivity problem, the “tracert” command is what you start with to figure out where the problem is.  The “tracert” command is similar to a “ping” in that packets are sent from the source node to a target node.  However, with the “tracert” command, acknowledgements are sent back to the source node for every hop that the packets make through the network.  With this information you should be able to determine how far through the network your packets are getting and where the connectivity problem might be.
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That’s about it.  We’ve created LANs for all three floors in our building and have connected these LANs to each other through the backbone network.  We’ve disabled NAT so we can see the nodes that are behind our routers.  We have enabled RIP so our routers can learn able the entire network.  Finally, we’ve tested connectivity throughout our network.  
I hope that you had a good time, saw some new things, and got your hands dirty with some new technology.

Lab Questions

1. Why is the paperclip such an important tool for this lab?

2. If I plugged another machine into the switch, what IP address would it receive?

3. Now that you LAN has been configured, if we plugged another machine into the switch, what IP address would it receive?

4. While a workstation with a single NIC has a single IP address, how many IP addresses does your router have?  What are they?

5. Why do I want to disable NAT?

6. Why do I want to enable RIP?
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