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Tonight’s Plan
-2 ]

0 Questions from Last Week
0 Review on-line posts

0 In The News

O  Firewalls

O  Sniffers

0 Assignment 4 Review

0 Next Week

0 Quiz
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Questions From Last Week
e

0 Any Questions from last week?

0 Review of quiz questions

O How do you create a Unix/Linux script?
B Remember you need to create it and use chmod to set the execution
bit
O SHA 1 has been cracked
B Why is sha256

B CRC is used for communication verification not mathematical
summations

O How do you get the members of a group
® Right: getent group <Group Name>
® Wrong: cat /etc/group
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Questions From Last Week (cont)
44

0 Any additional questions?
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Review on-line posts
ST 1

0 On-Line
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Review on-line posts (Cont)
6 J

0 Questions?
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Firewalls
10 )

0 What is a firewall?

0 How do we configure it on Windows?
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Firewalls (cont)
S

0 What is a firewall?

O A firewall network security system that monitors and controls the
incoming and outgoing network traffic.
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Firewalls (cont)

2y

0 How we configured logging on Windows

O Turn on Logging: N —Ty
oE

o Roles

g Active Directory Domain Se
i DNS Server

B =3 File Services

Windows Firewall with Advanced Security

‘ Windows Firewall with Advanced Security provides network security for Winc
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# &5 Web Server (IIS)
# S Windows Server Update Se
‘i Features
’ Diagnostics
=] i]“'; Configuration
Task Scheduler
S| Windows Firewall with Advz
&3 Inbound Rules
&3 Outbound Rules
2‘!. Connection Security Ru
= B, Monitoring
B Firewall
% Connection Security
£l security Assodiatior
', Services
@ WMI Control
ﬁ Storage

Windows Firewall with Adva Rced Security Properties ﬁl

Domain Profile | Private Profile | Public Profile | IPsec Settings |

Specify behavior for when a computer is connected to its comporate
domain.

— State

‘ Firewall state: On {recommended
Inbound connections:

Block (default) A

Qutbound connections: W
Protected network connections: Customize...
— Settings
— | Specify settings that control Windows 2
i A Customize... I
—
i I Specify logging settings for Customize..
0K I Cancel I Aoply |
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Firewalls (cont)
-3y

0 How do we configure it on Unix/Linux?

O Turn on Logging:
m iptables -N LOGGING
m iptables -A INPUT -j LOGGING
m iptables -A OUTPUT -j LOGGING

m iptables -A LOGGING -m limit --limit 2 /min -j LOG --log-prefix
"IPTables-Dropped: " --log-level 4

m iptables -A LOGGING -j DROP
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Firewalls (cont)
o4y

0 How do we configure it on Unix/Linux?

root@Kkali: /mnt/hgfs/Kali_Linked e ® O
File Edit View Search Terminal Help

LOGGING (2 references)
pkts bytes target prot opt 1n out source destination

0 0 LOG all -- * 0.0.0.0/0 0.0.0.0/0 limit: avg 2/min
5 LOG flags 0 level 4 prefix "IPTables-Dropped: "

nt/hgfs/Kali_Linked# iptables -A LOGGING -j DROP

:/mnt/hgfs/Kali_Linked# iptables -L -n -v --line-number
INPUT (policy ACCEPT © packets, 0 bytes)
pkts bytes target prot opt 1n out source destination

3 585 LOGGING all -- * 0.0.0.0/0 0.0.0.0/0

FORWARD (policy ACCEPT 0 packets, © bytes)

pkts bytes target prot opt in out T source destination

OUTPUT (policy ACCEPT 0 packets, 0 bytes)
pkts bytes target prot opt in out source destination
0 0 LOGGING all -- * * 0.0.0.0/0 0.0.0.0/0

LOGGING (2 references)
pkts bytes target prot opt 1n out source destination
1 195 LOG all -- * 0.0.0.0/0 0.0.0.0/0 limit: avg 2/min
5 LOG flags 0 level 4 prefix 'IPTables Dropped: "
0 © DROP all -- * 0.0.0.0/0 0.0.0.0/0
nt/hgfs/Kali Linked#
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Firewalls (cont)
-y

0 You should now seeing anything that does not have an allow

root@kali: /var/log @ O 0‘

File Edit View Search Terminal Help

Apr 13 15:12:09 kali kernel: [ 3473.011601] IPTables-Dropped: IN=eth® OUT= MAC=T|g
Teff:ff:ff:ff:T7f:00:50:56:c0:00:08:08:00 SRC=172.16.69.1 DST=172.16.69.255 LEN=1
95 TOS=0x00 PREC=0x00 TTL=64 ID=37605 PROTO=UDP SPT=17500 DPT=17500 LEN=175

Apr 13 15:12:39 kali kernel: [ 3503.065226] IPTables-Dropped: IN=eth® OUT= MAC=T
Teff:ff:ff:ff:T7f:00:50:56:c0:00:08:08:00 SRC=172.16.69.1 DST=172.16.69.255 LEN=1
95 TOS=0x00 PREC=0x00 TTL=64 ID=16303 PROTO=UDP SPT=17500 DPT=17500 LEN=175

Apr 13 15:13:04 kali kernel: [ 3527.967061] IPTables-Dropped: IN= OUT=lo SRC=127
.0.0.1 DST=127.0.0.1 LEN=60 TO0S=0x00 PREC=0x00 TTL=64 ID=39163 DF PROTO=TCP SPT=
45350 DPT=631 WINDOW=43690 RES=0x00 SYN URGP=0

Apr 13 15:13:05 kali kernel: [ 3528.966584] IPTables-Dropped: IN= OUT=lo SRC=127
.0.0.1 DST=127.0.0.1 LEN=60 TO0S=0x00 PREC=0x00 TTL=64 ID=39164 DF PROTO=TCP SPT=
45350 DPT=631 WINDOW=43690 RES=0x00 SYN URGP=0

Apr 13 15:13:07 kali kernel: [ 3530.970870] IPTables-Dropped: IN= OUT=1lo SRC=127
.0.0.1 DST=127.0.0.1 LENpO TO0S=0x00 PREC=0x00 TTL=64 ID=39165 DF PROTO=TCP SPT=
45350 DPT=631 WINDOW=43690 RES=0x00 SYN URGP=0

Apr 13 15:13:09 kali kernel: [ 3533.105114] IPTables-Dropped: IN=eth® OUT= MAC=T
Teff:ff:ff:ff:T7f:00:50:56:c0:00:08:08:00 SRC=172.16.69.1 DST=172.16.69.255 LEN=1
95 TOS=0x00 PREC=0x00 TTL=64 ID=40006 PROTO=UDP SPT=17500 DPT=17500 LEN=175

Apr 13 15:13:11 kali kernel: [ 3534.975540] IPTables-Dropped: IN= OUT=1lo SRC=127
.0.0.1 DST=127.0.0.1 LEN=60 TO0S=0x00 PREC=0x00 TTL=64 ID=39166 DF PROTO=TCP SPT=
45350 DPT=631 WINDOW=43690 RES=0x00 SYN URGP=0

Apr 13 15:14:43 kali evolution-sourc[1l050]: secret service search sync: must spe
cify at least one attribute to match

i
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Firewalls (cont)
6y

o Demo
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Firewalls (cont)

0 How we installed Telnet on Windows

O Add the Telnet Client and Server under Features

vy

0 How we created a rule to allow Telnet on Windows

=181x)
File Action View Help
e 5w = Bm
Do e e |
e evenomonse e Jowp oohe [oubkd [acen | ovenskal
31‘ DNS Server ‘Remote Event Log Management (RPC) Remohe Event Log Management  All No Allow No &8 NewRue...
A Fie Services .Remote Event Log Management (RPC-EPMAP) Remote Event Log Management  All No Allow No ;
d‘é Web Server (IIS) .Remohe Scheduled Tasks Management (RPC)  Remote Scheduled Tasks Man...  All No Allow No W Filter by Profie ’
T Windows Server Update Se .Remobe Scheduled Tasks Management (RPC... Remote Scheduled Tasks Man... Al No Allow No Y Filter by State »
Features .Remote Service Management (NP-In) Remote Service Management All No Allow No T Fiter by Grou >
’ Diagnostics .Remohe Service Management (RPC) Remote Service Management All No Allow No Y P
= iﬂ Configuration .Remohe Service Management (RPC-EPMAP) Remote Service Management All No Allow No View »
9 Task Scheduler .Remote Volume Management - Virtual Disk S... Remote Volume Management All No Allow No
=] Windows Firewall with Adve .Rernote Volume Management - Virtual Disk S... Remote Volume Management All No Allow No B Refesh
g Inbound Rules .Remohe Volume Management (RPC-EPMAP) Remote Volume Management All No Allow No |5 ExportList..
&3 Outbound Rules .Routing and Remote Access (GRE-In) Routing and Remote Access All No Allow No ﬂ Hek
‘!-‘.' Connection Security Ru .Routing and Remote Access (LZTP-In) Routing and Remote Access All No Allow No °
2% Moniipring .Routing and Remote Access (PPTP-In) Routing and Remote Access All No Allow No
: ?;:::ﬁon Seauit] .Secure Socket Tunneling Protocol (SSTP-In) Secure Socket Tunneling Proto...  All No Allow No
‘g Security Associatior @World Wide Web Services (HTTPS Traffic-In) % Secure World Wide Web Servi... Al Yes Allow No
& Serv;oes . SNMP Trap Service (UDP In) SNMP Trap Domain  No Allow No
ii WM Control . SNMP Trap Service (UDP In) SNMP Trap Privat... No Allow No
Storage @Telnet Server Telnet All Yes Allow No
.Telnet Remote Administration (DCOM-In) Telnet server Remote Adminis...  All No Allow No
.Telnet Remote Administration (NP-In) Telnet server Remote Adminis...  All No Allow No
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Firewalls (cont)
S

0 Install Telnet on Kali

O apt-get install telnetd

r

root@kali: /etc/pam.d

File Edit View Search Terminal Help

Use 'apt' or 'aptitude' for user-friendly package management.
:/etc/pam.d# dpkg -s telent

dpkg-query: package 'telent' is not installed and no information is available

Use dpkg --info (= dpkg-deb --info) to examine archive files,

and dpkg --contents (= dpkg-deb --contents) to list their contents.
TR0t -get install telnetd|

Reading package lists... Done

Building dependency tree

Reading state information... Done

The following NEW packages will be installed:

telnetd

0 upgraded, 1 newly installed, © to remove and 1907 not upgraded.

Need to get 44.6 kB of archives.

After this operation, 105 kB of additional disk space will be used.

Get:1 http://archive-8.kali.org/kali kali-rolling/main amd64 telnetd amd64 0.17-41 [44.6 KkB]

Fetched 44.6 kB in 1s (38.8 kB/s)

Selecting previously unselected package telnetd.

(Reading database ... 303568 files and directories currently installed.)

Preparing to unpack .../telnetd 0.17-41 amd64.deb ...

Unpacking telnetd (0.17-41) ...

Setting up telnetd (0.17-41)

Adding user telnetd to group utmp

Processing triggers for man-db (2.7.5-1)
- etc/p: #
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Firewalls (cont)

0 How to block Telnet on Kali
O iptables -A INPUT -p tcp —dport 23 -j REJECT

root@kali: /etc e 0 0‘
File Edit View Search Terminal Help
:/etc# iptables -A INPUT -p tcp --dport 23 -j REJECT
:/etc# iptables -L -v -n --line-number
Chain INPUT (policy ACCEPT 1 packets, 195 bytes)
num pkts bytes target prot opt in out source destination
*

1 0 0 REJECT tecp -- * 0.0.0.0/0 0.0.0.0/0 tcp dpt:23 reject-wit
h icmp-port-unreachable

Chain FORWARD (policy ACCEPT 0@ packets, 0 bytes)
num pkts bytes target prot opt in out source destination

Chain OUTPUT (policy ACCEPT @ packets, 0 bytes)
num pkts bytes target prot opt in out source destination

:/Jetc# I
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Firewalls (cont)
-0 4

0 Let’s test our rule for telnet

O telnet 127.0.0.1 and see what happens?

root@Kkali: /etc

File Edit View Search Terminal Help

:/etc# telnet 127.0.0.1
Trying 127.0.0.1...
telnet: Unable to connect to remote host: Connection refused

:/etc# |
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Firewalls (cont)

S
0 How to block Telnet on Kali
O iptables -A INPUT -p tcp —dport 23 -j DROP

root@kali: /etc e 0 0‘
File Edit View Search Terminal Help
:/etc# iptables -A INPUT -p tcp --dport 23 -j REJECT
:/etc# iptables -L -v -n --line-number
Chain INPUT (policy ACCEPT 1 packets, 195 bytes)
num pkts bytes target prot opt in out source destination
*

1 0 0 REJECT tecp -- * 0.0.0.0/0 0.0.0.0/0 tcp dpt:23 reject-wit
h icmp-port-unreachable

Chain FORWARD (policy ACCEPT 0@ packets, 0 bytes)
num pkts bytes target prot opt in out source destination

Chain OUTPUT (policy ACCEPT @ packets, 0 bytes)
num pkts bytes target prot opt in out source destination

:/Jetc# I
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Firewalls (cont)
-2 4

0 How do | remove a rule?

0 iptables =D INPUT 1

root@kali: /etc e e 0'

File Edit View Search Terminal Help
:/etc# iptables -L -v -n --line-number
Chain INPUT (policy ACCEPT 9 packets, 1541 bytes)
num pkts bytes target prot opt in out source destination
1 2 120 REJECT tcp -- % * 0.0.0.0/0 0.0.0.0/0 tcp dpt:23 reject-wit
h icmp-port-unreachable

Chain FORWARD (policy ACCEPT @ packets, 0 bytes)
num pkts bytes target prot opt in out source destination

Chain OUTPUT (policy ACCEPT 4 packets, 296 bytes)

num pkts bytes target prot opt in out source destination
:/etc# iptables -D INPUT 1
:/etc# iptables -L -v -n --line-number

Chain INPUT (policy ACCEPT @ packets, © bytes)

num pkts bytes target prot opt in out source destination

Chain FORWARD (policy ACCEPT © packets, 0 bytes)
num pkts bytes target prot opt in out source destination

Chain OUTPUT (policy ACCEPT @ packets, 0 bytes)
num pkts bytes target prot opt in out source destination
:/Jetc# l
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Firewalls (cont)
234

0 Install VMWoare tools

O http://docs.kali.org/general-use /install-vmware-tools-kali-guest

B apt update
® apt -y install open-vm-tools-desktop fuse

m reboot

O Link Folder to host
m mkdir /mnt/hgfs
® mkdir /mnt/hgfs/Kali_Linked

m vmhgfs-fuse -o allow_other -0 auto_unmount .host: /Kali_Linked
/mnt /hgfs/Kali_Linked
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Firewalls (cont)
o240

o Demo
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Firewalls (cont)
I

0 Questions?e
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Assignment 4 Review

B
0 Shared VM’s with the Wade’s class
0 Will get the results
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Next Week

B
0 Quiz will be based on this weeks Patching review and
tonight’s slides on Firewalls and Sniffers.
0 Network controls
0 Review for Test 2; All questions you want to ask

O General Unix/Linux questions about what happened or what
went wrong.
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Quiz
..,

0  We can start the Quiz
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