
Week 8

Windows Logging

MIS 5170

Operating System Security



Tonight’s Plan

q Questions from Last Week
q Review on-line posts

q In The News
q Logging

q Assignment 3 Due Mar 24th
q Next Week
q Quiz

q Spring Break
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Questions From Last Week

q Any Questions from last week?
q Test 1; review from Blackboard results – Week 7.
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Questions From Last Week (cont)

q Any additional questions?
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Review on-line posts

q Review on-line videos
¤ Install Telnet services on Windows Server
¤ Install Telnet client on Windows Desktop
¤ Enable FW logging on Windows Server
¤ Enable firewall rule for telnet on Windows Server
¤ Trace telnet traffic to Windows Server
¤ Create IPSec Rule
¤ Verify IPSec Rule
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Review on-line posts (cont)

q Install Telnet services on Windows Server
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Review on-line posts (cont)

q Install Telnet client on Windows Desktop
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Review on-line posts (cont)

q Enable FW logging on Windows Server
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Review on-line posts (cont)

q Enable firewall rule for telnet on Windows Server
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Review on-line posts (cont)

q Trace telnet traffic to Windows Server
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Review on-line posts (cont)

q Create IPSec Rule
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Review on-line posts (cont)

q Verify IPSec Rule
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In the News

q Payments Giant Verifone Investigating Breach
¤ Verifone’s network breach.

n https://krebsonsecurity.com/2017/03/payments-giant-verifone-
investigating-breach/
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In the News (cont)

q Ransomware for Dummies: Anyone Can Do It
¤ Fastest growing cybercrime; encrypt your computer and demand 

payment to get it back.
n https://krebsonsecurity.com/2017/03/ransomware-for-dummies-

anyone-can-do-it/
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In the News (cont)

q Pennsylvania Democratic state senators hit with ransomware 
attack
¤ http://www.techspot.com/news/68391-pennsylvania-democratic-

state-senators-hit-ransomware-attack.html
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In the News (cont)

q Questions or items anyone has found of interest?
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Logging

q What is logging?
q Why is it important?

q How can it help us secure our operating systems?
q How do we enable logging on Windows?

q What do we do with it once it is enabled?
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Logging (cont)

q What is logging?
¤ Logging is ‘enabling’ in an operating system the function of 

writing activities to a file or logging facility.
n In Windows that facility is the ‘Event Viewer’
n They are stored in files under %windir%\system32\winevt\Logs

n In the format of either .evt or .evtx
n .evt prior to Windows 2008 & Windows 7

n You need ‘Event Viewer’ to read them
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Logging (cont)

q Why is it important?
¤ Without logs you will not be able to see what is in your 

environment
¤ Remember you will be attacked and someone will get in

n Without logs you will not be able to see that attack and foot hold

¤ Prevention is what we all want, but detection is an important part 
securing our operating systems

¤ Also logging gives us the data on what additional things we need 
to ‘lock down’ in our operating systems
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Logging (cont)

q How can it help us secure our operating systems?
¤ As the last slide stated:

n Tells us what items users and process are using to get in
n Watch the trends and work on the 80%

n Remove the ways process or users are getting in that are not 
needed or wanted

¤ Tells us what is going right
n Failures are those things we have locked down correctly
n Failures are thoes things we might not want locked down

n Remember our Denies in the firewall logs
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Logging (cont)

q How do we enable logging on Windows?
¤ Local Security Policy
¤ Windows Group Policy
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Logging (cont)

q What do we do with it once it is enabled?
¤ Get it off the box!!!
¤ The main reason you enable logging is to find out if something is 

going wrong
n If you don’t have the logs because someone deleted them after they 

got onto you corporate computer.  To quote ”Does a tree falling in the 
forest make a sound, if there is no one there to hear it fall?”
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Logging (cont)

q What do we do with it once it is enabled?
¤ Get it off the box!!!

n SNARE:
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Logging (cont)

q What do we do with it once it is enabled?
¤ Get it off the box!!!

n SNARE:
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Logging (cont)

q What do we do with it once it is enabled?
¤ Get it off the box!!!
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Logging (cont)

q What do we do with it once it 
is enabled?
¤ Get it off the box!!!
¤ https://www.gartner.com/docu

ment/3406817
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Logging (cont)

q Demo
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Logging (cont)

q Questions?
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Assignment 3 Overview

q Requirements – Same teams members as before.
¤ A report of the CIS baseline built into a GPO

n Note: there is a report feature for a GPO to where the setting that have been 
applied can be exported into a report file; that is the report I’m referring to 
here.

n Applied to the same DC Windows 7 pair we have been working from assignment 
2.

¤ A video from the team as how this improves our security with faces and 
voices.

¤ Expand upon the GPO that was created in assignment 2 from 20 settings to 
what the team feels sufficient to secure Windows 7.

¤ This assignment builds to what is presented to the Pen-Testing class for 
Assignment 4, so the 4th grade is how well the team does in it’s selections 
from the baseline in assignment 3.

q Due Date: March 24th 11:59pm
¤ Late assignments have a 10% penalty per week.
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Assignment 3 Overview (cont)

q Questions?
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Next Week

q Spring Break
q Questions from previous week

q Unix/Linux basics
¤ Scripting
¤ Appropriate permissions
¤ Limit services
¤ Shares

q Assignment 3 (Due Mar 24th)
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Quiz

q We can start the Quiz
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