
Week 13

Unix/Linux Firewalls

MIS 5170

Operating System Security



Tonight’s Plan

q Questions from Last Week
q Review on-line posts

q In The News
q Firewalls
q Sniffers

q Assignment 4 Review
q Next Week

q Quiz
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Questions From Last Week

q Any Questions from last week?
q Review of quiz questions

¤ How do you create a Unix/Linux script?
n Remember you need to create it and use chmod to set the execution 

bit
¤ SHA 1 has been cracked

n Why is sha256 
n CRC is used for communication verification not mathematical 

summations
¤ How do you get the members of a group

n Right: getent group <Group Name>
n Wrong: cat /etc/group
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Questions From Last Week (cont)

q Any additional questions?
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Review on-line posts

q Summary of the ITACS Panel Discussion:
¤ Insurance: Wanted to talk a bit about this.

n Help possible payment for DDOS Scrubbers or clean-up.
n Info Sec groups.

q Digital Norms
¤ I agree with Andres

n We need to general add more than a single law
n Star Trek comes to mind; federation of planets
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Review on-line posts (Cont)

q Questions?
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In the News

q Why I Always Tug on the ATM
¤ Securing your Operating System and how this applies?

n https://krebsonsecurity.com/2017/03/why-i-always-tug-on-the-atm/

q Critical Security Updates from Adobe, Microsoft
¤ Remember Patch Tuesday

n https://krebsonsecurity.com/2017/04/critical-security-updates-from-
adobe-microsoft/

q Google Chrome to Distrust Symantec SSLs for Mis-issuing 
30,000 EV Certificates
¤ EV Cert Trust Wars (“my words”)

n http://thehackernews.com/2017/03/google-invalidate-symantec-
certs.html
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In the News (Cont)

MIS 5170 Week 13

8



In the News (Cont)

q Questions?
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Firewalls

q What is a firewall?
q How do we configure it on Windows?
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Firewalls (cont)

q What is a firewall?
¤ A firewall network security system that monitors and controls the 

incoming and outgoing network traffic.
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Firewalls (cont)

q How we configured logging on Windows
¤ Turn on Logging:
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Firewalls (cont)

q How do we configure it on Unix/Linux?
¤ Turn on Logging:

n iptables -N LOGGING
n iptables -A INPUT -j LOGGING
n iptables -A OUTPUT -j LOGGING
n iptables -A LOGGING -m limit --limit 2/min -j LOG --log-prefix 

"IPTables-Dropped: " --log-level 4
n iptables -A LOGGING -j DROP
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Firewalls (cont)

q How do we configure it on Unix/Linux?
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Firewalls (cont)

q You should now seeing anything that does not have an allow
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Firewalls (cont)

q Demo
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Firewalls (cont)

q How we installed Telnet on Windows
¤ Add the Telnet Client and Server under Features

q How we created a rule to allow Telnet on Windows
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Firewalls (cont)

q Install Telnet on Kali
¤ apt-get install telnetd
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Firewalls (cont)

q How to block Telnet on Kali
¤ iptables -A INPUT -p tcp –dport 23 -j REJECT
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Firewalls (cont)

q Let’s test our rule for telnet
¤ telnet 127.0.0.1 and see what happens?
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Firewalls (cont)

q How to block Telnet on Kali
¤ iptables -A INPUT -p tcp –dport 23 -j DROP
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Firewalls (cont)

q How do I remove a rule?
q iptables –D INPUT 1
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Firewalls (cont)

q Install VMWare tools
¤ http://docs.kali.org/general-use/install-vmware-tools-kali-guest

n apt update
n apt -y install open-vm-tools-desktop fuse
n reboot

¤ Link Folder to host
n mkdir /mnt/hgfs
n mkdir /mnt/hgfs/Kali_Linked
n vmhgfs-fuse -o allow_other -o auto_unmount .host:/Kali_Linked

/mnt/hgfs/Kali_Linked
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Firewalls (cont)

q Demo
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Firewalls (cont)

q Questions?
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Sniffers

q Demo
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Sniffers (cont)

q Questions?
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Assignment 4 Review

q Shared VM’s with the Wade’s class
q Will get the results

q Will post the grades; may have a field trip or Saturday class 
to talk about the findings and/or corrections
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Next Week

q Quiz will be based on this weeks Patching review and 
tonight’s slides on Firewalls and Sniffers.

q Network controls
q Review for Test 2; All questions you want to ask

¤ General Unix/Linux questions about what happened or what 
went wrong.
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Quiz

q We can start the Quiz
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