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Overview  
This document provides prescriptive guidance for establishing a secure configuration 

posture for Microsoft Windows 7. To obtain the latest version of this guide, please 

visit  http://benchmarks.cisecurity.org . If you have questions, comments, or have identified 

ways to improve this guide, please write us at feedback@cisecurity.org. 

 

Intended Audience 

This document is intended for system and application administrators, security specialists, 

auditors, help desk, and platform deployment personnel who plan to develop, deploy, 

assess, or secure solutions that incorporate Microsoft Windows 7. 

 

Consensus Guidance 

This benchmark was created using a consensus review process comprised of subject 

matter experts. Consensus participants provide perspective from a diverse set of 

backgrounds including consulting, software development, audit and compliance, security 

research, operations, government, and legal. 

Each CIS benchmark undergoes two phases of consensus review. The first phase occurs 

during initial benchmark development. During this phase, subject matter experts convene 

to discuss, create, and test working drafts of the benchmark. This discussion occurs until 

consensus has been reached on benchmark recommendations. The second phase begins 

after the benchmark has been published. During this phase, all feedback provided by the 

Internet community is reviewed by the consensus team for incorporation in the 

benchmark. If you are interested in participating in the consensus process, please visit 

https://community.cisecurity. org. 

  

http://benchmarks.cisecurity.org/
mailto:feedback@cisecurity.org
https://community.cisecurity.org/
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Typographical Conventions 

The following typographical conventions are used throughout this guide: 

Convention Meaning 

Stylized Monospace font  Used for blocks of code, command, and script examples. 

Text should be interpreted exactly as presented. 

Monospace font Used for inline code, commands, or examples. Text should 

be interpreted exactly as presented.  

<italic font in brackets> Italic texts set in angle brackets denote a variable 

requiring substitution for a real value. 

Italic font Used to denote the title of a book, article, or other 

publication. 

Note Additional information or caveats 

 

Scoring Information 

A scoring status indicates whether compliance with the given recommendation impacts the 

assessed target's benchmark score. The following scoring statuses are used in this 

benchmark: 

Scored 

Failure to comply with "Scored" recommendations will decrease the final benchmark score. 
Compliance with "Scored" recommendations will increase the final benchmark score. 

Not Scored 

Failure to comply with "Not Scored" recommendations will not decrease the final 
benchmark score. Compliance with "Not Scored" recommendations will not increase the 
final benchmark score. 
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Profile Definitions 

The following configuration profiles are defined by this Benchmark: 

¶ Level 1 

Items in this profile intend to: 

o be practical and prudent; 
o provide a clear security benefit; and 
o not inhibit the utility of the technology beyond acceptable means. 

¶ Level 1 + BitLocker  

This profile extends the "Level 1" profile and includes BitLocker-related 
recommendations 

¶ Level 2 

This profile extends the "Level 1" profile. Items in this profile exhibit one or more of 
the following characteristics: 

o are intended for environments or use cases where security is paramount 
o acts as defense in depth measure 
o may negatively inhibit the utility or performance of the technology 

¶ Level 2 + BitLocker  

This profile extends the "Level 1 + BitLocker" profile. Items in this profile exhibit 

one or more of the following characteristics: 

o are intended for environments or use cases where security is paramount 
o acts as defense in depth measure 
o may negatively inhibit the utility or performance of the technology 

  



28 | P a g e 
 

Acknowledgements 

This benchmark exemplifies the great things a community of users, vendors, and subject matter 

experts can accomplish through consensus collaboration. The CIS community thanks the entire 

consensus team with special recognition to the following individuals who contributed greatly to 

the creation of this guide: 

 

Contributor  

Jordan Rakoske 

Jason Braun 

 

Editor  

Haemish Edgerton MCSE:Security, MCITP:EA 

Hardeep Mehrotara CISSP, CISA, GSEC, ISMSA 

Kevin Zhang CISSP, CISA, CRISC, CSSLP 

The Center for Internet Security extends special recognition and thanks to Microsoft's 

Aaron Margosis and Rick Munck, as well as Mike Harris from General Dynamics 

Information Technology for their collaboration developing the configuration 

recommendations contained in this document. 

  



29 | P a g e 
 

Recommendations  

1 Account Policies 

This section contains recommendations for account policies. 

1.1 Password Policy 

This section contains recommendations for password policy. 

1.1.1 (L1) Ensure 'Enforce password history' is set to '24 or more 

password(s)' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting determines the number of renewed, unique passwords that have to be 

associated with a user account before you can reuse an old password. The value for this 

policy setting must be between 0 and 24 passwords. The default value for Windows Vista is 

0 passwords, but the default setting in a domain is 24 passwords. To maintain the 

effectiveness of this policy setting, use the Minimum password age setting to prevent users 

from repeatedly changing their password. 

The recommended state for this setting is: 24 or more password(s) . 
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Rationale:  

The longer a user uses the same password, the greater the chance that an attacker can 

determine the password through brute force attacks. Also, any accounts that may have 

been compromised will remain exploitable for as long as the password is left unchanged. If 

password changes are required but password reuse is not prevented, or if users continually 

reuse a small number of passwords, the effectiveness of a good password policy is greatly 

reduced. 

If you specify a low number for this policy setting, users will be able to use the same small 

number of passwords repeatedly. If you do not also configure the Minimum password age 

setting, users might repeatedly change their passwords until they can reuse their original 

password. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. 

Remediation:  

To establish the recommended configuration via GP, set the following UI path to 24 or 

more password(s) : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Account 

Policies \ Password Policy \ Enforce password history  

Impact:  

The major impact of this configuration is that users must create a new password every time 

they are required to change their old one. If users are required to change their passwords 

to new unique values, there is an increased risk of users who write their passwords 

somewhere so that they do not forget them. Another risk is that users may create 

passwords that change incrementally (for example, password01, password02, and so on) 

to facilitate memorization but make them easier to guess. Also, an excessively low value for 

the Minimum password age setting will likely increase administrative overhead, because 

users who forget their passwords might ask the help desk to reset them frequently. 

Default Value:  

24 passwords remembered 
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References: 

1. CCE-35219-5 
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1.1.2 (L1) Ensure 'Maximum password age' is set to '60 or fewer days, 

but not 0' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting defines how long a user can use their password before it expires. 

Values for this policy setting range from 0 to 999 days. If you set the value to 0, the 

password will never expire. 

Because attackers can crack passwords, the more frequently you change the password the 

less opportunity an attacker has to use a cracked password. However, the lower this value 

is set, the higher the potential for an increase in calls to help desk support due to users 

having to change their password or forgetting which password is current. 

The recommended state for this setting is 60 or fewer days, but not 0 . 

Rationale:  

The longer a password exists the higher the likelihood that it will be compromised by a 

brute force attack, by an attacker gaining general knowledge about the user, or by the user 

sharing the password. Configuring the Maximum password age setting to 0 so that users 

are never required to change their passwords is a major security risk because that allows a 

compromised password to be used by the malicious user for as long as the valid user is 

authorized access. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. 

Remediation:  

To establish the recommended configuration via GP, set the following UI path to 60 or 

fewer days, but not 0:  

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Account 

Policies \ Password Policy \ Maximum password age   
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Impact:  

If the Maximum password age setting is too low, users are required to change their 

passwords very often. Such a configuration can reduce security in the organization, 

because users might write their passwords in an insecure location or lose them. If the value 

for this policy setting is too high, the level of security within an organization is reduced 

because it allows potential attackers more time in which to discover user passwords or to 

use compromised accounts. 

Default Value:  

42 days 

References: 

1. CCE-34907-6 
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1.1.3 (L1) Ensure 'Minimum password age' is set to '1 or more day(s)' 

(Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting determines the number of days that you must use a password before 

you can change it. The range of values for this policy setting is between 1 and 999 days. 

(You may also set the value to 0 to allow immediate password changes.) The default value 

for this setting is 0 days. 

The recommended state for this setting is: 1 or more day(s)) . 

Rationale:  

Users may have favorite passwords that they like to use because they are easy to 

remember and they believe that their password choice is secure from compromise. 

Unfortunately, passwords are compromised and if an attacker is targeting a specific 

individual user account, with foreknowledge of data about that user, reuse of old 

passwords can cause a security breach. To address password reuse a combination of 

security settings is required. Using this policy setting with the Enforce password history 

setting prevents the easy reuse of old passwords. For example, if you configure the Enforce 

password history setting to ensure that users cannot reuse any of their last 12 passwords, 

they could change their password 13 times in a few minutes and reuse the password they 

started with, unless you also configure the Minimum password age setting to a number that 

is greater than 0. You must configure this policy setting to a number that is greater than 0 

for the Enforce password history setting to be effective. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. 
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Remediation:  

To establish the recommended configuration via GP, set the following UI path to 1 or more 

day(s) : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Account 

Policies \ Password Policy \ Minimum password age  

Impact:  

If an administrator sets a password for a user but wants that user to change the password 

when the user first logs on, the administrator must select the User must change password 

at next logon check box, or the user will not be able to change the password until the next 

day. 

Default Value:  

0 days 

References: 

1. CCE-35366-4 
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1.1.4 (L1) Ensure 'Minimum password length' is set to '14 or more 

character(s)' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting determines the least number of characters that make up a password for 

a user account. There are many different theories about how to determine the best 

password length for an organization, but perhaps "pass phrase" is a better term than 

"password." In Microsoft Windows 2000 or later, pass phrases can be quite long and can 

include spaces. Therefore, a phrase such as "I want to drink a $5 milkshake" is a valid pass 

phrase; it is a considerably stronger password than an 8 or 10 character string of random 

numbers and letters, and yet is easier to remember. Users must be educated about the 

proper selection and maintenance of passwords, especially with regard to password length. 

The recommended state for this setting is: 14 or more  character(s) . 

Rationale:  

Types of password attacks include dictionary attacks (which attempt to use common words 

and phrases) and brute force attacks (which try every possible combination of characters). 

Also, attackers sometimes try to obtain the account database so they can use tools to 

discover the accounts and passwords. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. 

Remediation:  

To establish the recommended configuration via GP, set the following UI path to 14 or 

more character(s) : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Account 

Policies \ Password Policy \ Minimum password length  
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Impact:  

Requirements for extremely long passwords can actually decrease the security of an 

organization, because users might leave the information in an insecure location or lose it. If 

very long passwords are required, mistyped passwords could cause account lockouts and 

increase the volume of help desk calls. If your organization has issues with forgotten 

passwords due to password length requirements, consider teaching your users about pass 

phrases, which are often easier to remember and, due to the larger number of character 

combinations, much harder to discover. 

Note: Older versions of Windows such as Windows 98 and Windows NT 4.0 do not support 

passwords that are longer than 14 characters. Computers that run these older operating 

systems are unable to authenticate with computers or domains that use accounts that 

require long passwords. 

Default Value:  

0 characters 

References: 

1. CCE-33789-9 
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1.1.5 (L1) Ensure 'Password must meet complexity requirements' is set 

to 'Enabled' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting checks all new passwords to ensure that they meet basic requirements 

for strong passwords. 

When this policy is enabled, passwords must meet the following minimum requirements: 

- Not contain the user's account name or parts of the user's full name that exceed two 

consecutive characters 

- Be at least six characters in length 

- Contain characters from three of the following four categories: 

- English uppercase characters (A through Z) 

- English lowercase characters (a through z) 

- Base 10 digits (0 through 9) 

- Non-alphabetic characters (for example, !, $, #, %) 

- A catch-all category of any Unicode character that does not fall under the previous four 

categories. This fifth category can be regionally specific. 

Each additional character in a password increases its complexity exponentially. For 

instance, a seven-character, all lower-case alphabetic password would have 267 

(approximately 8 x 109 or 8 billion) possible combinations. At 1,000,000 attempts per 

second (a capability of many password-cracking utilities), it would only take 133 minutes 

to crack. A seven-character alphabetic password with case sensitivity has 527 

combinations. A seven-character case-sensitive alphanumeric password without 

punctuation has 627 combinations. An eight-character password has 268 (or 2 x 1011) 

possible combinations. Although this might seem to be a large number, at 1,000,000 

attempts per second it would take only 59 hours to try all possible passwords. Remember, 

these times will significantly increase for passwords that use ALT characters and other 

special keyboard characters such as "!" or "@". Proper use of the password settings can 

help make it difficult to mount a brute force attack. 

The recommended state for this setting is: Enabled .  
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Rationale:  

Passwords that contain only alphanumeric characters are extremely easy to discover with 

several publicly available tools. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. 

Remediation:  

To establish the recommended configuration via GP, set the following UI path to Enabled : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Account 

Policies \ Password Policy \ Password must meet complexity requirements  

Impact:  

If the default password complexity configuration is retained, additional help desk calls for 

locked-out accounts could occur because users might not be accustomed to passwords that 

contain non-alphabetic characters. However, all users should be able to comply with the 

complexity requirement with minimal difficulty.  

If your organization has more stringent security requirements, you can create a custom 

version of the Passfilt.dll file that allows the use of arbitrarily complex password strength 

rules. For example, a custom password filter might require the use of non-upper row 

characters. (Upper row characters are those that require you to hold down the SHIFT key 

and press any of the digits between 1 and 0.) A custom password filter might also perform 

a dictionary check to verify that the proposed password does not contain common 

dictionary wor ds or fragments. 

Also, the use of ALT key character combinations can greatly enhance the complexity of a 

password. However, such stringent password requirements can result in unhappy users 

and an extremely busy help desk. Alternatively, your organization could consider a 

requirement for all administrator passwords to use ALT characters in the 01280159 range. 

(ALT characters outside of this range can represent standard alphanumeric characters that 

would not add additional complexity to the password.) 

Default  Value: 

Disabled 
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References: 

1. CCE-33777-4 
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1.1.6 (L1) Ensure 'Store passwords using reversible encryption' is set to 

'Disabled' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting determines whether the operating system stores passwords in a way 

that uses reversible encryption, which provides support for application protocols that 

require knowledge of the user's password for authentication purposes. Passwords that are 

stored with reversible encryption are essentially the same as plaintext versions of the 

passwords. 

The recommended state for this setting is: Disabled . 

Rationale:  

Enabling this policy setting allows the operating system to store passwords in a weaker 

format that is much more susceptible to compromise and weakens your system security. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. 

Remediation:  

To establish the recommended configuration via GP, set the following UI path to Disabled : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Account 

Policies \ Password Policy \ Store passwords using reversible encryption  

Impact:  

If your organization uses either the CHAP authentication protocol through remote access or 

IAS services or Digest Authentication in IIS, you must configure this policy setting to 

Enabled. This setting is extremely dangerous to apply through Group Policy on a user-by-

user basis, because it requires the appropriate user account object to be opened in Active 

Directory Users and Computers.  
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Default Value:  

Disabled 

References: 

1. CCE-35370-6 
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1.2 Account Lockout Policy 

This section contains recommendations for account lockout policy. 

1.2.1 (L1) Ensure 'Account lockout duration' is set to '15 or more 

minute(s)' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting determines the length of time that must pass before a locked account is 

unlocked and a user can try to log on again. The setting does this by specifying the number 

of minutes a locked out account will remain unavailable. If the value for this policy setting 

is configured to 0, locked out accounts will remain locked out until an administrator 

manually unlocks them. 

Although it might seem like a good idea to configure the value for this policy setting to a 

high value, such a configuration will likely increase the number of calls that the help desk 

receives to unlock accounts locked by mistake. Users should be aware of the length of time 

a lock remains in place, so that they realize they only need to call the help desk if they have 

an extremely urgent need to regain access to their computer. 

The recommended state for this setting is: 15 or more minute(s) . 

Rationale:  

A denial of service (DoS) condition can be created if an attacker abuses the Account lockout 

threshold and repeatedly attempts to log on with a specific account. Once you configure the 

Account lockout threshold setting, the account will be locked out after the specified number 

of failed attempts. If you configure the Account lockout duration setting to 0, then the 

account will remain locked out until an administrator unlocks it manually. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed.  
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Remediation : 

To establish the recommended configuration via GP, set the following UI path to 15 or 

more minute(s) : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Account 

Policies \ Account Lockout Policy \ Account lockout duration  

Impact:  

Although it may seem like a good idea to configure this policy setting to never 

automatically unlock an account, such a configuration can increase the number of requests 

that your organization's help desk receives to unlock accounts that were locked by mistake. 

Default Value:  

Not defined 

References: 

1. CCE-35409-2 
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1.2.2 (L1) Ensure 'Account lockout threshold' is set to '10 or fewer 

invalid logon attempt(s), but not 0' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting determines the number of failed logon attempts before the account is 

locked. Setting this policy to 0 does not conform with the benchmark as doing so disables 

the account lockout threshold. 

The recommended state for this setting is: 10 or fewer invalid l ogon attempt(s), but 

not 0 . 

Rationale:  

Setting an account lockout threshold reduces the likelihood that an online password brute 

force attack will be successful. Setting the account lockout threshold too low introduces 

risk of increased accidental lockouts and/or a malicious actor intentionally locking out 

accounts. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. 

Remediation:  

To establish the recommended configuration via GP, set the following UI path to 10 or 

fewer invalid login attempt(s), but not 0 : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Account 

Policies \ Account Lockout Policy \ Account lockout threshold  
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Impact:  

If this policy setting is enabled, a locked-out account will not be usable until it is reset by an 

administrator or until the account lockout duration expires. This setting may generate 

additional help desk calls. 

If you enforce this setting an attacker could cause a denial of service condition by 

deliberately generating failed logons for multiple user, therefore you should also configure 

the Account Lockout Duration to a relatively low value. 

If you configure the Account Lockout Threshold to 0, there is a possibility that an attacker's 

attempt to discover passwords with a brute force password attack might go undetected if a 

robust audit mechanism is not in place. 

Default Value:  

0 invalid logon attempts 

References: 

1. CCE-33728-7 
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1.2.3 (L1) Ensure 'Reset account lockout counter after' is set to '15 or 

more minute(s)' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting determines the length of time before the Account lockout threshold 

resets to zero. The default value for this policy setting is Not Defined. If the Account lockout 

threshold is defined, this reset time must be less than or equal to the value for the Account 

lockout duration setting. 

If you leave this policy setting at its default value or configure the value to an interval that 

is too long, your environment could be vulnerable to a DoS attack. An attacker could 

maliciously perform a number of failed logon attempts on all users in the organization, 

which will lock out their accounts. If no policy were determined to reset the account 

lockout, it would be a manual task for administrators. Conversely, if a reasonable time 

value is configured for this policy setting, users would be locked out for a set period until 

all of the accounts are unlocked automatically. 

The recommended state for this setting is: 15 or more minute(s) . 

Rationale:  

Users can accidentally lock themselves out of their accounts if they mistype their password 

multiple times. To reduce the chance of such accidental lockouts, the Reset account lockout 

counter after setting determines the number of minutes that must elapse before the 

counter that tracks failed logon attempts and triggers lockouts is reset to 0. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. 
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Remediation:  

To establish the recommended configuration via GP, set the following UI path to 15 or 

more minute(s) : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Account 

Policies \ Account Lockout Policy \ Reset account lockout counter after  

Impact:  

If you do not configure this policy setting or if the value is configured to an interval that is 

too long, a DoS attack could occur. An attacker could maliciously attempt to log on to each 

user's account numerous times and lock out their accounts as described in the preceding 

paragraphs. If you do not configure the Reset account lockout counter after setting, 

administrators would have to manually unlock all accounts. If you configure this policy 

setting to a reasonable value the users would be locked out for some period, after which 

their accounts would unlock automatically. Be sure that you notify users of the values used 

for this policy setting so that they will wait for the lockout timer to expire before they call 

the help desk about their inability to log on. 

Default Value: 

0 

References: 

1. CCE-35408-4 

  



49 | P a g e 
 

2 Local Policies 

This section contains recommendations for local policies. 

2.1 Audit Policy 

This section is intentionally blank and exists to ensure the structure of Windows 

benchmarks is consistent. 

2.2 User Rights Assignment 

This section contains recommendations for user rights assignments. 

2.2.1 (L1) Ensure 'Access Credential Manager as a trusted caller' is set to 

'No One' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This security setting is used by Credential Manager during Backup and Restore. No 

accounts should have this user right, as it is only assigned to Winlogon. Users' saved 

credentials might be compromised if this user right is assigned to other entities. 

The recommended state for this setting is: No One . 

Rationale:  

If an account is given this right the user of the account may create an application that calls 

into Credential Manager and is returned the credentials for another user. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. 
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Remediation:  

To establish the recommended configuration via GP, set the following UI path to No One : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local Policies \ User 

Rights Assignment \ Access Credential Manager as a trusted caller  

Impact:  

None, this is the default configuration. 

Default Value:  

No one 

References: 

1. CCE-35457-1 
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2.2.2 (L1) Ensure 'Access this computer from the network' is set to 

'Administrators' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting allows other users on the network to connect to the computer and is 

required by various network protocols that include Server Message Block (SMB)-based 

protocols, NetBIOS, Common Internet File System (CIFS), and Component Object Model 

Plus (COM+). 

The recommended state for this setting is: Administrators . 

Rationale:  

Users who can connect from their computer to the network can access resources on target 

computers for which they have permission. For example, the Access this computer from the 

network user right is required for users to connect to shared printers and folders. If this 

user right is assigned to the Everyone group, then anyone in the group will be able to read 

the files in those shared folders. However, this situation is unlikely for new installations of 

Windows Server 2003 with Service Pack 1 (SP1), because the default share and NTFS 

permissions in Windows Server 2003 do not include the Everyone group. This vulnerability 

may have a higher level of risk for computers that you upgrade from Windows NT 4.0 or 

Windows 2000, because the default permissions for these operating systems are not as 

restrictive as the default permissions in Windows Server 2003. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. 

Remediation:  

To establish the recommended configuration via GP, set the following UI path to 

Administrators : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local Policies \ User 

Rights Assignment \ Access this computer from the network   
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Impact:  

If you remove the Access this computer from the network user right on domain controllers 

for all users, no one will be able to log on to the domain or use network resources. If you 

remove this user right on member servers, users will not be able to connect to those 

servers through the network. Successful negotiation of IPsec connections requires that the 

initiating machine has this right, therefore it is recommended that it be assigned to the 

Users group. If you have installed optional components such as ASP.NET or Internet 

Information Services (IIS), you may need to assign this user right to additional accounts 

that are required by those components. It is important to verify that authorized users are 

assigned this user right for the computers they need to access the network. 

Default Value:  

Everyone, Administrators, Users, Backup Operators 

References: 

1. CCE-32928-4 
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2.2.3 (L1) Ensure 'Act as part of the operating system' is set to 'No One' 

(Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting allows a process to assume the identity of any user and thus gain access 

to the resources that the user is authorized to access. 

The recommended state for this setting is: No One . 

Rationale:  

The Act as part of the operating system user right is extremely powerful. Anyone with this 

user right can take complete control of the computer and erase evidence of their activities. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. 

Remediation:  

To establish the recommended configuration via GP, set the following UI path to No One : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local Policies \ User 

Rights Assignment \ Act as part of the operating system  

Impact:  

There should be little or no impact because the Act as part of the operating system user 

right is rarely needed by any accounts other than the Local System account. 

Default Value:  

No one 

References: 

1. CCE-35403-5  
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2.2.4 (L1) Ensure 'Adjust memory quotas for a process' is set to 

'Administrators, LOCAL SERVICE, NETWORK SERVICE' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Descrip tion:  

This policy setting allows a user to adjust the maximum amount of memory that is available 

to a process. The ability to adjust memory quotas is useful for system tuning, but it can be 

abused. In the wrong hands, it could be used to launch a denial of service (DoS) attack. 

The recommended state for this setting is: Administrators, LOCAL SERVICE, NETWORK 

SERVICE. 

Rationale:  

A user with the Adjust memory quotas for a process privilege can reduce the amount of 

memory that is available to any process, which could cause business-critical network 

applications to become slow or to fail. In the wrong hands, this privilege could be used to 

start a denial of service (DoS) attack. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. 

Remediation:  

To establish the recommended configuration via GP, set the following UI path to 
Administrators, LOCAL SERVICE, NETWORK SERVICE:  

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local Policies \ User 

Right s Assignment \ Adjust memory quotas for a process  

  



55 | P a g e 
 

Impact:  

Organizations that have not restricted users to roles with limited privileges will find it 

difficult to impose this countermeasure. Also, if you have installed optional components 

such as ASP.NET or IIS, you may need to assign the Adjust memory quotas for a process 

user right to additional accounts that are required by those components. Otherwise, this 

countermeasure should have no impact on most computers. If this user right is necessary 

for a user account, it can be assigned to a local computer account instead of a domain 

account. 

Default Value:  

Administrators, LOCAL SERVICE, NETWORK SERVICE 

References: 

1. CCE-35490-2 
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2.2.5 (L1) Ensure 'Allow log on locally' is set to 'Administrators, Users' 

(Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting determines which users can interactively log on to computers in your 

environment. Logons that are initiated by pressing the CTRL+ALT+DEL key sequence on 

the client computer keyboard require this user right. Users who attempt to log on through 

Terminal Services or IIS also require this user right. 

The Guest account is assigned this user right by default. Although this account is disabled 

by default, it's recommended that you enable this setting through Group Policy. However, 

this user right should generally be restricted to the Administrators and Users groups. 

Assign this user right to the Backup Operators group if your organization requires that they 

have this capability. 

The recommended state for this setting is: Administrators, Users . 

Rationale:  

Any account with the Allow log on locally user right can log on at the console of the 

computer. If you do not restrict this user right to legitimate users who need to be able to 

log on to the console of the computer, unauthorized users could download and run 

malicious software to elevate their privileges. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. 

Remediation:  

To establish the recommended configuration via GP, set the following UI path to 

Administrators, Users : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local Policies \ User 

Rights Assignment \ Allow log on locally   
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Impact:  

If you remove these default groups, you could limit the abilities of users who are assigned 

to specific administrative roles in your environment. You should confirm that delegated 

activities will not be adversely affected by any changes that you make to the Allow log on 

locally user rights assignments. 

Default Value:  

Guest, Administrators, Users, Backup Operators 

References: 

1. CCE-35640-2 
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2.2.6 (L1) Ensure 'Allow log on through Remote Desktop Services' is set 

to 'Administrators, Remote Desktop Users' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting determines which users or groups have the right to log on as a Terminal 

Services client. Remote desktop users require this user right. If your organization uses 

Remote Assistance as part of its help desk strategy, create a group and assign it this user 

right through Group Policy. If the help desk in your organization does not use Remote 

Assistance, assign this user right only to the Administrators group or use the restricted 

groups feature to ensure that no user accounts are part of the Remote Desktop Users 

group. 

Restrict this user right to the Administrators group, and possibly the Remote Desktop 

Users group, to prevent unwanted users from gaining access to computers on your network 

by means of the Remote Assistance feature. 

The recommended state for this setting is: Administrators, Remote Desktop Users  

Rationale:  

Any account with the Allow log on through Terminal Services user right can log on to the 

remote console of the computer. If you do not restrict this user right to legitimate users 

who need to log on to the console of the computer, unauthorized users could download and 

run malicious software to elevate their privileges. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. 
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Remediation:  

To establish the recommended configuration via GP, set the following UI path to 

Administrators, Remote Desktop Users : 

Computer Configuration \ Policies \ Windows Settings \ Security Sett ings \ Local Policies \ User 

Rights Assignment \ Allow log on through Remote Desktop Services  

Impact:  

Removal of the Allow log on through Terminal Services user right from other groups or 

membership changes in these default groups could limit the abilities of users who perform 

specific administrative roles in your environment. You should confirm that delegated 

activities will not be adversely affected. 

Default Value:  

Administrators, Remote Desktop Users 

References: 

1. CCE-33035-7 
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2.2.7 (L1) Ensure 'Back up files and directories' is set to 'Administrators' 

(Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting allows users to circumvent file and directory permissions to back up the 

system. This user right is enabled only when an application (such as NTBACKUP) attempts 

to access a file or directory through the NTFS file system backup application programming 

interface (API). Otherwise, the assigned file and directory permissions apply. 

The recommended state for this setting is: Administrators . 

Rationale:  

Users who are able to back up data from a computer could take the backup media to a non-

domain computer on which they have administrative privileges and restore the data. They 

could take ownership of the files and view any unencrypted data that is contained within 

the backup set. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. 

Remediation:  

To establish the recommended configuration via GP, set the following UI path to 

Administrators . 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local Policies \ User 

Rights Assignment \ Back up files and directories  

Impact:  

Changes in the membership of the groups that have the Back up files and directories user 

right could limit the abilities of users who are assigned to specific administrative roles in 

your environment. You should confirm that authorized backup administrators are still able 

to perform backup operations.  
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Default Value:  

Administrators, Backup Operators 

References: 

1. CCE-35699-8 
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2.2.8 (L1) Ensure 'Change the system time' is set to 'Administrators, 

'LOCAL SERVICE' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting determines which users and groups can change the time and date on the 

internal clock of the computers in your environment. Users who are assigned this user right 

can affect the appearance of event logs. When a computer's time setting is changed, logged 

events reflect the new time, not the actual time that the events occurred. 

When configuring a user right in the SCM enter a comma delimited list of accounts. 

Accounts can be either local or located in Active Directory, they can be groups, users, or 

computers. 

Note: Discrepancies between the time on the local computer and on the domain controllers 

in your environment may cause problems for the Kerberos authentication protocol, which 

could make it impossible for users to log on to the domain or obtain authorization to access 

domain resources after they are logged on. Also, problems will occur when Group Policy is 

applied to client computers if the system time is not synchronized with the domain 

controllers. 

The recommended state for this setting is: Administrators, LOCAL SERVICE . 
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Rationale:  

Users who can change the time on a computer could cause several problems. For example, 

time stamps on event log entries could be made inaccurate, time stamps on files and folders 

that are created or modified could be incorrect, and computers that belong to a domain 

may not be able to authenticate themselves or users who try to log on to the domain from 

them. Also, because the Kerberos authentication protocol requires that the requestor and 

authenticator have their clocks synchronized within an administrator-defined skew period, 

an attacker who changes a computer's time may cause that computer to be unable to obtain 

or grant Kerberos tickets. 

The risk from these types of events is mitigated on most domain controllers, member 

servers, and end-user computers because the Windows Time service automatically 

synchronizes time with domain controllers in the following ways: 

¶ All client desktop computers and member servers use the authenticating domain 
controller as their inbound time partner. 

¶ All domain controllers in a domain nominate the primary domain controller (PDC) 
emulator operations master as their inbound time partner. 

¶ All PDC emulator operations masters follow the hierarchy of domains in the 
selection of their inbound time partner. 

¶ The PDC emulator operations master at the root of the domain is authoritative for 
the organization. Therefore it is recommended that you configure this computer to 
synchronize with a reliable external time server. 

This vulnerability becomes much more serious if an attacker is able to change the system 

time and then stop the Windows Time service or reconfigure it to synchronize with a time 

server that is not accurate. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. 

Remediation:  

To establish the recommended configuration via GP, set the following UI path to 

Administrators, LOCAL SERVICE : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local Policies \ User 

Rights Assignment \ Change the system time  
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Impact:  

There should be no impact, because time synchronization for most organizations should be 

fully automated for all computers that belong to the domain. Computers that do not belong 

to the domain should be configured to synchronize with an external source. 

Default Value: 

Administrators, LOCAL SERVICE 

References: 

1. CCE-33094-4 
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2.2.9 (L1) Ensure 'Change the time zone' is set to 'Administrators, LOCAL 

SERVICE, Users' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This setting determines which users can change the time zone of the computer. This ability 

holds no great danger for the computer and may be useful for mobile workers. 

The recommended state for this setting is: Administrators, LOCAL SERVICE, Users . 

Rationale:  

Changing the time zone represents little vulnerability because the system time is not 

affected. This setting merely enables users to display their preferred time zone while being 

synchronized with domain controllers in different time zones. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. 

Remediation:  

To establish the recommended configuration via GP, set the following UI path to 

Administrators, LOCAL SERVICE, Users : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local Policies \ User 

Rights Assignment \ Change the time zone  

Impact:  

None. This is the default configuration. 

Default Value:  

Administrators, LOCAL SERVICE, Users 
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References: 

1. CCE-33431-8 
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2.2.10 (L1) Ensure 'Create a pagefile' is set to 'Administrators' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting allows users to change the size of the pagefile. By making the pagefile 

extremely large or extremely small, an attacker could easily affect the performance of a 

compromised computer. 

The recommended state for this setting is: Administrators . 

Rationale:  

Users who can change the page file size could make it extremely small or move the file to a 

highly fragmented storage volume, which could cause reduced computer performance. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. 

Remediation:  

To establish the recommended configuration via GP, set the following UI path to 
Administrators:  

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local Policies \ User 

Rights Assignment \ Create a pagefile  

Impact:  

None. This is the default configuration. 

Default Value:  

Administrators  

References: 

1. CCE-33051-4  
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2.2.11 (L1) Ensure 'Create a token object' is set to 'No One' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting allows a process to create an access token, which may provide elevated 

rights to access sensitive data. 

The recommended state for this setting is: No One . 

Rationale:  

A user account that is given this user right has complete control over the system and can 

lead to the system being compromised. It is highly recommended that you do not assign 

any user accounts this right. 

The operating system examines a user's access token to determine the level of the user's 

privileges. Access tokens are built when users log on to the local computer or connect to a 

remote computer over a network. When you revoke a privilege, the change is immediately 

recorded, but the change is not reflected in the user's access token until the next time the 

user logs on or connects. Users with the ability to create or modify tokens can change the 

level of access for any currently logged on account. They could escalate their own privileges 

or create a DoS condition. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. 

Remediation:  

To establish the recommended configuration via GP, set the following UI path to No One : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local Policies \ User 

Rights Assignment \ Create a token object  

Impact:  

None. This is the default configuration.  
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Default Value:  

No one 

References: 

1. CCE-33779-0 
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2.2.12 (L1) Ensure 'Create global objects' is set to 'Administrators, 

LOCAL SERVICE, NETWORK SERVICE, SERVICE' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting determines whether users can create global objects that are available to 

all sessions. Users can still create objects that are specific to their own session if they do not 

have this user right. 

Users who can create global objects could affect processes that run under other users' 

sessions. This capability could lead to a variety of problems, such as application failure or 

data corruption. 

The recommended state for this setting is: Administrators, LOCAL SERVICE, NETWORK 

SERVICE, SERVICE . 

Rationale:  

Users who can create global objects could affect Windows services and processes that run 

under other user or system accounts. This capability could lead to a variety of problems, 

such as application failure, data corruption and elevation of privilege. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. 

Remediation:  

To establish the recommended configuration via GP, set the following UI path to 

Administrators, LOCAL SERVICE, NETWORK SERVICE, SERVICE : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local Policies \ User 

Rights Assignment \ Create global objects  

Impact:  

None. This is the default configuration.  
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Default Value:  

Administrators, LOCAL SERVICE, NETWORK SERVICE, SERVICE 

References: 

1. CCE-33095-1 

  



72 | P a g e 
 

2.2.13 (L1) Ensure 'Create permanent shared objects' is set to 'No One' 

(Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This user right is useful to kernel-mode components that extend the object namespace. 

However, components that run in kernel mode have this user right inherently. Therefore, it 

is typically not necessary to specifically assign this user right. 

The recommended state for this setting is: No One . 

Rationale:  

Users who have the Create permanent shared objects user right could create new shared 

objects and expose sensitive data to the network. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. 

Remediation:  

To establish the recommended configuration via GP, set the following UI path to No One : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local Policies \ User 

Rights Assignment \ Create permanent shared objects  

Impact:  

None. This is the default configuration. 

Default Value:  

No one 

References: 

1. CCE-33780-8  
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2.2.14 (L1) Ensure 'Create symbolic links' is set to 'Administrators' 

(Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting determines which users can create symbolic links. In Windows Vista, 

existing NTFS file system objects, such as files and folders, can be accessed by referring to a 

new kind of file system object called a symbolic link. A symbolic link is a pointer (much like 

a shortcut or .lnk file) to another file system object, which can be a file, folder, shortcut or 

another symbolic link. The difference between a shortcut and a symbolic link is that a 

shortcut only works from within the Windows shell. To other programs and applications, 

shortcuts are just another file, whereas with symbolic links, the concept of a shortcut is 

implemented as a feature of the NTFS file system. 

Symbolic links can potentially expose security vulnerabilities in applications that are not 

designed to use them. For this reason, the privilege for creating symbolic links should only 

be assigned to trusted users. By default, only Administrators can create symbolic links. 

The recommended state for this setting is: Administrators . 

Rationale:  

Users who have the Create Symbolic Links user right could inadvertently or maliciously 

expose your system to symbolic link attacks. Symbolic link attacks can be used to change 

the permissions on a file, to corrupt data, to destroy data, or as a Denial of Service attack. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. 

Remediation:  

To establish the recommended configuration via GP, set the following UI path to 

Administrators : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local Policies \ User 

Rights Assignment \ Create symbolic links   
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Impact:  

None. This is the default configuration. 

Default Value:  

Administrators  

References: 

1. CCE-33053-0 
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2.2.15 (L1) Ensure 'Debug programs' is set to 'Administrators' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting determines which user accounts will have the right to attach a debugger 

to any process or to the kernel, which provides complete access to sensitive and critical 

operating system components. Developers who are debugging their own applications do 

not need to be assigned this user right; however, developers who are debugging new 

system components will need it. 

The recommended state for this setting is: Administrators . 

Rationale:  

The Debug programs user right can be exploited to capture sensitive computer information 

from system memory, or to access and modify kernel or application structures. Some attack 

tools exploit this user right to extract hashed passwords and other private security 

information, or to insert rootkit code. By default, the Debug programs user right is assigned 

only to administrators, which helps to mitigate the risk from this vulnerability. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. 

Remediation:  

To establish the recommended configuration via GP, set the following UI path to 

Administrators : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local Policies \ User 

Rights Assignment \ Debug programs  
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Impact:  

If you revoke this user right, no one will be able to debug programs. However, typical 

circumstances rarely require this capability on production computers. If a problem arises 

that requires an application to be debugged on a production server, you can move the 

server to a different OU temporarily and assign the Debug programs user right to a 

separate Group Policy for that OU. 

The service account that is used for the cluster service needs the Debug programs privilege; 

if it does not have it, Windows Clustering will fail. For additional information about how to 

configure Windows Clustering in conjunction with computer hardening, see Microsoft 

Knowledge Base article 891597: How to apply more restrictive security settings on a 

Windows Server 2003-based cluster server. 

Tools that are used to manage processes will be unable to affect processes that are not 

owned by the person who runs the tools. For example, the Windows Server 2003 Resource 

Kit tool Kill.exe requires this user right for administrators to terminate processes that they 

did not start. 

Default Value:  

Administrators  

References: 

1. CCE-33157-9 

  

https://support.microsoft.com/en-us/kb/891597
https://support.microsoft.com/en-us/kb/891597
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2.2.16 (L1) Ensure 'Deny access to this computer from the network' to 

include 'Guests, Local account' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting prohibits users from connecting to a computer from across the network, 

which would allow users to access and potentially modify data remotely. In high security 

environments, there should be no need for remote users to access data on a computer. 

Instead, file sharing should be accomplished through the use of network servers. 

The recommended state for this setting is to include: Guests, Local account . 

Caution:  Configuring a standalone (non-domain-joined) workstation as described above 

may result in an inability to remotely administer the workstation. 

Rationale:  

Users who can log on to the computer over the network can enumerate lists of account 

names, group names, and shared resources. Users with permission to access shared folders 

and files can connect over the network and possibly view or modify data. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. 

Remediation:  

To establish the recommended configuration via GP, set the following UI path to 

include Guests, Local account : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local Policies \ User 

Rights Assignment \ Deny access to this computer from the network  
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Impact:  

If you configure the Deny access to this computer from the network user right for other 

groups, you could limit the abilities of users who are assigned to specific administrative 

roles in your environment. You should verify that delegated tasks will not be negatively 

affected. 

Default Value:  

Guest 

References: 

1. CCE-34173-5 
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2.2.17 (L1) Ensure 'Deny log on as a batch job' to include 'Guests' 

(Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting determines which accounts will not be able to log on to the computer as 

a batch job. A batch job is not a batch (.bat) file, but rather a batch-queue facility. Accounts 

that use the Task Scheduler to schedule jobs need this user right. 

The Deny log on as a batch job user right overrides the Log on as a batch job user right, 

which could be used to allow accounts to schedule jobs that consume excessive system 

resources. Such an occurrence could cause a DoS condition. Failure to assign this user right 

to the recommended accounts can be a security risk. 

The recommended state for this setting is to include: Guests . 

Rationale:  

Accounts that have the Deny log on as a batch job user right could be used to schedule jobs 

that could consume excessive computer resources and cause a DoS condition. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. 

Remediation:  

To establish the recommended configuration via GP, set the following UI path to include 

Guests : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local Policies \ User 

Rights Assignment \ Deny log on as a batch job  
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Impact:  

If you assign the Deny log on as a batch job user right to other accounts, you could deny 

users who are assigned to specific administrative roles the ability to perform their required 

job activities. You should confirm that delegated tasks will not be affected adversely. 

For example, if you assign this user right to the IWAM_<ComputerName> account, the MSM 

Management Point will fail. On a newly installed computer that runs Windows Server 2003 

this account does not belong to the Guests group, but on a computer that was upgraded 

from Windows 2000 this account is a member of the Guests group. Therefore, it is 

important that you understand which accounts belong to any groups that you assign the 

Deny log on as a batch job user right. 

Default Value:  

No one 

References: 

1. CCE-35461-3 
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2.2.18 (L1) Ensure 'Deny log on as a service' to include 'Guests' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This security setting determines which service accounts are prevented from registering a 

process as a service. This policy setting supersedes the Log on as a service policy setting if 

an account is subject to both policies. 

The recommended state for this setting is to include: Guests . 

Note: This security setting does not apply to the System, Local Service, or Network Service 

accounts. 

Rationale:  

Accounts that can log on as a service could be used to configure and start new 

unauthorized services, such as a keylogger or other malicious software. The benefit of the 

specified countermeasure is somewhat reduced by the fact that only users with 

administrative privileges can install and configure services, and an attacker who has 

already attained that level of access could configure the service to run with the System 

account. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. 

Remediation:  

To establish the recommended configuration via GP, set the following UI path to include 

Guests : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local Policies \ User 

Rights Assignment \ Deny log on as a service  

Impact:  

If you assign the Deny log on as a service user right to specific accounts, services may not 

be able to start and a DoS condition could result.  



82 | P a g e 
 

Default Value:  

No one 

References: 

1. CCE-35404-3 
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2.2.19 (L1) Ensure 'Deny log on locally' to include 'Guests' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This security setting determines which users are prevented from logging on at the 

computer. This policy setting supersedes the Allow log on locally  policy setting if an 

account is subject to both policies. 

Important:  If you apply this security policy to the Everyone group, no one will be able to 

log on locally. 

The recommended state for this setting is to include: Guests . 

Rationale:  

Any account with the ability to log on locally could be used to log on at the console of the 

computer. If this user right is not restricted to legitimate users who need to log on to the 

console of the computer, unauthorized users might download and run malicious software 

that elevates their privileges. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. 

Remediation:  

To establish the recommended configuration via GP, set the following UI path to 

include Guests : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local Policies \ User 

Rights Assignment \ Deny log on locally  

Impact:  

If you assign the Deny log on locally user right to additional accounts, you could limit the 

abilities of users who are assigned to specific roles in your environment. However, this user 

right should explicitly be assigned to the ASPNET account on computers that run IIS 6.0. 

You should confirm that delegated activities will not be adversely affected.  
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Default Value:  

Guest 

References: 

1. CCE-35293-0 
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2.2.20 (L1) Ensure 'Deny log on through Remote Desktop Services' to 

include 'Guests, Local account' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting determines whether users can log on as Terminal Services clients. After 

the baseline workstation is joined to a domain environment, there is no need to use local 

accounts to access the workstation from the network. Domain accounts can access the 

server for administration and end-user processing. 

The recommended state for this setting is to include: Guests, Local account . 

Caution:  Configuring a standalone (non-domain-joined) workstation as described above 

may result in an inability to remotely administer the workstation. 

Rationale:  

Any account with the right to log on through Terminal Services could be used to log on to 

the remote console of the computer. If this user right is not restricted to legitimate users 

who need to log on to the console of the computer, unauthorized users might download and 

run malicious software that elevates their privileges. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. 

Remediation:  

To establish the recommended configuration via GP, set the following UI path to 

include Guests, Local account : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local Policies \ User 

Rights Assignment \ Deny log on through Remote Desktop Services  
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Impact:  

If you assign the Deny log on through Terminal Services user right to other groups, you 

could limit the abilities of users who are assigned to specific administrative roles in your 

environment. Accounts that have this user right will be unable to connect to the computer 

through either Terminal Services or Remote Assistance. You should confirm that delegated 

tasks will not be negatively impacted. 

Default Value:  

No one 

References: 

1. CCE-33787-3 
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2.2.21 (L1) Ensure 'Enable computer and user accounts to be trusted for 

delegation' is set to 'No One' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting allows users to change the Trusted for Delegation setting on a computer 

object in Active Directory. Abuse of this privilege could allow unauthorized users to 

impersonate other users on the network. 

The recommended state for this setting is: No One . 

Rationale:  

Misuse of the Enable computer and user accounts to be trusted for delegation user right 

could allow unauthorized users to impersonate other users on the network. An attacker 

could exploit this privilege to gain access to network resources and make it difficult to 

determine what has happened after a security incident. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. 

Remediation:  

To establish the recommended configuration via GP, set the following UI path to No One:  

Computer Configurat ion \ Policies \ Windows Settings \ Security Settings \ Local Policies \ User 

Rights Assignment \ Enable computer and user accounts to be trusted for delegation  

Impact:  

None. This is the default configuration. 

Default Value:  

No one 
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References: 

1. CCE-33778-2 
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2.2.22 (L1) Ensure 'Force shutdown from a remote system' is set to 

'Administrators' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting allows users to shut down Windows Vista-based computers from 

remote locations on the network. Anyone who has been assigned this user right can cause a 

denial of service (DoS) condition, which would make the computer unavailable to service 

user requests. Therefore, it is recommended that only highly trusted administrators be 

assigned this user right. 

The recommended state for this setting is: Administrators . 

Rationale:  

Any user who can shut down a computer could cause a DoS condition to occur. Therefore, 

this user right should be tightly restricted. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. 

Remediation:  

To establish the recommended configuration via GP, set the following UI path to 

Administrators : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Loca l Policies \ User 

Rights Assignment \ Force shutdown from a remote system  

Impact:  

If you remove the Force shutdown from a remote system user right from the Server 

Operator group you could limit the abilities of users who are assigned to specific 

administrative roles in your environment. You should confirm that delegated activities will 

not be adversely affected.  



90 | P a g e 
 

Default Value:  

Administrators  

References: 

1. CCE-33715-4 
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2.2.23 (L1) Ensure 'Generate security audits' is set to 'LOCAL SERVICE, 

NETWORK SERVICE' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting determines which users or processes can generate audit records in the 

Security log. 

The recommended state for this setting is: LOCAL SERVICE, NETWORK SERVICE. 

Rationale:  

An attacker could use this capability to create a large number of audited events, which 

would make it more difficult for a system administrator to locate any illicit activity. Also, if 

the event log is configured to overwrite events as needed, any evidence of unauthorized 

activities could be overwritten by a large number of unrelated events. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. 

Remediation:  

To establish the recommended configuration via GP, set the following UI path to LOCAL 

SERVICE, NETWORK SERVICE: 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local Policies \ User 

Rights Assignment \ Generate security audits  

Impact:  

On most computers, this is the default configuration and there will be no negative impact. 

However, if you have installed Web Server (IIS), you will need to allow the IIS application 

pool(s) to be granted this User Right Assignment. 

Default Value:  

LOCAL SERVICE, NETWORK SERVICE  
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References: 

1. CCE-35363-1 
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2.2.24 (L1) Ensure 'Impersonate a client after authentication' is set to 

'Administrators, LOCAL SERVICE, NETWORK SERVICE, SERVICE' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Descripti on: 

The policy setting allows programs that run on behalf of a user to impersonate that user (or 

another specified account) so that they can act on behalf of the user. If this user right is 

required for this kind of impersonation, an unauthorized user will not be able to convince a 

client to connectɂfor example, by remote procedure call (RPC) or named pipesɂto a 

service that they have created to impersonate that client, which could elevate the 

unauthorized user's permissions to administrative or system levels. 

Services that are started by the Service Control Manager have the built-in Service group 

added by default to their access tokens. COM servers that are started by the COM 

infrastructure and configured to run under a specific account also have the Service group 

added to their access tokens. As a result, these processes are assigned this user right when 

they are started. 

Also, a user can impersonate an access token if any of the following conditions exist: 

- The access token that is being impersonated is for this user. 

- The user, in this logon session, logged on to the network with explicit credentials to create 

the access token. 

- The requested level is less than Impersonate, such as Anonymous or Identify. 

An attacker with the Impersonate a client after authentication user right could create a 

service, trick a client to make them connect to the service, and then impersonate that client 

to elevate the attacker's level of access to that of the client. 

The recommended state for this setting is: Administrators , LOCAL SERVICE, NETWORK 

SERVICE, SERVICE . 

Rationale:  

An attacker with the Impersonate a client after authentication user right could create a 

service, trick a client to make them connect to the service, and then impersonate that client 

to elevate the attacker's level of access to that of the client.  
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Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. 

Remediation:  

To establish the recommended configuration via GP, set the following UI path to 

Administrators, LOCAL SERVICE, NETWORK SERVICE, SERVICE : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local Policies \ User 

Rights Assignment \ Impersonate a client after authentication  

Impact:  

In most cases this configuration will have no impact. If you have installed Web Server (IIS), 

you will need to also assign the user right to IIS_IUSRS . 

Default Value:  

Administrators, LOCAL SERVICE, NETWORK SERVICE, SERVICE 

References: 

1. CCE-34021-6 
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2.2.25 (L1) Ensure 'Increase scheduling priority' is set to 'Administrators' 

(Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting determines whether users can increase the base priority class of a 

process. (It is not a privileged operation to increase relative priority within a priority 

class.) This user right is not required by administrative tools that are supplied with the 

operating system but might be required by software development tools. 

The recommended state for this setting is: Administrators . 

Rational e: 

A user who is assigned this user right could increase the scheduling priority of a process to 

Real-Time, which would leave little processing time for all other processes and could lead 

to a DoS condition. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. 

Remediation:  

To establish the recommended configuration via GP, set the following UI path to 

Administrators : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local Policies \ User 

Rights Assignment \ Increase scheduling priority  

Impact:  

None. This is the default configuration. 

Default Value:  

Administrators   
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References: 

1. CCE-35178-3 
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2.2.26 (L1) Ensure 'Load and unload device drivers' is set to 

'Administrators' (Scored) 

Profile Applica bility:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting allows users to dynamically load a new device driver on a system. An 

attacker could potentially use this capability to install malicious code that appears to be a 

device driver. This user right is required for users to add local printers or printer drivers in 

Windows Vista. 

The recommended state for this setting is: Administrators . 

Rationale:  

Device drivers run as highly privileged code. A user who has the Load and unload device 

drivers user right could unintentionally install malicious code that masquerades as a device 

driver. Administrators should exercise greater care and install only drivers with verified 

digital signatures. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. 

Remediation:  

To establish the recommended configuration via GP, set the following UI path to 

Administrators : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local Policies \ User 

Rights  Assignment \ Load and unload device drivers  

Impact:  

If you remove the Load and unload device drivers user right from the Print Operators 

group or other accounts you could limit the abilities of users who are assigned to specific 

administrative roles in your environment. You should ensure that delegated tasks will not 

be negatively affected.  
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Default Value:  

Administrators  

References: 

1. CCE-34903-5 
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2.2.27 (L1) Ensure 'Lock pages in memory' is set to 'No One' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting allows a process to keep data in physical memory, which prevents the 

system from paging the data to virtual memory on disk. If this user right is assigned, 

significant degradation of system performance can occur. 

The recommended state for this setting is: No One . 

Rationale:  

Users with the Lock pages in memory user right could assign physical memory to several 

processes, which could leave little or no RAM for other processes and result in a DoS 

condition. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. 

Remediation:  

To establish the recommended configuration via GP, set the following UI path to No One : 

Computer Configuration \ Policies \ Windows Settings \ Secur ity Settings \ Local Policies \ User 

Rights Assignment \ Lock pages in memory  

Impact:  

None. This is the default configuration. 

Default Value:  

No One 

References: 

1. CCE-33807-9  
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2.2.28 (L2) Ensure 'Log on as a batch job' is set to 'Administrators' 

(Scored) 

Profile Applicability:  

¶  Level 2 

¶  Level 2 + BitLocker 

Description:  

This policy setting allows accounts to log on using the task scheduler service. Because the 

task scheduler is often used for administrative purposes, it may be needed in enterprise 

environments. However, its use should be restricted in high security environments to 

prevent misuse of system resources or to prevent attackers from using the right to launch 

malicious code after gaining user level access to a computer. 

When configuring a user right in the SCM enter a comma delimited list of accounts. 

Accounts can be either local or located in Active Directory, they can be groups, users, or 

computers. 

The recommended state for this setting is: Administrators . 

Rationale:  

The Log on as a batch job user right presents a low-risk vulnerability. For most 

organizations, the default settings are sufficient. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. 

Remediation:  

To implement the recommended configuration state, set the following Group Policy setting 

to Administrators : 

Computer Configuration \ Windows Settings \ Security Settings \ Local Policies \ User Rights 

Assignment \ Log on as a batch job  

  



101 | P a g e 
 

Impact:  

If you configure the Log on as a batch job setting through domain-based Group Policies, the 

computer will not be able to assign the user right to accounts that are used for scheduled 

jobs in the Task Scheduler. If you install optional components such as ASP.NET or IIS, you 

might need to assign this user right to additional accounts that are required by those 

components. For example, IIS requires assignment of this user right to the IIS_WPG group 

and the IUSR_<ComputerName>, ASPNET, and IWAM_<ComputerName> accounts. If this 

user right is not assigned to this group and these accounts, IIS will be unable to run some 

COM objects that are necessary for proper functionality. 

Default Value:  

Administrators, Backup Operators, Performance Log Users 

References: 

1. CCE-33432-6 
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2.2.29 (L2) Ensure 'Log on as a service' is set to 'No One' (Scored) 

Profile Applicability:  

¶  Level 2 

¶  Level 2 + BitLocker 

Description:  

This policy setting allows accounts to launch network services or to register a process as a 

service running on the system. This user right should be restricted on any computer in a 

high security environment, but because many applications may require this privilege, it 

should be carefully evaluated and tested before configuring it in an enterprise 

environment. On Windows Vista-based computers, no users or groups have this privilege 

by default. 

When configuring a user right in the SCM enter a comma delimited list of accounts. 

Accounts can be either local or located in Active Directory, they can be groups, users, or 

computers. 

The recommended state for this setting is: No One . 

Rationale:  

Log on as a service is a powerful user right because it allows accounts to launch network 

services or services that run continuously on a computer, even when no one is logged on to 

the console. The risk is reduced by the fact that only users with administrative privileges 

can install and configure services. An attacker who has already attained that level of access 

could configure the service to run with the Local System account. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. 

Remediation:  

To implement the recommended configuration state, set the following Group Policy setting 

to No One : 

Computer Configuration \ Windows Settings \ Security Settings \ Local Policies \ User Rights 

Assignment \ Log on as a service  
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Impact:  

On most computers, this is the default configuration and there will be no negative impact. 

However, if you have installed optional components such as ASP.NET or IIS, you may need 

to assign the Log on as a service user right to additional accounts that are required by those 

components. IIS requires that this user right be explicitly granted to the ASPNET user 

account. 

Default Value:  

NT SERVICE\ ALL SERVICES 

References: 

1. CCE-33731-1 
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2.2.30 (L1) Ensure 'Manage auditing and security log' is set to 

'Administrators' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting determines which users can change the auditing options for files and 

directories and clear the Security log. 

The recommended state for this setting is: Administrators . 

Rationale:  

The ability to manage the Security event log is a powerful user right and it should be closely 

guarded. Anyone with this user right can clear the Security log to erase important evidence 

of unauthorized activity. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. 

Remediation:  

To establish the recommended configuration via GP, set the following UI path to 

Administrators : 

Computer Conf iguration \ Policies \ Windows Settings \ Security Settings \ Local Policies \ User 

Rights Assignment \ Manage auditing and security log  

Impact:  

None. This is the default configuration. 

Default Value:  

Administrators  
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References: 

1. CCE-35275-7 

  



106 | P a g e 
 

2.2.31 (L1) Ensure 'Modify an object label' is set to 'No One' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This privilege determines which user accounts can modify the integrity label of objects, 

such as files, registry keys, or processes owned by other users. Processes running under a 

user account can modify the label of an object owned by that user to a lower level without 

this privilege. 

The recommended state for this setting is: No One . 

Rationale:  

By modifying the integrity label of an object owned by another user a malicious user may 

cause them to execute code at a higher level of privilege than intended. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. 

Remediation:  

To establish the recommended configuration via GP, set the following UI path to No One : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local Policies \ User 

Rights Assignment \ Modify an object label  

Impact:  

None, by default the Administrators group has this user right. 

Default Value:  

No One 

References: 

1. CCE-34913-4  



107 | P a g e 
 

2.2.32 (L1) Ensure 'Modify firmware environment values' is set to 

'Administrators' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting allows users to configure the system-wide environment variables that 

affect hardware configuration. This information is typically stored in the Last Known Good 

Configuration. Modification of these values and could lead to a hardware failure that would 

result in a denial of service condition. 

The recommended state for this setting is: Administrators . 

Rationale:  

Anyone who is assigned the Modify firmware environment values user right could 

configure the settings of a hardware component to cause it to fail, which could lead to data 

corruption or a DoS condition. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. 

Remediation:  

To establish the recommended configuration via GP, set the following UI path to 

Administrators : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local Policies \ User 

Rights Assignment \ Modify firmware environment values  

Impact:  

None. This is the default configuration. 

Default Value:  

Administrators   
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References: 

1. CCE-35183-3 
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2.2.33 (L1) Ensure 'Perform volume maintenance tasks' is set to 

'Administrators' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting allows users to manage the system's volume or disk configuration, 

which could allow a user to delete a volume and cause data loss as well as a denial-of-

service condition. 

The recommended state for this setting is: Administrators . 

Rationale:  

A user who is assigned the Perform volume maintenance tasks user right could delete a 

volume, which could result in the loss of data or a DoS condition. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. 

Remediation:  

To establish the recommended configuration via GP, set the following UI path to 

Administrators : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local Policies \ User 

Rights Assignment \ Perform volume maintenance tasks  

Impact:  

None. This is the default configuration. 

Default Value:  

Administrators 
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References: 

1. CCE-35369-8 
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2.2.34 (L1) Ensure 'Profile single process' is set to 'Administrators' 

(Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting determines which users can use tools to monitor the performance of 

non-system processes. Typically, you do not need to configure this user right to use the 

Microsoft Management Console (MMC) Performance snap-in. However, you do need this 

user right if System Monitor is configured to collect data using Windows Management 

Instrumentation (WMI). Restricting the Profile single process user right prevents intruders 

from gaining additional information that could be used to mount an attack on the system. 

The recommended state for this setting is: Administrators . 

Rationale:  

The Profile single process user right presents a moderate vulnerability. An attacker with 

this user right could monitor a computer's performance to help identify critical processes 

that they might wish to attack directly. The attacker may also be able to determine what 

processes run on the computer so that they could identify countermeasures that they may 

need to avoid, such as antivirus software, an intrusion-detection system, or which other 

users are logged on to a computer. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. 

Remediation:  

To establish the recommended configuration via GP, set the following UI path to 

Administrators : 

Computer Configuration \ Policies \ Windows Settings \ Security  Settings \ Local Policies \ User 

Rights Assignment \ Profile single process  
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Impact:  

If you remove the Profile single process user right from the Power Users group or other 

accounts, you could limit the abilities of users who are assigned to specific administrative 

roles in your environment. You should ensure that delegated tasks will not be negatively 

affected. 

Default Value:  

Administrators  

References: 

1. CCE-35000-9 
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2.2.35 (L1) Ensure 'Profile system performance' is set to 'Administrators, 

NT SERVICE\WdiServiceHost' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting allows users to use tools to view the performance of different system 

processes, which could be abused to allow attackers to determine a system's active 

processes and provide insight into the potential attack surface of the computer. 

The recommended state for this setting is: Administrators, NT SERVICE \ WdiServiceHost . 

Rationale:  

The Profile system performance user right poses a moderate vulnerability. Attackers with 

this user right could monitor a computer's performance to help identify critical processes 

that they might wish to attack directly. Attackers may also be able to determine what 

processes are active on the computer so that they could identify countermeasures that they 

may need to avoid, such as antivirus software or an intrusion detection system. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. 

Remediation:  

To establish the recommended configuration via GP, set the following UI path to 

Administrators, NT SERVICE \ WdiServiceHost : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local Policies \ User 

Rights Assignment \ Profile system performance  

Impact:  

None. This is the default configuration. 
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Default Value:  

Administrators, NT SERVICE\ WdiServiceHost 

References: 

1. CCE-35001-7 
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2.2.36 (L1) Ensure 'Replace a process level token' is set to 'LOCAL 

SERVICE, NETWORK SERVICE' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting allows one process or service to start another service or process with a 

different security access token, which can be used to modify the security access token of 

that sub-process and result in the escalation of privileges. 

The recommended state for this setting is: LOCAL SERVICE, NETWORK SERVICE. 

Rationale:  

User with the Replace a process level token privilege are able to start processes as other 

users whose credentials they know. They could use this method to hide their unauthorized 

actions on the computer. (On Windows 2000-based computers, use of the Replace a 

process level token user right also requires the user to have the Adjust memory quotas for 

a process user right that is discussed earlier in this section.) 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. 

Remediation:  

To establish the recommended configuration via GP, set the following UI path to LOCAL 

SERVICE, NETWORK SERVICE: 

Computer Configurati on\ Policies \ Windows Settings \ Security Settings \ Local Policies \ User 

Rights Assignment \ Replace a process level token  

Impact:  

On most computers, this is the default configuration and there will be no negative impact. 

However, if you have installed Web Server (IIS), you will need to allow the IIS application 

pool(s) to be granted this User Right Assignment.  
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Default Value:  

LOCAL SERVICE, NETWORK SERVICE 

References: 

1. CCE-35003-3 
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2.2.37 (L1) Ensure 'Restore files and directories' is set to 'Administrators' 

(Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting determines which users can bypass file, directory, registry, and other 

persistent object permissions when restoring backed up files and directories on computers 

that run Windows Vista in your environment. This user right also determines which users 

can set valid security principals as object owners; it is similar to the Back up files and 

directories user right. 

The recommended state for this setting is: Admini strators . 

Rationale:  

An attacker with the Restore files and directories user right could restore sensitive data to 

a computer and overwrite data that is more recent, which could lead to loss of important 

data, data corruption, or a denial of service. Attackers could overwrite executable files that 

are used by legitimate administrators or system services with versions that include 

malicious software to grant themselves elevated privileges, compromise data, or install 

backdoors for continued access to the computer. 

Note: Even if the following countermeasure is configured, an attacker could still restore 

data to a computer in a domain that is controlled by the attacker. Therefore, it is critical 

that organizations carefully protect the media that are used to back up data. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. 
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Remediation:  

To establish the recommended configuration via GP, set the following UI path to 

Administrators : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local Policies \ User 

Rights Assignment \ Restore files and directories  

Impact:  

If you remove the Restore files and directories user right from the Backup Operators group 

and other accounts you could make it impossible for users who have been delegated 

specific tasks to perform those tasks. You should verify that this change won't negatively 

affect the ability of your organization's personnel to do their jobs. 

Default Value:  

Administrators, Backup Operators 

References: 

1. CCE-35067-8 
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2.2.38 (L1) Ensure 'Shut down the system' is set to 'Administrators, 

Users' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting determines which users who are logged on locally to the computers in 

your environment can shut down the operating system with the Shut Down command. 

Misuse of this user right can result in a denial of service condition. 

The recommended state for this setting is: Administrators, Users . 

Rationale:  

The ability to shut down a workstation should be available generally to Administrators and 

authorized Users of that workstation, but not permitted for guests or unauthorized users - 

in order to prevent a Denial of Service attack. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. 

Remediation:  

To establish the recommended configuration via GP, set the following UI path to 

Administrators, Users : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local Policies \ User 

Rights Assignment \ Shut down the system  

Impact:  

The impact of removing these default groups from the Shut down the system user right 

could limit the delegated abilities of assigned roles in your environment. You should 

confirm that delegated activities will not be adversely affected. 
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Default Value:  

Administrators, Backup Operators, Users 

References: 

1. CCE-35004-1 
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2.2.39 (L1) Ensure 'Take ownership of files or other objects' is set to 

'Administrators' (Scored) 

Profile Applicabil ity:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting allows users to take ownership of files, folders, registry keys, processes, 

or threads. This user right bypasses any permissions that are in place to protect objects to 

give ownership to the specified user. 

The recommended state for this setting is: Administrators . 

Rationale:  

Any users with the Take ownership of files or other objects user right can take control of 

any object, regardless of the permissions on that object, and then make any changes they 

wish to that object. Such changes could result in exposure of data, corruption of data, or a 

DoS condition. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. 

Remediation:  

To establish the recommended configuration via GP, set the following UI path to 

Administrators : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local Policies \ User 

Rights Assignment \ Take ownership of files or other objects  

Impact:  

None. This is the default configuration. 

Default Value:  

Administrators   
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References: 

1. CCE-35009-0 
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2.3 Security Options 

This section contains recommendations for security options. 

2.3.1 Accounts 

This section contains recommendations related to default accounts. 

2.3.1.1 (L1) Ensure 'Accounts: Administrator account status' is set to 

'Disabled' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting enables or disables the Administrator account during normal operation. 

When a computer is booted into safe mode, the Administrator account is always enabled, 

regardless of how this setting is configured. Note that this setting will have no impact when 

applied to the domain controller organizational unit via group policy because domain 

controllers have no local account database. It can be configured at the domain level via 

group policy, similar to account lockout and password policy settings. 

The recommended state for this setting is: Disabled . 

Rationale:  

In some organizations, it can be a daunting management challenge to maintain a regular 

schedule for periodic password changes for local accounts. Therefore, you may want to 

disable the built-in Administrator account instead of relying on regular password changes 

to protect it from attack. Another reason to disable this built-in account is that it cannot be 

locked out no matter how many failed logons it accrues, which makes it a prime target for 

brute force attacks that attempt to guess passwords. Also, this account has a well-known 

security identifier (SID) and there are third-party tools that allow authentication by using 

the SID rather than the account name. This capability means that even if you rename the 

Administrator account, an attacker could launch a brute force attack by using the SID to log 

on. 
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Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. 

Remediation:  

To establish the recommended configuration via GP, set the following UI path to Disabled : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Accounts: Administrator account status  

Impact:  

Maintenance issues can arise under certain circumstances if you disable the Administrator 

account. For example, if the secure channel between a member computer and the domain 

controller fails in a domain environment for any reason and there is no other local 

Administrator account, you must restart in safe mode to fix the problem that broke the 

secure channel. 

If the current Administrator password does not meet the password requirements, you will 

not be able to re-enable the Administrator account after it is disabled. If this situation 

occurs, another member of the Administrators group must set the password on the 

Administrator account with the Local Users and Groups tool. 

Default Value:  

Disabled 

References: 

1. CCE-33511-7 
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2.3.1.2 (L1) Ensure 'Accounts: Guest account status' is set to 'Disabled' 

(Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting determines whether the Guest account is enabled or disabled. The Guest 

account allows unauthenticated network users to gain access to the system. Note that this 

setting will have no impact when applied to the domain controller organizational unit via 

group policy because domain controllers have no local account database. It can be 

configured at the domain level via group policy, similar to account lockout and password 

policy settings. 

The recommended state for this setting is: Disabled . 

Rationale:  

The default Guest account allows unauthenticated network users to log on as Guest with no 

password. These unauthorized users could access any resources that are accessible to the 

Guest account over the network. This capability means that any network shares with 

permissions that allow access to the Guest account, the Guests group, or the Everyone 

group will be accessible over the network, which could lead to the exposure or corruption 

of data. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. 

Remediation:  

To establish the recommended configuration via GP, set the following UI path to Disabled : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local 

Policies \ Security Optio ns \ Accounts: Guest account status  
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Impact:  

All network users will need to authenticate before they can access shared resources. If you 

disable the Guest account and the Network Access: Sharing and Security Model option is set 

to Guest Only, network logons, such as those performed by the Microsoft Network Server 

(SMB Service), will fail. This policy setting should have little impact on most organizations 

because it is the default setting in Microsoft Windows 2000, Windows XP, and Windows 

3ÅÒÖÅÒΆ ςππσȢ 

Default Value:  

Disabled 

References: 

1. CCE-33949-9 
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2.3.1.3 (L1) Ensure 'Accounts: Limit local account use of blank 

passwords to console logon only' is set to 'Enabled' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting determines whether local accounts that are not password protected can 

be used to log on from locations other than the physical computer console. If you enable 

this policy setting, local accounts that have blank passwords will not be able to log on to the 

network from remote client computers. Such accounts will only be able to log on at the 

keyboard of the computer. 

The recommended state for this setting is: Enabled . 

Rationale:  

Blank passwords are a serious threat to computer security and should be forbidden 

through both organizational policy and suitable technical measures. In fact, the default 

settings for Active Directory domains require complex passwords of at least seven 

characters. However, if users with the ability to create new accounts bypass your domain-

based password policies, they could create accounts with blank passwords. For example, a 

user could build a stand-alone computer, create one or more accounts with blank 

passwords, and then join the computer to the domain. The local accounts with blank 

passwords would still function. Anyone who knows the name of one of these unprotected 

accounts could then use it to log on. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ System \ CurrentControlSet \ Control \ Lsa:LimitBlankPasswordUse  
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Remediation:  

To establish the recommended configuration via GP, set the following UI path to Enabled : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Accounts: Limit local account use of blank passwords to 

console logon only  

Impact:  

None. This is the default configuration. 

Default Value:  

Enabled 

References: 

1. CCE-32929-2 
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2.3.1.4 (L1) Configure 'Accounts: Rename administrator account' 

(Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

The built-in local administrator account is a well-known account name that attackers will 

target. It is recommended to choose another name for this account, and to avoid names that 

denote administrative or elevated access accounts. Be sure to also change the default 

description for the local administrator (through the Computer Management console). 

Rationale:  

The Administrator account exists on all computers that run the Windows 2000 or later 

operating systems. If you rename this account, it is slightly more difficult for unauthorized 

persons to guess this privileged user name and password combination. 

The built-in Administrator account cannot be locked out, regardless of how many times an 

attacker might use a bad password. This capability makes the Administrator account a 

popular target for brute force attacks that attempt to guess passwords. The value of this 

countermeasure is lessened because this account has a well-known SID, and there are 

third -party tools that allow authentication by using the SID rather than the account name. 

Therefore, even if you rename the Administrator account, an attacker could launch a brute 

force attack by using the SID to log on. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. 

Remediation:  

To establish the recommended configuration via GP, configure the following UI path: 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Accounts: Rename administrator account  
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Impact:  

You will have to inform users who are authorized to use this account of the new account 

name. (The guidance for this setting assumes that the Administrator account was not 

disabled, which was recommended earlier in this chapter.) 

Default Value:  

Administrator  

References: 

1. CCE-33034-0 
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2.3.1.5 (L1) Configure 'Accounts: Rename guest account' (Scored) 

Profile Applic ability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

The built-in local guest account is another well-known name to attackers. It is 

recommended to rename this account to something that does not indicate its purpose. Even 

if you disable this account, which is recommended, ensure that you rename it for added 

security. 

Rationale:  

The Guest account exists on all computers that run the Windows 2000 or later operating 

systems. If you rename this account. it is slightly more difficult for unauthorized persons to 

guess this privileged user name and password combination. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. 

Remediation:  

To establish the recommended configuration via GP, configure the following UI path: 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Accounts: Rename guest account  

Impact:  

There should be little impact, because the Guest account is disabled by default. 

Default Value:  

Guest 

References: 

1. CCE-35488-6  
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2.3.2 Audit 

This section contains recommendations related to auditing controls. 

2.3.2.1 (L1) Ensure 'Audit: Force audit policy subcategory settings 

(Windows Vista or later) to override audit policy category settings' is set 

to 'Enabled' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting allows administrators to enable the more precise auditing capabilities 

present in Windows Vista. 

The Audit Policy settings available in Windows Server 2003 Active Directory do not yet 

contain settings for managing the new auditing subcategories. To properly apply the 

auditing policies prescribed in this baseline, the Audit: Force audit policy subcategory 

settings (Windows Vista or later) to override audit policy category settings setting needs to 

be configured to Enabled. 

The recommended state for this setting is: Enabled . 

Rationale:  

Prior to the introduction of auditing subcategories in Windows Vista, it was difficult to 

track events at a per-system or per-user level. The larger event categories created too 

many events and the key information that needed to be audited was difficult to find. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ System \ CurrentControlSet \ Control \ Lsa:scenoapplylegacyauditpolicy  
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Remediation:  

To establish the recommended configuration via GP, set the following UI path to Enabled : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Audit: Force audit policy subcategory settings (Windows 

Vista or later) to override audit policy category settings  

Impact:  

The individual audit policy subcategories that are available in Windows Vista are not 

exposed in the interface of Group Policy tools. Administrators can deploy a custom audit 

policy that applies detailed security auditing settings to Windows Vista-based client 

computers in a Windows Server 2003 domain or in a Windows 2000 domain. If after 

enabling this setting, you attempt to modify an auditing setting by using Group Policy, the 

Group Policy auditing setting will be ignored in favor of the custom policy setting. To 

modify auditing settings by using Group Policy, you must first disable this key. 

Important:  Be very cautious about audit settings that can generate a large volume of 

traffic. For example, if you enable either success or failure auditing for all of the Privilege 

Use subcategories, the high volume of audit events generated can make it difficult to find 

other types of entries in the Security log. Such a configuration could also have a significant 

impact on system performance. 

Default Value:  

Not defined 

References: 

1. CCE-35533-9 
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2.3.2.2 (L1) Ensure 'Audit: Shut down system immediately if unable to 

log security audits' is set to 'Disabled' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting determines whether the system shuts down if it is unable to log Security 

events. It is a requirement for Trusted Computer System Evaluation Criteria (TCSEC)-C2 

and Common Criteria certification to prevent auditable events from occurring if the audit 

system is unable to log them. Microsoft has chosen to meet this requirement by halting the 

system and displaying a stop message if the auditing system experiences a failure. When 

this policy setting is enabled, the system will be shut down if a security audit cannot be 

logged for any reason. 

If the Audit: Shut down system immediately if unable to log security audits setting is 

enabled, unplanned system failures can occur. Therefore, this policy setting is configured to 

Not Defined for both of the environments that are discussed in this chapter. 

The recommended state for this setting is: Disabled . 

Rationale:  

If the computer is unable to record events to the Security log, critical evidence or important 

troubleshooting information may not be available for review after a security incident. Also, 

an attacker could potentially generate a large volume of Security log events to purposely 

force a computer shutdown. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ System \ CurrentControlSet \ Control \ Lsa:crashonauditfail  
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Remediation:  

To establish the recommended configuration via GP, set the following UI path to Disabled : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Audit: Shut down system immediately if unable to log 

security audits  

Impact:  

If you enable this policy setting, the administrative burden can be significant, especially if 

you also configure the Retention method for the Security log to Do not overwrite events 

(clear log manually). This configuration causes a repudiation threat (a backup operator 

could deny that they backed up or restored data) to become a denial of service (DoS) 

vulnerability, because a server could be forced to shut down if it is overwhelmed with 

logon events and other security events that are written to the Security log. Also, because 

the shutdown is not graceful, it is possible that irreparable damage to the operating system, 

applications, or data could result. Although the NTFS file system guarantees its integrity 

when an ungraceful computer shutdown occurs, it cannot guarantee that every data file for 

every application will still be in a usable form when the computer restarts. 

Default Value:  

Disabled 

References: 

1. CCE-33046-4 

2.3.3 DCOM 

This section is intentionally blank and exists to ensure the structure of Windows 

benchmarks is consistent. 
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2.3.4 Devices 

This section contains recommendations related to managing devices. 

2.3.4.1 (L1) Ensure 'Devices: Allowed to format and eject removable 

media' is set to 'Administrators and Interactive Users' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting determines who is allowed to format and eject removable NTFS media. 

You can use this policy setting to prevent unauthorized users from removing data on one 

computer to access it on another computer on which they have local administrator 

privileges. 

The recommended state for this setting is: Administrators and Interactive Users . 

Rationale:  

Users may be able to move data on removable disks to a different computer where they 

have administrative privileges. The user could then take ownership of any file, grant 

themselves full control, and view or modify any file. The fact that most removable storage 

devices will eject media by pressing a mechanical button diminishes the advantage of this 

policy setting. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ Software \ Microsoft \ Windows NT \ CurrentVersion \ Winlogon:AllocateDASD  

Remediation:  

To establish the recommended configuration via GP, set the following UI path to 

Administrators and Interactive Users : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Devices: Allowed to format and eject removable media   
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Impact:  

None - the default value is Administrators only. Administrators and Interactive Users will 

be able to format and eject removable NTFS media. 

Default Value:  

Not defined 

References: 

1. CCE-34355-8 
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2.3.4.2 (L2) Ensure 'Devices: Prevent users from installing printer drivers' 

is set to 'Enabled' (Scored) 

Profil e Applicability:  

¶  Level 2 

Description:  

For a computer to print to a shared printer, the driver for that shared printer must be 

installed on the local computer. This security setting determines who is allowed to install a 

printer driver as part of connecting to a shared printer. If this setting is enabled, only 

Administrators can install a printer driver as part of connecting to a shared printer. If this 

setting is disabled, any user can install a printer driver as part of connecting to a shared 

printer.  

The recommended state for this setting is: Enabled . 

Note: This setting does not affect the ability to add a local printer. This setting does not 

affect Administrators. 

Rationale:  

It may be appropriate in some organizations to allow users to install printer drivers on 

their own workstations. However, in a high security environment, you should allow only 

Administrators, not users, to do this, because printer driver installation may 

unintentionally cause the computer to become less stable. A malicious user could install 

inappropriate printer drivers in a deliberate attempt to damage the computer, or a user 

might accidentally install malicious software that masquerades as a printer driver. It is 

feasible for an attacker to disguise a Trojan horse program as a printer driver. The program 

may appear to users as if they must use it to print, but such a program could unleash 

malicious code on your computer network. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ System \ CurrentControlSet \ Control \ Print \ Providers \ LanMan Print 

Services \ Servers:AddPrinterDrivers  
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Remediation:  

To establish the recommended configuration via GP, set the following UI path to Enabled : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Devices: Prevent users from installing printer drivers  

Impact:  

Only Administrators will be able to install a printer driver as part of connecting to a shared 

printer. The ability to add a local printer will not be affected. 

Default Value:  

Disabled 

References: 

1. CCE-33958-0 

2.3.5 Domain controller 

This section is intentionally blank and exists to ensure the structure of Windows 

benchmarks is consistent. 
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2.3.6 Domain member 

This section contains recommendations related to domain membership. 

2.3.6.1 (L1) Ensure 'Domain member: Digitally encrypt or sign secure 

channel data (always)' is set to 'Enabled' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting determines whether all secure channel traffic that is initiated by the 

domain member must be signed or encrypted. If a system is set to always encrypt or sign 

secure channel data, it cannot establish a secure channel with a domain controller that is 

not capable of signing or encrypting all secure channel traffic, because all secure channel 

data must be signed and encrypted. 

The recommended state for this setting is: Enabled . 

Rationale:  

When a computer joins a domain, a computer account is created. After it joins the domain, 

the computer uses the password for that account to create a secure channel with the 

domain controller for its domain every time that it restarts. Requests that are sent on the 

secure channel are authenticatedɂand sensitive information such as passwords are 

encryptedɂbut the channel is not integrity-checked, and not all information is encrypted. 

If a computer is configured to always encrypt or sign secure channel data but the domain 

controller cannot sign or encrypt any portion of the secure channel data, the computer and 

domain controller cannot establish a secure channel. If the computer is configured to 

encrypt or sign secure channel data when possible, a secure channel can be established, but 

the level of encryption and signing is negotiated. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ System \ CurrentControlSet \ Services \ Netlogon \ Parameters:requiresignor

seal   
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Remediation:  

To establish the recommended configuration via GP, set the following UI path to Enabled : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Domain member: Digitally encrypt or sign secure channel data 

(always)  

Impact:  

Digital encryption and signing of the "secure channel" is a good idea where it is supported. 

The secure channel protects domain credentials as they are sent to the domain controller. 

However, only Windows NT 4.0 with Service Pack 6a (SP6a) and subsequent versions of 

the Windows operating system support digital encryption and signing of the secure 

channel. Windows 98 Second Edition clients do not support it unless they have the Dsclient 

installed. Therefore, you cannot enable the Domain member: Digitally encrypt or sign 

secure channel data (always) setting on domain controllers that support Windows 98 

clients as members of the domain. Potential impacts can include the following: 

¶ The ability to create or delete trust relationships with clients running versions of 
Windows earlier than Windows NT 4.0 with SP6a will be disabled. 

¶ Logons from clients running versions of Windows earlier than Windows NT 4.0 with 
SP6a will be disabled. 

¶ The ability to authenticate other domains' users from a domain controller running a 
version of Windows earlier than Windows NT 4.0 with SP6a in a trusted domain will 
be disabled. 

You can enable this policy setting after you eliminate all Windows 9x clients from the 

domain and upgrade all Windows NT 4.0 servers and domain controllers from 

trusted/trusting domains to Windows NT 4.0 with SP6a. You can enable the other two 

policy settings, Domain member: Digitally encrypt secure channel data (when possible) and 

Domain member: Digitally encrypt sign channel data (when possible), on all computers in 

the domain that support them and clients running versions of Windows earlier than 

Windows NT 4.0 with SP6a and applications that run on these versions of Windows will not 

be affected. 

Digital encryption and signing of the "secure channel" is a good idea where it is supported. 

The secure channel protects domain credentials as they are sent to the domain controller. 

However, only Windows NT 4.0 with Service Pack 6a (SP6a) and subsequent versions of 

the Windows operating system support digital encryption and signing of the secure 

channel. Windows 98 Second Edition clients do not support it unless they have the Dsclient 

installed. Therefore, you cannot enable the Domain member: Digitally encrypt or sign 

secure channel data (always) setting on domain controllers that support Windows 98 

clients as members of the domain. Potential impacts can include the following: 
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¶ The ability to create or delete trust relationships with clients running versions of 
Windows earlier than Windows NT 4.0 with SP6a will be disabled. 

¶ Logons from clients running versions of Windows earlier than Windows NT 4.0 with 
SP6a will be disabled. 

¶ The ability to authenticate other domains' users from a domain controller running a 
version of Windows earlier than Windows NT 4.0 with SP6a in a trusted domain will 
be disabled. 

¶ You can enable this policy setting after you eliminate all Windows 9x clients from 
the domain and upgrade all Windows NT 4.0 servers and domain controllers from 
trusted/trusting domains to Windows NT 4.0 with SP6a. You can enable the other 
two policy settings, Domain member: Digitally encrypt secure channel data (when 
possible) and Domain member: Digitally encrypt sign channel data (when possible), 
on all computers in the domain that support them and clients running versions of 
Windows earlier than Windows NT 4.0 with SP6a and applications that run on these 
versions of Windows will not be affected. 

Default Value:  

Enabled 

References: 

1. CCE-34892-0 
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2.3.6.2 (L1) Ensure 'Domain member: Digitally encrypt secure channel 

data (when possible)' is set to 'Enabled' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting determines whether a domain member should attempt to negotiate 

encryption for all secure channel traffic that it initiates. If you enable this policy setting, the 

domain member will request encryption of all secure channel traffic. If you disable this 

policy setting, the domain member will be prevented from negotiating secure channel 

encryption. 

The recommended state for this setting is: Enabled . 

Rationale:  

When a Windows Server 2003, Windows XP, Windows 2000, or Windows NT computer 

joins a domain, a computer account is created. After it joins the domain, the computer uses 

the password for that account to create a secure channel with the domain controller for its 

domain every time that it restarts. Requests that are sent on the secure channel are 

authenticatedɂand sensitive information such as passwords are encryptedɂbut the 

channel is not integrity-checked, and not all information is encrypted. If a computer is 

configured to always encrypt or sign secure channel data but the domain controller cannot 

sign or encrypt any portion of the secure channel data, the computer and domain controller 

cannot establish a secure channel. If the computer is configured to encrypt or sign secure 

channel data when possible, a secure channel can be established, but the level of 

encryption and signing is negotiated. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ System \ CurrentControlSet \ Services \ Netlogon \ Parameters:sealsecurecha

nnel  
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Remediation:  

To establish the recommended configuration via GP, set the following UI path to Enabled : 

Computer Configuration \ Policies \ Windows Setti ngs \ Security Settings \ Local 

Policies \ Security Options \ Domain member: Digitally encrypt secure channel data (when 

possible)  

Impact:  

Digital encryption and signing of the "secure channel" is a good idea where it is supported. 

The secure channel protects domain credentials as they are sent to the domain controller. 

However, only Windows NT 4.0 Service Pack 6a (SP6a) and subsequent versions of the 

Windows operating system support digital encryption and signing of the secure channel. 

Windows 98 Second Edition clients do not support it unless they have the Dsclient 

installed. Therefore, you cannot enable the Domain member: Digitally encrypt or sign 

secure channel data (always) setting on domain controllers that support Windows 98 

clients as members of the domain. Potential impacts can include the following: 

Default Value:  

Enabled 

References: 

1. CCE-35273-2 
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2.3.6.3 (L1) Ensure 'Domain member: Digitally sign secure channel data 

(when possible)' is set to 'Enabled' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting determines whether a domain member should attempt to negotiate 

whether all secure channel traffic that it initiates must be digitally signed. Digital signatures 

protect the traffic from being modified by anyone who captures the data as it traverses the 

network. 

The recommended state for this setting is: Enabled . 

Rationale:  

When a computer joins a domain, a computer account is created. After it joins the domain, 

the computer uses the password for that account to create a secure channel with the 

domain controller for its domain every time that it restarts. Requests that are sent on the 

secure channel are authenticatedɂand sensitive information such as passwords are 

encryptedɂbut the channel is not integrity-checked, and not all information is encrypted. 

If a computer is configured to always encrypt or sign secure channel data but the domain 

controller cannot sign or encrypt any portion of the secure channel data, the computer and 

domain controller cannot establish a secure channel. If the computer is configured to 

encrypt or sign secure channel data when possible, a secure channel can be established, but 

the level of encryption and signing is negotiated. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ System \ CurrentControlSet \ Services \ Netlogon \ Parameters:signsecurecha

nnel  
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Remediation:  

To establish the recommended configuration via GP, set the following UI path to Enabled : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Domain member: Digitally sign secure channel data (when 

possible)  

Impact:  

Digital encryption and signing of the "secure channel" is a good idea where it is supported. 

The secure channel protects domain credentials as they are sent to the domain controller. 

However, only Windows NT 4.0 with Service Pack 6a (SP6a) and subsequent versions of 

the Windows operating system support digital encryption and signing of the secure 

channel. Windows 98 Second Edition clients do not support it unless they have the Dsclient 

installed. Therefore, you cannot enable the Domain member: Digitally encrypt or sign 

secure channel data (always) setting on domain controllers that support Windows 98 

clients as members of the domain. Potential impacts can include the following: 

¶ The ability to create or delete trust relationships with clients running versions of 
Windows earlier than Windows NT 4.0 with SP6a will be disabled. 

¶ Logons from clients running versions of Windows earlier than Windows NT 4.0 with 
SP6a will be disabled. 

¶ The ability to authenticate other domains' users from a domain controller running a 
version of Windows earlier than Windows NT 4.0 with SP6a in a trusted domain will 
be disabled. 

¶ You can enable this policy setting after you eliminate all Windows 9x clients from 
the domain and upgrade all Windows NT 4.0 servers and domain controllers from 
trusted/trusting do mains to Windows NT 4.0 with SP6a. You can enable the other 
two policy settings, Domain member: Digitally encrypt secure channel data (when 
possible) and Domain member: Digitally encrypt sign channel data (when possible), 
on all computers in the domain that support them and clients running versions of 
Windows earlier than Windows NT 4.0 with SP6a and applications that run on these 
versions of Windows will not be affected. 

Default Value:  

Enabled 

References: 

1. CCE-34893-8 
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2.3.6.4 (L1) Ensure 'Domain member: Disable machine account 

password changes' is set to 'Disabled' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting determines whether a domain member can periodically change its 

computer account password. If you enable this policy setting, the domain member will be 

prevented from changing its computer account password. If you disable this policy setting, 

the domain member can change its computer account password as specified by the Domain 

Member: Maximum machine account password age setting, which by default is every 30 

days. Computers that cannot automatically change their account passwords are potentially 

vulnerable, because an attacker might be able to determine the password for the system's 

domain account. 

The recommended state for this setting is: Disabled . 

Rationale:  

The default configuration for Windows Server 2003-based computers that belong to a 

domain is that they are automatically required to change the passwords for their accounts 

every 30 days. If you disable this policy setting, computers that run Windows Server 2003 

will retain the same passwords as their computer accounts. Computers that are no longer 

able to automatically change their account password are at risk from an attacker who could 

determine the password for the computer's domain account. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ System \ CurrentControlSet \ Services \ Netlogon \ Parameters:disablepasswo

rdchange  
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Remediation:  

To establish the recommended configuration via GP, set the following UI path to Disabled : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Domain member: Disable machine account password changes  

Impact:  

None. This is the default configuration. 

Default Value:  

Disabled 

References: 

1. CCE-34986-0 
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2.3.6.5 (L1) Ensure 'Domain member: Maximum machine account 

password age' is set to '30 or fewer days, but not 0' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting determines the maximum allowable age for a computer account 

password. By default, domain members automatically change their domain passwords 

every 30 days. If you increase this interval significantly so that the computers no longer 

change their passwords, an attacker would have more time to undertake a brute force 

attack against one of the computer accounts. 

The recommended state for this setting is: 30 or fewer days, but not 0 . 

Note: A value of 0 does not conform to the benchmark as it disables maximum password 

age. 

Rationale:  

In Active Directory-based domains, each computer has an account and password just like 

every user. By default, the domain members automatically change their domain password 

every 30 days. If you increase this interval significantly, or set it to 0 so that the computers 

no longer change their passwords, an attacker will have more time to undertake a brute 

force attack to guess the password of one or more computer accounts. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. 

Remediation:  

To establish the recommended configuration via GP, set the following UI path to 30 or 

fewer days, but not 0 : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Domain member: Maximum machine account password age  
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Impact:  

None. This is the default configuration. 

Default  Value: 

30 days 

References: 

1. CCE-34894-6 
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2.3.6.6 (L1) Ensure 'Domain member: Require strong (Windows 2000 or 

later) session key' is set to 'Enabled' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

When this policy setting is enabled, a secure channel can only be established with domain 

controllers that are capable of encrypting secure channel data with a strong (128-bit) 

session key. 

To enable this policy setting, all domain controllers in the domain must be able to encrypt 

secure channel data with a strong key, which means all domain controllers must be running 

Microsoft Windows 2000 or later. 

The recommended state for this setting is: Enabled . 

Rationale:  

Session keys that are used to establish secure channel communications between domain 

controllers and member computers are much stronger in Windows 2000 than they were in 

previous Microsoft operating systems. Whenever possible, you should take advantage of 

these stronger session keys to help protect secure channel communications from attacks 

that attempt to hijack network sessions and eavesdropping. (Eavesdropping is a form of 

hacking in which network data is read or altered in transit. The data can be modified to 

hide or change the sender, or be redirected.) 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ System \ CurrentControlSet \ Services \ Netlogon \ Parameters:requirestrong

key  

  



152 | P a g e 
 

Remediation:  

To establish the recommended configuration via GP, set the following UI path to Enabled : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Domain member: Require strong (Windows 2000 or later) 

ses sion key  

Impact:  

Computers that have this policy setting enabled will not be able to join Windows NT 4.0 

domains, and trusts between Active Directory domains and Windows NT-style domains 

may not work properly. Also, computers that do not support this policy setting will not be 

able to join domains in which the domain controllers have this policy setting enabled. 

Default Value:  

Disabled 

References: 

1. CCE-35177-5 
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2.3.7 Interactive logon 

This section contains recommendations related to interactive logons. 

2.3.7.1 (L1) Ensure 'Interactive logon: Do not display last user name' is 

set to 'Enabled' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting determines whether the account name of the last user to log on to the 

client computers in your organization will be displayed in each computer's respective 

Windows logon screen. Enable this policy setting to prevent intruders from collecting 

account names visually from the screens of desktop or laptop computers in your 

organization. 

The recommended state for this setting is: Enabled . 

Rationale:  

An attacker with access to the console (for example, someone with physical access or 

someone who is able to connect to the server through Terminal Services) could view the 

name of the last user who logged on to the server. The attacker could then try to guess the 

password, use a dictionary, or use a brute-force attack to try and log on. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ Software \ Microsoft \ Windows \ CurrentVersion \ Policies \ System:DontDispl

ayLastUserName  

Remediation:  

To establish the recommended configuration via GP, set the following UI path to Enabled : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Interactive logon: Do not display last user name   
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Impact:  

Users will not see their user name or domain name when unlocking their computer, they 

will have to enter that information. 

Default Value:  

Disabled 

References: 

1. CCE-34898-7 
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2.3.7.2 (L1) Ensure 'Interactive logon: Do not require CTRL+ALT+DEL' is 

set to 'Disabled' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting determines whether users must press CTRL+ALT+DEL before they log 

on. If you enable this policy setting, users can log on without this key combination. If you 

disable this policy setting, users must press CTRL+ALT+DEL before they log on to Windows 

unless they use a smart card for Windows logon. A smart card is a tamper-proof device that 

stores security information. 

The recommended state for this setting is: Disabled . 

Rationale:  

Microsoft developed this feature to make it easier for users with certain types of physical 

impairments to log on to computers that run Windows. If users are not required to press 

CTRL+ALT+DEL, they are susceptible to attacks that attempt to intercept their passwords. 

If CTRL+ALT+DEL is required before logon, user passwords are communicated by means of 

a trusted path. 

An attacker could install a Trojan horse program that looks like the standard Windows 

logon dialog box and capture the user's password. The attacker would then be able to log 

on to the compromised account with whatever level of privilege that user has. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ Software \ Microsoft \ Windows \ CurrentVersion \ Policies \ System:DisableCA

D 
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Remediation:  

To establish the recommended configuration via GP, set the following UI path to Disabled : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Interactive logon: Do not require CTRL+ALT+DEL  

Impact:  

Unless they use a smart card to log on, users will have to simultaneously press three keys 

before the logon dialog box will display. 

Default Value:  

Not defined 

References: 

1. CCE-35099-1 
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2.3.7.3 (L1) Configure 'Interactive logon: Message text for users 

attempting to log on' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting specifies a text message that displays to users when they log on. Set the 

following group policy to a value that is consistent with the security and operational 

requirements of your organization. 

Rationale:  

Displaying a warning message before logon may help prevent an attack by warning the 

attacker about the consequences of their misconduct before it happens. It may also help to 

reinforce corporate policy by notifying employees of the appropriate policy during the 

logon process. This text is often used for legal reasonsɂfor example, to warn users about 

the ramifications of misusing company information or to warn them that their actions may 

be audited. 

Note: Any warning that you display should first be approved by your organization's legal 

and human resources representatives. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ Software \ Microsoft \ Windows \ CurrentVersion \ Policies \ System:LegalNoti

ceText  

Remediat ion:  

To establish the recommended configuration via GP, configure the following UI path to a 

value that is consistent with the security and operational requirements of your 

organization: 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Interactive logon: Message text for users attempting to log 

on  
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Impact:  

Users will see a message in a dialog box before they can log on to the server console. 

Note: Windows Vista and Windows XP Professional support logon banners that can exceed 

512 characters in length and that can also contain carriage-return line -feed sequences. 

However, Windows 2000-based clients cannot interpret and display these messages. You 

must use a Windows 2000-based computer to create a logon message policy that applies to 

Windows 2000-based computers. If you inadvertently create a logon message policy on a 

Windows Vista-based or Windows XP Professional-based computer and you discover that 

it does not display properly on Windows 2000-based computers, do the following: Change 

the setting to Not Defined, and then change the setting to the desired value by using a 

Windows 2000-based computer. 

Important:  If you do not reconfigure this setting to Not Defined before reconfiguring the 

setting using a Windows 2000-based computer, the changes will not take effect properly. 

Default Value:  

Not defined 

References: 

1. CCE-35064-5 
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2.3.7.4 (L1) Configure 'Interactive logon: Message title for users 

attempting to log on' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting specifies the text displayed in the title bar of the window that users see 

when they log on to the system. Configure this setting in a manner that is consistent with 

the security and operational requirements of your organization. 

Rationale:  

Displaying a warning message before logon may help prevent an attack by warning the 

attacker about the consequences of their misconduct before it happens. It may also help to 

reinforce corporate policy by notifying employees of the appropriate policy during the 

logon process. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ Software \ Microsoft \ Windows \ CurrentVersion \ Policies \ System:LegalNoti

ceCaption  

Remediation:  

To establish the recommended configuration via GP, configure the following UI path to a 

value that is consistent with the security and operational requirements of your 

organization: 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Interactive logon: Message title for users attempting to log 

on 
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Impact:  

Users will see a message in a dialog box before they can log on to the server console. 

Note: Windows Vista and Windows XP Professional support logon banners that can exceed 

512 characters in length and that can also contain carriage-return line -feed sequences. 

However, Windows 2000-based clients cannot interpret and display these messages. You 

must use a Windows 2000-based computer to create a logon message policy that applies to 

Windows 2000-based computers. If you inadvertently create a logon message policy on a 

Windows Vista-based or Windows XP Professional-based computer and you discover that 

it does not display properly on Windows 2000-based computers, do the following: Change 

the setting to Not Defined, and then change the setting to the desired value by using a 

Windows 2000-based computer. 

Important:  If you do not reconfigure this setting to Not Defined before reconfiguring the 

setting using a Windows 2000-based computer, the changes will not take effect properly. 

Default Value:  

Not defined 

References: 

1. CCE-35179-1 
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2.3.7.5 (L2) Ensure 'Interactive logon: Number of previous logons to 

cache (in case domain controller is not available)' is set to '4 or fewer 

logon(s)' (Scored) 

Profile Applicability:  

¶  Level 2 

¶  Level 2 + BitLocker 

Description:  

This policy setting determines whether a user can log on to a Windows domain using 

cached account information. Logon information for domain accounts can be cached locally 

to allow users to log on even if a domain controller cannot be contacted. This policy setting 

determines the number of unique users for whom logon information is cached locally. If 

this value is set to 0, the logon cache feature is disabled. An attacker who is able to access 

the file system of the server could locate this cached information and use a brute force 

attack to determine user passwords. 

The recommended state for this setting is: 4 or fewer logon(s) . 

Rationale:  

The number that is assigned to this policy setting indicates the number of users whose 

logon information the servers will cache locally. If the number is set to 10, then the server 

caches logon information for 10 users. When an eleventh user logs on to the computer, the 

server overwrites the oldest cached logon session. 

Users who access the server console will have their logon credentials cached on that server. 

An attacker who is able to access the file system of the server could locate this cached 

information and use a brute force attack to attempt to determine user passwords. To 

mitigate this type of attack, Windows encrypts the information and obscures its physical 

location. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ Software \ Microsoft \ Windows 

NT\ CurrentVersion \ Winlogon:cachedlogonscount   
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Remediation:  

To establish the recommended configuration via GP, set the following UI path to 4 or 

fewer logon(s) : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Interactive logon: Number of previous logons to cache (in 

case domain controller is not available)  

Impact:  

Users will be unable to log on to any computers if there is no domain controller available to 

authenticate them. Organizations may want to configure this value to 2 for end-user 

computers, especially for mobile users. A configuration value of 2 means that the user's 

logon information will still be in the cache, even if a member of the IT department has 

recently logged on to their computer to perform system maintenance. This method allows 

users to log on to their computers when they are not connected to the organization's 

network. 

Default Value:  

10 logons 

References: 

1. CCE-34901-9 
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2.3.7.6 (L1) Ensure 'Interactive logon: Prompt user to change password 

before expiration' is set to 'between 5 and 14 days' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting determines how far in advance users are warned that their password 

will expire. It is recommended that you configure this policy setting to at least 5 days but 

no more than 14 days to sufficiently warn users when their passwords will expire. 

The recommended state for this setting is: between 5 and 14 days.  

Rationale:  

Users will need to be warned that their passwords are going to expire, or they may 

inadvertently be locked out of the computer when their passwords expire. This condition 

could lead to confusion for users who access the network locally, or make it impossible for 

users to access your organization's network through dial -up or virtual private network 

(VPN) connections. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ Software \ Microsoft \ Windows 

NT\ CurrentVersion \ Winlogon:passwordexpirywarning  

Remediation:  

To establish the recommended configuration via GP, set the following UI path to a 

value between 5 and 14 days : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Interactive logon: Prompt user to change password before 

expiration  
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Impact:  

Users will see a dialog box prompt to change their password each time that they log on to 

the domain when their password is configured to expire between 5 and 14 days. 

Default Value:  

14 days 

References: 

1. CCE-35274-0 
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2.3.7.7 (L1) Ensure 'Interactive logon: Smart card removal behavior' is 

set to 'Lock Workstation' or higher (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting determines what happens when the smart card for a logged-on user is 

removed from the smart card reader. 

The recommended state for this setting is: Lock Workstation . Configuring this setting to 

Force Logoff  or Disconnect if a Remote Desktop Services session  also conforms 

with the benchmark. 

Rationale:  

Users sometimes forget to lock their workstations when they are away from them, allowing 

the possibility for malicious users to access their computers. If smart cards are used for 

authentication, the computer should automatically lock itself when the card is removed to 

ensure that only the user with the smart card is accessing resources using those 

credentials. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed, noting that values of Force Logoff  or Disconnect if a Remote Desktop 

Services session  are also acceptable settings. This group policy setting is backed by the 

following registry location: 

HKEY_LOCAL_MACHINE\ Software \ Microsoft \ Windows 

NT\ CurrentVersion \ Winlogon:scremoveoption  

Remediation:  

To establish the recommended configuration via GP, set the following UI path to Lock 

Workstation  (or, if applicable for your environment, Force Logoff  or Disconnect if a 

Remote Desktop Services session ): 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Interactive logon: Smart card removal behavior   
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Impact:  

If you select Force Logoff, users will have to re-insert their smart cards and re-enter their 

PINs when they return to their workstations. Enforcing this setting on computers used by 

people who must log onto multiple computers in order to perform their duties could be 

frustrati ng and lower productivity. For example, if network administrators are limited to a 

single account but need to log into several computers simultaneously in order to effectively 

manage the network enforcing this setting will limit them to logging onto one computer at 

a time. For these reasons it is recommended that this setting only be enforced on 

workstations used for purposes commonly associated with typical users such as document 

creation and email. 

Default Value:  

No Action 

References: 

1. CCE-34988-6 
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2.3.8 Microsoft network client 

This section contains recommendations related to configuring the Microsoft network client. 

2.3.8.1 (L1) Ensure 'Microsoft network client: Digitally sign 

communications (always)' is set to 'Enabled' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting determines whether packet signing is required by the SMB client 

component. If you enable this policy setting, the Microsoft network client computer cannot 

communicate with a Microsoft network server unless that server agrees to sign SMB 

packets. In mixed environments with legacy client computers, set this option to Disabled 

because these computers will not be able to authenticate or gain access to domain 

controllers. However, you can use this policy setting in Windows 2000 or later 

environments. 

Note: When Windows Vista-based computers have this policy setting enabled and they 

connect to file or print shares on remote servers, it is important that the setting is 

synchronized with its companion setting, Microsoft network server: Digitally sign 

communications (always) , on those servers. For more information about these settings, 

see the "Microsoft network client and server: Digitally sign communications (four related 

settings)" section in Chapter 5 of the Threats and Countermeasures guide. 

The recommended state for this setting is: Enabled . 
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Rationale:  

Session hijacking uses tools that allow attackers who have access to the same network as 

the client or server to interrupt, end, or steal a session in progress. Attackers can 

potentially intercept and modify unsigned SMB packets and then modify the traffic and 

forward it so that the server might perform undesirable actions. Alternatively, the attacker 

could pose as the server or client after legitimate authentication and gain unauthorized 

access to data. 

SMB is the resource sharing protocol that is supported by many Windows operating 

systems. It is the basis of NetBIOS and many other protocols. SMB signatures authenticate 

both users and the servers that host the data. If either side fails the authentication process, 

data transmission will not take place. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ System \ CurrentControlSet \ Services \ LanmanWorkstation \ Parameters:Requ

ireSecuritySignature  

Remediation:  

To establish the recommended configuration via GP, set the following UI path to Enabled : 

Computer Configur ation \ Policies \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Microsoft network client: Digitally sign communications 

(always)  
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Impact:  

The Windows 2000 Server, Windows 2000 Professional, Windows Server 2003, Windows 

XP Professional and Windows Vista implementations of the SMB file and print sharing 

protocol support mutual authentication, which prevents session hijacking attacks and 

supports message authentication to prevent man-in-the-middle attacks. SMB signing 

provides this authentication by placing a digital signature into each SMB, which is then 

verified by both the client and the server. 

Implementation of SMB signing may negatively affect performance, because each packet 

needs to be signed and verified. If these settings are enabled on a server that is performing 

multiple roles, such as a small business server that is serving as a domain controller, file 

server, print server, and application server performance may be substantially slowed. 

Additionally, if you configure computers to ignore all unsigned SMB communications, older 

applications and operating systems will not be able to connect. However, if you completely 

disable all SMB signing, computers will be vulnerable to session hijacking attacks. 

When SMB signing policies are enabled on domain controllers running Windows Server 

2003 and member computers running Windows Vista SP1 or Windows Server 2008 group 

policy processing will fail. A hotfix is available from Microsoft that resolves this issue; see 

Microsoft Knowledge Base article 950876 for more details: Group Policy settings are not 

applied on member computers that are running Windows Server 2008 or Windows Vista 

SP1 when certain SMB signing policies are enabled. 

Default Value:  

Disabled 

References: 

1. CCE-35222-9 

  

https://support.microsoft.com/en-us/kb/950876
https://support.microsoft.com/en-us/kb/950876
https://support.microsoft.com/en-us/kb/950876
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2.3.8.2 (L1) Ensure 'Microsoft network client: Digitally sign 

communications (if server agrees)' is set to 'Enabled' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting determines whether the SMB client will attempt to negotiate SMB packet 

signing. The implementation of digital signing in Windows-based networks helps to 

prevent sessions from being hijacked. If you enable this policy setting, the Microsoft 

network client will use signing only if the server with which it communicates accepts 

digitally signed communication. 

Note: Enabling this policy setting on SMB clients on your network makes them fully 

effective for packet signing with all clients and servers in your environment. 

The recommended state for this setting is: Enabled . 

Rationale:  

Session hijacking uses tools that allow attackers who have access to the same network as 

the client or server to interrupt, end, or steal a session in progress. Attackers can 

potentially intercept and modify unsigned SMB packets and then modify the traffic and 

forward it so that the server might perform undesirable actions. Alternatively, the attacker 

could pose as the server or client after legitimate authentication and gain unauthorized 

access to data. 

SMB is the resource sharing protocol that is supported by many Windows operating 

systems. It is the basis of NetBIOS and many other protocols. SMB signatures authenticate 

both users and the servers that host the data. If either side fails the authentication process, 

data transmission will not take place. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ System \ CurrentControlSet \ Services \ LanmanWorkstation \ Parameters:Enab

leSecuritySignature   
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Remediation:  

To establish the recommended configuration via GP, set the following UI path to Enabled : 

Computer Configuration \ Policies \ Windows Settin gs \ Security Settings \ Local 

Policies \ Security Options \ Microsoft network client: Digitally sign communications (if 

server agrees)  

Impact:  

The Windows 2000 Server, Windows 2000 Professional, Windows Server 2003, Windows 

XP Professional and Windows Vista implementations of the SMB file and print sharing 

protocol support mutual authentication, which prevents session hijacking attacks and 

supports message authentication to prevent man-in-the-middle attacks. SMB signing 

provides this authentication by placing a digital signature into each SMB, which is then 

verified by both the client and the server. 

Implementation of SMB signing may negatively affect performance, because each packet 

needs to be signed and verified. If these settings are enabled on a server that is performing 

multiple roles, such as a small business server that is serving as a domain controller, file 

server, print server, and application server performance may be substantially slowed. 

Additionally, if you configure computers to ignore all unsigned SMB communications, older 

applications and operating systems will not be able to connect. However, if you completely 

disable all SMB signing, computers will be vulnerable to session hijacking attacks. 

When SMB signing policies are enabled on domain controllers running Windows Server 

2003 and member computers running Windows Vista SP1 or Windows Server 2008 group 

policy processing will fail. A hotfix is available from Microsoft that resolves this issue; see 

Microsoft Knowledge Base article 950876 for more details: Group Policy settings are not 

applied on member computers that are running Windows Server 2008 or Windows Vista 

SP1 when certain SMB signing policies are enabled. 

Default Value:  

Enabled 

References: 

1. CCE-34908-4 

  

https://support.microsoft.com/en-us/kb/950876
https://support.microsoft.com/en-us/kb/950876
https://support.microsoft.com/en-us/kb/950876
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2.3.8.3 (L1) Ensure 'Microsoft network client: Send unencrypted 

password to third-party SMB servers' is set to 'Disabled' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

Disable this policy setting to prevent the SMB redirector from sending plaintext passwords 

during authentication to third -party SMB servers that do not support password encryption. 

It is recommended that you disable this policy setting unless there is a strong business case 

to enable it. If this policy setting is enabled, unencrypted passwords will be allowed across 

the network. 

The recommended state for this setting is: Disabled . 

Rationale:  

If you enable this policy setting, the server can transmit passwords in plaintext across the 

network to other computers that offer SMB services. These other computers may not use 

any of the SMB security mechanisms that are included with Windows Server 2003. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ System \ CurrentControlSet \ Services \ LanmanWorkstation \ Parameters:Enab

lePlainTextPassword  

Remediation:  

To establish the recommended configuration via GP, set the following UI path to Disabled : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Microsoft network client: Send unencrypted password to 

third - party SMB servers  
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Impact:  

Some very old applications and operating systems such as MS-DOS, Windows for 

Workgroups 3.11, and Windows 95a may not be able to communicate with the servers in 

your organization by means of the SMB protocol. 

Default Value:  

Disabled 

References: 

1. CCE-33717-0 
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2.3.9 Microsoft network server 

This section contains recommendations related to configuring the Microsoft network 

server. 

2.3.9.1 (L1) Ensure 'Microsoft network server: Amount of idle time 

required before suspending session' is set to '15 or fewer minute(s), but 

not 0' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting allows you to specify the amount of continuous idle time that must pass 

in an SMB session before the session is suspended because of inactivity. Administrators can 

use this policy setting to control when a computer suspends an inactive SMB session. If 

client activity resumes, the session is automatically reestablished. 

A value of 0 appears to allow sessions to persist indefinitely. The maximum value is 99999, 

which is over 69 days; in effect, this value disables the setting. 

The recommended state for this setting is: 15 or fewer minute(s), but not 0 . 

Rationale:  

Each SMB session consumes server resources, and numerous null sessions will slow the 

server or possibly cause it to fail. An attacker could repeatedly establish SMB sessions until 

the server's SMB services become slow or unresponsive. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ System \ CurrentControlSet \ Services \ LanManServer \ Parameters:autodisco

nnect  
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Remediation:  

To establish the recommended configuration via GP, set the following UI path to 15 or 

fewer minute(s),  but not 0 : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Microsoft network server: Amount of idle time required 

before suspending session  

Impact:  

There will be little impact because SMB sessions will be re-established automatically if the 

client resumes activity. 

Default Value:  

15 minutes 

References: 

1. CCE-34909-2 
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2.3.9.2 (L1) Ensure 'Microsoft network server: Digitally sign 

communications (always)' is set to 'Enabled' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting determines if the server side SMB service is required to perform SMB 

packet signing. Enable this policy setting in a mixed environment to prevent downstream 

clients from using the workstation as a network server. 

The recommended state for this setting is: Enabled . 

Rationale:  

Session hijacking uses tools that allow attackers who have access to the same network as 

the client or server to interrupt, end, or steal a session in progress. Attackers can 

potentially intercept and modify unsigned SMB packets and then modify the traffic and 

forward it so that the server might perform undesirable actions. Alternatively, the attacker 

could pose as the server or client after legitimate authentication and gain unauthorized 

access to data. 

SMB is the resource sharing protocol that is supported by many Windows operating 

systems. It is the basis of NetBIOS and many other protocols. SMB signatures authenticate 

both users and the servers that host the data. If either side fails the authentication process, 

data transmission will not take place. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ System \ CurrentControlSet \ Services \ LanManServer \ Parameters:requirese

curitysignature  
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Remediation:  

To establish the recommended configuration via GP, set the following UI path to Enabled : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Microsoft network server: Digitally sign communications 

(always)  

Impact:  

The Windows 2000 Server, Windows 2000 Professional, Windows Server 2003, Windows 

XP Professional and Windows Vista implementations of the SMB file and print sharing 

protocol support mutual authentication, which prevents session hijacking attacks and 

supports message authentication to prevent man-in-the-middle attacks. SMB signing 

provides this authentication by placing a digital signature into each SMB, which is then 

verified by both the client and the server. 

Implementation of SMB signing may negatively affect performance, because each packet 

needs to be signed and verified. If these settings are enabled on a server that is performing 

multiple roles, such as a small business server that is serving as a domain controller, file 

server, print server, and application server performance may be substantially slowed. 

Additionally, if you configure computers to ignore all unsigned SMB communications, older 

applications and operating systems will not be able to connect. However, if you completely 

disable all SMB signing, computers will be vulnerable to session hijacking attacks. 

When SMB signing policies are enabled on domain controllers running Windows Server 

2003 and member computers running Windows Vista SP1 or Windows Server 2008 group 

policy processing will fail. A hotfix is available from Microsoft that resolves this issue; see 

Microsoft Knowledge Base article 950876 for more details: Group Policy settings are not 

applied on member computers that are running Windows Server 2008 or Windows Vista 

SP1 when certain SMB signing policies are enabled. 

Default Value:  

Disabled 

References: 

1. CCE-35065-2 

  

https://support.microsoft.com/en-us/kb/950876
https://support.microsoft.com/en-us/kb/950876
https://support.microsoft.com/en-us/kb/950876
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2.3.9.3 (L1) Ensure 'Microsoft network server: Digitally sign 

communications (if client agrees)' is set to 'Enabled' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting determines if the server side SMB service is able to sign SMB packets if it 

is requested to do so by a client that attempts to establish a connection. If no signing 

request comes from the client, a connection will be allowed without a signature if the 

Microsoft network server: Digitally sign communications (always)  setting is not 

enabled. 

Note: Enable this policy setting on SMB clients on your network to make them fully 

effective for packet signing with all clients and servers in your environment. 

The recommended state for this setting is: Enabled . 

Rationale:  

Session hijacking uses tools that allow attackers who have access to the same network as 

the client or server to interrupt, end, or steal a session in progress. Attackers can 

potentially intercept and modify unsigned SMB packets and then modify the traffic and 

forward it so that the server might perform undesirable actions. Alternatively, the attacker 

could pose as the server or client after legitimate authentication and gain unauthorized 

access to data. 

SMB is the resource sharing protocol that is supported by many Windows operating 

systems. It is the basis of NetBIOS and many other protocols. SMB signatures authenticate 

both users and the servers that host the data. If either side fails the authentication process, 

data transmission will not take place. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ System \ CurrentControlSet \ Services \ LanManServer \ Parameters:enablesec

uritysignature   
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Remediation:  

To establish the recommended configuration via GP, set the following UI path to Enabled : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Microsoft network server: Digitally sign communications (if 

client agrees)  

Impact:  

The Windows 2000 Server, Windows 2000 Professional, Windows Server 2003, Windows 

XP Professional and Windows Vista implementations of the SMB file and print sharing 

protocol support mutual authentication, which prevents session hijacking attacks and 

supports message authentication to prevent man-in-the-middle attacks. SMB signing 

provides this authentication by placing a digital signature into each SMB, which is then 

verified by both the client and the server. 

Implementation of SMB signing may negatively affect performance, because each packet 

needs to be signed and verified. If these settings are enabled on a server that is performing 

multiple roles, such as a small business server that is serving as a domain controller, file 

server, print server, and application server performance may be substantially slowed. 

Additionally, if you configure computers to ignore all unsigned SMB communications, older 

applications and operating systems will not be able to connect. However, if you completely 

disable all SMB signing, computers will be vulnerable to session hijacking attacks. 

When SMB signing policies are enabled on domain controllers running Windows Server 

2003 and member computers running Windows Vista SP1 or Windows Server 2008 group 

policy processing will fail. A hotfix is available from Microsoft that resolves this issue; see 

Microsoft Knowledge Base article 950876 for more details: Group Policy settings are not 

applied on member computers that are running Windows Server 2008 or Windows Vista 

SP1 when certain SMB signing policies are enabled. 

Default Value:  

Disabled 

References: 

1. CCE-35182-5 

  

https://support.microsoft.com/en-us/kb/950876
https://support.microsoft.com/en-us/kb/950876
https://support.microsoft.com/en-us/kb/950876


180 | P a g e 
 

2.3.9.4 (L1) Ensure 'Microsoft network server: Disconnect clients when 

logon hours expire' is set to 'Enabled' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting determines whether to disconnect users who are connected to the local 

computer outside their user account's valid logon hours. It affects the SMB component. If 

you enable this policy setting, client sessions with the SMB service will be forcibly 

disconnected when the client's logon hours expire. If you disable this policy setting, 

established client sessions will be maintained after the client's logon hours expire. If you 

enable this policy setting you should also enable Network security : Force logoff when 

logon hours expire . 

If your organization configures logon hours for users, this policy setting is necessary to 

ensure they are effective. 

The recommended state for this setting is: Enabled . 

Rationale:  

If your organization configures logon hours for users, then it makes sense to enable this 

policy setting. Otherwise, users who should not have access to network resources outside 

of their logon hours may actually be able to continue to use those resources with sessions 

that were established during allowed hours. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ System \ CurrentControlSet \ Services \ LanManServer \ Parameters:enablefor

cedlogoff  
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Remediation:  

To establish the recommended configuration via GP, set the following UI path to Enabled : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Microsoft n etwork server: Disconnect clients when logon 

hours expire  

Impact:  

If logon hours are not used in your organization, this policy setting will have no impact. If 

logon hours are used, existing user sessions will be forcibly terminated when their logon 

hours expire. 

Default Value:  

Enabled 

References: 

1. CCE-34911-8 
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2.3.9.5 (L1) Ensure 'Microsoft network server: Server SPN target name 

validation level' is set to 'Accept if provided by client' or higher (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting controls the level of validation a computer with shared folders or 

printers (the server) performs on the service principal name (SPN) that is provided by the 

client computer when it establishes a session using the server message block (SMB) 

protocol. 

The server message block (SMB) protocol provides the basis for file and print sharing and 

other networking operations, such as remote Windows administration. The SMB protocol 

supports validating the SMB server service principal name (SPN) within the authentication 

blob provided by a SMB client to prevent a class of attacks against SMB servers referred to 

as SMB relay attacks. This setting will affect both SMB1 and SMB2. 

This security setting determines the level of validation a SMB server performs on the 

service principal name (SPN) provided by the SMB client when trying to establish a session 

to an SMB server. 

The recommended state for this setting is: Accept if provided by client . Configuring 

this setting to Required from client  also conforms with the benchmark. 

Rationale:  

The identity of a computer can be spoofed to gain unauthorized access to network 

resources. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ System \ CurrentControlSet \ Services \ LanManServer \ Parameters:SMBServer

NameHardeningLevel  
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Remediation:  

To establish the recommended configuration via GP, set the following UI path to Accept if 

provided by client (configuring to Required from client  also conforms with the 

benchmark): 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Microsoft network server: Ser ver SPN target name validation 

level  

Impact:  

All Windows operating systems support both a client-side SMB component and a server-

side SMB component. This setting affects the server SMB behavior, and its implementation 

should be carefully evaluated and tested to prevent disruptions to file and print serving 

capabilities. 

Default Value:  

Not defined 

References: 

1. CCE-35299-7 
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2.3.10 Network access 

This section contains recommendations related to network access. 

2.3.10.1 (L1) Ensure 'Network access: Allow anonymous SID/Name 

translation' is set to 'Disabled' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting determines whether an anonymous user can request security identifier 

(SID) attributes for another user, or use a SID to obtain its corresponding user name. 

Disable this policy setting to prevent unauthenticated users from obtaining user names that 

are associated with their respective SIDs. 

The recommended state for this setting is: Disabled . 

Rationale:  

If this policy setting is enabled, a user with local access could use the well-known 

Administrator's SID to learn the real name of the built-in Administrator account, even if it 

has been renamed. That person could then use the account name to initiate a password 

guessing attack. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. 

Remediation:  

To establish the recommended configuration via GP, set the following UI path to Disabled : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Network access: Allow anonymous SID/Name translation  
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Impact:  

Disabled is the default configuration for this policy setting on member computers; 

therefore it will have no impact on them. The default configuration for domain controllers 

is Enabled. If you disable this policy setting on domain controllers, legacy computers may 

be unable to communicate with Windows Server 2003-based domains. For example, the 

following computers may not work:  

¶ Windows NT 4.0-based Remote Access Service servers. 
¶ -ÉÃÒÏÓÏÆÔ 31, 3ÅÒÖÅÒÓΆ ÔÈÁÔ ÒÕÎ ÏÎ 7ÉÎÄÏ×Ó .4 σȢØ-based or Windows NT 4.0-

based computers. 
¶ Remote Access Service or Microsoft SQL servers that run on Windows 2000-based 

computers and are located in Windows NT 3.x domains or Windows NT 4.0 
domains. 

Default Value:  

Disabled 

References: 

1. CCE-34914-2 
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2.3.10.2 (L1) Ensure 'Network access: Do not allow anonymous 

enumeration of SAM accounts' is set to 'Enabled' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting controls the ability of anonymous users to enumerate the accounts in 

the Security Accounts Manager (SAM). If you enable this policy setting, users with 

anonymous connections cannot enumerate domain account user names on the 

workstations in your environment. This policy setting also allows additional restrictions on 

anonymous connections. 

The recommended state for this setting is: Enabled . 

Rationale:  

An unauthorized user could anonymously list account names and use the information to 

perform social engineering attacks or attempt to guess passwords. (Social engineering 

attacks try to deceive users in some way to obtain passwords or some form of security 

information.)  

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ System \ CurrentControlSet \ Control \ Lsa:RestrictAnonymousSAM  

Remediation:  

To establish the recommended configuration via GP, set the following UI path to Enabled : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Network access: Do not allow anonymous enumeration of SAM 

accounts  
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Impact:  

It will be impossible to establish trusts with Windows NT 4.0-based domains. Also, client 

computers that run older versions of the Windows operating system such as Windows NT 

3.51 and Windows 95 will experience problems when they try to use resources on the 

server. 

Default Value:  

Enabled 

References: 

1. CCE-34631-2 
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2.3.10.3 (L1) Ensure 'Network access: Do not allow anonymous 

enumeration of SAM accounts and shares' is set to 'Enabled' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting controls the ability of anonymous users to enumerate SAM accounts as 

well as shares. If you enable this policy setting, anonymous users will not be able to 

enumerate domain account user names and network share names on the workstations in 

your environment. 

The Network access: Do not allow anonymous enumeration of SAM accounts and shares 

setting is configured to Enabled for the two environments that are discussed in this guide. 

The recommended state for this setting is: Enable d. 

Rationale:  

An unauthorized user could anonymously list account names and shared resources and use 

the information to attempt to guess passwords or perform social engineering attacks. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ System \ CurrentControlSet \ Control \ Lsa:RestrictAnonymous  

Remediation:  

To establish the recommended configuration via GP, set the following UI path to Enabled : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Network access: Do not allow anonymous enumeration of SAM 

accounts and shares  
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Impact:  

It will be impossible to grant access to users of another domain across a one-way trust 

because administrators in the trusting domain will be unable to enumerate lists of accounts 

in the other domain. Users who access file and print servers anonymously will be unable to 

list the shared network resources on those servers; the users will have to authenticate 

before they can view the lists of shared folders and printers. 

Default Value:  

Disabled 

References: 

1. CCE-34723-7 
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2.3.10.4 (L1) Ensure 'Network access: Do not allow storage of 

passwords and credentials for network authentication' is set to 

'Enabled' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting determines whether the Stored User Names and Passwords feature may 

save passwords or credentials for later use when it gains domain authentication. If you 

enable this policy setting, the Stored User Names and Passwords feature of Windows does 

not store passwords and credentials. 

The recommended state for this setting is: Enabled . 

Rationale:  

Passwords that are cached can be accessed by the user when logged on to the computer. 

Although this information may sound obvious, a problem can arise if the user unknowingly 

executes hostile code that reads the passwords and forwards them to another, 

unauthorized user. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ System \ CurrentControlSet \ Control \ Lsa:disabledomaincreds  

Remediation:  

To establish the recommended configuration via GP, set the following UI path to Enabled : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Network access: Do not allow storage of passwords and 

cr edentials for network authentication  
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Impact:  

Users will be forced to enter passwords whenever they log on to their Passport account or 

other network resources that aren't accessible to their domain account. Testing has shown 

that clients running Windows Vista or Windows Server 2008 will be unable to connect to 

Distributed File System (DFS) shares in untrusted domains. Enabling this setting also 

makes it impossible to specify alternate credentials for scheduled tasks, this can cause a 

variety of problems. For example, some third party backup products will no longer work. 

This policy setting should have no impact on users who access network resources that are 

configured to allow access with their Active Directory-based domain account. 

Default Value:  

Not Configured 

References: 

1. CCE-33718-8 
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2.3.10.5 (L1) Ensure 'Network access: Let Everyone permissions apply to 

anonymous users' is set to 'Disabled' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting determines what additional permissions are assigned for anonymous 

connections to the computer. If you enable this policy setting, anonymous Windows users 

are allowed to perform certain activities, such as enumerate the names of domain accounts 

and network shares. An unauthorized user could anonymously list account names and 

shared resources and use the information to guess passwords or perform social 

engineering attacks. 

The recommended state for this setting is: Disabled . 

Rationale:  

An unauthorized user could anonymously list account names and shared resources and use 

the information to attempt to guess passwords, perform social engineering attacks, or 

launch DoS attacks. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ System \ CurrentControlSet \ Control \ Lsa:EveryoneIncludesAnonymous  

Remediation:  

To establish the recommended configuration via GP, set the following UI path to Disabled : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Network access: Let Everyone permissions apply to anonymous 

users  

Impact:  

None. This is the default configuration.  
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Default Value:  

Disabled 

References: 

1. CCE-35367-2 
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2.3.10.6 (L1) Ensure 'Network access: Named Pipes that can be accessed 

anonymously' is set to 'None' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting determines which communication sessions, or pipes, will have attributes 

and permissions that allow anonymous access. 

The recommended state for this setting is: <blank>  (i.e. None). 

Rationale:  

Limiting named pipes that can be accessed anonymously will reduce the attack surface of 

the system. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ SYSTEM\ CurrentControlSet \ Services \ LanManServer \ Par ameters:NullSessi

onPipes  

Remediation:  

To establish the recommended configuration via GP, set the following UI path to <blank>  

(i.e. None): 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Network access: Na med Pipes that can be accessed anonymously  

Impact:  

This configuration will disable null session access over named pipes, and applications that 

rely on this feature or on unauthenticated access to named pipes will no longer function. 

The BROWSER named pipe may need to be added to this list if the Computer Browser service 

is needed for supporting legacy components. The Computer Browser service is disabled by 

default.  
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Default Value:  

None 

References: 

1. CCE-34965-4 
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2.3.10.7 (L1) Ensure 'Network access: Remotely accessible registry 

paths' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting determines which registry paths will be accessible after referencing the 

WinReg key to determine access permissions to the paths. 

Note: This setting does not exist in Windows XP. There was a setting with that name in 

Windows XP, but it is called "Network access: Remotely accessible registry paths and sub-

paths" in Windows Server 2003, Windows Vista, and Windows Server 2008. 

Note: When you configure this setting you specify a list of one or more objects. The 

delimiter used when entering the list is a line feed or carriage return, that is, type the first 

object on the list, press the Enter button, type the next object, press Enter again, etc. The 

setting value is stored as a comma-delimited list in group policy security templates. It is 

also rendered as a comma-delimited list in Group Policy Editor's display pane and the 

Resultant Set of Policy console. It is recorded in the registry as a line-feed delimited list in a 

REG_MULTI_SZ value. 

The recommended state for this setting is: 

System \ CurrentControlSet \ Control \ ProductOptions  

System \ CurrentControlSet \ Control \ Server Applications  

Software \ Microsoft \ Windows NT \ CurrentVersion  

Rationale:  

The registry is a database that contains computer configuration information, and much of 

the information is sensitive. An attacker could use this information to facilitate 

unauthorized activities. To reduce the risk of such an attack, suitable ACLs are assigned 

throughout the registry to help protect it from access by unauthorized users. 
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Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ System \ CurrentControlSet \ Control \ SecurePipeServers \ Winreg \ AllowedEx

actPaths:Machine  

Remediation:  

To establish the recommended configuration via GP, set the following UI path to: 
System \ CurrentControlSet \ Control \ ProductOptions  
System \ CurrentControlSet \ Control \ Server Applications  
SOFTWARE\ Microsoft \ Windows NT \ CurrentVersion  

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Network access: Remotely accessible registry paths  

Impact:  

Remote management tools such as the Microsoft Baseline Security Analyzer and Microsoft 

Systems Management Server require remote access to the registry to properly monitor and 

manage those computers. If you remove the default registry paths from the list of 

accessible ones, such remote management tools could fail. 

Note: If you want to allow remote access, you must also enable the Remote Registry 

service. 

Default Value:  

System\ CurrentControlSet\ Control\ ProductOptions 

System\ CurrentControlSet\ Control\ Server Applications 

Software\ Microsoft\ Windows NT\ CurrentVersion 

References: 

1. CCE-33976-2 
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2.3.10.8 (L1) Ensure 'Network access: Remotely accessible registry paths 

and sub-paths' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting determines which registry paths and sub-paths will be accessible when 

an application or process references the WinReg key to determine access permissions. 

Note: In Windows XP this setting is called "Network access: Remotely accessible registry 

paths," the setting with that same name in Windows Vista, Windows Server 2008, and 

Windows Server 2003 does not exist in Windows XP. 

Note #2: When you configure this setting you specify a list of one or more objects. The 

delimiter used when entering the list is a line feed or carriage return, that is, type the first 

object on the list, press the Enter button, type the next object, press Enter again, etc. The 

setting value is stored as a comma-delimited list in group policy security templates. It is 

also rendered as a comma-delimited list in Group Policy Editor's display pane and the 

Resultant Set of Policy console. It is recorded in the registry as a line-feed delimited list in a 

REG_MULTI_SZ value. 

The recommended state for this setting is: 

System \ CurrentC ontrolSet \ Control \ Print \ Printers  

System \ CurrentControlSet \ Services \ Eventlog  

Software \ Microsoft \ OLAP Server  

Software \ Microsoft \ Windows NT \ CurrentVersion \ Print  

Software \ Microsoft \ Windows NT \ CurrentVersion \ Windows  

System \ CurrentControlSet \ Control \ ContentIndex  

System \ CurrentControlSet \ Control \ Terminal Server  

System \ CurrentControlSet \ Control \ Terminal Server \ UserConfig  

System \ CurrentControlSet \ Control \ Terminal Server \ DefaultUserConfiguration  

Software \ Microsoft \ Windows NT \ CurrentVersion \ Perflib  

System \ CurrentContr olSet \ Services \ SysmonLog 

Rationale:  

The registry contains sensitive computer configuration information that could be used by 

an attacker to facilitate unauthorized activities. The fact that the default ACLs assigned 

throughout the registry are fairly restrictive and help to protect the registry from access by 

unauthorized users reduces the risk of such an attack.  
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Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ System \ CurrentControlSet \ Control \ SecurePipeServers \ Winreg \ AllowedPa

ths:Machine  

Remediation:  

To establish the recommended configuration via GP, set the following UI path to: 
System \ CurrentControlSet \ Control \ Print \ Printers  
System \ CurrentControlSet \ Services \ Eventlog  
SOFTWARE\ Microsoft \ OLAP Server  
SOFTWARE\ Microsoft \ Windows NT \ CurrentVersion \ Print  
SOFTWARE\ Microsoft \ Windows NT \ CurrentVersion \ Windows  
System \ CurrentControlSet \ Contr ol \ ContentIndex  
System \ CurrentControlSet \ Control \ Terminal Server  
System \ CurrentControlSet \ Control \ Terminal Server \ UserConfig  
System \ CurrentControlSet \ Control \ Terminal Server \ DefaultUserConfiguration  
SOFTWARE\ Microsoft \ Windows NT \ CurrentVersion \ Perflib  
Syst em\ CurrentControlSet \ Services \ SysmonLog  

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Network access: Remotely accessible registry paths and sub -

paths  

Impact:  

Remote management tools such as the Microsoft Baseline Security Analyzer and Microsoft 

Systems Management Server require remote access to the registry to properly monitor and 

manage those computers. If you remove the default registry paths from the list of 

accessible ones, such remote management tools could fail. 

Note: If you want to allow remote access, you must also enable the Remote Registry 

service. 
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Default Value:  

System\ CurrentControlSet\ Control\ Print \ Printers 

System\ CurrentControlSet\ Services\ Eventlog 

Software\ Microsoft\ OLAP Server 

Software\ Microsoft\ Windows NT\ CurrentVersion\ Print 

Software\ Microsoft\ Windows NT\ CurrentVersion\ Windows 

System\ CurrentControlSet\ Control\ ContentIndex 

System\ CurrentControlSet\ Control\ Terminal Server 

System\ CurrentControlSet\ Control\ Terminal Server\ UserConfig 

System\ CurrentControlSet\ Control\ Terminal Server\ DefaultUserConfiguration 

Software\ Microsoft\ Windows NT\ CurrentVersion\ Perflib 

System\ CurrentControlSet\ Services\ SysmonLog 

References: 

1. CCE-35300-3 
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2.3.10.9 (L1) Ensure 'Network access: Restrict anonymous access to 

Named Pipes and Shares' is set to 'Enabled' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

When enabled, this policy setting restricts anonymous access to only those shares and 

pipes that are named in the Network access: Named pipes that can be accessed 

anonymously  and Network access: Shares that can be accessed anonymously  settings. 

This policy setting controls null session access to shares on your computers by adding 

RestrictNullSessAccess  with the value 1 in the 

HKEY_LOCAL_MACHINE\ System \ CurrentControlSet \ Services \ LanManServer \ Parameters  

registry key. This registry value toggles null session shares on or off to control whether the 

server service restricts unauthenticated clients' access to named resources. 

The recommended state for this setting is: Enabled . 

Rationale:  

Null sessions are a weakness that can be exploited through shares (including the default 

shares) on computers in your environment. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ System \ CurrentControlSet \ Services \ LanManServer \ Parameters:restrictn

ullsessaccess  

Remediation:  

To establish the recommended configuration via GP, set the following UI path to Enabled : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Network access: Restrict anonymous access to Named Pipes and 

Shares  
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Impact:  

You can enable this policy setting to restrict null session access for unauthenticated users 

to all server pipes and shared folders except those that are listed in the NullSessionPipes  

and NullSessionShares  entries. 

If you choose to enable this setting and are supporting Windows NT 4.0 domains, you 

should check if any of the named pipes are required to maintain trust relationships 

between the domains, and then add the pipe to the Network access: Named pipes that 

can be accessed anonymously list: 

- COMNAP: SNA session access 

- COMNODE: SNA session access 

- SQL\ QUERY: SQL instance access 

- SPOOLSS: Spooler service 

- LLSRPC: License Logging service 

- NETLOGON: Net Logon service 

- LSARPC: LSA access 

- SAMR: Remote access to SAM objects 

- BROWSER: Computer Browser service 

Previous to the release of Windows Server 2003 with Service Pack 1 (SP1) these named 

pipes were allowed anonymous access by default, but with the increased hardening in 

Windows Server 2003 with SP1 these pipes must be explicitly added if needed. 

Default Value:  

Enabled 

References: 

1. CCE-33563-8 
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2.3.10.10 (L1) Ensure 'Network access: Shares that can be accessed 

anonymously' is set to 'None' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting determines which network shares can be accessed by anonymous users. 

The default configuration for this policy setting has little effect because all users have to be 

authenticated before they can access shared resources on the server. 

The recommended state for this setting is: <blank>  (i.e. None). 

Rationale:  

It is very dangerous to enable this setting. Any shares that are listed can be accessed by any 

network user, which could lead to the exposure or corruption of sensitive data. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ System \ CurrentControlSet \ Services \ LanManServer \ Parameters:NullSessi

onShares  

Remediation:  

To establish the recommended configuration via GP, set the following UI path to <blank>  

(i.e. None): 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Network access: Shares that can be accessed anonymously  

Impact:  

There should be little impact because this is the default configuration. Only authenticated 

users will have access to shared resources on the server. 
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Default Value:  

Not defined 

References: 

1. CCE-34651-0 
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2.3.10.11 (L1) Ensure 'Network access: Sharing and security model for 

local accounts' is set to 'Classic - local users authenticate as themselves' 

(Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting determines how network logons that use local accounts are 

authenticated. The Classic option allows precise control over access to resources, including 

the ability to assign different types of access to different users for the same resource. The 

Guest only option allows you to treat all users equally. In this context, all users authenticate 

as Guest only to receive the same access level to a given resource. 

The recommended state for this setting is: Classic -  local users authenticate as 

themselves . 

Rationale:  

With the Guest only model, any user who can authenticate to your computer over the 

network does so with guest privileges, which probably means that they will not have write 

access to shared resources on that computer. Although this restriction does increase 

security, it makes it more difficult for authorized users to access shared resources on those 

computers because ACLs on those resources must include access control entries (ACEs) for 

the Guest account. With the Classic model, local accounts should be password protected. 

Otherwise, if Guest access is enabled, anyone can use those user accounts to access shared 

system resources. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ System \ CurrentControlSet \ Control \ Lsa:ForceGuest  
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Remediation:  

To establish the recommended configuration via GP, set the following UI path to Classic -  

local users authenticate as themselves : 

Computer Configuration \ Policies \ Windows Sett ings \ Security Settings \ Local 

Policies \ Security Options \ Network access: Sharing and security model for local 

accounts  

Impact:  

None. This is the default configuration. 

Default Value:  

Classic - local users authenticate as themselves 

References: 

1. CCE-33719-6 
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2.3.11 Network security 

This section contains recommendations related to network security. 

2.3.11.1 (L1) Ensure 'Network security: Allow Local System to use 

computer identity for NTLM' is set to 'Enabled' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

When enabled, this policy setting causes Local System services that use Negotiate to use the 

computer identity when NTLM authentication is selected by the negotiation. This policy is 

supported on at least Windows 7 or Windows Server 2008 R2. 

The recommended state for this setting is: Enabled . 

Rationale:  

When connecting to computers running versions of Windows earlier than Windows Vista 

or Windows Server 2008, services running as Local System and using SPNEGO (Negotiate) 

that revert to NTLM use the computer identity. In Windows 7, if you are connecting to a 

computer running Windows Server 2008 or Windows Vista, then a system service uses 

either the computer identity or a NULL session. When connecting with a NULL session, a 

system-generated session key is created, which provides no protection but allows 

applications to sign and encrypt data without errors. When connecting with the computer 

identity, both signing and encryption is supported in order to provide data protection. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ System \ CurrentControlSet \ Control \ Lsa:UseMachineId  
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Remediati on: 

To establish the recommended configuration via GP, set the following UI path to Enabled : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Network security: Allow Local System to use computer 

identity for NTLM  

Impact:  

If you enable this policy setting, services running as Local System that use Negotiate will 

use the computer identity. This might cause some authentication requests between 

Windows operating systems to fail and log an error. 

If you disable this policy setting, services running as Local System that use Negotiate when 

reverting to NTLM authentication will authenticate anonymously. This was the behavior in 

previous versions of Windows. 

Default Value:  

Not defined 

References: 

1. CCE-33141-3 
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2.3.11.2 (L1) Ensure 'Network security: Allow LocalSystem NULL session 

fallback' is set to 'Disabled' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

Allow NTLM to fall back to NULL session when used with LocalSystem. The default is TRUE 

up to Windows Vista / Server 2008 and FALSE from Windows 7 / Server 2008 R2 and 

beyond. 

The recommended state for this setting is: Disabled . 

Rationale:  

NULL sessions are less secure because by definition they are unauthenticated. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ System \ CurrentControlSet \ Control \ Lsa \ MSV1_0:allownullsessionfallbac

k 

Remediation:  

To establish the recommended configuration via GP, set the following UI path to Disabled : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Network security: Allow LocalSystem NULL session fallback  

Imp act: 

Any applications that require NULL sessions for LocalSystem will not work as designed. 

Default Value:  

Not defined 
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References: 

1. CCE-35410-0 
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2.3.11.3 (L1) Ensure 'Network Security: Allow PKU2U authentication 

requests to this computer to use online identities' is set to 'Disabled' 

(Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This setting determines if online identities are able to authenticate to this computer. 

Windows 7 and Windows Server 2008 R2 introduced an extension to the Negotiate 

authentication package, Spnego.dll. In previous versions of Windows, Negotiate decides 

whether to use Kerberos or NTLM for authentication. The extension SSP for Negotiate, 

Negoexts, which is treated as an authentication protocol by Windows, supports Microsoft 

SSPs including PKU2U. 

When computers are configured to accept authentication requests by using online IDs, 

Negoexts.dll calls the PKU2U SSP on the computer that is used to log on. The PKU2U SSP 

obtains a local certificate and exchanges the policy between the peer computers. When 

validated on the peer computer, the certificate within the metadata is sent to the logon peer 

for validation and associates the user's certificate to a security token and the logon process 

completes. 

The recommended state for this setting is: Disabled . 

Rationale:  

The PKU2U protocol is a peer-to-peer authentication protocol, in most managed networks 

authentication should be managed centrally. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ System \ CurrentControlSet \ Control \ Lsa \ pku2u:AllowOnlineID  
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Remediation:  

To establish the recommended configuration via GP, set the following UI path to Disabled : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Network Security: Allow PKU2U authentication requests to 

this computer to use online identities  

Impact:  

Disabling this setting will disallow the online identities to be able to authenticate to the 

domain joined machine in Windows 7 and later. 

Default Value:  

This policy is turned off by default on domain joined machines. 

References: 

1. CCE-35411-8 
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2.3.11.4 (L1) Ensure 'Network Security: Configure encryption types 

allowed for Kerberos' is set to 'RC4_HMAC_MD5, AES128_HMAC_SHA1, 

AES256_HMAC_SHA1, Future encryption types' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting allows you to set the encryption types that Kerberos is allowed to use. 

This policy is supported on at least Windows 7 or Windows Server 2008 R2. 

The recommended state for this setting is: RC4_HMAC_MD5, AES128_HMAC_SHA1, 

AES256_HMAC_SHA1, Future encryption  types . 

Rationale:  

The strength of each encryption algorithm varies from one to the next, choosing stronger 

algorithms will reduce the risk of compromise however doing so may cause issues when 

the computer attempts to authenticate with systems that do not support them. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ Software \ Microsoft \ Windows \ CurrentVersion \ Policies \ System \ Kerberos \

Parameters:SupportedEncryptionTypes  

Remediation:  

To establish the recommended configuration via GP, set the following UI path to 

RC4_HMAC_MD5, AES128_HMAC_SHA1, AES256_HMAC_SHA1, Future encryption types : 

Computer Configuration \ Polici es \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Network Security: Configure encryption types allowed for 

Kerberos  
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Impact:  

If not selected, the encryption type will not be allowed. This setting may affect 

compatibility with client computers or services and applications. Multiple selections are 

permitted. 

Default Value:  

Not defined 

References: 

1. CCE-35786-3 
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2.3.11.5 (L1) Ensure 'Network security: Do not store LAN Manager hash 

value on next password change' is set to 'Enabled' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting determines whether the LAN Manager (LM) hash value for the new 

password is stored when the password is changed. The LM hash is relatively weak and 

prone to attack compared to the cryptographically stronger Microsoft Windows NT hash. 

Note: Older operating systems and some third-party applications may fail when this policy 

setting is enabled. Also, note that the password will need to be changed on all accounts 

after you enable this setting to gain the proper benefit. 

The recommended state for this setting is: Enabled . 

Rationale:  

The SAM file can be targeted by attackers who seek access to username and password 

hashes. Such attacks use special tools to crack passwords, which can then be used to 

impersonate users and gain access to resources on your network. These types of attacks 

will not be prevented if you enable this policy setting, but it will be much more difficult for 

these types of attacks to succeed. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ System \ CurrentControlSet \ Control \ Lsa:NoLMHash  

Remediation:  

To establish the recommended configuration via GP, set the following UI path to Enabled : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Network security: Do not store LAN Manager hash value on 

next password change  
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Impact:  

Earlier operating systems such as Windows 95, Windows 98, and Windows ME as well as 

some third-party applications will fail. 

Default Value:  

Enabled 

References: 

1. CCE-35225-2 
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2.3.11.6 (L1) Ensure 'Network security: Force logoff when logon hours 

expire' is set to 'Enabled' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting, which determines whether to disconnect users who are connected to 

the local computer outside their user account's valid logon hours, affects the SMB 

component. If you enable this policy setting, client sessions with the SMB server will be 

disconnected when the client's logon hours expire. If you disable this policy setting, 

established client sessions will be maintained after the client's logon hours expire. 

The recommended state for this setting is: Enabled . 

Rationale:  

If this setting is disabled, a user could remain connected to the computer outside of their 

allotted logon hours. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ System \ CurrentControlSet \ Services \ LanManServer \ Parameters:EnableFor

cedLogOff  

Remediation:  

To establish the recommended configuration via GP, set the following UI path to Enabled . 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Network security: Force logoff when logon hours expire  

Impact:  

When a user's logon time expires, SMB sessions will terminate. The user will be unable to 

log on to the computer until their next scheduled access time commences. 
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Default Value:  

Disabled 

References: 

1. CCE-34993-6 
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2.3.11.7 (L1) Ensure 'Network security: LAN Manager authentication 

level' is set to 'Send NTLMv2 response only. Refuse LM & NTLM' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

LAN Manager (LM) is a family of early Microsoft client/server software that allows users to 

link personal computers together on a single network. Network capabilities include 

transparent file and print sharing, user security features, and network administration tools. 

In Active Directory domains, the Kerberos protocol is the default authentication protocol. 

However, if the Kerberos protocol is not negotiated for some reason, Active Directory will 

use LM, NTLM, or NTLMv2. LAN Manager authentication includes the LM, NTLM, and NTLM 

version 2 (NTLMv2) variants, and is the protocol that is used to authenticate all Windows 

clients when they perform the following operations: 

¶ Join a domain 
¶ Authenticate between Active Directory forests 
¶ Authenticate to down-level domains 
¶ Authenticate to computers that do not run Windows 2000, Windows Server 2003, 

or Windows XP) 
¶ Authenticate to computers that are not in the domain 

The possible values for the Network security: LAN Manager authentication level setting 

are: 

¶ Send LM & NTLM responses 
¶ Send LM & NTLM ɂ use NTLMv2 session security if negotiated 
¶ Send NTLM responses only 
¶ Send NTLMv2 responses only 
¶ Send NTLMv2 responses only\ refuse LM 
¶ Send NTLMv2 responses only\ refuse LM & NTLM 
¶ Not Defined 

The Network security: LAN Manager authentication level setting determines which 

challenge/response authentication protocol is used for network logons. This choice affects 

the authentication protocol level that clients use, the session security level that the 

computers negotiate, and the authentication level that servers accept as follows: 
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¶ Send LM & NTLM responses. Clients use LM and NTLM authentication and never use 
NTLMv2 session security. Domain controllers accept LM, NTLM, and NTLMv2 
authentication. 

¶ Send LM & NTLM - use NTLMv2 session security if negotiated. Clients use LM and 
NTLM authentication and use NTLMv2 session security if the server supports it. 
Domain controllers accept LM, NTLM, and NTLMv2 authentication. 

¶ Send NTLM response only. Clients use NTLM authentication only and use NTLMv2 
session security if the server supports it. Domain controllers accept LM, NTLM, and 
NTLMv2 authentication. 

¶ Send NTLMv2 response only. Clients use NTLMv2 authentication only and use 
NTLMv2 session security if the server supports it. Domain controllers accept LM, 
NTLM, and NTLMv2 authentication. 

¶ Send NTLMv2 response only\ refuse LM. Clients use NTLMv2 authentication only 
and use NTLMv2 session security if the server supports it. Domain controllers 
refuse LM (accept only NTLM and NTLMv2 authentication). 

¶ Send NTLMv2 response only\ refuse LM & NTLM. Clients use NTLMv2 
authentication only and use NTLMv2 session security if the server supports it. 
Domain controllers refuse LM and NTLM (accept only NTLMv2 authentication). 

¶ These settings correspond to the levels discussed in other Microsoft documents as 
follows: 

¶ Level 0 - Send LM and NTLM response; never use NTLMv2 session security. Clients 
use LM and NTLM authentication, and never use NTLMv2 session security. Domain 
controllers accept LM, NTLM, and NTLMv2 authentication. 

¶ Level 1 - Use NTLMv2 session security if negotiated. Clients use LM and NTLM 
authentication, and use NTLMv2 session security if the server supports it. Domain 
controllers accept LM, NTLM, and NTLMv2 authentication. 

¶ Level 2 - Send NTLM response only. Clients use only NTLM authentication, and use 
NTLMv2 session security if the server supports it. Domain controllers accept LM, 
NTLM, and NTLMv2 authentication. 

¶ Level 3 - Send NTLMv2 response only. Clients use NTLMv2 authentication, and use 
NTLMv2 session security if the server supports it. Domain controllers accept LM, 
NTLM, and NTLMv2 authentication. 

¶ Level 4 - Domain controllers refuse LM responses. Clients use NTLM authentication, 
and use NTLMv2 session security if the server supports it. Domain controllers 
refuse LM authentication, that is, they accept NTLM and NTLMv2. 

¶ Level 5 - Domain controllers refuse LM and NTLM responses (accept only NTLMv2). 
Clients use NTLMv2 authentication, use and NTLMv2 session security if the server 
supports it. Domain controllers refuse NTLM and LM authentication (they accept 
only NTLMv2). 

The recommended state for this setting is: Send NTLMv2 response only. Refuse LM & 

NTLM. 
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Rationale:  

In Windows Vista, this setting is undefined. However, in Windows 2000, Windows Server 

2003, and Windows XP clients are configured by default to send LM and NTLM 

authentication responses (Windows 95-based and Windows 98-based clients only send 

LM). The default setting on servers allows all clients to authenticate with servers and use 

their resources. However, this means that LM responsesɂthe weakest form of 

authentication responseɂare sent over the network, and it is potentially possible for 

attackers to sniff that traffic to more easily reproduce the user's password. 

The Windows 95, Windows 98, and Windows NT operating systems cannot use the 

Kerberos version 5 protocol for authentication. For this reason, in a Windows Server 2003 

domain, these computers authenticate by default with both the LM and NTLM protocols for 

network authentication. You can enforce a more secure authentication protocol for 

Windows 95, Windows 98, and Windows NT by using NTLMv2. For the logon process, 

NTLMv2 uses a secure channel to protect the authentication process. Even if you use 

NTLMv2 for earlier clients and servers, Windows-based clients and servers that are 

members of the domain will use the Kerberos authentication protocol to authenticate with 

Windows Server 2003 domain controllers. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ System \ CurrentControlSet \ Control \ Lsa:LmCompatibilityLevel  

Remediation:  

To establish the recommended configuration via GP, set the following UI path to: Send 

NTLMv2 response only. Refuse LM & NTLM : 

Computer Configuration \ Policies \ Windows Settings \ Secur ity Settings \ Local 

Policies \ Security Options \ Network security: LAN Manager authentication level  
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Impact:  

Clients that do not support NTLMv2 authentication will not be able to authenticate in the 

domain and access domain resources by using LM and NTLM. 

Note: For information about a hotfix to ensure that this setting works in networks that 

include Windows NT 4.0-based computers along with Windows 2000, Windows XP, and 

Windows Server 2003-based computers, see Microsoft Knowledge Base article 305379: 

Authentication Problems in Windows 2000 with NTLM 2 Levels Above 2 in a Windows NT 

4.0 Domain. 

Default Value:  

Send NTLMv2 response only 

References: 

1. CCE-35302-9 

  

https://support.microsoft.com/en-us/kb/305379
https://support.microsoft.com/en-us/kb/305379
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2.3.11.8 (L1) Ensure 'Network security: LDAP client signing 

requirements' is set to 'Negotiate signing' or higher (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting determines the level of data signing that is requested on behalf of clients 

that issue LDAP BIND requests, as follows: 

- None. The LDAP BIND request is issued with the caller-specified options. 

- Negotiate signing. If Transport Layer Security/Secure Sockets Layer (TLS/SSL) has not 

been started, the LDAP BIND request is initiated with the LDAP data signing option set in 

addition to the caller-specified options. If TLS/SSL has been started, the LDAP BIND 

request is initiated with the caller-specified options. 

- Require signature. This level is the same as Negotiate signing. However, if the LDAP 

server's intermediate saslBindInProgress response does not indicate that LDAP traffic 

signing is required, the caller is told that the LDAP BIND command request failed. 

Note: This policy setting does not have any impact on ldap_simple_bind or 

ldap_simple_bind_s. No Microsoft LDAP clients that are included with Windows XP 

Professional use ldap_simple_bind or ldap_simple_bind_s to communicate with a domain 

controller. 

The possible values for the Network security: LDAP client signing requirements setting are: 

- None 

- Negotiate signing 

- Require signature 

- Not Defined 

The recommended state for this setting is: Negotiate signing . Configuring this setting to 

Require signing  also conforms with the benchmark. 
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Rationale:  

Unsigned network traffic is susceptible to man-in-the-middle attacks in which an intruder 

captures the packets between the client and server, modifies them, and then forwards them 

to the server. For an LDAP server, this susceptibility means that an attacker could cause a 

server to make decisions that are based on false or altered data from the LDAP queries. To 

lower this risk in your network, you can implement strong physical security measures to 

protect the network infrastructure. Also, you can make all types of man-in-the-middle 

attacks extremely difficult if you require digital signatures on all network packets by means 

of IPsec authentication headers. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ System \ CurrentControlSet \ Services \ LDAP:LDAPClientIntegrity  

Remediation:  

To establish the recommended configuration via GP, set the following UI path to Negotiate 

signing (configuring to Require sig ning  also conforms with the benchmark): 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Network security: LDAP client signing requirements  

Impact:  

If you configure the server to require LDAP signatures you must also configure the client. If 

you do not configure the client it will not be able to communicate with the server, which 

could cause many features to fail, including user authentication, Group Policy, and logon 

scripts. 

Default Value:  

Negotiate signing 

References: 

1. CCE-33802-0 
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2.3.11.9 (L1) Ensure 'Network security: Minimum session security for 

NTLM SSP based (including secure RPC) clients' is set to 'Require 

NTLMv2 session security, Require 128-bit encryption' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting determines which behaviors are allowed for applications using the 

NTLM Security Support Provider (SSP). The SSP Interface (SSPI) is used by applications 

that need authentication services. The setting does not modify how the authentication 

sequence works but instead require certain behaviors in applications that use the SSPI. 

The possible values for the Network security: Minimum session security for NTLM SSP 

based (including secure RPC) clients setting are: 

- Require message confidentiality. This option is only available in Windows XP and 

Windows Server 2003, the connection will fail if encryption is not negotiated. Encryption 

converts data into a form that is not readable until decrypted. 

- Require message integrity. This option is only available in Windows XP and Windows 

Server 2003, the connection will fail if message integrity is not negotiated. The integrity of 

a message can be assessed through message signing. Message signing proves that the 

message has not been tampered with; it attaches a cryptographic signature that identifies 

the sender and is a numeric representation of the contents of the message. 

- Require 128-bit encryption. The connection will fail if strong encryption (128-bit) is not 

negotiated. 

- Require NTLMv2 session security. The connection will fail if the NTLMv2 protocol is not 

negotiated. 

- Not Defined. 

The recommended state for this setting is: Require NTLMv2 session security, Require 

128 - bit encryption . 
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Rationale:  

You can enable all of the options for this policy setting to help protect network traffic that 

uses the NTLM Security Support Provider (NTLM SSP) from being exposed or tampered 

with by an attacker who has gained access to the same network. In other words, these 

options help protect against man-in-the-middle attacks. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ System \ CurrentControlSet \ Control \ Lsa \ MSV1_0:NTLMMinClientSec  

Remediation:  

To establish the recommended configuration via GP, set the following UI path to Require 

NTLMv2 session security, Require 128 - bit encryption : 

Computer Configuration \ Policies \ Windows Se ttings \ Security Settings \ Local 

Policies \ Security Options \ Network security: Minimum session security for NTLM SSP 

based (including secure RPC) clients  

Impact:  

Client applications that are enforcing these settings will be unable to communicate with 

older servers that do not support them. This setting could impact Windows Clustering 

when applied to servers running Windows Server 2003, see Microsoft Knowledge Base 

articles 891597: How to apply more restrictive security settings on a Windows Server 

2003-based cluster server and 890761: You receive an "Error 0x8007042b" error message 

when you add or join a node to a cluster if you use NTLM version 2 in Windows Server 

2003 for more information on possible issues and how to resolve them. 

Default Value:  

Require 128-bit encryption 

References: 

1. CCE-35447-2 

  

https://support.microsoft.com/en-us/kb/891597
https://support.microsoft.com/en-us/kb/891597
https://support.microsoft.com/en-us/kb/890761
https://support.microsoft.com/en-us/kb/890761
https://support.microsoft.com/en-us/kb/890761
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2.3.11.10 (L1) Ensure 'Network security: Minimum session security for 

NTLM SSP based (including secure RPC) servers' is set to 'Require 

NTLMv2 session security, Require 128-bit encryption' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting determines which behaviors are allowed for applications using the 

NTLM Security Support Provider (SSP). The SSP Interface (SSPI) is used by applications 

that need authentication services. The setting does not modify how the authentication 

sequence works but instead require certain behaviors in applications that use the SSPI. 

The possible values for the Network security: Minimum session security for NTLM SSP 

based (including secure RPC) servers setting are: 

- Require message confidentiality. This option is only available in Windows XP and 

Windows Server 2003, the connection will fail if encryption is not negotiated. Encryption 

converts data into a form that is not readable until decrypted. 

- Require message integrity. This option is only available in Windows XP and Windows 

Server 2003, the connection will fail if message integrity is not negotiated. The integrity of 

a message can be assessed through message signing. Message signing proves that the 

message has not been tampered with; it attaches a cryptographic signature that identifies 

the sender and is a numeric representation of the contents of the message. 

- Require 128-bit encryption. The connection will fail if strong encryption (128-bit) is not 

negotiated. 

- Require NTLMv2 session security. The connection will fail if the NTLMv2 protocol is not 

negotiated. 

- Not Defined. 

The recommended state for this setting is: Require NTLMv2 session security, Require 

128 - bit encryption . 
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Rationale:  

You can enable all of the options for this policy setting to help protect network traffic that 

uses the NTLM Security Support Provider (NTLM SSP) from being exposed or tampered 

with by an attacker who has gained access to the same network. That is, these options help 

protect against man-in-the-middle attacks. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ System \ CurrentControlSet \ Control \ Lsa \ MSV1_0:NTLMMinServerSec  

Remediation:  

To establish the recommended configuration via GP, set the following UI path to Require 

NTLMv2 session security, Require 128 - bit encryption : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ Network security: Minimum session security for NTLM SSP 

bas ed (including secure RPC) servers  

Impact:  

Server applications that are enforcing these settings will be unable to communicate with 

older servers that do not support them. This setting could impact Windows Clustering 

when applied to servers running Windows Server 2003, see Microsoft Knowledge Base 

articles 891597: How to apply more restrictive security settings on a Windows Server 

2003-based cluster server and 890761: You receive an "Error 0x8007042b" error message 

when you add or join a node to a cluster if you use NTLM version 2 in Windows Server 

2003 for more information on possible issues and how to resolve them. 

Default Value:  

Require 128-bit encryption 

References: 

1. CCE-35108-0 

  

https://support.microsoft.com/en-us/kb/891597
https://support.microsoft.com/en-us/kb/891597
https://support.microsoft.com/en-us/kb/890761
https://support.microsoft.com/en-us/kb/890761
https://support.microsoft.com/en-us/kb/890761
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2.3.12 Recovery console 

This section is intentionally blank and exists to ensure the structure of Windows 

benchmarks is consistent. 

2.3.13 Shutdown 

This section is intentionally blank and exists to ensure the structure of Windows 

benchmarks is consistent. 
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2.3.14 System cryptography 

This section contains recommendations related to system cryptography. 

2.3.14.1 (L2) Ensure 'System cryptography: Force strong key protection 

for user keys stored on the computer' is set to 'User is prompted when 

the key is first used' or higher (Scored) 

Profile Applicability:  

¶  Level 2 

¶  Level 2 + BitLocker 

Description:  

This policy setting determines whether users' private keys (such as their S-MIME keys) 

require a password to be used. If you configure this policy setting so that users must 

provide a passwordɂdistinct from their domain passwordɂevery time that they use a 

key, then it will be more difficult for an attacker to access locally stored keys, even an 

attacker who discovers logon passwords. 

The recommended state for this setting is: User is prompted when the key is first 

used . Configuring this setting to User must enter a password each time they use a 

key  also conforms with the benchmark. 

Rationale:  

If a user's account is compromised or their computer is inadvertently left unsecured the 

malicious user can use the keys stored for the user to access protected resources. You can 

configure this policy setting so that users must provide a password that is distinct from 

their domain password every time they use a key. This configuration makes it more 

difficult for an attacker to access locally stored user keys, even if the attacker takes control 

of the user's computer and determines their logon password. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ Software \ Policies \ Microsoft \ Cryptography:ForceKeyProtection  
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Remediation:  

To establish the recommended configuration via GP, set the following UI path to User is 

prompted when the key is first used  (configuring to User must enter a password 

each time they use a key  also conforms with the benchmark): 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ System cryptography: Force strong key protection for user 

keys stored on the computer  

Impact:  

Users will have to enter their password every time they access a key that is stored on their 

computer. For example, if users use an S-MIME certificate to digitally sign their e-mail they 

will be forced to enter the password for that certificate every time they send a signed e-

mail message. For some organizations the overhead that is involved using this 

configuration may be too high. 

For end user computers that are used to access sensitive data this setting could be set to 

"User is prompted when the key is first used," but Microsoft does not recommend enforcing 

this setting on servers due to the significant impact on manageability. For example, if this 

setting is configured to "User is prompted when the key is first used" you may not be able 

to configure Remote Desktop Services to use SSL certificates. More information is available 

in the Windows PKI TechNet Blog here: What is a strong key protection in Windows?. 

Default Value:  

Not Configured 

References: 

1. CCE-35007-4 

  

http://blogs.technet.com/b/pki/archive/2009/06/17/what-is-a-strong-key-protection-in-windows.aspx
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2.3.15 System objects 

This section contains recommendations related to system objects. 

2.3.15.1 (L1) Ensure 'System objects: Require case insensitivity for non-

Windows subsystems' is set to 'Enabled' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting determines whether case insensitivity is enforced for all subsystems. 

The Microsoft Win32' subsystem is case insensitive. However, the kernel supports case 

sensitivity for other subsystems, such as the Portable Operating System Interface for UNIX 

(POSIX). Because Windows is case insensitive (but the POSIX subsystem will support case 

sensitivity), failure to enforce this policy setting makes it possible for a user of the POSIX 

subsystem to create a file with the same name as another file by using mixed case to label 

it. Such a situation can block access to these files by another user who uses typical Win32 

tools, because only one of the files will be available. 

The recommended state for this setting is: Enabled . 

Rationale:  

Because Windows is case-insensitive but the POSIX subsystem will support case sensitivity, 

failure to enable this policy setting would make it possible for a user of that subsystem to 

create a file with the same name as another file but with a different mix of upper and lower 

case letters. Such a situation could potentially confuse users when they try to access such 

files from normal Win32 tools because only one of the files will be available. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ System \ CurrentControlSet \ Control \ Session 

Manager \ Kernel:ObCaseInsensitive  
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Remediation:  

To establish the recommended configuration via GP, set the following UI path to Enabled : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ System objects: Require case insensitivity for non - Windows 

subsystems  

Impact:  

All subsystems will be forced to observe case insensitivity. This configuration may confuse 

users who are familiar with any UNIX-based operating systems that is case-sensitive. 

Default Value:  

Enabled 

References: 

1. CCE-35008-2 
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2.3.15.2 (L1) Ensure 'System objects: Strengthen default permissions of 

internal system objects (e.g. Symbolic Links)' is set to 'Enabled' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting determines the strength of the default discretionary access control list 

(DACL) for objects. The setting helps secure objects that can be located and shared among 

processes and its default configuration strengthens the DACL, because it allows users who 

are not administrators to read shared objects but does not allow them to modify any that 

they did not create. 

The recommended state for this setting is: Enabled . 

Rationale:  

This setting determines the strength of the default DACL for objects. Windows Server 2003 

maintains a global list of shared computer resources so that objects can be located and 

shared among processes. Each type of object is created with a default DACL that specifies 

who can access the objects and with what permissions. If you enable this setting, the 

default DACL is strengthened because non-administrator users are allowed to read shared 

objects but not modify shared objects that they did not create. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ System \ CurrentControlSet \ Control \ Session Manager:ProtectionMode  

Remediation:  

To establish the recommended configuration via GP, set the following UI path to Enabled : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local 

Policies \ Securit y Options \ System objects: Strengthen default permissions of internal 

system objects (e.g. Symbolic Links)  
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Impact:  

None. This is the default configuration. 

Default Value:  

Enabled 

References: 

1. CCE-35232-8 
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2.3.16 System settings 

This section contains recommendations related to system settings. 

2.3.16.1 (L1) Ensure 'System settings: Optional subsystems' is set to 

'Defined: (blank)' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This security setting determines which subsystems can optionally be started up to support 

your applications. 

The recommended state for this setting is: Defined:(blank)  

Rationale:  

Leaving POSIX enabled could introduce an additional attack surface in your environment. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ System \ CurrentControlSet \ Control \ Session 

Manager \ Subsystems:Optional  

Remediation:  

To establish the recommended configuration via GP, set the following UI path to Defined: 

(blank):  

Computer Configuration \ Security Settings \ Local Policies \ Security Options \ System 

settings: Optional subsystems  

Impact:  

Removes POSIX compatibility. 
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Default Value:  

Not Configured 

References: 

1. CCE-33721-2 
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2.3.17 User Account Control 

This section contains recommendations related to User Account Control. 

2.3.17.1 (L1) Ensure 'User Account Control: Admin Approval Mode for 

the Built-in Administrator account' is set to 'Enabled' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting controls the behavior of Admin Approval Mode for the built-in 

Administrator account. 

The options are: 

- Enabled: The built-in Administrator account uses Admin Approval Mode. By default, any 

operation that requires elevation of privilege will prompt the user to approve the 

operation. 

- Disabled: (Default) The built-in Administrator account runs all applications with full 

administrative privilege. 

The recommended state for this setting is: Enabled . 
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Rationale:  

One of the risks that the User Account Control feature introduced with Windows Vista is 

trying to mitigate is that of malicious software running under elevated credentials without 

the user or administrator being aware of its activity. An attack vector for these programs 

was to discover the password of the account named "Administrator" because that user 

account was created for all installations of Windows. To address this risk, in Windows Vista 

the built -in Administrator account is disabled. In a default installation of a new computer, 

accounts with administrative control over the computer are initially set up in one of two 

ways: 

- If the computer is not joined to a domain, the first user account you create has the 

equivalent permissions as a local administrator. 

- If the computer is joined to a domain, no local administrator accounts are created. The 

Enterprise or Domain Administrator must log on to the computer and create one if a local 

administrator  account is warranted. 

Once Windows Vista is installed, the built-in Administrator account may be enabled, but we 

strongly recommend that this account remain disabled. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ Software \ Microsoft \ Windows \ CurrentVersion \ Policies \ System:FilterAdm

inistratorToken  

Remediation:  

To establish the recommended configuration via GP, set the following UI path to Enabled : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ User Account Control: Admin Approval Mode for the Built - in 

Administrator account  

Impact:  

Users that log on using the local Administrator account will be prompted for consent 

whenever a program requests an elevation in privilege. 

Default Value:  

Disabled 
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References: 

1. CCE-35338-3 
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2.3.17.2 (L1) Ensure 'User Account Control: Allow UIAccess applications 

to prompt for elevation without using the secure desktop' is set to 

'Disabled' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting controls whether User Interface Accessibility (UIAccess or UIA) 

programs can automatically disable the secure desktop for elevation prompts used by a 

standard user. 

- Enabled: UIA programs, including Windows Remote Assistance, automatically disable the 

secure desktop for elevation prompts. If you do not disable the "User Account Control: 

Switch to the secure desktop when prompting for elevation" policy setting, the prompts 

appear on the interactive user's desktop instead of the secure desktop. 

- Disabled: (Default) The secure desktop can be disabled only by the user of the interactive 

desktop or by disabling the "User Account Control: Switch to the secure desktop when 

prompting for elevation" policy setting. 

The recommended state for this setting is: Disabled . 

Rationale:  

One of the risks that the UAC feature introduced with Windows Vista is trying to mitigate is 

that of malicious software running under elevated credentials without the user or 

administrator being aware of its activity. This setting allows the administrator to perform 

operations that require elevated privileges while connected via Remote Assistance. This 

increases security in that organizations can use UAC even when end user support is 

provided remotely. However, it also reduces security by adding the risk that an 

administrator might allow an unprivileged user to share elevated privileges for an 

application that the administrator needs to use during the Remote Desktop session. 
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Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ SOFTWARE\ Microsoft \ Windows \ CurrentVersion \ Policies \ System:EnableUIA

DesktopToggle  

Remediation:  

To establish the recommended configuration via GP, set the following UI path to Disabled : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ User Account Control: Allow UIAccess applications to prompt 

for elevation without using the secure desktop  

Impact:  

If you enable this setting, ("User Account Control: Allow UIAccess applications to prompt 

for elevation without using the secure desktop"), requests for elevation are automatically 

sent to the interactive desktop (not the secure desktop) and also appear on the remote 

administrator's view of the desktop during a Windows Remote Assistance session, and the 

remote administrator is able to provide the appropriate credentials for elevation. This 

setting does not change the behavior of the UAC elevation prompt for administrators. 

Default Value:  

Disabled 

References: 

1. CCE-35458-9 
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2.3.17.3 (L1) Ensure 'User Account Control: Behavior of the elevation 

prompt for administrators in Admin Approval Mode' is set to 'Prompt 

for consent on the secure desktop' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting controls the behavior of the elevation prompt for administrators. 

The options are: 

- Elevate without prompting: Allows privileged accounts to perform an operation that 

requires elevation without requiring consent or credentials. Note: Use this option only in 

the most constrained environments. 

- Prompt for credentials on the secure desktop: When an operation requires elevation of 

privilege, the user is prompted on the secure desktop to enter a privileged user name and 

password. If the user enters valid credentials, the operation continues with the user's 

highest available privilege. 

- Prompt for consent on the secure desktop: When an operation requires elevation of 

privilege, the user is prompted on the secure desktop to select either Permit or Deny. If the 

user selects Permit, the operation continues with the user's highest available privilege. 

- Prompt for credentials: When an operation requires elevation of privilege, the user is 

prompted to enter an administrative user name and password. If the user enters valid 

credentials, the operation continues with the applicable privilege. 

- Prompt for consent: When an operation requires elevation of privilege, the user is 

prompted to select either Permit or Deny. If the user selects Permit, the operation 

continues with the user's highest available privilege. 

- Prompt for consent for non-Windows binaries: (Default) When an operation for a non-

Microsoft application requires elevation of privilege, the user is prompted on the secure 

desktop to select either Permit or Deny. If the user selects Permit, the operation continues 

with the user's highest available privilege. 

The recommended state for this setting is: Prompt for consent on the secure desktop . 
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Rationale:  

One of the risks that the UAC feature introduced with Windows Vista is trying to mitigate is 

that of malicious software running under elevated credentials without the user or 

administrator being aware of its activity. This setting raises awareness to the administrator 

of elevated privilege operations and permits the administrator to prevent a malicious 

program from elevating its privilege when the program attempts to do so. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ Software \ Microsoft \ Windows \ CurrentVersion \ Policies \ System:ConsentPr

omptBehaviorAdmin  

Remediation:  

To establish the recommended configuration via GP, set the following UI path to Prompt 

for cons ent on the secure desktop : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ User Account Control: Behavior of the elevation prompt for 

administrators in Admin Approval Mode  

Impact:  

This policy setting controls the behavior of the elevation prompt for administrators. 

Default Value:  

Prompt for consent for non-Windows binaries 

References: 

1. CCE-33784-0 
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2.3.17.4 (L1) Ensure 'User Account Control: Behavior of the elevation 

prompt for standard users' is set to 'Automatically deny elevation 

requests' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting controls the behavior of the elevation prompt for standard users. The 

options are: 

¶ Prompt for credentials: When an operation requires elevation of privilege, the user 
is prompted to enter an administrative user name and password. If the user enters 
valid credentials, the operation continues with the applicable privilege. 

¶ Automatically deny elevation requests: When an operation requires elevation of 
privilege, a configurable access denied error message is displayed. An enterprise 
that is running desktops as standard user may choose this setting to reduce help 
desk calls. 

¶ Prompt for credentials on the secure desktop: (Default) When an operation requires 
elevation of privilege, the user is prompted on the secure desktop to enter a 
different user name and password. If the user enters valid credentials, the operation 
continues with the applicable privilege. Note that this option was introduced in 
Windows 7 and it is not applicable to computers running Windows Vista or 
Windows Server 2008. 

The recommended state for this setting is: Automatically deny elevation requests . 

Rationale:  

One of the risks that the User Account Control feature introduced with Windows Vista is 

trying to mitigate is that of malicious programs running under elevated credentials without 

the user or administrator being aware of their activity. This setting raises awareness to the 

user that a program requires the use of elevated privilege operations and requires that the 

user be able to supply administrative credentials in order for the program to run. 
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Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ Software \ Microsoft \ Windows \ CurrentVersion \ Policies \ System:ConsentPr

omptBehaviorUser  

Remediation:  

To establish the recommended configuration via GP, set the following UI path to 
Automatically deny elevation requests:  

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ User Account Control: Behavior of the elevation prompt for 

standard users  

Impact:  

Users will need to provide administrative passwords to be able to run programs with 

elevated privileges. This could cause an increased load on IT staff while the programs that 

are impacted are identified and standard operating procedures are modified to support 

least privilege operations. 

Default Value:  

Prompt for credentials 

References: 

1. CCE-33785-7 
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2.3.17.5 (L1) Ensure 'User Account Control: Detect application 

installations and prompt for elevation' is set to 'Enabled' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting controls the behavior of application installation detection for the 

computer. 

The options are: 

- Enabled: (Default for home) When an application installation package is detected that 

requires elevation of privilege, the user is prompted to enter an administrative user name 

and password. If the user enters valid credentials, the operation continues with the 

applicable privilege. 

- Disabled: (Default for enterprise) Application installation packages are not detected and 

prompted for elevation. Enterprises that are running standard user desktops and use 

delegated installation technologies such as Group Policy Software Installation or Systems 

Management Server (SMS) should disable this policy setting. In this case, installer detection 

is unnecessary. 

The recommended state for this setting is: Enabled . 

Rationale:  

Some malicious software will attempt to install itself after being given permission to run. 

For example, malicious software with a trusted application shell. The user may have given 

permission for the program to run because the program is trusted, but if they are then 

prompted for installation of an unknown component this provides another way of trapping 

the software before it can do damage 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ Software \ Microsoft \ Windows \ CurrentVersion \ Policies \ System:EnableIns

tallerDetection  
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Remediation:  

To establish the recommended configuration via GP, set the following UI path to Enabled : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ User Account Control: Detect application installatio ns and 

prompt for elevation  

Impact:  

Users will need to provide administrative passwords to be able to install programs. 

Default Value:  

Enabled 

References: 

1. CCE-35429-0 
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2.3.17.6 (L1) Ensure 'User Account Control: Only elevate UIAccess 

applications that are installed in secure locations' is set to 'Enabled' 

(Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting controls whether applications that request to run with a User Interface 

Accessibility (UIAccess) integrity level must reside in a secure location in the file system. 

Secure locations are limited to the following: 

- ȣ\ Program Files\ , including subfolders 

- ȣ\ Windows\ system32\  

- ȣ\ Program Files (x86)\ , including subfolders for 64-bit versions of Windows 

Note: Windows enforces a public key infrastructure (PKI) signature check on any 

interactive application that requests to run with a UIAccess integrity level regardless of the 

state of this security setting. 

The options are: 

- Enabled: (Default) If an application resides in a secure location in the file system, it runs 

only with UIAccess integrity. 

- Disabled: An application runs with UIAccess integrity even if it does not reside in a secure 

location in the file system. 

The recommended state for this setting is: Enabled . 
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Rationale:  

UIAccess Integrity allows an application to bypass User Interface Privilege Isolation (UIPI) 

restrictions when an application is elevated in privilege from a standard user to an 

administrator. This is required to support accessibility features such as screen readers that 

are transmitting user interfaces to alternative forms. A process that is started with 

UIAccess rights has the following abilities: 

- To set the foreground window. 

- To drive any application window using SendInput function. 

- To use read input for all integrity levels using low-level hooks, raw input, GetKeyState, 

GetAsyncKeyState, and GetKeyboardInput. 

- To set journal hooks. 

- To uses AttachThreadInput to attach a thread to a higher integrity input queue. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ Software \ Microsoft \ Windows \ CurrentVersion \ Policies \ System:EnableSec

ureUIA Paths  

Remediation:  

To establish the recommended configuration via GP, set the following UI path to Enabled : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ User Account Control: Only elevate UIAccess appli cations 

that are installed in secure locations  

Impact:  

If the application that requests UIAccess meets the UIAccess setting requirements, 

Windows Vista starts the application with the ability to bypass most of the UIPI 

restrictions. If the application does not meet the security restrictions, the application will 

be started without UIAccess rights and can interact only with applications at the same or 

lower privilege level. 

Default Value:  

Enabled 

References: 

1. CCE-35401-9  
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2.3.17.7 (L1) Ensure 'User Account Control: Run all administrators in 

Admin Approval Mode' is set to 'Enabled' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting controls the behavior of all User Account Control (UAC) policy settings 

for the computer. If you change this policy setting, you must restart your computer. 

The options are: 

- Enabled: (Default) Admin Approval Mode is enabled. This policy must be enabled and 

related UAC policy settings must also be set appropriately to allow the built-in 

Administrator account and all other users who are members of the Administrators group to 

run in Admin Approval Mode. 

- Disabled: Admin Approval Mode and all related UAC policy settings are disabled. Note: If 

this policy setting is disabled, the Security Center notifies you that the overall security of 

the operating system has been reduced. 

The recommended state for this setting is: Enabled . 

Rationale:  

This is the setting that turns on or off UAC. If this setting is disabled, UAC will not be used 

and any security benefits and risk mitigations that are dependent on UAC will not be 

present on the system. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ Software \ Microsoft \ Windows \ CurrentVersion \ Policies \ System:EnableLUA  
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Remediation:  

To establish the recommended configuration via GP, set the following UI path to Enabled : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ User Account Control: Run all administrators in Admin 

Approval Mode  

Impact:  

Users and administrators will need to learn to work with UAC prompts and adjust their 

work habits to use least privilege operations. 

Default Value:  

Enabled 

References: 

1. CCE-33788-1 
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2.3.17.8 (L1) Ensure 'User Account Control: Switch to the secure desktop 

when prompting for elevation' is set to 'Enabled' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting controls whether the elevation request prompt is displayed on the 

interactive user's desktop or the secure desktop. 

The options are: 

- Enabled: (Default) All elevation requests go to the secure desktop regardless of prompt 

behavior policy settings for administrators and standard users. 

- Disabled: All elevation requests go to the interactive user's desktop. Prompt behavior 

policy settings for administrators and standard users are used. 

The recommended state for this setting is: Enabled . 

Rationale:  

Elevation prompt dialog boxes can be spoofed, causing users to disclose their passwords to 

malicious software. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ Software \ Microsoft \ Windows \ CurrentVersion \ Policies \ System:PromptOnS

ecureDesktop  

Remediation:  

To establish the recommended configuration via GP, set the following UI path to Enabled : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ User Account Control: Switch to the secure desktop when 

prompting for elevation  
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Impact:  

None. This is the default configuration. 

Default Value:  

Enabled 

References: 

1. CCE-33815-2 
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2.3.17.9 (L1) Ensure 'User Account Control: Virtualize file and registry 

write failures to per-user locations' is set to 'Enabled' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This policy setting controls whether application write failures are redirected to defined 

registry and file system locations. This policy setting mitigates applications that run as 

administrator and write run -time application data to %ProgramFiles%, %Windir%, 

%Windir% \ system32, or HKEY_LOCAL_MACHINE\ Software. 

The options are: 

- Enabled: (Default) Application write failures are redirected at run time to defined user 

locations for both the file system and registry. 

- Disabled: Applications that write data to protected locations fail. 

The recommended state for this setting is: Enabled . 

Rationale:  

This setting reduces vulnerabilities by ensuring that legacy applications only write data to 

permitted locations. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ Software \ Microsoft \ Windows \ CurrentVersion \ Policies \ System:EnableVir

tualization  

Remediation:  

To establish the recommended configuration via GP, set the following UI path to Enabled : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local 

Policies \ Security Options \ User Account Control: Virtualize file and registry write 

failures to per - user locations  

  



256 | P a g e 
 

Impact:  

None. This is the default configuration. 

Default Value:  

Enabled 

References: 

1. CCE-35459-7 

3 Event Log 

This section is intentionally blank and exists to ensure the structure of Windows 

benchmarks is consistent. 

4 Restricted Groups 

This section is intentionally blank and exists to ensure the structure of Windows 

benchmarks is consistent. 

5 System Services 

This section is intentionally blank and exists to ensure the structure of Windows 

benchmarks is consistent. 

6 Registry 

This section is intentionally blank and exists to ensure the structure of Windows 

benchmarks is consistent. 

7 File System 

This section is intentionally blank and exists to ensure the structure of Windows 

benchmarks is consistent. 

8 Wired Network (IEEE 802.3) Policies 

This section is intentionally blank and exists to ensure the structure of Windows 

benchmarks is consistent.  
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9 Windows Firewall With Advanced Security 

This section contains recommendations for configuring the Windows Firewall. 

9.1 Domain Profile 

This section contains recommendations for the Domain Profile of the Windows Firewall. 

9.1.1 (L1) Ensure 'Windows Firewall: Domain: Firewall state' is set to 'On 

(recommended)' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

Select On (recommended) to have Windows Firewall with Advanced Security use the 

settings for this profile to filter network traffic. If you select Off, Windows Firewall with 

Advanced Security will not use any of the firewall rules or connection security rules for this 

profile. 

The recommended state for this setting is: On (recommended) . 

Rationale:  

If the firewall is turned off all traffic will be able to access the system and an attacker may 

be more easily able to remotely exploit a weakness in a network service. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ Software \ Policies \ Microsoft \ WindowsFirewall \ DomainProfile \ EnableFir

ewall  
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Remediation:  

To establish the recommended configuration via GP, set the following UI path to On 

(recommended) : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Windows Firewall 

with Advanced Security \ Windows Firewall with Advanced Security \ Windows Firewall 

Properties \ Domain Profile \ Firewall state  

Impact:  

None, this is the default configuration. 

Default Value:  

On 

References: 

1. CCE-33160-3 
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9.1.2 (L1) Ensure 'Windows Firewall: Domain: Inbound connections' is 

set to 'Block (default)' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This setting determines the behavior for inbound connections that do not match an 

inbound firewall rule. The default behavior is to block connections unless there are firewall 

rules to allow the connection. 

The recommended state for this setting is: Block (default) . 

Rationale:  

If the firewall allows all traffic to access the system then an attacker may be more easily 

able to remotely exploit a weakness in a network service. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ Software \ Policies \ Microsoft \ WindowsFirewall \ DomainProfile \ DefaultIn

boundAction  

Remediation:  

To establish the recommended configuration via GP, set the following UI path to Block 

(default) : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Windows Firewall 

with Advanced Security \ Windows Firewall with Advanced Security \ Windows Firewall 

Properties \ Domain Profile \ Inbound connections  

Impact:  

None, this is the default configuration. 

Default Value:  

Block  
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References: 

1. CCE-33063-9 
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9.1.3 (L1) Ensure 'Windows Firewall: Domain: Outbound connections' is 

set to 'Allow (default)' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This setting determines the behavior for outbound connections that do not match an 

outbound firewall rule. In Windows Vista / Server 2008 and above, the default behavior is 

to allow connections unless there are firewall rules that block the connection. 

The recommended state for this setting is: Allow (default) . 

Rationale:  

Some people believe that it is prudent to block all outbound connections except those 

specifically approved by the user or administrator. Microsoft disagrees with this opinion, 

blocking outbound connections by default will force users to deal with a large number of 

dialog boxes prompting them to authorize or block applications such as their web browser 

or instant messaging software. Additionally, blocking outbound traffic has little value 

because if an attacker has compromised the system they can reconfigure the firewall 

anyway. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ Software \ Policies \ Microsoft \ WindowsFirewall \ DomainProfile \ DefaultOu

tboundAction  

Remediation:  

To establish the recommended configuration via GP, set the following UI path to Allow 

(default) : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Windows Firewall 

with Advanced Security \ Windows Firewall with Advanced Security \ Windows Firewall 

Properties \ Domain Profile \ Outbound connection s 
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Impact:  

None, this is the default configuration. 

Default Value:  

Allow 

References: 

1. CCE-33098-5 
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9.1.4 (L1) Ensure 'Windows Firewall: Domain: Settings: Display a 

notification' is set to 'No' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

Select this option to have Windows Firewall with Advanced Security display notifications to 

the user when a program is blocked from receiving inbound connections. 

Note: When the Apply local firewall rules setting is configured to No, it's recommended to 

also configure the Display a notification setting  to No. Otherwise, users will continue 

to receive messages that ask if they want to unblock a restricted inbound connection, but 

the user's response will be ignored. 

The recommended state for this setting is: No. 

Rationale:  

Firewall notifications can be complex and may confuse the end users, who would not be 

able to address the alert. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ Software \ Policies \ Microsoft \ WindowsFirewall \ DomainProfile \ DisableNo

tifications  

Remediation:  

To establish the recommended configuration via GP, set the following UI path to No: 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Windows Firewall 

with Advanced Security \ Windows Firewall with Advanced Security \ Windows Firewall 

Properties \ Domain Profile \ Settings Customize \ Display a notificatio n 
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Impact:  

If you configure this policy setting to No, Windows Firewall will not display these 

notifications. 

Default Value:  

Yes 

References: 

1. CCE-33062-1 
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9.1.5 (L1) Ensure 'Windows Firewall: Domain: Settings: Apply local 

firewall rules' is set to 'Yes (default)' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This setting controls whether local administrators are allowed to create local firewall rules 

that apply together with firewall rules configured by Group Policy. 

The recommended state for this setting is: Yes (default) . 

Rationale:  

Users with administrative privileges might create firewall rules that expose the system to 

remote attack. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ Software \ Policies \ Microsoft \ WindowsFirewall \ DomainProfile \ AllowLoca

lPolicyMerge  

Remediation:  

To establish the recommended configuration via GP, set the following UI path to Yes 

(default) : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Windows Firewall 

with Advanced Security \ Windows Firewall with Advanced Security \ Windows Firewall 

Properties \ Domain Profile \ Settings Customize \ Apply local firewall rules  

Impact:  

If you configure this setting to No, administrators can still create firewall rules, but the 

rules will not be applied. This setting is available only when configuring the policy through 

Group Policy. 
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Default Value:  

Yes 

References: 

1. CCE-33061-3 

  



267 | P a g e 
 

9.1.6 (L1) Ensure 'Windows Firewall: Domain: Settings: Apply local 

connection security rules' is set to 'Yes (default)' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This setting controls whether local administrators are allowed to create connection 

security rules that apply together with connection security rules configured by Group 

Policy. 

The recommended state for this setting is: Yes (default) . 

Rationale:  

Users with administrative privileges might create firewall rules that expose the system to 

remote attack. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ Software \ Policies \ Microsoft \ WindowsFirewall \ DomainProfile \ AllowLoca

lIPsecPolicyMerge  

Remediation:  

To establish the recommended configuration via GP, set the following UI path to Yes 

(default) : 

Computer Configuration \ Policies \ Windows Settings \ Securi ty Settings \ Windows Firewall 

with Advanced Security \ Windows Firewall with Advanced Security \ Windows Firewall 

Properties \ Domain Profile \ Settings Customize \ Apply local connection security rules  

Impact:  

If you configure this setting to No, administrators can still create firewall rules, but the 

rules will not be applied. This setting is available only when configuring the policy through 

Group Policy.  
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Default Value:  

Yes 

References: 

1. CCE-35701-2 
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9.1.7 (L1) Ensure 'Windows Firewall: Domain: Logging: Name' is set to 

'%SYSTEMROOT%\System32\ logfiles\ firewall\domainfw.log' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

Use this option to specify the path and name of the file in which Windows Firewall will 

write its log information.  

The recommended state for this setting is: 

%SYSTEMROOT%\ System32 \ logfiles \ firewall \ domainfw.log . 

Rationale:  

If events are not recorded it may be difficult or impossible to determine the root cause of 

system problems or the unauthorized activities of malicious users. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ Software \ Policies \ Microsoft \ WindowsFirewall \ DomainProfile \ Logging \ L

ogFilePath  

Remediation:  

To establish the recommended configuration via GP, set the following UI path to 

%SYSTEMROOT%\ System32 \ logfiles \ firewall \ domainfw.log : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Windows Fir ewall 

with Advanced Security \ Windows Firewall with Advanced Security \ Windows Firewall 

Properties \ Domain Profile \ Logging Customize \ Name 

Impact:  

The log file will be stored in the specified file. 

Default Value:  

Not configured  
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References: 

1. CCE-34176-8 
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9.1.8 (L1) Ensure 'Windows Firewall: Domain: Logging: Size limit (KB)' is 

set to '16,384 KB or greater' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

Use this option to specify the size limit of the file in which Windows Firewall will write its 

log information. 

The recommended state for this setting is: 16,384 KB or greater . 

Rationale:  

If events are not recorded it may be difficult or impossible to determine the root cause of 

system problems or the unauthorized activities of malicious users. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ Software \ Policies \ Microsoft \ WindowsFirewa ll \ DomainProfile \ Logging \ L

ogFileSize  

Remediation:  

To establish the recommended configuration via GP, set the following UI path to 16,384 KB 

or greater : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Windows Firewall 

with Advanced Securi ty \ Windows Firewall with Advanced Security \ Windows Firewall 

Properties \ Domain Profile \ Logging Customize \ Size limit (KB)  

Impact:  

The log file size will be limited to the specified size, old events will be overwritten by newer 

ones when the limit is reached. 

Default Value:  

Not configured  
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References: 

1. CCE-35083-5 
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9.1.9 (L1) Ensure 'Windows Firewall: Domain: Logging: Log dropped 

packets' is set to 'Yes' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

Use this option to log when Windows Firewall with Advanced Security discards an inbound 

packet for any reason. The log records why and when the packet was dropped. Look for 

entries with the word DROP in the action column of the log. 

The recommended state for this setting is: Yes. 

Rationale:  

If events are not recorded it may be difficult or impossible to determine the root cause of 

system problems or the unauthorized activities of malicious users. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ Software \ Policies \ Microsoft \ WindowsFirewall \ DomainProfile \ Logging \ L

ogDroppedPackets  

Remediation:  

To establish the recommended configuration via GP, set the following UI path to Yes: 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Windows Firewall 

with Advanced Security \ Windows Firewall with Advanced Security \ Windows Firewall 

Properties \ Domain Profile \ Logging Customize \ Log dropped packets  

Impact:  

Information about dropped packets will be recorded in the firewall log file. 

Default Value:  

Not configured  
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References: 

1. CCE-35252-6 
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9.1.10 (L1) Ensure 'Windows Firewall: Domain: Logging: Log successful 

connections' is set to 'Yes' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

Use this option to log when Windows Firewall with Advanced Security allows an inbound 

connection. The log records why and when the connection was formed. Look for entries 

with t he word ALLOW in the action column of the log. 

The recommended state for this setting is: Yes. 

Rationale:  

If events are not recorded it may be difficult or impossible to determine the root cause of 

system problems or the unauthorized activities of malicious users. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ Software \ Policies \ Microsoft \ WindowsFirewall \ DomainProfile \ Logging \ L

ogSuccessfulConnections  

Remediation:  

To establish the recommended configuration via GP, set the following UI path to Yes: 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Windows Firewall 

with Advanced Security \ Windows F irewall with Advanced Security \ Windows Firewall 

Properties \ Domain Profile \ Logging Customize \ Log successful connections  

Impact:  

Information about successful connections will be recorded in the firewall log file. 

Default Value:  

Not configured  
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References: 

1. CCE-35306-0 
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9.2 Private Profile 

This section contains recommendations for the Private Profile of the Windows Firewall. 

9.2.1 (L1) Ensure 'Windows Firewall: Private: Firewall state' is set to 'On 

(recommended)' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

Select On (recommended) to have Windows Firewall with Advanced Security use the 

settings for this profile to filter network traffic. If you select Off, Windows Firewall with 

Advanced Security will not use any of the firewall rules or connection security rules for this 

profile. 

The recommended state for this setting is: On (recommended) . 

Rationale:  

If the firewall is turned off all traffic will be able to access the system and an attacker may 

be more easily able to remotely exploit a weakness in a network service. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ Software \ Policie s\ Microsoft \ WindowsFirewall \ PrivateProfile \ EnableFi

rewall  

Remediation:  

To establish the recommended configuration via GP, set the following UI path to On 

(recommended) : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Windows Firewall 

wit h Advanced Security \ Windows Firewall with Advanced Security \ Windows Firewall 

Properties \ Private Profile \ Firewall state  
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Impact:  

None, this is the default configuration. 

Default Value:  

On 

References: 

1. CCE-33066-2 
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9.2.2 (L1) Ensure 'Windows Firewall: Private: Inbound connections' is set 

to 'Block (default)' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This setting determines the behavior for inbound connections that do not match an 

inbound firewall rule. The default behavior is to block connections unless there are firewall 

rules to allow the connection. 

The recommended state for this setting is: Block (default) . 

Rationale:  

If the firewall allows all traffic to access the system then an attacker may be more easily 

able to remotely exploit a weakness in a network service. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ Sof tware \ Policies \ Microsoft \ WindowsFirewall \ PrivateProfile \ DefaultI

nboundAction  

Remediation:  

To establish the recommended configuration via GP, set the following UI path to Block 

(default) : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Windows Firewall 

with Advanced Security \ Windows Firewall with Advanced Security \ Windows Firewall 

Properties \ Private Profile \ Inbound connections  

Impact:  

None, this is the default configuration. 

Default Value:  

Block  
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References: 

1. CCE-33161-1 
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9.2.3 (L1) Ensure 'Windows Firewall: Private: Outbound connections' is 

set to 'Allow (default)' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This setting determines the behavior for outbound connections that do not match an 

outbound firewall rule. The default behavior is to allow connections unless there are 

firewall rules that block the connection. 

Important:  If you set Outbound connections to Block and then deploy the firewall policy by 

using a GPO, computers that receive the GPO settings cannot receive subsequent Group 

Policy updates unless you create and deploy an outbound rule that enables Group Policy to 

work. Predefined rules for Core Networking include outbound rules that enable Group 

Policy to work. Ensure that these outbound rules are active, and thoroughly test firewall 

profiles before deploying. 

The recommended state for this setting is: Allow (default) . 

Rationale:  

Some people believe that it is prudent to block all outbound connections except those 

specifically approved by the user or administrator. Microsoft disagrees with this opinion, 

blocking outbound connections by default will force users to deal with a large number of 

dialog boxes prompting them to authorize or block applications such as their web browser 

or instant messaging software. Additionally, blocking outbound traffic has little value 

because if an attacker has compromised the system they can reconfigure the firewall 

anyway. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ Software \ Policies \ Microsoft \ WindowsFirewall \ PrivateProfile \ DefaultO

utboundAction  
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Remediation:  

To establish the recommended configuration via GP, set the following UI path to Allow 

(default) : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Windows Firewall 

with Advanced Security \ Windows Firewall with Advanced Security \ Windows Firewall 

Properties \ Private Profile \ Outbound connections  

Impact:  

None, this is the default configuration. 

Default Value:  

Allow 

References: 

1. CCE-33162-9 
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9.2.4 (L1) Ensure 'Windows Firewall: Private: Settings: Display a 

notification' is set to 'No' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

Select this option to have Windows Firewall with Advanced Security display notifications to 

the user when a program is blocked from receiving inbound connections. 

Note: When the Apply local firewall rules  setting is configured to No, it's 

recommended to also configure the Display a notification  setting to No. Otherwise, 

users will continue to receive messages that ask if they want to unblock a restricted 

inbound connection, but the user's response will be ignored. 

The recommended state for this setting is: No. 

Rationale:  

Firewall notifications can be complex and may confuse the end users, who would not be 

able to address the alert. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ Software \ Policies \ Microsoft \ WindowsFirewall \ PrivateProfile \ DisableN

otifications  

Remediation:  

To establish the recommended configuration via GP, set the following UI path to No: 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Windows Firewall 

with Advanced Security \ Windows Firewall with Advanced Security \ Windows Firewall 

Properties \ Private Profile \ Settings Customize \ Display a notification  
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Impact:  

If you configure this policy setting to No, Windows Firewall will not display these 

notifications. 

Default Value:  

Yes 

References: 

1. CCE-33065-4 
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9.2.5 (L1) Ensure 'Windows Firewall: Private: Settings: Apply local 

firewall rules' is set to 'Yes (default)' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This setting controls whether local administrators are allowed to create local firewall rules 

that apply together with firewall rules configured by Group Policy. 

The recommended state for this setting is: Yes (default) . 

Rationale:  

Users with administrative privileges might create firewall rules that expose the system to 

remote attack. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ Software \ Policies \ Microsoft \ WindowsFirewall \ PrivateProfile \ AllowLoc

alPolicyMerge  

Remediation:  

To establish the recommended configuration via GP, set the following UI path to Yes 

(default) : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Windows Firewall 

with Advanced Security \ Windows Firewall with Advanced Security \ Windows Firewall 

Properties \ Private Profile \ Settings Customize \ Apply local firewal l rules  

Impact:  

If you configure this setting to No, administrators can still create firewall rules, but the 

rules will not be applied. This setting is available only when configuring the policy through 

Group Policy. 
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Default Value:  

Yes 

References: 

1. CCE-35702-0 

  



287 | P a g e 
 

9.2.6 (L1) Ensure 'Windows Firewall: Private: Settings: Apply local 

connection security rules' is set to 'Yes (default)' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This setting controls whether local administrators are allowed to create connection 

security rules that apply together with connection security rules configured by Group 

Policy. 

The recommended state for this setting is: Yes (default) . 

Rationale:  

Users with administrative privileges might create firewall rules that expose the system to 

remote attack. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ Sof tware \ Policies \ Microsoft \ WindowsFirewall \ PrivateProfile \ AllowLoc

alIPsecPolicyMerge  

Remediation:  

To establish the recommended configuration via GP, set the following UI path to Yes 

(default) : 

Computer Configuration \ Policies \ Windows Settings \ Security Setting s\ Windows Firewall 

with Advanced Security \ Windows Firewall with Advanced Security \ Windows Firewall 

Properties \ Private Profile \ Settings Customize \ Apply local connection security rules  

Impact:  

If you configure this setting to No, administrators can still create firewall rules, but the 

rules will not be applied. This setting is available only when configuring the policy through 

Group Policy.  
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Default Value:  

Yes 

References: 

1. CCE-33064-7 
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9.2.7 (L1) Ensure 'Windows Firewall: Private: Logging: Name' is set to 

'%SYSTEMROOT%\System32\ logfiles\ firewall\privatefw.log' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

Use this option to specify the path and name of the file in which Windows Firewall will 

write its log information.  

The recommended state for this setting is: 

%SYSTEMROOT%\ System32 \ logfiles \ firewall \ privatefw.log . 

Rationale:  

If events are not recorded it may be difficult or impossible to determine the root cause of 

system problems or the unauthorized activities of malicious users. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ Software \ Policies \ Microsoft \ WindowsFirewall \ PrivateP rofile \ Logging \

LogFilePath  

Remediation:  

To establish the recommended configuration via GP, set the following UI path to 

%SYSTEMROOT%\ System32 \ logfiles \ firewall \ privatefw.log : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Windows Firewa ll 

with Advanced Security \ Windows Firewall with Advanced Security \ Windows Firewall 

Properties \ Private Profile \ Logging Customize \ Name 

Impact:  

The log file will be stored in the specified file. 

Default Value:  

Not configured  
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References: 

1. CCE-33437-5 
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9.2.8 (L1) Ensure 'Windows Firewall: Private: Logging: Size limit (KB)' is 

set to '16,384 KB or greater' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

Use this option to specify the size limit of the file in which Windows Firewall will write its 

log information. 

The recommended state for this setting is: 16,384 KB or greater . 

Rationale:  

If events are not recorded it may be difficult or impossible to determine the root cause of 

system problems or the unauthorized activities of malicious users. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ Software \ Policies \ Microsoft \ WindowsFirewa ll \ PrivateProfile \ Logging \

LogFileSize  

Remediation:  

To establish the recommended configuration via GP, set the following UI path to 16,384 KB 

or greater : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Windows Firewall 

with Advanced Secur ity \ Windows Firewall with Advanced Security \ Windows Firewall 

Properties \ Private Profile \ Logging Customize \ Size limit (KB)  

Impact:  

The log file size will be limited to the specified size, old events will be overwritten by newer 

ones when the limit is reached. 

Default Value:  

Not configured  
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References: 

1. CCE-34356-6 
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9.2.9 (L1) Ensure 'Windows Firewall: Private: Logging: Log dropped 

packets' is set to 'Yes' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

Use this option to log when Windows Firewall with Advanced Security discards an inbound 

packet for any reason. The log records why and when the packet was dropped. Look for 

entries with the word DROP in the action column of the log. 

The recommended state for this setting is: Yes. 

Rationale:  

If events are not recorded it may be difficult or impossible to determine the root cause of 

system problems or the unauthorized activities of malicious users. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ Software \ Policies \ Microsoft \ WindowsFirewall \ PrivateProfile \ Logging \

LogDroppedPackets  

Remediation:  

To establish the recommended configuration via GP, set the following UI path to Yes: 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Windows Firewall 

with Advanced Security \ Windows Firewall with Advanced Security \ Windows Firewall 

Properties \ Private Profile \ Logging Customize \ Log dropped packets  

Impact:  

Information about dropped packets will be recorded in the firewall log file. 

Default Value:  

Not configured  
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References: 

1. CCE-33436-7 
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9.2.10 (L1) Ensure 'Windows Firewall: Private: Logging: Log successful 

connections' is set to 'Yes' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

Use this option to log when Windows Firewall with Advanced Security allows an inbound 

connection. The log records why and when the connection was formed. Look for entries 

with the word ALLOW in the action column of the log. 

The recommended state for this setting is: Yes. 

Rationale:  

If events are not recorded it may be difficult or impossible to determine the root cause of 

system problems or the unauthorized activities of malicious users. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ Software \ Policies \ Microsoft \ WindowsFirewall \ PrivateProfile \ Logging \

LogSuccessfulConnections  

Remediation:  

To establish the recommended configuration via GP, set the following UI path to Yes: 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Windows Firewall 

with Advanced Security \ Windows Firewall with Advanced Security \ Windows Firewall 

Properties \ Private Profile \ Logging Customize \ Log successful connections  

Impact:  

Information about successful connections will be recorded in the firewall log file. 

Default Value:  

Not configured  
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References: 

1. CCE-34177-6 
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9.3 Public Profile 

This section contains recommendations for the Public Profile of the Windows Firewall. 

9.3.1 (L1) Ensure 'Windows Firewall: Public: Firewall state' is set to 'On 

(recommended)' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

Select On (recommended) to have Windows Firewall with Advanced Security use the 

settings for this profile to filter network traffic. If you select Off, Windows Firewall with 

Advanced Security will not use any of the firewall rules or connection security rules for this 

profile. 

The recommended state for this setting is: On (recommended) . 

Rationale:  

If the firewall is turned off all traffic will be able to access the system and an attacker may 

be more easily able to remotely exploit a weakness in a network service. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ Softw are \ Policies \ Microsoft \ WindowsFirewall \ PublicProfile \ EnableFir

ewall  

Remediation:  

To establish the recommended configuration via GP, set the following UI path to On 

(recommended):  

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Windows Fi rewall 

with Advanced Security \ Windows Firewall with Advanced Security \ Windows Firewall 

Properties \ Public Profile \ Firewall state  
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Impact:  

None, this is the default configuration. 

Default Value:  

On 

References: 

1. CCE-35703-8 
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9.3.2 (L1) Ensure 'Windows Firewall: Public: Inbound connections' is set 

to 'Block (default)' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This setting determines the behavior for inbound connections that do not match an 

inbound firewall rule. The default behavior is to block connections unless there are firewall 

rules to allow the connection. 

The recommended state for this setting is: Block (default) . 

Rationale:  

If the firewall allows all traffic to access the system then an attacker may be more easily 

able to remotely exploit a weakness in a network service. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ Software \ Policies \ Microsoft \ WindowsFirewall \ PublicProfile \ DefaultIn

boundAction  

Remediation:  

To establish the recommended configuration via GP, set the following UI path to Block 

(default) : 

Computer Configuration \ Policies \ Windows Settings \ Security Sett ings \ Windows Firewall 

with Advanced Security \ Windows Firewall with Advanced Security \ Windows Firewall 

Properties \ Public Profile \ Inbound connections  

Impact:  

None, this is the default configuration. 

Default Value:  

Block  
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References: 

1. CCE-33069-6 
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9.3.3 (L1) Ensure 'Windows Firewall: Public: Outbound connections' is 

set to 'Allow (default)' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This setting determines the behavior for outbound connections that do not match an 

outbound firewall rule. The default behavior is to allow connections unless there are 

firewall rules that block the connection. 

Important:  If you set Outbound connections to Block and then deploy the firewall policy by 

using a GPO, computers that receive the GPO settings cannot receive subsequent Group 

Policy updates unless you create and deploy an outbound rule that enables Group Policy to 

work. Predefined rules for Core Networking include outbound rules that enable Group 

Policy to work. Ensure that these outbound rules are active, and thoroughly test firewall 

profiles before deploying. 

The recommended state for this setting is: Allow (default) . 

Rationale:  

Some people believe that it is prudent to block all outbound connections except those 

specifically approved by the user or administrator. Microsoft disagrees with this opinion, 

blocking outbound connections by default will force users to deal with a large number of 

dialog boxes prompting them to authorize or block applications such as their web browser 

or instant messaging software. Additionally, blocking outbound traffic has little value 

because if an attacker has compromised the system they can reconfigure the firewall 

anyway. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ Software \ Policies \ Microsoft \ WindowsFirewall \ PublicProfile \ DefaultOu

tboundAction  
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Remediation:  

To establish the recommended configuration via GP, set the following UI path to Allow 

(default) : 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Windows Firewall 

with Advanced Security \ Windows Firewall with Advanced Security \ Windows Firewall 

Properties \ Public Profile \ Outbound connections  

Impact:  

None, this is the default configuration. 

Default Value:  

Allow 

References: 

1. CCE-33070-4 
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9.3.4 (L1) Ensure 'Windows Firewall: Public: Settings: Display a 

notification' is set to 'Yes' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

Select this option to have Windows Firewall with Advanced Security display notifications to 

the user when a program is blocked from receiving inbound connections. 

Note: When the Apply local firewall rules  setting is configured to Yes, it is also 

recommended to also configure the Display a notification  setting to Yes. Otherwise, 

users will not receive messages that ask if they want to unblock a restricted inbound 

connection. 

The recommended state for this setting is: Yes. 

Rationale:  

Some organizations may prefer to avoid alarming users when firewall rules block certain 

types of network activity. However, notifications can be helpful when troubleshooting 

network issues involving the firewall. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ Software \ Policies \ Microsoft \ WindowsFirewall \ PublicProfile \ DisableNo

tifications  

Remediatio n: 

To establish the recommended configuration via GP, set the following UI path to Yes: 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Windows Firewall 

with Advanced Security \ Windows Firewall with Advanced Security \ Windows Firewall 

Prop erties \ Public Profile \ Settings Customize \ Display a notification  
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Impact:  

If you configure this policy setting to No, Windows Firewall will not display these 

notifications. 

Default Value:  

Yes 

References: 

1. CCE-33068-8 
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9.3.5 (L1) Ensure 'Windows Firewall: Public: Settings: Apply local firewall 

rules' is set to 'No' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This setting controls whether local administrators are allowed to create local firewall rules 

that apply together with firewall rules configured by Group Policy. 

The recommended state for this setting is: No. 

Rationale:  

When in the Public profile, there should be no special local firewall exceptions per 

computer. These settings should be managed by a centralized policy. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ Software \ Policies \ Microsoft \ WindowsFirewall \ PublicProfile \ AllowLoca

lPolicyMerge  

Remediation:  

To establish the recommended configuration via GP, set the following UI path to No: 

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Windows Firewall 

with Advanced Security \ Windows Firewall with Advance d Security \ Windows Firewall 

Properties \ Public Profile \ Settings Customize \ Apply local firewall rules  

Impact:  

If you configure this setting to No, administrators can still create firewall rules, but the 

rules will not be applied. This setting is available only when configuring the policy through 

Group Policy. 

Default Value:  

Yes  
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References: 

1. CCE-35537-0 
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9.3.6 (L1) Ensure 'Windows Firewall: Public: Settings: Apply local 

connection security rules' is set to 'No' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

This setting controls whether local administrators are allowed to create connection 

security rules that apply together with connection security rules configured by Group 

Policy. 

The recommended state for this setting is: No. 

Rationale:  

Users with administrative privileges might create firewall rules that expose the system to 

remote attack. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ Software \ Policies \ Microsoft \ WindowsFirewall \ PublicProfile \ AllowLoca

lIPsecPolicyMerge  

Remediation:  

To establish the recommended configuration via GP, set the following UI path to No: 

Computer Co nfiguration \ Policies \ Windows Settings \ Security Settings \ Windows Firewall 

with Advanced Security \ Windows Firewall with Advanced Security \ Windows Firewall 

Properties \ Public Profile \ Settings Customize \ Apply local connection security rules  

Impact:  

If you configure this setting to No, administrators can still create firewall rules, but the 

rules will not be applied. This setting is available only when configuring the policy through 

Group Policy. 
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Default Value:  

Yes 

References: 

1. CCE-33099-3 
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9.3.7 (L1) Ensure 'Windows Firewall: Public: Logging: Name' is set to 

'%SYSTEMROOT%\System32\ logfiles\ firewall\publicfw.log' (Scored) 

Profile Applicability:  

¶  Level 1 

¶  Level 1 + BitLocker 

Description:  

Use this option to specify the path and name of the file in which Windows Firewall will 

write its log information.  

The recommended state for this setting is: 

%SYSTEMROOT%\ System32 \ logfiles \ firewall \ publicfw.log . 

Rationale:  

If events are not recorded it may be difficult or impossible to determine the root cause of 

system problems or the unauthorized activities of malicious users. 

Audit:  

Navigate to the UI Path articulated in the Remediation section and confirm it is set as 

prescribed. This group policy setting is backed by the following registry location: 

HKEY_LOCAL_MACHINE\ Software \ Policies \ Microsoft \ WindowsFirewall \ PublicProfile \ Logging \ L

ogFilePath  

Remediation:  

To establish the recommended configuration via GP, set the following UI path to 

%SYSTEMROOT%\ System32 \ logfiles \ firewall \ publicfw.log : 

Computer Configuration \ Polici es \ Windows Settings \ Security Settings \ Windows Firewall 

with Advanced Security \ Windows Firewall with Advanced Security \ Windows Firewall 

Properties \ Public Profile \ Logging Customize \ Name 

Impact:  

The log file will be stored in the specified file. 

Default Value : 

Not configured  
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References: 

1. CCE-35117-1 

  
































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































