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t0 'NO' (SCOIEA)... . ieiii e eeemmcrer et e e nmmmr e e e e e e e 2O

9.2.5 (L1) Ensure 'Windows Firewall: Private: Settings: Apply local firewall rules' is
set to 'Yes (default)’ (SCOred).......c.uvviiiiiiiiiiceieeer e creeemm e mme e 28D
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9.2.6 (L1) Ensure 'Windows Firewall: Private: Settings: Apply local connection
security rules' is set to 'Yes (default)' (Scored).........ccooeevviiiiiceeeeiie 22287

9.2.7 (L1) Ensure 'Windows Firewall: Private: Logging: Name' is set to
'%SYSTEMROOTY®ystem32 logfiles\ firewall \ privatefw.log' (Scored)............. 289

9.2.8 (L1) Ensure 'Windows Firewall: Private: Logging: Size limit (KB)' is set to
'16,384 KB or greater' (SCOred).........coiieeiiiiiiiicceeereeeeeeeviis e s eeeeernmmeeeesnnnneeee e e e 291

9.2.9 (L1) Ensure 'Windows Firewall: Private: Logging: Log dropped packets' is set
LC T =TSR (o o] =T o P SSURRD2A ). §

9.2.10 (L1) Ensure 'Windows Firewall: Private: Logging: Log successful connections'
IS SEL IO "YES' (SCOrEA)....uuuuiiiiiii e ererereee e erneeeeen 0 20D

LSRG I 21 o] I3 d (o) {1 (= UUT TP URRUPRURRURRRTR .o 4

9.3.1 (L1) Ensure 'Windows Firewall: Public: Firewall state' is set to 'On
(recommended)’ (SCOre).......uuuiiiiiiiii e ceeeeeeeee e eerreeeee e ereeeeeeenn 2O T

9.3.2 (L1) Ensure 'Windows Firewall: Public: Inbound connections' is set to 'Block
(default)' (SCOred)......cceeeiieiiiiii e eeeeeemme e emmmee e e e smmneenne e e e eennnn e 2 OO

9.3.3 (L1) Ensure 'Windows Firewall: Public: Outbound connections' is set to 'Allow
(default) (SCOred)......ciieiiieiiiii e eeeeeemce e e et emmmcee e e e e e eeee s smmmnnenneeeeeesnnnn e QO

9.3.4 (L1) Ensure 'Windows Firewall: Public: Settings: Display a notification' is set to
SR (S To o] (=T o ) T PTG |0 X

9.3.5 (L1) Ensure 'Windows Firewall: Public: Settings: Apply local firewall rules' is
SEt 10 'NO' (SCOrEA).....ceiviiie i ieeeei e erreeeemme e e e e s eenmmmmmsesn e e e e300,

9.3.6 (L1) Ensure 'Windows Firewall: Public: Settings: Apply local connection
security rules' is set to 'NO' (SCOred)..........covvvvviiiiiimmmmmmceieeeeveeeievieeeeeeeme e eeeee o307,

9.3.7 (L1) Ensure 'Windows Firewall: Public: Logging: Name' is set to
'%SYSTEMROOTY®ystem32 logfiles\ firewall\ publicfw.log' (Scored)............... 309

9.3.8 (L1) Ensure 'Windows Firewall: Public: Logging: Size limit (KB)' is set to
'16,384 KB or greater' (SCOred)........ccooieeiiiiiiiicreeeieeeeeeeviiis e s eeeeennmmeeeessnnneeeeeenendd L

9.3.9 (L1) Ensure 'Windows Firewall: Public: Logging: Log dropped packets' is set to
B =TSR (S ToT o] (=T o ) T PR J I

9.3.10 (L1) EnsureéWindows Firewall: Public: Logging: Log successful connections'
RSREST= A (o R =TSR (o 0] =T ) U RSSPUPRC 4 o1

10 Network List Manager POIICIES.........cccciviiuiiiiicceeeeeeeeeeeiiiie e e e e s veeemmmmmeeeeneeeeeeessnmmnneed L 1
11 Wireless Network (IEEE 802.11) POIICIES...........ceevvviiiiieeemceee e eeeeemmeen . 31T
12 PUblic Key POIICIES.......ciiiiiiiiiii e ceeeimei e rmeeenmme e et e e s mmmmnnnesesan e e ennn e QL o
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13 Software Restriction POlCIES.........cooviiiiiiiiieeeeereeme e eceemmmcce e e 3L T
14 Network Access Protection NAP Client Configuration................uiiicceeememneeeeennnnn. 317.
15 Application Control POICIES............uuiiieiiii e e e smmreeees e e e e e emeennnnne e QL T
16 IP SeCUrity POCIES. .. ..o i eiiiiiii i eeeeeemcme e e emmmmeere e e e e e et smmmnnnne e e e e e ennnnn e e Sk an
17 Advanced Audit Policy Configuration...............coooeiiieeeeeeemiiiiiee e eeceeeeeeeee 318,
17.1 ACCOUNT LOGON.....uiiiiiiiiii e e iemeemmmme et e et e nmmmmmss s e e e e eenn e smmmmneens s e e e eennnn s e 3L

17.1.1 (L1) Ensure 'AuditCredential Validation' is set to 'Success and Failure'
(ST oT0 =T 0 ) PP UUPPPRIRRRPNC ¥ I o |

17.2 Account ManagemeNnL...........uuuieeiiiimmmmmmrrii e eeeenniimmmneees e e e eernnn e ememennnme e s 320

17.2.1 (L1) Ensure 'Audit Application Group Management' is set to 'Success and
Failure' (SCOre)......uuuuiiiiiie e eenemen 2020

17.2.2 (L1) Ensure 'Audit Computer Account Management' is set to 'Success and
= UL TU = S To o ] (<o | P USPPPPRRI 12028

17.2.3 (L1) Ensure 'Audit Other Account Management Events' is set to 'Success and
FaIlUre' (SCOEA).....uuuiiiiiiii e eenee 0D

17.2.4 (L1) Ensure 'Audit Security Group Management' is set to 'Success and Failure'
(ST oT0 =T ) TP SPEPPPRRSN ¥21 o

17.2.5 (L1) Ensure 'Audit User Account Management' is set to 'Success and Failure’
(S0 =T ) T PO UPPPPRRSN. 922 o |

17.3 Detailed Tracking........c.ccovveiiiiii i ceeeeeemme e eemmccr e e smmneeee e e e e iSO
17.3.1 (L1) Ensure 'Audit Process Creation' is set to 'Success' (Scored).......... 330
17.4 DS ACCESS. ... eiiieiiiee et eeemmmme e e et ettt mmmeeee s s e e e e e enn s emmmmmnene e e eerra e e e e eeeenme s QO L
AR ST o To o] o7 o o o) 1 A0 PPPUPORRPSPRC X 722
17.5.1 (L1) Ensure 'Audit Account Lockout' is set to 'Success' (Scored)............ 332
17.5.2 (L1) Ensure 'Audit Logoff' is set to 'Success' (Scored)...........ccceeviiiceennn 334
17.5.3 (L1) Ensure 'Audit Logon' is set to 'Success and Failure' (Scored)........ 336

17.5.4 (L1) Ensure 'Audit Other LogonLogoff Events' is set to 'Success and Failure’
(S0 =T ) RSP P UPPPPPPPPPPPPRRRTPPRRRPPRC X to

17.5.5 (L1) Ensure 'Audit Special Logon' is set to 'Success' (Scored)............... 340.
17.6 ODJECE ACCESS....ciiiiiiiiiii et ieemceeee et s eeeemmmss e e e e e evnsmmmennmmesnn e e esnn e e e e nd DL
17.7 POlICY Change........ oo e eemmreee et emnenmmmr e e e e e e e e DL
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17.7.1 (L1) Ensure 'Audit Audit Policy Change' is set to 'Success and Failure'
(50 ] (=T ) I PPN 72 924

17.7.2 (L1) Ensure 'Audit Authentication Policy Change' is set to 'Success' (Scored)
..344

17.8 Privilege USE......cii et ceeeeeeeme et emmmmmmrn e e e e et smmmnnnen e e e e e eennnn e ene i SEHDD

17.8.1 (L1) Ensure 'Audit Sensitive Privilege Use' is set to 'Success and Failure'
(S ToT0 =T o ) T PP UUPPPIRNRRPNG 72 L o

AR IR} ] (=] o T PO P PP UUPPPPRURRPTRRTIG 7 & o |
17.9.1 (L1) Ensure 'Audit IPsec Driver' is set ttsuccess and Failure' (Scored)...348

17.9.2 (L1) Ensure 'Audit Other System Events' is set to 'Success and Failure'
(ST T0] =Te ) PO T PO UPPPPPPPPPPPPRRRUPPRRRPPRRC Lo I

17.9.3 (L1) Ensure 'Audit Security State Change' is set to 'Success' (Scored)..353

17.9.4 (L1) Ensure 'Audit Security System Extension' is set to 'Success and Failure'
(ST T0] =Te ) PP PR PP UPPPPPPPPPPPPRRRTPPRRRPPPC Lo Lot

17.9.5 (L1) Ensure 'Audit System Integrity' is set to 'Success and Failure' (Scored)
...357

18 Administrative Templates (COMPULEN)..........ceevvurveiirimmmmeeeeeeeiieiiiiimmmmmmmmeeeeeeee e 329
18.1 Control PAnel..........coooiiiiiiiiieeeeee e ceeeeeeeeeeeeeemme et eeneenene e e a3 D O,
18.2.1 (L1) Ensure LAPS AdmPwd GPO Extension / CSE is installed (Scored)359

18.2.2 (L1) Ensure 'Do not allow password expiration time longer than required by
policy' is set to 'Enabled’ (Scored)............oouvviiiiiceeemmceieie e eeeeveemmme e 30

18.2.3 (L1) Ensure 'Enable Local Admin Password Management' is set to 'Enabled’
(S0 =T ) RO PO PP PP PPPPPPRRRTPPRRRPPRC (o X

18.2.4 (L1) Ensure 'Password Settings: Password Complexity' is set to 'Enabled:
Large letters + small letters + numbers + special characters' (Scored)............. 365

18.2.5 (L1) Ensure 'Password Settings: Password Length' is set to 'Enabled: 15 or
(Lo L (STt o ] (=T o | RSP SUPPRTRPPRRG { o ¥ 4

18.2.6 (L1) Ensure 'Password Settings: Password Age (Days)' is set to 'Enabled: 30
(o (AT ot o] Yo ) PSPPSR | 1 I

18.3 MSS (LEUACY). . e eeeeeeuuniieeeeiienmmmmmmeeieeeeeeesssmmmmnaesseeeeeeessnnsssmmmmmnnneessessnnnseeesenaIdde

18.3.1 (L1) Ensure 'MSS: (AutoAdmiogon) Enable Automatic Logon (not
recommended)' is set to 'Disabled’ (Scored)............oeeeeeiiieeeeeeeeiiii e 371
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18.3.2 (L1) Ensure 'MSS: (DisablelPSourceRondi IPv6) IP source routing
protection level (protects against packet spoofing)’ is set to 'Enabled: Highest
protection, source routing is completely disabled' (Scored)..............cccvvviicceeee. 373

18.3.3 (L1) Ensure 'MSS: (DisablelPSourceRouting) IP source routing protection
level (protects against packet spoofing)’ is set to 'Enabled: Highest protection,
source routing is completely disabled' (SCOred)..........ooooveeeiiiieeeeeceeiie e 375

18.3.4 (L2) Ensure 'MSS: (DisableSavePassword) Prevent the dial password from
being saved' is set to 'Enabled’ (Scored).............covvviiiicceeeri e eereeeeeee BT

18.3.5 (L1) Ensure 'MSS: (EnablelICMPRedirect) Allow ICMP redirects to override
OSPF generated routes' is set to 'Disabled’ (Sedh)............ccooovviiiiiicccceeenieeeees 379.

18.3.6 (L2) Ensure 'MSS: (KeepAliveTime) How often keeglive packets are sent in
milliseconds' is set to 'Enabled: 300,00 or 5 minutes (recommended)’ (Scored)381

18.3.7 (L1) Ensure 'MSS: (NoNameReleaseOnDemand) Allow the computer to ignore
NetBlOSname release requests except from WINS servers' is set to 'Enabled’
[(STT0] =Tc ) PP PP UPPPPPPPPPPPPRRRTPPRRRPPRC - £

18.3.8 (L2) Ensure '"MSSPerformRouterDiscovery) Allow IRDP to detect and
configure Default Gateway addresses (could lead to DoS)' is set to 'Disabled'

[(STT0] =T ) OO PP UUPRPPUPPPPPPPPPPPPRRRUPPRRRPPRREC - Lot
18.3.9 (L1) Ensure 'MSS: (SafeDlISearchMode) Enable Safe DLL search mode
(recommended)' is set to 'Enabled’ (Scored)...........ceeviiiiiiceemccie 02 387

18.3.10 (L1) Ensure 'MSS: (ScreenSaverGracePeriod) The time in seconds before the
screen saver grace period expires (0 recommended)' is set to 'Enabled: 5 or fewer
SECONAS' (SCOIEA)......ovviiiiiiiiiii i iereeee e e eeeeeenmme e e e e e e e s mmmmmmmnrsn e e eeeeeee 3O,

18.3.11 (L2) Ensure 'MSS: (TcpMaxDataRetransmissions IPv6) How many times
unacknowledged data is retransmitted' is set to 'Enabled: 3' (Scored).............. 391

18.3.12 (L2) Ensure 'MSS: (TcpMaxDataRetransmissions) How many times
unacknowledged data is retransmitted' is set to 'Enabled: 3' (Scored).............. 393

18.3.13 (L1) Ensure 'MSS: (WarningLevel) Percentage threshold for the security
event log at which the system will generate a warning' is set to 'Enabled: 90% or

L=EST I (ST o0 =T ) PO 1° Lot
18.4 NEIWOIK. ...ttt rceeeee e e e e e et e e seemmmmmmeeeesen s e e e e eesnnmmmnnns DD [

18.4.8.1 (L2) Ensure "Turn on Mapper I/O (LLTDIO) driver' is set to 'Disabled’

[(STTe] =T ) R PO UUPPPPPPPPPPPRRRTPPRRRPPRRC 1° o

18.4.8.2 (L2) Ensure 'Turn on Responder (RSPNDR) driver' is set to 'Disabled'

(€S To 0] (=0 ) TP UPPRSRRRRPRY | § 0
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18.4.9.2 (L2) Ensure "Turn off Microsoft Ber-to-Peer Networking Services' is set to
B == 10] L=To B S Yo 0 (=T | PSP SPPRRRR | §

18.4.10.2 (L1) Ensure 'Prohibit installation and configurationof Network Bridge on
your DNS domain network' is set to 'Enabled’ (Scored)............coovvviiicceceeennnnen. 404

18.4.10.3 (L1) Ensure 'Require domain users to elate when setting a network's
location' is set to 'Enabled’ (Scored).............uviiiiiiieeeemmceiee e 4086

18.4.13.1 (L1) Ensure 'Hardened UNC Paths' is set to d&hted, with "Require Mutual
Authentication” and "Require Integrity” set for all NETLOGON and SYSVOL shares'
(ST oT0 =T 0 ) PP PUUPPPRERRNRRRNY” | § o

18.4.182.1 (L2) Disable IPv6 (Ensure TCPIP6 Parameter 'DisabledComponents' is
set to 'OXff (255)") (SCOred)........oouvviiiiiiiiiiemceeiei e vmmrreeee e e e e eeeeeennn DAL

18.4.19.1 (L2) Ensure 'Gnfiguration of wireless settings using Windows Connect
Now' is set to 'Disabled’ (SCOred).........ccovviviiiiiiemmmmmmmneeeeeeeeeeeeevirreeeenee e 4130

18.4.19.2 (L2) Ensure 'Prohibitaccess of the Windows Connect Now wizards' is set
t0 'Enabled’ (SCOred)........uuuuuiiiiiii et emeeeeenn A LD)

RIS R 1101 =] TP TR ORORPRRR” 4 I o

18.6 SCM: Pass the Hash Mitigations..............covvvimmmmmmemeeeiiiiiiiieiiiieneeeeeme e AL

18.6.1 (L1) Ensure '‘Apply UAC restrictions to local accounts on network logons' is
set to 'Enabled’ (SCOred).........cooviiiiiiiiiimeereeeee e eeeeeeeeeeeeeeeeene e eeeneeene ALY

18.6.2 (L1) Ensue 'WDigest Authentication' is set to 'Disabled’ (Scored)........... 419

18.7 Start Menu and TasKbDaAr. .. ..ot aemene 420
18.8 SYSIEM. et mernmen e mnnmmnn e e an e e smennmenne s 421

18.8.2.1 (L1) Ersure 'Include command line in process creation events' is set to
DTS- o] [=To I (S ToT0] £=To ) O PPUPORRIY v231 I

18.8.5.1.1 (BL) Ensure 'Prevent install@gon of devices using drivers that match these
device setup classes' is set to 'Enabled’ (Scored)...........coooiiiiiieeimmnnn 423.

18.8.5.1.2 (BL) Ensure 'Presnt installation of devices using drivers that match these
device setup classes: Prevent installation of devices using drivers for these device
setup' is set to '{d48179beec20-11d1-b6b8-00c04fa372a7} (Scored)............... 425

18.8.5.1.3 (BL) Ensure 'Prevent installation of devices using drivers that match these
device setup classes: Also apply to matching devices that are already installéziset
to 'True' (checked) (SCOred).......coeviviiiiiiiicceeeeeece e eeemmmei e e e e e D2 T

18.8.5.2 (L1) Ensure 'Allow remote access to the Plug and Play interface' is set to
'‘Disabled’ (SCOred).......ccuiiiiiiiiiiiiiemmeeeee e eeermmmes e e smmsennmmese e eeenn 42D,
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18.8.18.2 (L1) Ensure 'Configure registry policy processing: Do not apply during
periodic background processingis set to 'Enabled: FALSE' (Scored)................: 433.

18.8.18.3 (L1) Ensure 'Configure registry policy processing: Process even if the
Group PRolicy objects have not changed' is set to 'Enabled: TRUE' (Scored).....435

18.8.18.4 (L1) Ensure "Turn off background refresh of GrquPolicy' is set to

B DIEST=1 o] [=To I (S ToT0] £=To ) S PPRRSY 1 7 A%
18.8.19.1.1 (L2) Ensure 'Turn off downloading of print drivers over HTTP' is set to

B == 10] L=To B S Yo 0 (= | PSPPSR 1. 1
18.8.19.1.2 (L2) Ensure 'Turn off handwriting personalization data sharing' is set to
'Enabled’ (SCOred)........coooiiiiiiiii e AL
18.8.19.1.3 (L2) Ensure 'Turn off handwriting recognition error reporting' is set to

B == 10] L=T0 B S Yo 0 (=T | PRI v/ x. 3
18.8.19.1.4 (L2) Ensure "Turn off Internet Connection Wizard if URL connection is
referring to Microsoft.com' is set to 'Enabled’ (Scored)...............oeiiiieceeeeecenennns 445

18.8.19.1.5 (L2) Ensure 'Turn off Internet download for Web publishing and online
ordering wizards' is set to 'Enabled’ (Scored)............cceeeiiiiiiccccceesniiiiineaa 447

18.8.19.1.6 (L2) Ensure "Turn off Internet File Association service' is set to 'Enabled’
(S0 =T ) U UEPPPRSNYZ 72 Lo |

18.8.19.1.7 (L2) Ensure "Turn off printing over HTTP" is set to 'Enabled’ (Scoretj1
18.8.19.1.8 (L2) Ensure "Turn off Registration if URL connection is referring to

Microsoft.com' is set to 'Enabled’ (Scored)...........cccoovviiiccccceeer e eeeeeeeenn 453
18.8.19.1.9 (L2) Ensure "Turn off Search Companion content file updates' is set to
'Enabled’ (Scored)........cooooiiiiiiii e e GADEL
18.8.19.1.10 (L2) Ensure "Turn off the "Order Prints" picture task'’ is set to 'Enabled’
(S0 =Te ) PR POUPPPPPPPPPPPPRIRTRPRRRPPDY” LY 4
18.8.19.1.11 (L2) Ensure "Turn off the "Publish to Web" task for files and folders' is
set to 'Enabled’ (SCored).........ccooieiiiiiiiieeeeen e ereeerenme e eeenmmeennn DD
18.8.19.1.12 (L2) Ensure Turn off the Windows Messenger Customer Experience
Improvement Program’ is set to 'Enabled’ (Scored)............ooooiiiiiiceeceeceniinnnen. 461.
18.8.19.1.13 (L2) Ensure 'Turn off Windows Customer Experience Improvement
Program' is set to 'Enabled’ (Scored)...........ccoveiviiiimemeecci e vcrreeen e AB3
18.8.19.1.14 (L2) Ensure "Turn off Windows Error Reporting' is set to 'Enabled’

(ST o 0] (=0 ) TP PPIPRRY o Lo

18.8.24.1 (L1) Ensure 'Always use classic logon' is set to 'Enabled’ (Scored)...467
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18.8.28.4.1 (BL) Ensure 'Allow standby states (S33)when sleeping (on battery)' is

set to 'Disabled’ (SCOred)..........covvuiuiiiiieceeeemme e evceeemmmmeece e e e e e mmmeeeen . 409
18.8.28.4.2 (BL) Ensure 'Allow standby states (S%3) when sleepingplugged in)' is
set to 'Disabled’ (SCOred).........oouvvuuuiiiiiieccereeme e eeieeemmmmeeei e e eeevvmmmmeeeen B AL L
18.8.28.4.3 (L1) Ensure 'Require a password when a computer wakes (on battery)'
is set to 'Enabled’ (Scored).........ccoooiviiiiiiicceeeeer e eeeernnmme e enmmeeee AT 3
18.8.28.4.4 (L1) Ensure 'Require a password when a computer wakes (plugged in)'
is set to 'Enabled (Scored)..........coooiiviiiiiicceeeen s eeeereneme e enmmeeee AT D
18.8.30.1 (L1) Ensure 'Configure Offer Remote Assistance’ is set to 'Disabled’

(ST T0] =Te ) TR PPUPPPPPPPPPPPPRRRTRPRRRPPDY ¥ A 4
18.8.30.2 (L1) Ensure 'Configure Solicited Remote Assistance' is set to 'Disabled’
(S0 =T | OO USPPPRY” o1 0|
18.8.31.1 (L1) Ensure 'Enable RPC Endpoint Mapper Client Authentication' is set to
B == 10] L=T0 B S Yo 0 (= | PP UPPPURRR - V28
18.8.31.2 (L1) Ensure 'Restrict Unauthenticated RPC clients' is set to 'Enabled:
Authenticated' (SCOred)..........oovviiiiiiiiiimme e mnmmmmmme e nnemmmaee e A8

18.8.38.5.1 (L2) Ensure 'Microsoft Support Diagnostic Tool: Turn on MSDT
interactive communication with support provider' is set to '‘Disabled’ (Scored)..488

18.8.38.11.1 (L2) Ensure 'Enable/Disable PerfTrack'’ is set to 'Disabled' (Score4)0
18.8.43.1.1 (L2) Ensure 'Enable Windows NTP Client' is set to 'Enabled’ (Scor4@R
18.8.43.1.2 (L2) Ensure 'Enable Windows NTP Server' is set to 'Disabled’ (Scored)

..494

18.9 WINAOWS COMPONENTS.....uuuiiiiiiiiiieeceeeeeeeeriiins e emersnnn s emme e 490
18.9.8.1 (L1) Ensure 'Disallow Autoplay for nofvolume devices' is set to 'Enabled'
(S0 =T ) T PO UUPPPRRRPNYZ 1 o |
18.9.8.2 (L1) Ensure 'Set the default behavior for AutoRun' is set to 'Enabldab not
execute any autorun commands' (Scored)...........ccouvviiiiieeeeeeemeeeeiiieee e eieeeneeesn D00

18.9.8.3 (L1) Ensure "Turn off Autoplay' is set to 'Enabled: All drive¢Scored)....502

18.9.11.1.1 (BL) Ensure 'Allow access to BitLockgrotected fixed data drives from
earlier versions of Windows' isset to 'Disabled’ (Scored)...................vvceeeeeeeee... 504

18.9.11.1.2 (BL) Ensure 'Choose how BitLockgarotected fixed drives can be
recovered' is set to Enabled’ (Scored).........ccoooovviiiiiieececeeeiii e . D06

18.9.11.1.3 (BL) Ensure 'Choose how BitLockqarotected fixed drives can be
recovered: Allow data recovery gent' is set to 'Enabled: True' (Scored)........... 509
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18.9.11.1.4 (BL) Ensure 'Choose how BitLockgarotected fixed drives can be
recovered: Recovery Password' is set to 'Enabled: Allow 48igit recovery
02515311V 0] o B (o o] =T ) PRSPPI - X 23

18.9.11.1.5 (BL) Ensure 'Choose hotditLocker-protected fixed drives can be
recovered: Recovery Key' is set to 'Enabled: Allow 25i6it recovery key' (Scored)
TR - X R+

18.9.11.1.6 (BL) Ensure 'Choose how BitLockesrotected fixed drives can be
recovered: Omit recovery options from the BitLocker setup wizard' is set to
'Enabled: True' (SCOred).........uiiiiiiiiiiiiceeeie e et eeeeeeeeme e e e e e e cenenmmmnee 2 L8

18.9.11.1.7 (BL) Ensure 'Choose how BitLockgarotected fixed drives can be
recovered: Save BitLocker recovery information to AD DS for fixed data drives' is set
to 'Enabled: False' (SCOred)........cooviiiiiiiiiieeeeeeeeie e eeeeeeeeee e eeeeeeen D21

18.9.11.1.8 (BL) Ensure 'Choose how BitLockerotected fixed drives can be
recovered: Configure storage of BitLocker recovery information téD DS' is set to
'Enabled: Backup recovery passwords and key packages' (Scored)................. 524..

18.9.11.1.9 (BL) Ensure 'Choose how BitLockerotected fixed drives can be
recovered: Do not enable BitLocker until recovery information is stored to AD DS for

fixed data drives' is set to 'Enabled: False' (Scored).............ceviiiiiccccceeeeviennnnnnns 527.
18.9.11.1.10 (BL) Ensure 'Configure use of passwords for fixed data drives' is set to
'Disabled’ (SCOred)..........couviiiiiiiiiimmmme et eemmmmmme et mmmmmmmme e eeeeeee s D30
18.9.11.1.11 (BL) Ensure 'Configure use of smart cards on fixed data drives' is set to
B == 10 L=To B (S Yo (=T | PSP UPPPPUPRR o X V2
18.9.11.1.12 (BL) Ensure 'Configure use of smart cards on fixed data drives: Require
use of smart cards on fixed data drives' is set to 'Enabled: True' (Scdje........... 534
18.9.11.2.1 (BL) Ensure 'Allow enhanced PINs for startup' is set to 'Enabled’

(S0 =T ) PR PO UPPPPPPPPPPPPRIRTPPRRRPPIRE o X (¢
18.9.11.2.2 (BL) Ensure 'Choose how BitLockgrotected operating system drives

can be recovered' is set to 'Enabled’ (Scored)............ccovvviiicccceeeee e eeee... D38

18.9.11.2.3 (BL) Ensure 'Choose how BitLockgarotected operating system drives
can be recovered: Allow data recovery agent' is set to 'Enabled: Falggtored)..541

18.9.11.2.4 (BL) Ensure 'Choose how BitLockgarotected operating system drives
can be recovered: Recovery Passwori set to 'Enabled: Require 48&ligit recovery
0= RS 11V 0] o B (o o] =T ) PSS - 72 8

18.9.11.2.5 (BL) Ensure 'Choose how BitLockgarotected operating system drives
can be recovered: Recovery Key' is set to 'Enabled: Do not allow 2bi6 recovery
(G VA (S ToTo ] (=T ) PSP UPPPPPPTPPPN 7/ ¥ 4
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18.9.11.26 (BL) Ensure 'Choose how BitLockeprotected operating system drives
can be recovered: Omit recovery options from the BitLocker setup wizard' is set to
'Enabled: True' (SCOred).........uuiiiiiiiiiiiemeeiee et rmereeeee e eeen e eeeeeenmne e 00200

18.9.11.2.7 (BL) Ensure 'Choose how BitLockgarotected operating system drives
can be recovered: Save BitLocker recovery information to AD DS for operating
system drives' is set to 'Enabled: True' (SCom ........oovvviiiiiiiiiiieeeee e 553.

18.9.11.2.8 (BL) Ensure 'Choose how BitLockgarotected operating system drives
can be recovered: Configure storage @itLocker recovery information to AD DS:' is
set to 'Enabled: Store recovery passwords and key packages' (Scored)........... 556

18.9.11.2.9(BL) Ensure 'Choose how BitLockeprotected operating system drives
can be recovered: Do not enable BitLocker until recovery information is stored to

AD DS for operating system drives' is set to 'Enabled: True' (Scored)............... 559
18.9.11.2.10 (BL) Ensure 'Configure minimum PIN length for startup' is set to
'‘Enabled: 7 or more characters' (Scored)............coevveeiiicememmceiiiie e eeeeevvmeceenn... D62
18.9.11.2.11 (BL) Ensure 'Require additional authentication at startup' is set to

B == 10] L=To B S Yo 0 (= | PSRRI o o v/ W
18.9.11.2.12 (BL) Ensure 'Require additional authentication at startup: Allow
BitLocker without a compatible TPM' is set to 'Enabled: False' (Scored).......... 566

18.9.11.2.13 (BL) Ensure 'Require additional authentication at startup: Configure
TPM startup:' is set to 'Enabled: Do not allow TPM' (Scored)............................268

18.9.11.2.14 (BL) Ensure 'Require additional authentication at startup: Configure
TPM startup PIN:" is set to 'Enabled: Requérstartup PIN with TPM' (Scored).....570

18.9.11.2.15 (BL) Ensure 'Require additional authentication at startup: Configure
TPM startup key:' is set to 'Enabled: Do not allow startup key with TPM' (Scored)
crrrreeennnnnna D2

18.9.11.2.16 (BL) Ensure 'Require additional authentation at startup: Configure
TPM startup key and PIN:" is set to 'Enabled: Do not allow startup key and PIN with

B I Y e 0] (=T ) PP PUORRR - 4
18.9.11.3.1 (BL) Ensure 'Allow access to BitLockgrotected removable data drives
from earlier versions of Windows' is set to 'Disabled’ (Scored)...........cccoovvevvieens 576

18.9.11.3.2 (BL) Ensure 'Choose how BitLockgrotected removable drives can be
recovered' is set to 'Enabled’ (SCOred)........cooovviiiiiiiiceeeeeeeiiiee e eeeeeeee . DU B

18.9.11.3.3 (BL) Ensure 'Choose how BitLockgrotected removable drives can be
recovered: Allow data recovery agent' is set to 'Enabled: True' (Scored).......... 581
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18.9.11.3.4 (BL) Ensure 'Choose how BitLockgarotected removable drives can be
recovered: Recovery Password' is set to 'Enabled: Do not allow-4jit recovery
02515111V 0] o B (o o] =T ) PPN - o 72 3

18.9.11.3.5 (BL) Ensure 'Choose how BitLockgarotected removable drives can be
recovered: Recovery Key' is set to 'Enabled: Do not allow 25#t recovery key'
(ST oT0 =T o ) PP SUUPPPRERRRTRINS o~ ¥ 4

18.9.11.3.6 (BL) Ensure 'Choose how BitLockgrotected removable drives can be
recovered: Omit recoveryoptions from the BitLocker setup wizard' is set to
'Enabled: True' (SCOred)..........uiiiiiiiiiiiimeeeiee e smeeeeee e e e eemeeenmne e 00290

18.9.11.3.7 (BL) Ensure 'Choose hofitLocker-protected removable drives can be
recovered: Save BitLocker recovery information to AD DS for removable data drives
is set to 'Enabled: False' (Scored)...........coovvviiiimmmmmmeeeiiiiiiiiiiiiereeeeeee e 29300

18.9.11.3.8 (BL) Ensure 'Choose how BitLockerotected removable drives can be
recovered: Configure storage of BitLocker recovery information to AD DS:' is set to
'Enabled: Backup recovery passwords and key packag¢Scored)...................... 596..

18.9.11.3.9 (BL) Ensure 'Choose how BitLockerotected removable drives can be
recovered: Do not enable BitLocker mtil recovery information is stored to AD DS for
removable data drives' is set to 'Enabled: False' (Scored).............c.evvvvieeeeeeee....599

18.9.11.3.10 (BL)Ensure 'Configure use of passwords for removable data drives' is
set to 'Disabled’ (SCOred)...........uuuuuiiiiiiiinreeeeeeeiiiiiiiimmmmmmmce e mmmmmmnnee . D02

18.9.11.3.11 (BL) Ensure 'Configu use of smart cards on removable data drives' is
set to 'Enabled’ (Scored)........coooeeiiiiiiiiiceeeeen e eeeeeenmme e emmmneennns 004

18.9.11.3.12 (BL) Ensure 'Configure use of smactards on removable data drives:
Require use of smart cards on removable data drives' is set to 'Enabled: True'

(ST eTo ] =T ) TSP UUOOSURPPPRIRUPN o0 o
18.9.11.3.13 (BL) Ensure 'Deny write access to removable drives not protected by
BitLocker' is set to 'Enabled’ (Scored)...........coovvviiiiimmmmccciiiiiieiiiiiieeeeeeeee .. 608

18.9.11.314 (BL) Ensure 'Deny write access to removable drives not protected by
BitLocker: Do not allow write access to devices configured in another organization’
is set to 'Enabled: False' (Scored)...........covveviiiiccceeemciiieeciiieeevvemmceeeee e enieeeennn. . 0100,

18.9.11.4 (BL) Ensure 'Choose drive encryption method and cipher strength
(Windows Vista, Windows Server 2008, Windows 7, Windows Server 2008 R2)' is
set to 'Enabled: AES 25®it with Diffuser' (Scored)..........cooovvviiiiiiemcceeee e, 612.

18.9.13.1 (L1) Ensure 'Do not display the password reveal button' is set to 'Enabled’
(€S0 (=T | TR PP PUUPPPPPPREIRN o ¥ I
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18.9.13.2 (L1) Ensure 'Enumerate administrator accounts on elevation' is set to
D IEST=1 o] [=To I (ST ot 0] £=To ) U PPUPRRNY o J L o B

18.9.16.1 (L1) Ensure "Turn off desktop gadgets' is set to 'Enabled’ (Scored)..618
18.9.16.2 (L1) Ensure "Turn Off useinstalled desktop gadgets' is set to 'Enabled’

(S0 =T ) PSPPSRI o 21 0|
18.9.22.1 (L1) Ensure 'EMET 5.5 or higher is installed (Scored)......................] 622.
18.9.22.2 (L1) Ensure 'Default Action anilitigation Settings' is set to 'Enabled’
(plus subsettings) (SCOred)........oovvveuiuiieiieeeeeemme e remmmmr e smmeeeeens D23
18.9.22.3 (L1) Ensure 'Default Protections for InterneExplorer' is set to '‘Enabled’
(ST T0] =T ) PP PP UPPPPPPPPPPPPRRRUPPRRRPPIN o ¥.sto1
18.9.22.4 (L1) Ensure 'Default Protections for Popular Software' is set to 'Enabled'
(5o 1= ) TP UOSUEPPPRSN o V24 o
18.9.22.5 (L1) Ensure 'Default Protections for Recommended Software' is set to
'Enabled’ (SCored)........coooiiiiiiiii i eeeeeeeee e seeeeeeeee 02T
18.9.22.6 (L1) Ensure 'System ASLR' is set to 'Enabled: Application @pt(Scored)
...5628
18.9.22.7 (L1) Ensure 'System DEP' is set to 'Enabled: Application €ipat' (Scored)
ISURPPRRRY & 24° |
18.9.22.8 (L1) Ensure 'System SEHOP' is set to 'Enabled: Application-Qptt'
(S0 =T ) RO PP PPUPPPPPPPRIIRIRN o X1 0
18.9.241.1 (L1) Ensure 'Application: Control Event Log behavior when the log file
reaches its maximum size' is set to 'Disabled’ (Scored)..............ccevvvieerrreenn.......832
18.9.24.1.2 (L1) Ensure 'Application: Specify the maximum log file size (KB)' is set to
'Enabled: 32,768 or greater' (Scored)............couuveiiiiieeeeremmeeiiiie e eeemcceeennnn.. . D34
18.9.24.2.1 (L1) Ensure 'Security: Control Event Log behavior when the log file
reaches its maximum size' is set to 'Disabled’ (Scored)...............ccevveeeereeenn.......636
18.9.24.2.2 (L1) Ensure 'Security: Specify the maximum log file size (KB)' is set to
'Enabled: 196,608 or greater' (Scored)...........ccoeeviiiiiemmmmrenneeeeeeeeeeeeveieeeeeeeen ... .038
18.9.24.3.1 (L1) Ensure 'Setup: Control Event Log behavior when the log file reaches
its maximum size' is set to 'Disabled’ (Scored)...........ccoeviiiiiiiicceee i 2. 640
18.9.24.3.2 (L1) Ensure 'Setup: Specify the maximum log file size (KB)'is set to
'Enabled: 32,768 or greater' (Scored)...............uuiiiiicccceeeneieiiiiiiine s smmmmmeneeeeenn. . D42
18.9.24.4.1 (L1) Ensure 'System: Control Event Log behavior when the log file
reaches its maximum size' is set to 'Disabled’ (Scored)..........cccovvviiieeemmeeeeeeens 644



18.9.24.4.2 (L1) Ensure 'System: Specify the maximum log file size (KB)' is set to
'‘Enabled: 32,768 or greater' (Scored)............cuiiiieiiieeeeemcmeiiiie e eeeevvemmceee . DA

18.9.28.2 (L1) Ensure 'Turn off Data Execution Prevention for Explorer' is set to
'Disabled’ (SCOred).........couuiiiiiiiiieemeei e rmceeees e eseenennme e eeennn . DD

18.9.28.3 (L1) Ensure 'Turn off heap termination on corruption’ is set to 'Disabled’
(ST oT0 =T ) TP UEPPPPN o Lo |

18.9.28.4 (L1) Ensure "Turn off shell protocol protected mode' is set to 'Disabled’
(S0 =T ) TSP UEPPPRPSN o Lo ¥ |

18.9.31.1 (L1) Ensure 'Preventhie computer from joining a homegroup' is set to
'Enabled’ (SCored)........coooiiiiiiiii i eeeeeeeee e eeeeeeeeen 005

18.9.35.1 (L2) Ensure "Turn off location' is set to 'Enabl’ (Scored).................... 65.17.

18.9.48.2.2 (L1) Ensure 'Do not allow passwords to be saved' is set to 'Enabled'
(ST T0] =Te ) PR PO UPPPPPPPPPPPPRRRUPPRRRPPIN o o ¥ &

18.9.48.3.2.1 (L2) Ensure 'Allow users to connect remotely by using Remote
Desktop Services' is set to 'Disabled’ (Scored).............coovviiicceeeei e eeee . 663

18.9.48.3.3.1 (L2) Ensure 'Do not allow COM port redirection’ is set to 'Enabled’
[(STT0] =Tc ) PO U PR POUPPPPPPPPPPPPRRRUPPRRRPPIN 1o 1o

18.9.48.3.3.2 (L1) Ensure 'Do not allow drive redirection’ is set to 'Enabled’ (Scored)
...668

18.9.48.3.3.3 (L2) Ensure 'Do not allow LPT port redirection’ is set to 'Enabled’
(ST oTo =T ) T PSP UPOUR USRI o ¥ 4 0|

18.9.48.3.3.4 (L2) Ensure 'Do not allow supported Plug and Play device redirection’
is set to 'Enabled’ (Scored).........coooiiiiiiiiiecimiiee e eeeeeeen BT 2

18.9.48.3.9.1 (L1) Ensure 'Always prompt for password upon connection' is set to
'Enabled’ (SCored).......ccoooiiiiiiiii e e O A

18.9.48.3.9.2 (L1) Ensure 'Require secure RPC communication' is set to 'Enabled’
(ST eTo =T ) TSP UPOPRPPPRIRRSPN o VA o

18.9.48.3.9.3 (L1) Ensure 'Satlient connection encryption level' is set to 'Enabled:
High Level (SCOred)....... oo ereeeee e eeeeeeeees O LB

18.9.48.3.10.1 (L2) Ensure 'Set time limit for etive but idle Remote Desktop
Services sessions' is set to 'Enabled: 15 minutes or less' (Scored)................... 68Q..

18.9.48.3.10.2 (L2) EnsureSet time limit for disconnected sessions' is set to
'Enabled: 1 minute' (SCored).........ccouviiiiiiiicecceme e svmmmeeeme e aeeene 082
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18.9.48.3.11.1 (L1) Ensure 'Do not deleteemp folders upon exit' is set to 'Disabled’

(S0 =T ) USSP o 17

18.9.48.3.11.2 (L1) Ensure 'Do not use temporary folders per session'set to

'Disabled’ (SCOred).........ouuuiiiiiiiii e rmeeees e et eseennnnme e eeeenn . 088

18.9.49.1 (L1) Ensure 'Prevent downloading of enclosures' is set to 'Enabled'

(S0 =T | TP RUSPPPRPN o o o |

18.9.50.2 (L1) Ensure 'Allow indexing of encrypted files' is set to 'Disabled' (Scored)
..690

18.9.66.3.1 (L2) Ensure 'Join Microsoft MAPS' is set to 'Disabled’ (Scored).....694
18.9.67.2.1 (L1) Ensure 'Configure Default consent' is set to 'Enabled: Always ask

before sending data’' (Scored)...........ccoeeiiiiiicceeie e rereeee e eeeen . D96
18.9.69.1 (L1) Ensure 'Allow user control over installs' is set to 'Disabled’ (Scored)
...698
18.9.69.2 (L1) Ensire 'Always install with elevated privileges' is set to 'Disabled’
(S0 =T ) TSR USPPUPORUSRRIPIY 4 0 0|
18.9.69.3 (L2) Ensure 'Prevent Internet Explorer scurity prompt for Windows
Installer scripts' is set to 'Disabled’ (Scored)...........ccceevviiiiiieeceeeemiiieee e e 02
18.9.79.1 (L1) Ensure "Turn on PowerShell ScriptlBck Logging' is set to 'Disabled’
(S0 =Te ) OO PP TTRRPPUPPPPPPPPPPPPRIRTRPRRRPPRY 4 Lot
18.9.79.2 (L1) Ensure "Turn on PowerShell Transcription' is set to 'Disabled’
(ST oo =T ) TSP UUOSRURPPPRIRSSRY 4 O ¥ 4

18.9.81.1.1 (L1) Ensure 'Allow Basic authentication' is set to 'Disabled' (Score@P9
18.9.81.1.2 (L1) Ensure 'Allow unencrypted traffic' is set to 'Disabled’ (Scored)711

18.9.81.1.3 (L1) Ensure 'Disallow Digest authentication' is set to 'Enabled’' (Scored)
13

18.9.81.2.1 (L1) Ensure 'Allow Basic authentication' is set to 'Disabled’ (Score@lL5
18.9.81.2.2 (L1) EnsuréAllow unencrypted traffic' is set to 'Disabled’' (Scored)..717

18.9.81.2.3 (L1) Ensure 'Disallow WinRM from storing RunAs credent& is set to
'Enabled’ (SCored)........coooiiiiiiiii i e eeeeeeeeen e LD

18.9.82.1 (L2) Ensure 'Allow Remote Shell Access' is set to 'Disabled’ (Scoredj21
18.9.85.1 (L1) Ensure 'Configure Automatic Updates' is set to 'Enabled' (Scoré&@3

18.9.85.2 (L1) Ensure 'Configure Automatic Updates: Scheduled install day' is set to
'0 - Every day' (SCOMed)......couiiiiiiiiii i ceeeeemmmeeeeiie e e e s e s enmmmmmmee s e e e eeeeesnsmmmnnnne e e e e s d 2D
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18.9.85.3 (L1) Ensure 'Do not adjust default option to 'Install Updates and Shut
Down' in Shut Down Windows dialog box' is set to 'Disabled’ (Scored)............. 1727

18.9.85.4 (L1) Ensure 'Do not display 'Install Updates and Shut Down' option in Shut
Down Windows dialog box' is set to 'Disaled’ (Scored)............ccooevevvviieeecccennnn.. £ 29

18.9.85.5 (L1) Ensure 'No auteestart with logged on users for scheduled automatic
updates installations' is s& to 'Disabled’ (Scored).........cccouvviiiiiieceeeemeecieeeee, 731..

18.9.85.6 (L1) Ensure 'Reschedule Automatic Updates scheduled installations' is set
to 'Enabled: 1 mnute' (SCOred).........cooiiiiiiiiiiiiceeeer e sreeenmmmr e e e o33

19 Administrative Templates (USEI)......ccceevuiiiiiieeiieeeemcmeeiiee e eeevvmmmcceen e e eennn e o 3
I TR A O o (o] B = T = PRSP 0 7. &
19.1.3.1 (L1) Ensure 'Enable screen saver' is set to 'Enabled' (Scored)............ 134

19.1.3.2 (L1) Ensure 'Force specific screen saver: Screen saver executable name' is
set to 'Enabled: scrnsave.scr' (SCOred)........oovvvveeiiiiieeeeeeemiise e eeeeeeeeee e 30

19.1.3.3 (L1) Ensure 'Password protect the screen saver' is set to 'Enabled’ (Scored)
.38

19.1.3.4 (L1) Ensure 'Screen saver timeout' is set to 'Enabled: 900 seconds or fewer,
PUL NOL 0" (SCOMEA) ... eeeeeeee e eereeeeee e eeeeeeeeen e LAOL

L T2 I 1T L (] o U RPSTY 2 ¥
19.3 NEIWOIK....ceeieiiiiiiiierreeeem e eeeeeeer e et e e e e s smmmmmmmme e e e e e e e e e e e e s s nmmmmmnnns WAL
19.4 Shared FOIders.........oooo i eeecceeee e eeeeeeeee e eeeeeeeenn e LA L
19.5 Start Menu and Taskbar................uuirirrccciiimmcccceeeeeee i mmmeeeeen LA L
RS B ISV £] (<7 1 PSPPSR ¢ X |

19.6.5.1.1 (L2) Ensure "Turn off Helfcxperience Improvement Program' is set to
'Enabled’ (SCOred).......ccoooiiiiiiii e e LA

19.7 WINAOWS COMPONENTS .....uuuiiiiiiii s ceeeeeeeersiiiee e s emeeeer e eeee s LD

19.7.4.1 (L1) Ensure 'Do not preserve zone information in file attachments' is set to
'Disabled’ (SCOred)..........couvviiiiiiiiimmmmeeeeeeeeeeiiiieemmmmmme e eeeeeeeeesnsmmmmmmmmeeeeeeeeeeen s LAB

19.7.4.2 (L1) Ensure 'Notify antivirus programs when opening attachments' is set to
'Enabled’ (SCOred)........ooouuiiiiii e reermmer e mmmennme s eenn TAS

19.7.25.1 (L1) Ensure 'Prevent users from sharing files within their profile." is set to
'Enabled’ (SCOred).......cooooiiiiiiii e e ereeeeee e LD

19.7.37.1 (L1) Ensure 'Always install with elevated privileges' is set to 'Disabled'
(ST oT0 1 =T o ) U UEPPPRRRSY o o
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19.7.41.2.1 (L2) Ensure 'Prevent Codec Download' is set to 'Enabled’ (Scoredy59
AppendixX: Change HIStOrY...........oooiiiiiiiiieeeeemeen et eeeeeeeene e eeeeeeeees e LB,

24| Page



Overview

This document provides prescriptive guidance for establishing a secure configuration
posture for Microsoft Windows 7. To obtain the latest version of this guid@lease

visit http://benchmarks.cisecurity.org . If you have questions, comments, or have identified
ways to improve this guide, please write us deedback@cisecurity.org

Intended Audience

This document is intended for system and application administrators, security specialists,
auditors, help desk, and platform deployment personnel who plan to develop, deploy,
assess, or secure solutions that inecporate Microsoft Windows 7.

Consensus Guidance

This benchmark was created using a consensus review process comprised of subject
matter experts. Consensus participants provide perspective from a diverse set of
backgrounds including consulting, software deelopment, audit and compliance, security
research, operations, government, and legal.

Each CIS benchmark undergoes two phases of consensus review. The first phase occurs
during initial benchmark development. During this phase, subject matter experts conue

to discuss, create, and test working drafts of the benchmark. This discussion occurs until
consensus has been reached on benchmark recommendations. The second phase begins
after the benchmark has been published. During this phase, all feedback providegthe
Internet community is reviewed by the consensus team for incorporation in the
benchmark. If you are interested in participating in the consensus process, please visit
https://community.cisecurity. org.
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Typographical Conventions

The following typographical conventions are used throughout this guide:

Convention Meaning

Stylized Monospace font Used for blocks of code, command, and script examples.
Text should be interpreted exactly as presented.

Monospace font Used for inline code, commands, or examples. Text shoul
be interpreted exactly as presented.

<italic font in brackets> Italic texts set in angle brackets denote a variable
requiring substitution for a real value.

Italic font Used todenote the title of a book, article, or other
publication.
Note Additional information or caveats

Scoring Information

A scoring status indicates whether compliance with the given recommendation impacts the
assessed target's benchmark score. Thellowing scoring statuses are used in this
benchmark:

Scored

Failure to comply with "Scored" recommendations will decrease the final benchmark score.
Compliance with "Scored" recommendations will increase the final benchmark score.

Not Scored

Failure to comply with "Not Scored" recommendations will not decrease the final
benchmark score. Compliance with "Not Scored" recommendations will not increase the
final benchmark score.
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Profile Definitions

The following configuration profiles are defined by this Bachmark:

1 Levell
Items in this profile intend to:
o be practical and prudent;

o provide a clear security benefit; and
o notinhibit the utility of the technology beyond acceptable means.

1 Level 1 + BitLocker

This profile extends the "Level 1" profile and include8itLocker-related
recommendations

1 Level 2

This profile extends the "Level 1" profile. Items in this profile exhibit one or more of
the following characteristics:

o are intended for environments or use cases where security is paramount
o acts as defense in dgp measure
o may negatively inhibit the utility or performance of the technology

1 Level 2 + BitLocker

This profile extends the "Level 1 + BitLocker" profile. Iltems in this profile exhibit
one or more of the following characteristics:

o are intended for environments or use cases where security is paramount

o acts as defense in depth measure
o may negatively inhibit the utility or performance of the technology
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Recommendations

1 Account Policies

This section contains recommendations for accourgolicies.

1.1 Password Policy
This section contains recommendations for password policy.

1.1.1 (L1) Ensure 'Enforce password history' is set to '24 or more
password(s)' (Scored)

Profile Applicability:
9 Level 1
9 Level 1 + BitLocker

Description:

This policy setting determines the number of renewed, unique passwords that have to be
associated with a user account before you can reuse an old password. The value for this
policy setting must be between 0 and 24 passwords. The default value for Windows Vista is
0 passwords, but the default setting in a domain is 24 passwords. To maintain the
effectiveness of this policy setting, use the Minimum password age setting to prevent users
from repeatedly changing their password.

The recommended state for this settings: 24 or more password(s)
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Rationale:

The longer a user uses the same password, the greater the chance that an attacker can
determine the password through brute force attacks. Also, any accounts that may have
been compromised will remain exploitable foras long as the password is left unchanged. If
password changes are required but password reuse is not prevented, or if users continually
reuse a small number of passwords, the effectiveness of a good password policy is greatly
reduced.

If you specify a lownumber for this policy setting, users will be able to use the same small
number of passwords repeatedly. If you do not also configure the Minimum password age
setting, users might repeatedly change their passwords until they can reuse their original

password.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To establish the recommended configuration via GP, set the following Ul path2eor
more password(s)

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Account
Policies \ Password Policy \ Enforce password history

Impact:

The major impact of this configuration is that users must create a new password every time
they are required to change their old onelf users are required to change their passwords

to new unique values, there is an increased risk of users who write their passwords
somewhere so that they do not forget them. Another risk is that users may create
passwords that change incrementally (foexample, password01, password02, and so on)

to facilitate memorization but make them easier to guess. Also, an excessively low value for
the Minimum password age setting will likely increase administrative overhead, because
users who forget their passwordsmight ask the help desk to reset them frequently.

Default Value:

24 passwords remembered
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1.1.2 (L1) Ensure 'Maximum password age' is set to '60 or fewer days,
but not 0' (Scored)

Profile Applicability:

1 Level 1

9 Level 1 + BitLocker

Description:
This policy setting defines how long a user can use their password before it expires.

Values for this policy setting range from 0 to 999 days. If you set the value to 0, the
password will never expire.

Because attackersan crack passwords, the more frequently you change the password the
less opportunity an attacker has to use a cracked password. However, the lower this value
is set, the higher the potential for an increase in calls to help desk support due to users
havingto change their password or forgetting which password is current.

The recommended state for this setting i80 or fewer days, but not 0

Rationale:

The longer a password exists the higher the likelihood that it will be compromised by a
brute force attack,by an attacker gaining general knowledge about the user, or by the user
sharing the password. Configuring the Maximum password age setting to O so that users
are never required to change their passwords is a major security risk because that allows a
compromised password to be used by the malicious user for as long as the valid user is
authorized access.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To establish the recommended configration via GP, set the following Ul path te0 or
fewer days, but not O:

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Account
Policies \ Password Policy \ Maximum password age
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Impact:

If the Maximum password age setting is too low, userare required to change their
passwords very often. Such a configuration can reduce security in the organization,
because users might write their passwords in an insecure location or lose them. If the value
for this policy setting is too high, the level bsecurity within an organization is reduced
because it allows potential attackers more time in which to discover user passwords or to
use compromised accounts.

Default Value:

42 days
References:

1. CCE34907-6
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1.1.3 (L1) Ensure 'Minimum password agseisto '1 or more day(s)'
(Scored)

Profile Applicability:
1 Level 1
1 Level 1 + BitLocker

Description:

This policy setting determines the number of days that you must use a password before
you can change it. The range of values for this policy settingdstween 1 and 999 days.

(You may also set the value to 0 to allow immediate password changes.) The default value
for this setting is 0 days.

The recommended state for this setting ist or more day(s))

Rationale:

Users may have favorite passwords that #y like to use because they are easy to
remember and they believe that their password choice is secure from compromise.
Unfortunately, passwords are compromised and if an attacker is targeting a specific
individual user account, with foreknowledge of databout that user, reuse of old
passwords can cause a security breach. To address password reuse a combination of
security settings is required. Using this policy setting with the Enforce password history
setting prevents the easy reuse of old passwords. Fexample, if you configure the Enforce
password history setting to ensure that users cannot reuse any of their last 12 passwords,
they could change their password 13 times in a few minutes and reuse the password they
started with, unless you also configureghe Minimum password age setting to a number that
is greater than 0. You must configure this policy setting to a number that is greater than 0
for the Enforce password history setting to be effective.

Audit:

Navigate to the Ul Path articulated in the Renaation section and confirm it is set as
prescribed.
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Remediation:

To establish the recommended configuration via GP, set the following Ul pathiter more
day(s)

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Account
Policies \ Password Policy \ Minimum password age

Impact:

If an administrator sets a password for a user but wants that user to change the password
when the user first logs on, the administrator must select the User must change password
at next logon check box, or the user M not be able to change the password until the next
day.

Default Value:
0 days
References:

1. CCE35366-4
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1.1.4 (L1) Ensure 'Minimum password length' is set to '14 or more
character(s)' (Scored)

Profile Applicability:
1 Level 1
1 Level 1 + BitLocker

Description:

This policy setting determines the least number of characters that make up a password for
a user account. There are many different theories about how to determine the best
password length for an organization, but perhaps "pass phrase" is a et term than
"password." In Microsoft Windows 2000 or later, pass phrases can be quite long and can
include spaces. Therefore, a phrase such as "l want to drink a $5 milkshake" is a valid pass
phrase; it is a considerably stronger password than an 8 or I€haracter string of random
numbers and letters, and yet is easier to remember. Users must be educated about the
proper selection and maintenance of passwords, especially with regard to password length.

The recommended state for this setting iSt4 or more  character(s)

Rationale:

Types of password attacks include dictionary attacks (which attempt to use common words
and phrases) and brute force attacks (which try every possible combination of characters).
Also, attackers sometimes try to obtain the accourtatabase so they can use tools to
discover the accounts and passwords.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To establish the recommended configuration via GP, set the folomg Ul path to14 or
more character(s)

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Account
Policies \ Password Policy \ Minimum password length
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Impact:

Requirements for extremely long passwords can actually decrease the security of a
organization, because users might leave the information in an insecure location or lose it. If
very long passwords are required, mistyped passwords could cause account lockouts and
increase the volume of help desk calls. If your organization has issuegiwforgotten
passwords due to password length requirements, consider teaching your users about pass
phrases, which are often easier to remember and, due to the larger number of character
combinations, much harder to discover.

Note: Older versions of Windavs such as Windows 98 and Windows NT 4.0 do not support
passwords that are longer than 14 characters. Computers that run these older operating
systems are unable to authenticate with computers or domains that use accounts that
require long passwords.

Default Value:

0 characters
References:

1. CCE33789-9
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1.1.5 (L1) Ensure 'Password must meet complexity requirements' is set
to 'Enabled' (Scored)

Profile Applicability:
1 Level 1
1 Level 1 + BitLocker

Description:

This policy setting checks all new password® ensure that they meet basic requirements
for strong passwords.

When this policy is enabled, passwords must meet the following minimum requirements:
- Not contain the user's account name or parts of the user's full name that exceed two
consecutive charaters

- Be at least six characters in length

- Contain characters from three of the following four categories:

- English uppercase characters (A through 2)

- English lowercase characters (a through z)

- Base 10 digits (0 through 9)

- Non-alphabetic charactes (for example, !, $, #, %)

- A catchall category of any Unicode character that does not fall under the previous four
categories. This fifth category can be regionally specific.

Each additional character in a password increases its complexity exponential For
instance, a severcharacter, all lowercase alphabetic password would have 267
(approximately 8 x 109 or 8 billion) possible combinations. At 1,000,000 attempts per
second (a capability of many passworgtracking utilities), it would only take 133 minutes
to crack. A severcharacter alphabetic password with case sensitivity has 527
combinations. A severcharacter casesensitive alphanumeric password without
punctuation has 627 combinations. An eightharacter password has 268 (or 2 x 1011)
possible @mbinations. Although this might seem to be a large number, at 1,000,000
attempts per second it would take only 59 hours to try all possible passwords. Remember,
these times will significantly increase for passwords that use ALT characters and other
specid keyboard characters such as "!" or "@". Proper use of the password settings can
help make it difficult to mount a brute force attack.

The recommended state for this setting iSEnabled .
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Rationale:

Passwords that contain only alphanumeric characters arextremely easy to discover with
several publicly available tools.

Audit;

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To establish the recommended configuration via GP, set the followingd phth to Enabled :

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Account
Policies \ Password Policy \ Password must meet complexity requirements

Impact:

If the default password complexity configuration is retained, additional help desk cialfor
locked-out accounts could occur because users might not be accustomed to passwords that
contain non-alphabetic characters. However, all users should be able to comply with the
complexity requirement with minimal difficulty.

If your organization hasmore stringent security requirements, you can create a custom
version of the Passfilt.dll file that allows the use of arbitrarily complex password strength
rules. For example, a custom password filter might require the use of narpper row
characters. (Upger row characters are those that require you to hold down the SHIFT key
and press any of the digits between 1 and 0.) A custom password filter might also perform
a dictionary check to verify that the proposed password does not contain common
dictionary wor ds or fragments.

Also, the use of ALT key character combinations can greatly enhance the complexity of a
password. However, such stringent password requirements can result in unhappy users
and an extremely busy help desk. Alternatively, your organizatiorotild consider a
requirement for all administrator passwords to use ALT characters in the 01280159 range.
(ALT characters outside of this range can represent standard alphanumeric characters that
would not add additional complexity to the password.)

Default Value:

Disabled
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References:

1. CCE33777-4
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1.1.6 (L1) Ensure 'Store passwords using reversible encryption' is set to
'‘Disabled’ (Scored)

Profile Applicability:

1 Level 1

9 Level 1 + BitLocker

Description:

This policy setting determines whether theoperating system stores passwords in a way
that uses reversible encryption, which provides support for application protocols that
require knowledge of the user's password for authentication purposes. Passwords that are
stored with reversible encryption are essentially the same as plaintext versions of the
passwords.

The recommended state for this setting isbisabled
Rationale:

Enabling this policy setting allows the operating system to store passwords in a weaker
format that is much more susceptible to compromise and weakens your system security.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To establish the recommended configuration via GP, set the following Ul pathoabled

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Account
Policies \ Password Policy \ Store passwords using reversible encryption

Impact:

If your organization uses either the CHAP authentication protocol through remote access or
IAS servicesor Digest Authentication in IS, you must configure this policy setting to
Enabled. This setting is extremely dangerous to apply through Group Policy on a udsr

user basis, because it requires the appropriate user account object to be opened in Active
Directory Users and Computers.
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Default Value:

Disabled
References:

1. CCE35370-6
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1.2 Account Lockout Policy

This section contains recommendations for account lockout policy.

1.2.1 (L1) Ensure 'Account lockout duration' is set to '15 or more
minute(s)'(Scored)

Profile Applicability:
1 Level 1
1 Level 1 + BitLocker

Description:

This policy setting determines the length of time that must pass before a locked account is
unlocked and a user can try to log on again. The setting does this by specifying tiuenber

of minutes a locked out account will remain unavailable. If the value for this policy setting
is configured to 0O, locked out accounts will remain locked out until an administrator
manually unlocks them.

Although it might seem like a good idea to cdigure the value for this policy setting to a

high value, such a configuration will likely increase the number of calls that the help desk
receives to unlock accounts locked by mistake. Users should be aware of the length of time
a lock remains in place, @ that they realize they only need to call the help desk if they have
an extremely urgent need to regain access to their computer.

The recommended state for this setting ist5 or more minute(s)

Rationale:

A denial of service (DoS) condition can be crealaf an attacker abuses the Account lockout
threshold and repeatedly attempts to log on with a specific account. Once you configure the
Account lockout threshold setting, the account will be locked out after the specified number
of failed attempts. If youconfigure the Account lockout duration setting to 0, then the
account will remain locked out until an administrator unlocks it manually.

Audit;

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.
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Remediation :

To establish the recommended configuration via GP, set the following Ul pathi®or
more minute(s)

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Account
Policies \ Account Lockout Policy \ Account lockout duration
Impact:

Although it may seem like a good idea to configure this policy setting to never
automatically unlock an account, such a configuration can increase the number of requests
that your organization's help desk receives to unlock accounts that were locked by mistake.

Default Value:

Not defined
References:

1. CCE35409-2
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1.2.2 (L1) Ensure 'Account lockout threshold' is set to '10 or fewer
invalid logon attempt(s), but not 0' (Scored)

Profile Applicability:
1 Level 1
1 Level 1 + BitLocker

Description:

This policy setting determines the number of failed logon attempts before the account is
locked. Setting this policy ta does not conform with the benchmark as doing so disables
the account lockout threshold.

The recommended state for this setting ist0 or fewer invalid | ogon attempt(s), but
not0 .

Rationale:

Setting an account lockout threshold reduces the likelihood that an online password brute
force attack will be successful. Setting the account lockout threshold too low introduces
risk of increased accidental lockouts@nd/or a malicious actor intentionally locking out
accounts.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To establish the recommended configuration via GP, set the following Ultp&o 10 or
fewer invalid login attempt(s), but not 0 :

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Account
Policies \ Account Lockout Policy \ Account lockout threshold
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Impact:

If this policy setting is enabled, a lockeaut account wil not be usable until it is reset by an
administrator or until the account lockout duration expires. This setting may generate
additional help desk calls.

If you enforce this setting an attacker could cause a denial of service condition by
deliberately generating failed logons for multiple user, therefore you should also configure
the Account Lockout Duration to a relatively low value.

If you configure the Account Lockout Threshold to O, there is a possibility that an attacker's
attempt to discover passwods with a brute force password attack might go undetected if a
robust audit mechanism is not in place.

Default Value:

0 invalid logon attempts
References:

1. CCE33728-7
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1.2.3 (L1) Ensure 'Reset account lockout counter after' is set to '15 or
more minute(s)' (Scored)

Profile Applicability:
1 Level 1

9 Level 1 + BitLocker

Description:

This policy setting determines the length of time before the Account lockout threshold
resets to zero. The default value for this policy setting is Not Defined. IfatAccount lockout
threshold is defined, this reset time must be less than or equal to the value for the Account
lockout duration setting.

If you leave this policy setting at its default value or configure the value to an interval that
is too long, your enwwonment could be vulnerable to a DoS attack. An attacker could
maliciously perform a number of failed logon attempts on all users in the organization,
which will lock out their accounts. If no policy were determined to reset the account
lockout, it would be a manual task for administrators. Conversely, if a reasonable time
value is configured for this policy setting, users would be locked out for a set period until
all of the accounts are unlocked automatically.

The recommended state for this setting iSt5 or more minute(s)

Rationale:

Users can accidentally lock themselves out of their accounts if they mistype their password
multiple times. To reduce the chance of such accidental lockouts, the Reset account lockout
counter after setting determines the nunber of minutes that must elapse before the

counter that tracks failed logon attempts and triggers lockouts is reset to O.

Audit;

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.
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Remediation:

To establishthe recommended configuration via GP, set the following Ul path 1@ or
more minute(s)

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Account
Policies \ Account Lockout Policy \ Reset account lockout counter after
Impact:

If you do not @nfigure this policy setting or if the value is configured to an interval that is
too long, a DoS attack could occur. An attacker could maliciously attempt to log on to each
user's account numerous times and lock out their accounts as described in the peeang
paragraphs. If you do not configure the Reset account lockout counter after setting,
administrators would have to manually unlock all accounts. If you configure this policy
setting to a reasonable value the users would be locked out for some periadter which

their accounts would unlock automatically. Be sure that you notify users of the values used
for this policy setting so that they will wait for the lockout timer to expire before they call
the help desk about their inability to log on.

Default Value:

0
References:

1. CCE35408-4
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2 Local Policies

This section contains recommendations for local policies.

2.1 Audit Policy

This section is intentionally blank and exists to ensure the structure of Windows
benchmarks is consistent.

2.2 User Righté&ssignment

This section contains recommendations for user rights assignments.

2.2.1 (L1) Ensure 'Access Credential Manager as a trusted caller' is set to
'No One' (Scored)

Profile Applicability:

1 Level 1

9 Level 1 + BitLocker

Description:

This security setting is used by Credential Manager during Backup and Restore. No
accounts should have this user right, as it is only assigned to Winlogon. Users' saved
credentials might be compromised if this user right is assigned to other entities.

The recommended stite for this setting is:No One.
Rationale:

If an account is given this right the user of the account may create an application that calls
into Credential Manager and is returned the credentials for another user.

Audit;

Navigate to the Ul Path articulatedn the Remediation section and confirm it is set as
prescribed.
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Remediation:

To establish the recommended configuration via GP, set the following Ul pathNo One:

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Local Policies \ User
Rights Assignment  \ Access Credential Manager as a trusted caller

Impact:

None, this is the default configuration.

Default Value:

No one
References:

1. CCE35457-1
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2.2.2 (L1) Ensure 'Access this computer from the network' is set to
'‘Administrators' (Scored)

Profile Applicability:
1 Level 1

9 Level 1 + BitLocker

Description:

This policy setting allows other users on the network to connect to the computer and is
required by various network protocols that include Server Message Block (SMBased
protocols, NetBIOS, Common Internet File System (CIFS), and Component Object Model
Plus (COM+).

The recommended state for this setting isAdministrators

Rationale:

Users who can connect from their computer to the network can access resources on target
computers forwhich they have permission. For example, the Access this computer from the
network user right is required for users to connect to shared printers and folders. If this
user right is assigned to the Everyone group, then anyone in the group will be able &ad

the files in those shared folders. However, this situation is unlikely for new installations of
Windows Server 2003 with Service Pack 1 (SP1), because the default share and NTFS
permissions in Windows Server 2003 do not include the Everyone group. Thisiinerability
may have a higher level of risk for computers that you upgrade from Windows NT 4.0 or
Windows 2000, because the default permissions for these operating systems are not as
restrictive as the default permissions in Windows Server 2003.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To establish the recommended configuration via GP, set the following Ul path to
Administrators

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local Policies \ User
Rights Assignment  \ Access this computer from the network
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Impact:

If you remove the Access this computer from the network user right on domain controllers
for all users, no one will be able to log on to the doam or use network resources. If you
remove this user right on member servers, users will not be able to connect to those
servers through the network. Successful negotiation of IPsec connections requires that the
initiating machine has this right, therefore it is recommended that it be assigned to the
Users group. If you have installed optional components such as ASP.NET or Internet
Information Services (lIS), you may need to assign this user right to additional accounts
that are required by those componend. It is important to verify that authorized users are
assigned this user right for the computers they need to access the network.

Default Value:

Everyone, Administrators, Users, Backup Operators
References:

1. CCE32928-4
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2.2.3 (L1) Ensure 'Act as parttloé operating system' is set to 'No One'
(Scored)

Profile Applicability:

1 Level 1

9 Level 1 + BitLocker

Description:

This policy setting allows a process to assume the identity of any user and thus gain access
to the resources that the user is authorize to access.

The recommended state for this setting iSNo One.
Rationale:

The Act as part of the operating system user right is extremely powerful. Anyone with this
user right can take complete control of the computer and erase evidence of their activiie

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To establish the recommended configuration via GP, set the following Ul pathNo One:

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local Policies \ User
Rights Assignment  \ Act as part of the operating system

Impact:

There should be little or no impact because the Act as part of the operating system user
right is rarely needed by any accounts other than theocal System account.

Default Value:

No one
References:
1. CCE35403-5
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2.2.4 (L1) Ensure 'Adjust memory quotas for a process' is set to
'‘Administrators, LOCAL SERVICE, NETWORK SERVICE' (Scored)

Profile Applicability:
9 Level 1
9 Level 1 + BitLocker

Descrip tion:

This policy setting allows a user to adjust the maximum amount of memory that is available
to a process. The ability to adjust memory quotas is useful for system tuning, but it can be
abused. In the wrong hands, it could be used to launch a deniakefvice (DoS) attack.

The recommended state for this setting iSAdministrators, LOCAL SERVICE, NETWORK
SERVICE

Rationale:

A user with the Adjust memory quotas for a process privilege can reduce the amount of
memory that is available to any process, whitcould cause businessritical network
applications to become slow or to fail. In the wrong hands, this privilege could be used to
start a denial of service (DoS) attack.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirmi& set as
prescribed.

Remediation:

To establish the recommended configuration via GP, set the following Ul path to
Administrators, LOCAL SERVICE, NETWORK SERVICE:

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Local Policies \ User
Right s Assignment \ Adjust memory quotas for a process
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Impact:

Organizations that have not restricted users to roles with limited privileges will find it
difficult to impose this countermeasure. Also, if you have installed optional components
such as ASP.NET d&IS, you may need to assign the Adjust memory quotas for a process
user right to additional accounts that are required by those components. Otherwise, this
countermeasure should have no impact on most computers. If this user right is necessary
for a useraccount, it can be assigned to a local computer account instead of a domain

account.

Default Value:

Administrators, LOCAL SERVICE, NETWORK SERVICE
References:

1. CCE35490-2
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2.2.5 (L1) Ensure 'Allow log on locally' is set to 'Administrators, Users
(Scored)

Profile Applicability:
1 Level 1
1 Level 1 + BitLocker

Description:

This policy setting determines which users can interactively log on to computers in your
environment. Logons that are initiated by pressing the CTRL+ALT+DEL key sequence on
the client computer keyboard require this user right. Users who attempt to log on through
Terminal Services or IIS also require this user right.

The Guest account is assigned this user right by default. Although this account is disabled
by default, it's recommended tlat you enable this setting through Group Policy. However,
this user right should generally be restricted to the Administrators and Users groups.
Assign this user right to the Backup Operators group if your organization requires that they
have this capabilty.

The recommended state for this setting isAdministrators, Users

Rationale:

Any account with the Allow log on locally user right can log on at the console of the
computer. If you do not restrict this user right to legitimate users who need to be abte
log on to the console of the computer, unauthorized users could download and run
malicious software to elevate their privileges.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To establish the recommended configuration via GP, set the following Ul path to

Administrators, Users

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Local Policies \ User
Rights Assignment  \ Allow log on locally
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Impact:

If you remove these déault groups, you could limit the abilities of users who are assigned
to specific administrative roles in your environment. You should confirm that delegated
activities will not be adversely affected by any changes that you make to the Allow log on
locally user rights assignments.

Default Value:

Guest, Administrators, Users, Backup Operators
References:

1. CCE35640-2
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2.2.6 (L1) Ensure 'Allow log on through Remote Desktop Services' is set
to 'Administrators, Remote Desktop Users' (Scored)

Profile Applicability:
1 Level 1
1 Level 1 + BitLocker

Description:

This policy setting determines which users or groups have the right to log on as a Terminal
Services client. Remote desktop users require this user right. If your organization uses
Remote Assisance as part of its help desk strategy, create a group and assign it this user
right through Group Policy. If the help desk in your organization does not use Remote
Assistance, assign this user right only to the Administrators group or use the restricted
groups feature to ensure that no user accounts are part of the Remote Desktop Users

group.

Restrict this user right to the Administrators group, and possibly the Remote Desktop
Users group, to prevent unwanted users from gaining access to computers on yoatwork
by means of the Remote Assistance feature.

The recommended state for this setting isAdministrators, Remote Desktop Users

Rationale:

Any account with the Allow log on through Terminal Services user right can log on to the
remote console of thecomputer. If you do not restrict this user right to legitimate users

who need to log on to the console of the computer, unauthorized users could download and
run malicious software to elevate their privileges.

Audit:

Navigate to the Ul Path articulated inthe Remediation section and confirm it is set as
prescribed.
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Remediation:

To establish the recommended configuration via GP, set the following Ul path to
Administrators, Remote Desktop Users :

Computer Configuration \ Policies \ Windows Settings \ Security Sett ings \ Local Policies \ User
Rights Assignment  \ Allow log on through Remote Desktop Services

Impact:

Removal of the Allow log on through Terminal Services user right from other groups or
membership changes in these default groups could limit the abilities of ass who perform
specific administrative roles in your environment. You should confirm that delegated
activities will not be adversely affected.

Default Value:

Administrators, Remote Desktop Users
References:

1. CCE33035-7
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2.2.7 (L1) Ensure 'Back up figesl directories' is set to 'Administrators
(Scored)

Profile Applicability:

1 Level 1

9 Level 1 + BitLocker

Description:

This policy setting allows users to circumvent file and directory permissions to back up the
system. This user right is enabled onlywhen an application (such as NTBACKUP) attempts
to access a file or directory through the NTFS file system backup application programming
interface (API). Otherwise, the assigned file and directory permissions apply.

The recommended state for this settings: Administrators

Rationale:

Users who are able to back up data from a computer could take the backup media to a-non
domain computer on which they have administrative privileges and restore the data. They
could take ownership of the files and view any uencrypted data that is contained within

the backup set.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To establish the recommended configuration via GP, set the following Ul path to
Administrators

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Local Policies \ User
Rights Assignment  \ Back up files and directories

Impact:

Changes in the membership of the groups that have the Back up files and directories user
right could limit the abilities of users who are assigned to specific administrative roles in
your environment. You should confirm that authorized backup administrators are still able
to perform backup operations.
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Default Value:

Administrators, Backup Operators
References:

1. CCE35699-8
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2.2.8 (L1) Ensure 'Change the system time' is set to 'Administrators,
'LOCAL SERVICE' (Scored)

Profile Applicability:
1 Level 1
1 Level 1 + BitLocker

Description:

This policy setting determines which users and groups can changfee time and date on the
internal clock of the computers in your environment. Users who are assigned this user right
can affect the appearance of event logs. When a computer's time setting is changed, logged
events reflect the new time, not the actual tira that the events occurred.

When configuring a user right in the SCM enter a comma delimited list of accounts.
Accounts can be either local or located in Active Directory, they can be groups, users, or
computers.

Note: Discrepancies between the time on thécal computer and on the domain controllers
in your environment may cause problems for the Kerberos authentication protocol, which
could make it impossible for users to log on to the domain or obtain authorization to access
domain resources after they ae logged on. Also, problems will occur when Group Policy is
applied to client computers if the system time is not synchronized with the domain
controllers.

The recommended state for this setting iSAdministrators, LOCAL SERVICE
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Rationale:

Users who carchange the time on a computer could cause several problems. For example,
time stamps on event log entries could be made inaccurate, time stamps on files and folders
that are created or modified could be incorrect, and computers that belong to a domain

may not be able to authenticate themselves or users who try to log on to the domain from
them. Also, because the Kerberos authentication protocol requires that the requestor and
authenticator have their clocks synchronized within an administratordefined skewperiod,

an attacker who changes a computer's time may cause that computer to be unable to obtain
or grant Kerberos tickets.

The risk from these types of events is mitigated on most domain controllers, member
servers, and enduser computers because the Widiows Time service automatically
synchronizes time with domain controllers in the following ways:

T All client desktop computers and member servers use the authenticating domain
controller as their inbound time partner.

1 All domain controllers in a domain nomnate the primary domain controller (PDC)
emulator operations master as their inbound time partner.

1 All PDC emulator operations masters follow the hierarchy of domains in the
selection of their inbound time partner.

T The PDC emulator operations master at theot of the domain is authoritative for
the organization. Therefore it is recommended that you configure this computer to
synchronize with a reliable external time server.

This vulnerability becomes much more serious if an attacker is able to change thestem
time and then stop the Windows Time service or reconfigure it to synchronize with a time
server that is not accurate.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To establish the recommended configuration via GP, set the following Ul path to
Administrators, LOCAL SERVICE

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Local Policies \ User
Rights Assignment  \ Change the system time

63|Page



Impact:

There should be no impact, because time synchronization for most organizations should be
fully automated for all computers that belong to the domain. Computers that do not belong
to the domain should be configured to synchronize with an external source.

Default Value:

Administrators, LOCAL SERVICE
References:

1. CCE33094-4
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2.2.9 (L1) Ensure 'Change the time zone' is set to 'Administrators, LOCAL
SERVICE, Users' (Scored)

Profile Applicability:
1 Level 1
1 Level 1 + BitLocker

Description:

This setting determines which users can change the time zone of the computer. This ability
holds no great danger for the computer and may be useful for mobile workers.

The recommended state for this setting isAdministrators, LOCAL SERVICE, Users

Rationale:

Changing the time zoe represents little vulnerability because the system time is not
affected. This setting merely enables users to display their preferred time zone while being
synchronized with domain controllers in different time zones.

Audit:

Navigate to the Ul Path artialated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To establish the recommended configuration via GP, set the following Ul path to
Administrators, LOCAL SERVICE, Users

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local Policies \ User
Rights Assignment  \ Change the time zone

Impact:

None. This is the default configuration.

Default Value:

Administrators, LOCAL SERVICE, Users
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References:

1. CCE33431-8
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2.2.10 (L1) Ensure 'Create a pagefilgeisto ‘Administrators’ (Scored)
Profile Applicability:

7 Level 1

1 Level 1 + BitLocker

Description:

This policy setting allows users to change the size of the pagefile. By making the pagefile
extremely large or extremely small, an attacker could easibffect the performance of a
compromised computer.

The recommended state for this setting isAdministrators

Rationale:

Users who can change the page file size could make it extremely small or move the file to a
highly fragmented storage volume, which coldl cause reduced computer performance.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To establish the recommended configuration via GP, set the following Ul path to
Administrators:

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Local Policies \ User
Rights Assignment  \ Create a pagefile

Impact:

None. This is the default configuration.

Default Value:

Administrators
References:

1. CCE33051-4
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2.2.11 (L1) Ensure 'Creatéoken object' is set to 'No One' (Scored)

Profile Applicability:
1 Level 1
9 Level 1 + BitLocker

Description:

This policy setting allows a process to create an access token, which may provide elevated
rights to access sensitive data.

The recommended state for this setting islo One.

Rationale:

A user account that is given this user right has complete control over the system and can
lead to the system being compromised. It is highly recommended that you do not assign
any user accountshis right.

The operating system examines a user's access token to determine the level of the user's
privileges. Access tokens are built when users log on to the local computer or connect to a
remote computer over a network. When you revoke a privilege, thchange is immediately
recorded, but the change is not reflected in the user's access token until the next time the
user logs on or connects. Users with the ability to create or modify tokens can change the
level of access for any currently logged on acuant. They could escalate their own privileges
or create a DoS condition.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To establish the recommended configuration via GP, set the fmNing Ul path toNo One:

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Local Policies \ User
Rights Assignment  \ Create a token object

Impact:

None. This is the default configuration.
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Default Value:

No one
References:

1. CCE33779-0
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2.2.12(L1) Ensure 'Create global objects' is set to 'Administrators,
LOCAL SERVICE, NETWORK SERVICE, SERVICE' (Scored)
Profile Applicability:

9 Level 1

9 Level 1 + BitLocker

Description:

This policy setting determines whether users can create global objectisat are available to
all sessions. Users can still create objects that are specific to their own session if they do not
have this user right.

Users who can create global objects could affect processes that run under other users'
sessions. This capability auld lead to a variety of problems, such as application failure or
data corruption.

The recommended state for this setting isAdministrators, LOCAL SERVICE, NETWORK
SERVICE, SERVICE .

Rationale:

Users who can create global objects could affect Windows ser®s and processes that run
under other user or system accounts. This capability could lead to a variety of problems,
such as application failure, data corruption and elevation of privilege.

Audit:

Navigate to the Ul Path articulated in the Remediation sgon and confirm it is set as
prescribed.

Remediation:

To establish the recommended configuration via GP, set the following Ul path to
Administrators, LOCAL SERVICE, NETWORK SERVICE, SERVICE

Computer Configuration \ Policies \ Windows Settings  \ Security  Settings \ Local Policies \ User
Rights Assignment  \ Create global objects

Impact:

None. This is the default configuration.
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Default Value:

Administrators, LOCAL SERVICE, NETWORK SERVICE, SERVICE
References:

1. CCE33095-1
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2.2.13 (L1) Ensure 'Create permangmired objects' is set to 'No One'
(Scored)

Profile Applicability:

1 Level 1

9 Level 1 + BitLocker

Description:

This user right is useful to kernelmode components that extend the object namespace.
However, components that run in kernel mode have this &s right inherently. Therefore, it
is typically not necessary to specifically assign this user right.

The recommended state for this setting islo One.
Rationale:

Users who have the Create permanent shared objects user right could create new shared
objects and expose sensitive data to the network.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To establish the recommended configuration via GP, set the following Ul pathNo One:

Compiter Configuration \ Policies \ Windows Settings \ Security Settings \ Local Policies \ User
Rights Assignment  \ Create permanent shared objects

Impact:

None. This is the default configuration.

Default Value:

No one
References:
1. CCE33780-8
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2.2.14 (L1) Ensure 'Creaymbolic links' is set to 'Administrators'
(Scored)

Profile Applicability:
1 Level 1

9 Level 1 + BitLocker

Description:

This policy setting determines which users can create symbolic links. In Windows Vista,
existing NTFS file system objects, such asefil and folders, can be accessed by referring to a
new kind of file system object called a symbolic link. A symbolic link is a pointer (much like
a shortcut or .Ink file) to another file system object, which can be a file, folder, shortcut or
another symboic link. The difference between a shortcut and a symbolic link is that a
shortcut only works from within the Windows shell. To other programs and applications,
shortcuts are just another file, whereas with symbolic links, the concept of a shortcut is
implemented as a feature of the NTFS file system.

Symbolic links can potentially expose security vulnerabilities in applications that are not
designed to use them. For this reason, the privilege for creating symbolic links should only
be assigned to trusted uses. By default, only Administrators can create symbolic links.

The recommended state for this setting isAdministrators

Rationale:

Users who have the Create Symbolic Links user right could inadvertently or maliciously
expose your system to symbolic linlattacks. Symbolic link attacks can be used to change
the permissions on a file, to corrupt data, to destroy data, or as a Denial of Service attack.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To establish the recommended configuration via GP, set the following Ul path to
Administrators

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Local Policies \ User
Rights Assignment  \ Create symbolic links
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Impact:

None.This is the default configuration.

Default Value:

Administrators

References:

1. CCE33053-0
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2.2.15 (L1) Ensure 'Debug programs' is set to 'Administrators' (Scored)

Profile Applicability:
1 Level 1

9 Level 1 + BitLocker

Description:

This policy settingdetermines which user accounts will have the right to attach a debugger
to any process or to the kernel, which provides complete access to sensitive and critical
operating system components. Developers who are debugging their own applications do
not need © be assigned this user right; however, developers who are debugging new
system components will need it.

The recommended state for this setting isAdministrators

Rationale:

The Debug programs user right can be exploited to capture sensitive computer imfioation
from system memory, or to access and modify kernel or application structures. Some attack
tools exploit this user right to extract hashed passwords and other private security
information, or to insert rootkit code. By default, the Debug programs &s right is assigned
only to administrators, which helps to mitigate the risk from this vulnerability.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To establish the recommended corduration via GP, set the following Ul path to
Administrators

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Local Policies \ User
Rights Assignment  \ Debug programs
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Impact:

If you revoke this user right, no one will be able to debug pgrams. However, typical
circumstances rarely require this capability on production computers. If a problem arises
that requires an application to be debugged on a production server, you can move the
server to a different OU temporarily and assign the Debygrograms user right to a
separate Group Policy for that OU.

The service account that is used for the cluster service needs the Debug programs privilege;
if it does not have it, Windows Clustering will fail. For additional information about how to
configure Windows Clustering in conjunction with computer hardening, see Microsoft
Knowledge Base article 891597How to apply more restrictive security settings on a
Windows Server 2003based cluster grver.

Tools that are used to manage processes will be unable to affect processes that are not
owned by the person who runs the tools. For example, the Windows Server 2003 Resource
Kit tool Kill.exe requires this user right for administrators to terminateprocesses that they
did not start.

Default Value:

Administrators
References:

1. CCE33157-9
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2.2.16 (L1) Ensure 'Deny access to this computer from the network' to
include 'Guests, Local account' (Scored)

Profile Applicability:
1 Level 1

9 Level 1 + BitLocker

Description:

This policy setting prohibits users from connecting to a computer from across the network,
which would allow users to access and potentially modify data remotely. In high security
environments, there should be no need foremote users to access data on a computer.
Instead, file sharing should be accomplished through the use of network servers.

The recommended state for this setting is to includeSuests, Local account

Caution: Configuring a standalone (nordomain-joined) workstation as described above
may result in an inability to remotely administer the workstation.

Rationale:

Users who can log on to the computer over the network can enumerate lists of account
names, group nhames, and shared resources. Users with permigsto access shared folders
and files can connect over the network and possibly view or modify data.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To establish the recommended configtation via GP, set the following Ul path to
include Guests, Local account

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Local Policies \ User
Rights Assignment  \ Deny access to this computer from the network

77|Page



Impact:

If you configure theDeny access to this computer from the network user right for other
groups, you could limit the abilities of users who are assigned to specific administrative
roles in your environment. You should verify that delegated tasks will not be negatively
affected

Default Value:

Guest
References:

1. CCE34173-5
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2.2.17 (L1) Ensure 'Deny log on as a batch job' to include 'Guests'
(Scored)

Profile Applicability:
1 Level 1

9 Level 1 + BitLocker

Description:

This policy setting determines which accounts will not beble to log on to the computer as
a batch job. A batch job is not a batch (.bat) file, but rather a batgueue facility. Accounts
that use the Task Scheduler to schedule jobs need this user right.

The Deny log on as a batch job user right overrides thelLog on as a batch jobuser right,
which could be used to allow accounts to schedule jobs that consume excessive system
resources. Such an occurrence could cause a DoS condition. Failure to assign this user right
to the recommended accounts can be a security risk.

The recommenced state for this setting is to includeGuests .

Rationale:

Accounts that have the Deny log on as a batch job user right could be used to schedule jobs
that could consume excessive computer resources and cause a DoS condition.

Audit:

Navigate to the Ul Pdit articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To establish the recommended configuration via GP, set the following Ul path to include
Guests :

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Local Policies \ User
Rights Assignment  \ Deny log on as a batch job
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Impact:

If you assign the Deny log on as a batch job user right to other accounts, you could deny
users who are assigned to specific administrative roles the ability to perform their required
job activities. You should confirm that delegated tasks will not be affected adversely.

For example, if you assign this user right to the IWAM_<ComputerName> account, the MSM
Management Point will fail. On a newly installed computer that runs Windows Sezw 2003

this account does not belong to the Guests group, but on a computer that was upgraded
from Windows 2000 this account is a member of the Guests group. Therefore, it is

important that you understand which accounts belong to any groups that you assigne

Deny log on as a batch job user right.

Default Value:

No one
References:

1. CCE35461-3
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2.2.18 (L1) Ensure 'Deny log on as a service' to include 'Guests' (Scored)

Profile Applicability:
9 Level 1
9 Level 1 + BitLocker

Description:

This security setting determines which service accounts are prevented from registering a
process as a service. This policy setting supersedes theg on as a servicepolicy setting if
an account is subject to both policies.

The recommended state for this stting is to include: Guests .

Note: This security setting does not apply to the System, Local Service, or Network Service
accounts.

Rationale:

Accounts that can log on as a service could be used to configure and start new
unauthorized services, such as keylogger or other malicious software. The benefit of the
specified countermeasure is somewhat reduced by the fact that only users with
administrative privileges can install and configure services, and an attacker who has
already attained that level of acess could configure the service to run with the System
account.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To establish the recommended configuration via GP, set the following p#th to include
Guests :

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Local Policies \ User
Rights Assignment  \ Deny log on as a service

Impact:

If you assign the Deny log on as a service user right to specific accounts, services may not
be able to start and a DoS condition could result.
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Default Value:

No one
References:

1. CCE35404-3
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2.2.19 (L1) Ensure 'Deny log on locally' to include 'Guests' (Scored)

Profile Applicability:
1 Level 1

9 Level 1 + BitLocker

Description:

This security setting determines which users are prevented from logging on at the
computer. This policy setting supersedes théllow log on locally policy setting if an
account is subject to both policies.

Important: If you apply this security policy to the Everyone group, no one will be able to
log on locally.

The recommended state for this setting is to includesuests .

Rationale:

Any account with the ability to log on locally could be used to log on at the console of the
computer. If this user right is rot restricted to legitimate users who need to log on to the
console of the computer, unauthorized users might download and run malicious software
that elevates their privileges.

Audit:

Navigate to the Ul Path articulated in the Remediation section and camnf it is set as
prescribed.

Remediation:

To establish the recommended configuration via GP, set the following Ul path to
include Guests :

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Local Policies \ User
Rights Assignment  \ Deny log on locally

Impact:

If you assign the Deny log on locally user right to additional accounts, you could limit the
abilities of users who are assigned to specific roles in your environment. However, this user
right should explicitly be assigned to the ASPNET amant on computers that run IS 6.0.

You should confirm that delegated activities will not be adversely affected.
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Default Value:

Guest
References:

1. CCE35293-0

84|Page



2.2.20 (L1) Ensure 'Deny log on through Remote Desktop Services' to
include 'Guests, Local acod' (Scored)

Profile Applicability:
1 Level 1

9 Level 1 + BitLocker

Description:

This policy setting determines whether users can log on as Terminal Services clients. After
the baseline workstation is joined to a domain environment, there is no need tese local
accounts to access the workstation from the network. Domain accounts can access the
server for administration and end-user processing.

The recommended state for this setting is to includeSuests, Local account

Caution: Configuring a standalongnon-domain-joined) workstation as described above
may result in an inability to remotely administer the workstation.

Rationale:

Any account with the right to log on through Terminal Services could be used to log on to
the remote console of the computer flthis user right is not restricted to legitimate users

who need to log on to the console of the computer, unauthorized users might download and
run malicious software that elevates their privileges.

Audit:

Navigate to the Ul Path articulated in the Remediion section and confirm it is set as
prescribed.

Remediation:

To establish the recommended configuration via GP, set the following Ul path to
include Guests, Local account

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Local Policies \ User
Rights Assignment  \ Deny log on through Remote Desktop Services
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Impact:

If you assign the Deny log on through Terminal Services user right to other groups, you
could limit the abilities of users who are assigned to specific administrative roles in yo
environment. Accounts that have this user right will be unable to connect to the computer
through either Terminal Services or Remote Assistance. You should confirm that delegated
tasks will not be negatively impacted.

Default Value:
No one
References:

1. CCE33787-3
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2.2.21 (L1) Ensure 'Enable computer and user accounts to be trusted for
delegation' is set to 'No One' (Scored)

Profile Applicability:

9 Level 1

9 Level 1 + BitLocker

Description:

This policy setting allows users to change the Trusted fordlegation setting on a computer
object in Active Directory. Abuse of this privilege could allow unauthorized users to
impersonate other users on the network.

The recommended state for this setting islo One.

Rationale:

Misuse of the Enable computer andser accounts to be trusted for delegation user right
could allow unauthorized users to impersonate other users on the network. An attacker
could exploit this privilege to gain access to network resources and make it difficult to
determine what has happend after a security incident.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To establish the recommended configuration via GP, set the following Ul pathNo One:

Computer Configurat ion \ Policies \ Windows Settings \ Security Settings \ Local Paolicies \ User
Rights Assignment  \ Enable computer and user accounts to be trusted for delegation

Impact:

None. This is the default configuration.

Default Value:

No one

87|Page



References:

1. CCE33778-2
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2.2.22 1) Ensure 'Force shutdown from a remote system' is set to
'‘Administrators' (Scored)

Profile Applicability:

1 Level 1

9 Level 1 + BitLocker

Description:

This policy setting allows users to shut down Windows Vistdased computers from

remote locations onthe network. Anyone who has been assigned this user right can cause a
denial of service (DoS) condition, which would make the computer unavailable to service
user requests. Therefore, it is recommended that only highly trusted administrators be
assigned ths user right.

The recommended state for this setting isAdministrators

Rationale:

Any user who can shut down a computer could cause a DoS condition to occur. Therefore,
this user right should be tightly restricted.

Audit:

Navigate to the Ul Patlarticulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To establish the recommended configuration via GP, set the following Ul path to
Administrators

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Loca | Policies \ User
Rights Assignment  \ Force shutdown from a remote system

Impact:

If you remove the Force shutdown from a remote system user right from the Server
Operator group you could limit the abilities of users who are assigned to specific
administrative roles in your environment. You should confirm that delegated activities will
not be adversely affected.
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Default Value:

Administrators
References:

1. CCE33715-4
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2.2.23 (L1) Ensure 'Generate security audits' is set to 'LOCAL SERVICE,
NETWORK SERVICE' €sigor

Profile Applicability:
1 Level 1
1 Level 1 + BitLocker

Description:

This policy setting determines which users or processes can generate audit records in the
Security log.

The recommended state for this setting iS2OCAL SERVICE, NETWORK SERVICE
Rationale:

An attacker could use this capability to create a large number of audited events, which
would make it more difficult for a system administrator to locate any illicit activity. Also, if
the event log is configured to overwrite events as needed, aeyidence of unauthorized
activities could be overwritten by a large number of unrelated events.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To establish the recommended configuration via GP, set the following Ul pathuocAL
SERVICE, NETWORK SERVICE:

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local Policies \ User
Rights Assignment  \ Generate security audits

Impact:

On most computers, this is the default configuration and there will be no negative impact.
However, if you have installedVeb Server (11S)you will need to allow the IIS application
pool(s) to be granted this User Right Assignment.

Default Value:

LOCAL SRVICE, NETWORK SERVICE
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References:

1. CCE35363-1
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2.2.24 (L1) Ensure 'Impersonate a client after authentication' is set to
‘Administrators, LOCAL SERVICE, NETWORK SERVICE, SERVICE' (Score

Profile Applicability:
1 Level 1

9 Level 1 + BitLocker

Descripti on:

The policy setting allows programs that run on behalf of a user to impersonate that user (or
another specified account) so that they can act on behalf of the user. If this user right is
required for this kind of impersonation, an unauthorized user willnot be able to convince a
client to connect for example, by remote procedure call (RPC) or named pipedo a

service that they have created to impersonate that client, which could elevate the
unauthorized user's permissions to administrative or system levis.

Services that are started by the Service Control Manager have the buiitService group

added by default to their access tokens. COM servers that are started by the COM
infrastructure and configured to run under a specific account also have the Sergigroup
added to their access tokens. As a result, these processes are assigned this user right when
they are started.

Also, a user can impersonate an access token if any of the following conditions exist:

- The access token that is being impersonated isrfthis user.

- The user, in this logon session, logged on to the network with explicit credentials to create
the access token.

- The requested level is less than Impersonate, such as Anonymous or ldentify.

An attacker with the Impersonate a client after athentication user right could create a
service, trick a client to make them connect to the service, and then impersonate that client
to elevate the attacker's level of access to that of the client.

The recommended state for this setting isAdministrators ~ , LOCAL SERVICE, NETWORK
SERVICE, SERVICE .

Rationale:

An attacker with the Impersonate a client after authentication user right could create a
service, trick a client to make them connect to the service, and then impersonate that client
to elevate the attaker's level of access to that of the client.
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Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To establish the recommended configuration via GP, set the following Ul path to
Administrators, LOCAL SERVICE, NETWORK SERVICE, SERVICE

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local Policies \ User
Rights Assignment  \ Impersonate a client after authentication

Impact:

In most cases this configuration will have a impact. If you have installedVeb Server (IIS)
you will need to also assign the user right tas_IUSRS .

Default Value:
Administrators, LOCAL SERVICE, NETWORK SERVICE, SERVICE
References:

1. CCE34021-6
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2.2.25 (L1) Ensure 'Increase scheduling priasitset to ‘Administrators'
(Scored)

Profile Applicability:

1 Level 1

9 Level 1 + BitLocker

Description:

This policy setting determines whether users can increase the base priority class of a
process. (It is not a privileged operation to increase relativeriority within a priority
class.) This user right is not required by administrative tools that are supplied with the
operating system but might be required by software development tools.

The recommended state for this setting isAdministrators

Rational e:

A user who is assigned this user right could increase the scheduling priority of a process to
RealTime, which would leave little processing time for all other processes and could lead
to a DoS condition.

Audit:

Navigate to the Ul Path articulated in tB Remediation section and confirm it is set as
prescribed.

Remediation:

To establish the recommended configuration via GP, set the following Ul path to
Administrators

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Local Policies \ User
Rights Assignment  \ Increase scheduling priority

Impact:

None. This is the default configuration.

Default Value:

Administrators
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References:

1. CCE35178-3
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2.2.26 (L1) Ensure 'Load and unload device drivers'is set to
'‘Administrators' (Scored)

Profile Applica bility:

1 Level 1

9 Level 1 + BitLocker

Description:

This policy setting allows users to dynamically load a new device driver on a system. An

attacker could potentially use this capability to install malicious code that appears to be a
device driver. This user right is required for users to add local printers or printer drivers in
Windows Vista.

The recommended state for this setting isAdministrators

Rationale:

Device drivers run as highly privileged code. A user who has the Load and unload device
drivers user right could unintentionally install malicious code that masquerades as a device
driver. Administrators should exercise greater care and install only drivers with verified
digital signatures.

Audit:

Navigate to the Ul Path articulated in the Reeadiation section and confirm it is set as
prescribed.

Remediation:

To establish the recommended configuration via GP, set the following Ul path to
Administrators

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Local Policies \ User
Rights Assignment \ Load and unload device drivers

Impact:

If you remove the Load and unload device drivers user right from the Print Operators
group or other accounts you could limit the abilities of users who are assigned to specific
administrative roles in your environment. You should ensure that delegated tasks will not
be negatively affected.
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Default Value:

Administrators
References:

1. CCE34903-5
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2.2.27 (L1) Ensure 'Lock pages in memory' is set to 'No One' (Scored)
Profile Applicability:

1 Level 1

1 Levell + BitLocker

Description:

This policy setting allows a process to keep data in physical memory, which prevents the
system from paging the data to virtual memory on disk. If this user right is assigned,
significant degradation of system performance can occ.

The recommended state for this setting islo One.

Rationale:

Users with the Lock pages in memory user right could assign physical memory to several
processes, which could leave little or no RAM for other processes and result in a DoS
condition.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To establish the recommended configuration via GP, set the following Ul pathNo One:

Computer Configuration \ Policies \ Windows Settings \ Secur ity Settings \ Local Paolicies \ User
Rights Assignment  \ Lock pages in memory

Impact:

None. This is the default configuration.

Default Value:

No One
References:

1. CCE33807-9
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2.2.28 (L2) Ensure 'Log on as a batch job' is set to 'Administrators'
(Scored)

Profile Applicability:
1 Level 2

9 Level 2 + BitLocker

Description:

This policy setting allows accounts to log on using the task scheduler service. Because the
task scheduler is often used for administrative purposes, it may be needed in enterprise
environments. However, its use should be restricted in high security environments to
prevent misuse of system resources or to prevent attackers from using the right to launch
malicious code after gaining user level access to a computer.

When configuring a user right inthe SCM enter a comma delimited list of accounts.
Accounts can be either local or located in Active Directory, they can be groups, users, or
computers.

The recommended state for this setting isAdministrators

Rationale:

The Log on as a batch job usergit presents a lowrisk vulnerability. For most
organizations, the default settings are sufficient.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To implement the recommended configtation state, set the following Group Policy setting

to Administrators

Computer Configuration \ Windows Settings \ Security Settings \ Local Policies \ User Rights
Assignment \ Log on as a batch job
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Impact:

If you configure the Log on as a batch job setting thrgin domain-based Group Policies, the
computer will not be able to assign the user right to accounts that are used for scheduled
jobs in the Task Scheduler. If you install optional components such as ASP.NET or IS, you
might need to assign this user righta additional accounts that are required by those
components. For example, IIS requires assignment of this user right to the 1IS_WPG group
and the [IUSR_<ComputerName>, ASPNET, and IWAM_<ComputerName> accounts. If this
user right is not assigned to this grop and these accounts, 1S will be unable to run some
COM objects that are necessary for proper functionality.

Default Value:

Administrators, Backup Operators, Performance Log Users
References:

1. CCE33432-6
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2.2.29 (L2) Ensure 'Log on as a service' isHb One' (Scored)

Profile Applicability:
1 Level 2

9 Level 2 + BitLocker

Description:

This policy setting allows accounts to launch network services or to register a process as a
service running on the system. This user right should be restricted omg computer in a

high security environment, but because many applications may require this privilege, it
should be carefully evaluated and tested before configuring it in an enterprise
environment. On Windows Vistabased computers, no users or groups havais privilege

by default.

When configuring a user right in the SCM enter a comma delimited list of accounts.
Accounts can be either local or located in Active Directory, they can be groups, users, or
computers.

The recommended state for this setting iSso One .

Rationale:

Log on as a service is a powerful user right because it allows accounts to launch network
services or services that run continuously on a computer, even when no one is logged on to
the console. The risk is reduced by the fact that only ess with administrative privileges

can install and configure services. An attacker who has already attained that level of access
could configure the service to run with the Local System account.

Audit:

Navigate to the Ul Path articulated in the Remediatiogection and confirm it is set as
prescribed.

Remediation:

To implement the recommended configuration state, set the following Group Policy setting
t0 No One:

Computer Configuration \ Windows Settings \ Security Settings \ Local Policies \ User Rights
Assignment \ Log on as a service
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Impact:

On most computers, this is the default configuration and there will be no negative impact.
However, if you have installed optional components such as ASP.NET or IIS, you may need
to assign the Log on as a service user right &mlditional accounts that are required by those

components. IIS requires that this user right be explicitly granted to the ASPNET user
account.

Default Value:

NT SERVICEALL SERVICES
References:

1. CCE33731-1
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2.2.30 (L1) Ensure 'Manage auditing and seclwiyis set to
'‘Administrators' (Scored)

Profile Applicability:

9 Level 1

9 Level 1 + BitLocker

Description:

This policy setting determines which users can change the auditing options for files and
directories and clear the Security log.

The recommended state for this setting isAdministrators

Rationale:

The ability to manage the Security event log is a powerful user right and it should be closely
guarded. Anyone with this user right can clear the Security log to erase important evidence
of unauthorized activity.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To establish the recommended configuration via GP, set the following Ul path to
Administrators

Computer Conf iguration \ Policies \ Windows Settings \ Security Settings \ Local Policies \ User
Rights Assignment  \ Manage auditing and security log

Impact:

None. This is the default configuration.

Default Value:

Administrators
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References:

1. CCE35275-7
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2.2.31 (L1) EnsutBlodify an object label' is set to 'No One' (Scored)
Profile Applicability:

1 Level 1

1 Level 1 + BitLocker

Description:

This privilege determines which user accounts can modify the integrity label of objects,
such as files, registry keys, or processesvaed by other users. Processes running under a
user account can modify the label of an object owned by that user to a lower level without
this privilege.

The recommended state for this setting iS¥o One.
Rationale:

By modifying the integrity label of an dject owned by another user a malicious user may
cause them to execute code at a higher level of privilege than intended.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To establish the recommended configuration via GP, set the following Ul pathNo One:

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local Paolicies \ User
Rights Assignment  \ Modify an object label

Impact:

None, by default the Administrabrs group has this user right.

Default Value:

No One
References:

1. CCE34913-4
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2.2.32 (L1) Ensure 'Modify firmware environment values' is set to
'‘Administrators' (Scored)

Profile Applicability:

1 Level 1

9 Level 1 + BitLocker

Description:

This policy setting allows users to configure the systerwide environment variables that
affect hardware configuration. This information is typically stored in the Last Known Good
Configuration. Modification of these values and could lead to a hardware failure that widl
result in a denial of service condition.

The recommended state for this setting isAdministrators

Rationale:

Anyone who is assigned the Modify firmware environment values user right could
configure the settings of a hardware component to cause it fail, which could lead to data
corruption or a DoS condition.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To establish the recommended configuration via GP, set the following Ulthdo
Administrators

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Local Policies \ User
Rights Assignment  \ Modify firmware environment values

Impact:

None. This is the default configuration.

Default Value:

Administrators
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References:

1. CE-35183-3
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2.2.33 (L1) Ensure 'Perform volume maintenance tasks' is set to
'‘Administrators' (Scored)

Profile Applicability:

9 Level 1

9 Level 1 + BitLocker

Description:

This policy setting allows users to manage the system's volume or disknfiguration,
which could allow a user to delete a volume and cause data loss as well as a deoifial
service condition.

The recommended state for this setting isAdministrators

Rationale:

A user who is assigned the Perform volume maintenance tasks useght could delete a
volume, which could result in the loss of data or a DoS condition.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To establish the recommended configuration via B set the following Ul path to
Administrators

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Local Policies \ User
Rights Assignment  \ Perform volume maintenance tasks

Impact:

None. This is the default configuration.

Default Value:

Administrators
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References:

1. CCE35369-8
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2.2.34 (L1) Ensure 'Profile single process' is set to 'Administrators’
(Scored)

Profile Applicability:
1 Level 1
1 Level 1 + BitLocker

Description:

This policy setting determines which users can use tools to monitdhe performance of
non-system processes. Typically, you do not need to configure this user right to use the
Microsoft Management Console (MMC) Performance snap. However, you do need this
user right if System Monitor is configured to collect data using Wdows Management
Instrumentation (WMI). Restricting the Profile single process user right prevents intruders
from gaining additional information that could be used to mount an attack on the system.

The recommended state for this setting isAdministrators

Rationale:

The Profile single process user right presents a moderate vulnerability. An attacker with
this user right could monitor a computer's performance to help identify critical processes
that they might wish to attack directly. The attacker may alsbe able to determine what
processes run on the computer so that they could identify countermeasures that they may
need to avoid, such as antivirus software, an intrusicdetection system, or which other
users are logged on to a computer.

Audit:

Navigate b the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To establish the recommended configuration via GP, set the following Ul path to

Administrators

Computer Configuration \ Policies \ Windows Settings  \ Security  Settings \ Local Policies \ User
Rights Assignment  \ Profile single process
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Impact:

If you remove the Profile single process user right from the Power Users group or other
accounts, you could limit the abilities of users who are assigned to specific adminigtive
roles in your environment. You should ensure that delegated tasks will not be negatively

affected.

Default Value:

Administrators
References:

1. CCE35000-9
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2.2.35 (L1) Ensure 'Profile system performance' is set to 'Administrators,
NT SERVIOKdiServieHost' (Scored)

Profile Applicability:

9 Level 1

9 Level 1 + BitLocker

Description:

This policy setting allows users to use tools to view the performance of different system
processes, which could be abused to allow attackers to determine a system's agti
processes and provide insight into the potential attack surface of the computer.

The recommended state for this setting isAdministrators, NT SERVICE \ WdiServiceHost

Rationale:

The Profile system performance user right poses a moderate vulnerabilibittackers with
this user right could monitor a computer's performance to help identify critical processes
that they might wish to attack directly. Attackers may also be able to determine what
processes are active on the computer so that they could identiépuntermeasures that they
may need to avoid, such as antivirus software or an intrusion detection system.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To establish the recommendedaonfiguration via GP, set the following Ul path to
Administrators, NT SERVICE \ WdiServiceHost

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Local Policies \ User
Rights Assignment  \ Profile system performance

Impact:

None. This is thedefault configuration.
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Default Value:

Administrators, NT SERVICBNdiServiceHost
References:

1. CCE35001-7
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2.2.36 (L1) Ensure 'Replace a process level token' is set to 'LOCAL
SERVICE, NETWORK SERVICE' (Scored)

Profile Applicability:

9 Level 1

9 Level 1+ BitLocker

Description:

This policy setting allows one process or service to start another service or process with a
different security access token, which can be used to modify the security access token of
that sub-process and result in the escalation gdrivileges.

The recommended state for this setting iS2OCAL SERVICE, NETWORK SERVICE

Rationale:

User with the Replace a process level token privilege are able to start processes as other
users whose credentials they know. They could use this method hide their unauthorized
actions on the computer. (On Windows 200dased computers, use of the Replace a
process level token user right also requires the user to have the Adjust memory quotas for
a process user right that is discussed earlier in this sectio)

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To establish the recommended configuration via GP, set the following Ul pathuocAL
SERVICE, NETWORK SERVICE

Computer Configurati on\ Policies \ Windows Settings  \ Security Settings \ Local Policies \ User
Rights Assignment  \ Replace a process level token

Impact:

On most computers, this is the default configuration and there will be no negative impact.
However, if you have installedVeb Serve(lIS), you will need to allow the IIS application
pool(s) to be granted this User Right Assignment.
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Default Value:

LOCAL SERVICE, NETWORK SERVICE
References:

1. CCE35003-3
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2.2.37 (L1) Ensure 'Restore files and directories' is set to 'Administrators'
(Scored)

Profile Applicability:
1 Level 1
1 Level 1 + BitLocker

Description:

This policy setting determines which users can bypass file, directory, registry, and other
persistent object permissions when restoring backed up files and directories on compers
that run Windows Vista in your environment. This user right also determines which users
can set valid security principals as object owners; it is similar to the Back up files and
directories user right.

The recommended state for this setting iSAdmini strators

Rationale:

An attacker with the Restore files and directories user right could restore sensitive data to
a computer and overwrite data that is more recent, which could lead to loss of important
data, data corruption, or a denial of service. Att&ers could overwrite executable files that
are used by legitimate administrators or system services with versions that include
malicious software to grant themselves elevated privileges, compromise data, or install
backdoors for continued access to the coputer.

Note: Even if the following countermeasure is configured, an attacker could still restore
data to a computer in a domain that is controlled by the attacker. Therefore, it is critical
that organizations carefully protect the media that are used to ik up data.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.
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Remediation:

To establish the recommended configuration via GP, set the following Ul path to
Administrators

Computer Configuration  \ Policies \ Windows Settings  \ Security Settings \ Local Policies \ User
Rights Assignment  \ Restore files and directories

Impact:

If you remove the Restore files and directories user right from the Backup Operators group
and other accounts you could miee it impossible for users who have been delegated
specific tasks to perform those tasks. You should verify that this change won't negatively
affect the ability of your organization's personnel to do their jobs.

Default Value:

Administrators, Backup Operabrs
References:

1. CCE35067-8
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2.2.38 (L1) Ensure 'Shut down the system' is set to 'Administrators,
Users' (Scored)

Profile Applicability:

1 Level 1

9 Level 1 + BitLocker

Description:

This policy setting determines which users who are logged on locally the computers in
your environment can shut down the operating system with the Shut Down command.
Misuse of this user right can result in a denial of service condition.

The recommended state for this setting isAdministrators, Users

Rationale:

The ability to shut down a workstation should be available generally to Administrators and
authorized Users of that workstation, but not permitted for guests or unauthorized users
in order to prevent a Denial of Service attack.

Audit:

Navigate to the Ul Path artialated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To establish the recommended configuration via GP, set the following Ul path to
Administrators, Users

Computer Configuration \ Policies \ Windows Settings \ Security = Settings \ Local Policies \ User
Rights Assignment  \ Shut down the system

Impact:

The impact of removing these default groups from the Shut down the system user right
could limit the delegated abilities of assigned roles in your environment. You should
confirm that delegated activities will not be adversely affected.
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Default Value:

Administrators, Backup Operators, Users
References:

1. CCE35004-1
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2.2.39 (L1) Ensure 'Take ownership of files or other objects’ is set to
'‘Administrators' (Scored)

Profile Applicabil ity:

1 Level 1

1 Level 1 + BitLocker

Description:

This policy setting allows users to take ownership of files, folders, registry keys, processes,
or threads. This user right bypasses any permissions that are in place to protect objects to
give ownershipto the specified user.

The recommended state for this setting isAdministrators

Rationale:

Any users with the Take ownership of files or other objects user right can take control of
any object, regardless of the permissions on that object, and then madey changes they
wish to that object. Such changes could result in exposure of data, corruption of data, or a
DoS condition.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To establish the recommended configuration via GP, set the following Ul path to
Administrators

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Local Policies \ User
Rights Assignment  \ Take ownership of files or other objects

Impact:

None.This is the default configuration.

Default Value:

Administrators
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References:

1. CCE35009-0
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2.3 Security Options

This section contains recommendations for security options.

2.3.1 Accounts

This section contains recommendations related to default accounts.

2.3.1.1 (L1) Ensure 'Accounts: Administrator account status' is set to
'‘Disabled’ (Scored)

Profile Applicability:
1 Level 1

9 Level 1 + BitLocker

Description:

This policy setting enables or disables the Administrator account during normal operation.
Whena computer is booted into safe mode, the Administrator account is always enabled,
regardless of how this setting is configured. Note that this setting will have no impact when
applied to the domain controller organizational unit via group policy because doain
controllers have no local account database. It can be configured at the domain level via
group policy, similar to account lockout and password policy settings.

The recommended state for this setting isbisabled

Rationale:

In some organizations, it an be a daunting management challenge to maintain a regular
schedule for periodic password changes for local accounts. Therefore, you may want to
disable the built-in Administrator account instead of relying on regular password changes
to protect it from attack. Another reason to disable this builin account is that it cannot be
locked out no matter how many failed logons it accrues, which makes it a prime target for
brute force attacks that attempt to guess passwords. Also, this account has a welbwn
security identifier (SID) and there are third-party tools that allow authentication by using
the SID rather than the account name. This capability means that even if you rename the
Administrator account, an attacker could launch a brute force attack by usirthe SID to log
on.
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Audit;

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To establish the recommended configuration via GP, set the following Ul pathogabled

Computer Configuration  \ Policies \ Windows Settings  \ Security Settings \ Local
Policies \ Security Options \ Accounts: Administrator account status

Impact:

Maintenance issues can arise under certain circumstances if you disable the Administrator
account. For example, if theecure channel between a member computer and the domain
controller fails in a domain environment for any reason and there is no other local
Administrator account, you must restart in safe mode to fix the problem that broke the
secure channel.

If the current Administrator password does not meet the password requirements, you will
not be able to reenable the Administrator account after it is disabled. If this situation
occurs, another member of the Administrators group must set the password on the
Administrator account with the Local Users and Groups tool.

Default Value:

Disabled
References:

1. CCE33511-7
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2.3.1.2 (L1) Ensure 'Accounts: Guest account status' is set to 'Disabled'
(Scored)

Profile Applicability:
1 Level 1

9 Level 1 + BitLocker

Description:

This policy setting determines whether the Guest account is enabled or disabled. The Guest
account allows unauthenticated network users to gain access to the system. Note that this
setting will have no impact when applied to the domain controller organizatioal unit via
group policy because domain controllers have no local account database. It can be
configured at the domain level via group policy, similar to account lockout and password
policy settings.

The recommended state for this setting isDisabled

Rationale:

The default Guest account allows unauthenticated network users to log on as Guest with no
password. These unauthorized users could access any resources that are accessible to the
Guest account over the network. This capability means that any netwloshares with
permissions that allow access to the Guest account, the Guests group, or the Everyone
group will be accessible over the network, which could lead to the exposure or corruption

of data.

Audit:

Navigate to the Ul Path articulated in th&kemediation section and confirm it is set as
prescribed.

Remediation:

To establish the recommended configuration via GP, set the following Ul pathogabled

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Local
Policies \ Security Optio ns\ Accounts: Guest account status
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Impact:

All network users will need to authenticate before they can access shared resources. If you
disable the Guest account and the Network Access: Sharing and Security Model option is set
to Guest Only, network logonssuch as those performed by the Microsoft Network Server
(SMB Service), will fail. This policy setting should have little impact on most organizations
because it is the default setting in Microsoft Windows 2000, Windows XP, and Windows
3A0OO0A0OA ¢mmos8

Default Value:
Disabled
References:

1. CCE33949-9
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2.3.1.3 (L1) Ensure 'Accounts: Limit local account use of blank
passwords to console logon only' is set to 'Enabled' (Scored)

Profile Applicability:
1 Level 1
1 Level 1 + BitLocker

Description:

This policy setting determines whether local accounts that are not password protected can
be used to log on from locations other than the physical computer console. If you enable
this policy setting, local accounts that have blank passwords will not be able to log t;mthe
network from remote client computers. Such accounts will only be able to log on at the
keyboard of the computer.

The recommended state for this setting iSEnabled .

Rationale:

Blank passwords are a serious threat to computer security and should berbidden

through both organizational policy and suitable technical measures. In fact, the default
settings for Active Directory domains require complex passwords of at least seven
characters. However, if users with the ability to create new accounts bypagsur domain-
based password policies, they could create accounts with blank passwords. For example, a
user could build a standalone computer, create one or more accounts with blank
passwords, and then join the computer to the domain. The local accountstiwvblank
passwords would still function. Anyone who knows the name of one of these unprotected
accounts could then use it to log on.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group poliy setting is backed by the following registry location:

| HKEY_LOCAL_MACHINESystem \ CurrentControlSet \ Control \ Lsa:LimitBlankPasswordUse
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Remediation:

To establish the recommended configuration via GP, set the following Ul pathRgabled :

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Local
Policies \ Security Options \ Accounts: Limit local account use of blank passwords to
console logon only

Impact:

None. This is the default configuration.

Default Value:

Enabled
References:

1. CCE32929-2
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2.3.1.4 (L1) Configure 'Accounts: Rename administrator account'
(Scored)

Profile Applicability:
1 Level 1

9 Level 1 + BitLocker

Description:

The built-in local administrator account is a wellknown account name that attackers will
target. It is recommended to choose another name for this account, and to avoid names that
denote administrative or elevated access accounts. Be sure to also change the default
description for the local administrator (through the Computer Management console).

Rationale:

The Administrator account exists on all computers that run the Windows 2000 or later
operating systems. If you rename this account, it is slightly more difficult for unauthorized
persons to guess this privileged user name and password combination.

The built-in Administrator account cannot be locked out, regardless of how many times an
attacker might use a bad password. This capability makes the Administrator account a
popular target for brute force attacks that attempt to guess passwords. The value of this
countermeasure is lessened because this account has a wallown SID, and there are

third -party tools that allow authentication by using the SID rather than the account name.
Therefore, even if you rename the Administrator account, an attacker could launarbrute
force attack by using the SID to log on.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To establish the recommended configuration via GP, configure the following Ul path:

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Local
Policies \ Security Options \ Accounts: Rename administrator account

129|Page



Impact:

You will have to inform users who are authorized to use this account of the new account
name. (The guidancdor this setting assumes that the Administrator account was not
disabled, which was recommended earlier in this chapter.)

Default Value:

Administrator
References:

1. CCE33034-0

130|Page



2.3.1.5 (L1) Configure 'Accounts: Rename guest account' (Scored)

Profile Applic ability:
9 Level 1
9 Level 1 + BitLocker

Description:

The built-in local guest account is another welknown name to attackers. It is

recommended to rename this account to something that does not indicate its purpose. Even
if you disable this account, with is recommended, ensure that you rename it for added
security.

Rationale:

The Guest account exists on all computers that run the Windows 2000 or later operating
systems. If you rename this account. it is slightly more difficult for unauthorized persors
guess this privileged user name and password combination.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To establish the recommended configuration via GP, configure the followitgj path:

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Local
Policies \ Security Options \ Accounts: Rename guest account

Impact:

There should be little impact, because the Guest account is disabled by default.

Default Value:

Guest
References:

1. CCE35488-6
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2.3.2 Audit

This section contains recommendations related to auditing controls.

2.3.2.1 (L1) Ensure 'Audit: Force audit policy subcategory settings
(Windows Vista or later) to override audit policy category settings' is set
to 'Enabled' (Scored)

Profile Applicability:

1 Level 1

9 Level 1 + BitLocker

Description:

This policy setting allows administrators to enable the more precise auditing capabilities
present in Windows Vista.

The Audit Policy settings available in Windows Sger 2003 Active Directory do not yet
contain settings for managing the new auditing subcategories. To properly apply the
auditing policies prescribed in this baseline, the Audit: Force audit policy subcategory
settings (Windows Vista or later) to overrideaudit policy category settings setting needs to
be configured to Enabled.

The recommended state for this setting iSEnabled .

Rationale:

Prior to the introduction of auditing subcategories in Windows Vista, it was difficult to
track events at a persystemor per-user level. The larger event categories created too
many events and the key information that needed to be audited was difficult to find.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. Thisgroup policy setting is backed by the following registry location:

| HKEY_LOCAL_MACHINESystem \ CurrentControlSet \ Control \ Lsa:scenoapplylegacyauditpolicy
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Remediation:

To establish the recommended configuration via GP, set the following Ul pathRgabled :

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Local
Policies \ Security Options \ Audit: Force audit policy subcategory settings (Windows
Vista or later) to override audit policy category settings

Impact:

The individual audit policy subcategories that are available in Windows Vista are not
exposed in the interface of Group Policy tools. Administrators can deploy a custom audit
policy that applies detailed security auditing settings to Windows Vistdased client
computers in a WindowsServer 2003 domain or in a Windows 2000 domain. If after
enabling this setting, you attempt to modify an auditing setting by using Group Policy, the
Group Policy auditing setting will be ignored in favor of the custom policy setting. To
modify auditing settings by using Group Policy, you must first disable this key.

Important: Be very cautious about audit settings that can generate a large volume of
traffic. For example, if you enable either success or failure auditing for all of the Privilege
Use subcategoes, the high volume of audit events generated can make it difficult to find
other types of entries in the Security log. Such a configuration could also have a significant
impact on system performance.

Default Value:

Not defined
References:

1. CCE35533-9
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2.3.2.2 (L1) Ensure 'Audit: Shut down system immediately if unable to
log security audits' is set to 'Disabled’ (Scored)

Profile Applicability:
1 Level 1

9 Level 1 + BitLocker

Description:

This policy setting determines whether the system shuts down it is unable to log Security
events. It is a requirement for Trusted Computer System Evaluation Criteria (TCSECZ)
and Common Criteria certification to prevent auditable events from occurring if the audit
system is unable to log them. Microsoft has chose¢a meet this requirement by halting the
system and displaying a stop message if the auditing system experiences a failure. When
this policy setting is enabled, the system will be shut down if a security audit cannot be
logged for any reason.

If the Audit: Shut down system immediately if unable to log security audits setting is
enabled, unplanned system failures can occur. Therefore, this policy setting is configured to
Not Defined for both of the environments that are discussed in this chapter.

The recommerded state for this setting isDisabled

Rationale:

If the computer is unable to record events to the Security log, critical evidence or important
troubleshooting information may not be available for review after a security incident. Also,
an attacker coutl potentially generate a large volume of Security log events to purposely
force a computer shutdown.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the foll@ing registry location:

| HKEY_LOCAL_MACHINESystem \ CurrentControlSet \ Control \ Lsa:crashonauditfail
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Remediation:

To establish the recommended configuration via GP, set the following Ul pathd@abled

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local
Policies \ Security Options \ Audit: Shut down system immediately if unable to log
security audits

Impact:

If you enable this policy setting, the administrative burden can be significant, especially if
you also configure the Reention method for the Security log to Do not overwrite events
(clear log manually). This configuration causes a repudiation threat (a backup operator
could deny that they backed up or restored data) to become a denial of service (DoS)
vulnerability, because a server could be forced to shut down if it is overwhelmed with

logon events and other security events that are written to the Security log. Also, because
the shutdown is not graceful, it is possible that irreparable damage to the operating system,
applications, or data could result. Although the NTFS file system guarantees its integrity
when an ungraceful computer shutdown occurs, it cannot guarantee that every data file for
every application will still be in a usable form when the computer restarts.

Default Value:

Disabled
References:

1. CCE33046-4

2.3.3 DCOM

This section is intentionally blank and exists to ensure the structure of Windows
benchmarks is consistent.
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2.3.4 Devices

This section contains recommendations related to managing devices.

2.3.4.1(L1) Ensure 'Devices: Allowed to format and eject removable
media’ is set to 'Administrators and Interactive Users' (Scored)

Profile Applicability:
1 Level 1
1 Level 1 + BitLocker

Description:

This policy setting determines who is allowed to format an@ject removable NTFS media.
You can use this policy setting to prevent unauthorized users from removing data on one
computer to access it on another computer on which they have local administrator
privileges.

The recommended state for this setting iSAdministrators and Interactive Users
Rationale:

Users may be able to move data on removable disks to a different computer where they
have administrative privileges. The user could then take ownership of any file, grant
themselves full control, and view or modfy any file. The fact that most removable storage
devices will eject media by pressing a mechanical button diminishes the advantage of this
policy setting.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY_LOCAL_MACHINESoftware \ Microsoft \ Windows NT \ CurrentVersion \ Winlogon:AllocateDASD

Remediation:

To establish the recommended configuration via GP, set the following Lath to
Administrators and Interactive Users :

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Local
Policies \ Security Options \ Devices: Allowed to format and eject removable media
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Impact:

None- the default value is Administrators only. Alministrators and Interactive Users will
be able to format and eject removable NTH&edia.

Default Value:

Not defined
References:

1. CCE34355-8
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2.3.4.2 (L2) Ensure 'Devices: Prevent users from installing printer drivers'
IS set to 'Enabled’ (Scored)

Profil e Applicability:
1 Level 2

Description:

For a computer to print to a shared printer, the driver for that shared printer must be
installed on the local computer. This security setting determines who is allowed to install a
printer driver as part of connecting to a shared printer. If this setting is enabled, only
Administrators can install a printer driver as part of connecting to a shared printer. If this
setting is disabled, any user can install a printer driver as part of connecting to a shared
printer.

The recommended state for this setting iSEnabled .

Note: This setting does not affect the ability to add a local printer. This setting does not
affect Administrators.

Rationale:

It may be appropriate in some organizations to allow users to install printedrivers on
their own workstations. However, in a high security environment, you should allow only
Administrators, not users, to do this, because printer driver installation may
unintentionally cause the computer to become less stable. A malicious user abuhstall
inappropriate printer drivers in a deliberate attempt to damage the computer, or a user
might accidentally install malicious software that masquerades as a printer driver. It is
feasible for an attacker to disguise a Trojan horse program as a pter driver. The program
may appear to users as if they must use it to print, but such a program could unleash
malicious code on your computer network.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY_LOCAL_MACHINESystem \ CurrentControlSet \ Control \ Print \ Providers \ LanMan Print
Services \ Servers:AddPrinterDrivers
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Remediation:

To establish the recommended configuration via GP, set the following Ul pathRgabled :

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Local
Policies \ Security Options \ Devices: Prevent users from installing printer drivers

Impact:

Only Administrators will be able to install a printer driver as part of connecting to a shared
printer. The ability to add a local printer will not be affected.

Default Value:

Disabled
References:

1. CCE33958-0

2.3.5 Domain controller

This section is intentionally blank and exists to ensure the structure of Windows
benchmarks is consistent.
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2.3.6 Domain member

This section contains recommendations related to domain membership.

2.3.6.1 (L1) Ensure 'Domain member: Digitally encrypt or sign secure
channel data (ahays)' is set to 'Enabled' (Scored)

Profile Applicability:
1 Level 1

9 Level 1 + BitLocker

Description:

This policy setting determines whether all secure channel traffic that is initiated by the
domain member must be signed or encrypted. If a system istde always encrypt or sign
secure channel data, it cannot establish a secure channel with a domain controller that is
not capable of signing or encrypting all secure channel traffic, because all secure channel
data must be signed and encrypted.

The recommended state for this setting iSEnabled .

Rationale:

When a computer joins a domain, a computer account is created. After it joins the domain,
the computer uses the password for that account to create a secure channel with the

domain controller for its domain every time that it restarts. Requests that are sent on the
secure channel are authenticatedl and sensitive information such as passwords are
encrypted? but the channel is not integrity-checked, and not all information is encrypted.

If a computer is configured to always encrypt or sign secure channel data but the domain
controller cannot sign or encrypt any portion of the secure channel data, the computer and
domain controller cannot establish a secure channel. If the computer is configured to

encrypt or sign secure channel data when possible, a secure channel can be established, but
the level of encryption and signing is negotiated.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This graip policy setting is backed by the following registry location:

HKEY_LOCAL_MACHINESystem \ CurrentControlSet \ Services \ Netlogon \ Parameters:requiresignor
seal
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Remediation:

To establish the recommended configuration via GP, set the following Ul pathRgabled :

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Local
Policies \ Security Options \ Domain member: Digitally encrypt or sign secure channel data
(always)

Impact:

Digital encryption and signing of the "secure channel" is a good idea whetes supported.
The secure channel protects domain credentials as they are sent to the domain controller.
However, only Windows NT 4.0 with Service Pack 6a (SP6a) and subsequent versions of
the Windows operating system support digital encryption and sigmig of the secure

channel. Windows 98 Second Edition clients do not support it unless they have the Dsclient
installed. Therefore, you cannot enable the Domain member: Digitally encrypt or sign
secure channel data (always) setting on domain controllers thaupport Windows 98

clients as members of the domain. Potential impacts can include the following:

T The ability to create or delete trust relationships with clients running versions of
Windows earlier than Windows NT 4.0 with SP6a will be disabled.

1 Logons fom clients running versions of Windows earlier than Windows NT 4.0 with
SP6a will be disabled.

T The ability to authenticate other domains' users from a domain controller running a
version of Windows earlier than Windows NT 4.0 with SP6a in a trusted domaisill
be disabled.

You can enable this policy setting after you eliminate all Windows 9x clients from the
domain and upgrade all Windows NT 4.0 servers and domain controllers from
trusted/trusting domains to Windows NT 4.0 with SP6a. You can enable the a@htwo

policy settings, Domain member: Digitally encrypt secure channel data (when possible) and
Domain member: Digitally encrypt sign channel data (when possible), on all computers in
the domain that support them and clients running versions of Windows e&er than

Windows NT 4.0 with SP6a and applications that run on these versions of Windows will not
be affected.

Digital encryption and signing of the "secure channel" is a good idea where it is supported.
The secure channel protects domain credentials dsey are sent to the domain controller.
However, only Windows NT 4.0 with Service Pack 6a (SP6a) and subsequent versions of
the Windows operating system support digital encryption and signing of the secure
channel. Windows 98 Second Edition clients do nsupport it unless they have the Dsclient
installed. Therefore, you cannot enable the Domain member: Digitally encrypt or sign
secure channel data (always) setting on domain controllers that support Windows 98
clients as members of the domain. Potential imgts can include the following:
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1 The ability to create or delete trust relationships with clients running versions of
Windows earlier than Windows NT 4.0 with SP6a will be disabled.

T Logons from clients running versions of Windows earlier than Windows NT 4.With
SP6a will be disabled.

1 The ability to authenticate other domains' users from a domain controller running a
version of Windows earlier than Windows NT 4.0 with SP6a in a trusted domain will
be disabled.

1 You can enable this policy setting after you etiinate all Windows 9x clients from
the domain and upgrade all Windows NT 4.0 servers and domain controllers from
trusted/trusting domains to Windows NT 4.0 with SP6a. You can enable the other
two policy settings, Domain member: Digitally encrypt secure chel data (when
possible) and Domain member: Digitally encrypt sign channel data (when possible),
on all computers in the domain that support them and clients running versions of
Windows earlier than Windows NT 4.0 with SP6a and applications that run on ¢ise
versions of Windows will not be affected.

Default Value:

Enabled
References:

1. CCE34892-0
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2.3.6.2 (L1) Ensure 'Domain member: Digitally encrypt secure channel
data (when possible)' is set to 'Enabled’ (Scored)

Profile Applicability:
1 Level 1
1 Level 1 + BitLocker

Description:

This policy setting determines whether a domain member should attempt to negotiate
encryption for all secure channel traffic that it initiates. If you enable this policy setting, the
domain member will request encryptionof all secure channel traffic. If you disable this
policy setting, the domain member will be prevented from negotiating secure channel
encryption.

The recommended state for this setting iSEnabled .

Rationale:

When a Windows Server 2003, Windows XP, Wind@2000, or Windows NT computer

joins a domain, a computer account is created. After it joins the domain, the computer uses
the password for that account to create a secure channel with the domain controller for its
domain every time that it restarts. Requsts that are sent on the secure channel are
authenticated? and sensitive information such as passwords are encryptedbut the

channel is not integrity-checked, and not all information is encrypted. If a computer is
configured to always encrypt or sign securehannel data but the domain controller cannot
sign or encrypt any portion of the secure channel data, the computer and domain controller
cannot establish a secure channel. If the computer is configured to encrypt or sign secure
channel data when possiblea secure channel can be established, but the level of
encryption and signing is negotiated.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following resfry location:

HKEY_LOCAL_MACHINESystem \ CurrentControlSet \ Services \ Netlogon \ Parameters:sealsecurecha
nnel
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Remediation:

To establish the recommended configuration via GP, set the following Ul pathRgabled :

Computer Configuration \ Policies \ Windows Setti  ngs\ Security Settings \ Local
Policies \ Security Options \ Domain member: Digitally encrypt secure channel data (when
possible)

Impact:

Digital encryption and signing of the "secure channel” is a good idea where it is supported.
The secure channel protectslomain credentials as they are sent to the domain controller.
However, only Windows NT 4.0 Service Pack 6a (SP6a) and subsequent versions of the
Windows operating system support digital encryption and signing of the secure channel.
Windows 98 Second Editia clients do not support it unless they have the Dsclient
installed. Therefore, you cannot enable the Domain member: Digitally encrypt or sign
secure channel data (always) setting on domain controllers that support Windows 98
clients as members of the domia. Potential impacts can include the following:

Default Value:

Enabled
References:

1. CCE35273-2
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2.3.6.3 (L1) Ensure 'Domain member: Digitally sign secure channel data
(when possible)' is set to 'Enabled' (Scored)

Profile Applicability:
1 Level 1
1 Level 1 + BitLocker

Description:

This policy setting determines whether a domain member should attempt to negotiate
whether all secure channel traffic that it initiates must be digitally signed. Digital signatures
protect the traffic from being modified by anyone who captures the data as it traverses the
network.

The recommended state for this setting iSEnabled .

Rationale:

When a computer joins a domain, a computer account is created. After it joins the domain,
the computer uses the password for that amunt to create a secure channel with the

domain controller for its domain every time that it restarts. Requests that are sent on the
secure channel are authenticateel and sensitive information such as passwords are
encrypted? but the channel is not integrity-checked, and not all information is encrypted.

If a computer is configured to always encrypt or sign secure channel data but the domain
controller cannot sign or encrypt any portion of the secure channel data, the computer and
domain controller cannot egablish a secure channel. If the computer is configured to

encrypt or sign secure channel data when possible, a secure channel can be established, but
the level of encryption and signing is negotiated.

Audit:

Navigate to the Ul Path articulated in the Rentgation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY_LOCAL_MACHINESystem \ CurrentControlSet \ Services \ Netlogon \ Parameters:signsecurecha
nnel
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Remediation:

To establish the recommeded configuration via GP, set the following Ul path tenabled :

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Local
Policies \ Security Options \ Domain member: Digitally sign secure channel data (when
possible)

Impact:

Digital encryption and signing of the "secure channel” is a good idea where it is supported.
The secure channel protects domain credentials as they are sent to the domain controller.
However, only Windows NT 4.0 with Service Pack 6a (SP6a) and subsequent versions of
the Windows operating system support digital encryption and signing of the secure
channel. Windows 98 Second Edition clients do not support it unless they have the Dsclient
installed. Therefore, you cannot enable the Domain member: Digitally encrypt or sign
securechannel data (always) setting on domain controllers that support Windows 98

clients as members of the domain. Potential impacts can include the following:

T The ability to create or delete trust relationships with clients running versions of
Windows earlier than Windows NT 4.0 with SP6a will be disabled.

1 Logons from clients running versions of Windows earlier than Windows NT 4.0 with
SP6a will be disabled.

T The ability to authenticate other domains' users from a domain controller running a
version of Windowsearlier than Windows NT 4.0 with SP6a in a trusted domain will
be disabled.

T You can enable this policy setting after you eliminate all Windows 9x clients from
the domain and upgrade all Windows NT 4.0 servers and domain controllers from
trusted/trusting do mains to Windows NT 4.0 with SP6a. You can enable the other
two policy settings, Domain member: Digitally encrypt secure channel data (when
possible) and Domain member: Digitally encrypt sign channel data (when possible),
on all computers in the domain tha support them and clients running versions of
Windows earlier than Windows NT 4.0 with SP6a and applications that run on these
versions of Windows will not be affected.

Default Value:

Enabled
References:

1. CCE34893-8

1l46|Page



2.3.6.4 (L1) Ensure 'Domain memMaisable machine account
password changes' is set to 'Disabled’ (Scored)

Profile Applicability:
1 Level 1

9 Level 1 + BitLocker

Description:

This policy setting determines whether a domain member can periodically change its
computer account password. If gu enable this policy setting, the domain member will be
prevented from changing its computer account password. If you disable this policy setting,
the domain member can change its computer account password as specified by the Domain
Member: Maximum machire account password age setting, which by default is every 30
days. Computers that cannot automatically change their account passwords are potentially
vulnerable, because an attacker might be able to determine the password for the system's
domain account.

The recommended state for this setting isbisabled

Rationale:

The default configuration for Windows Server 2003based computers that belong to a
domain is that they are automatically required to change the passwords for their accounts
every 30 days. If yo disable this policy setting, computers that run Windows Server 2003
will retain the same passwords as their computer accounts. Computers that are no longer
able to automatically change their account password are at risk from an attacker who could
determine the password for the computer's domain account.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY_LOCAL_MACHINESystem \ CurrentControlSet \ Services \ Netlogon \ Parameters:disablepasswo
rdchange

147|Page



Remediation:

To establish the recommended configuration via GP, set the following Ul pathd@abled

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Local
Policies \ Security Options \ Domain member: Disable machine account password changes

Impact:

None. This is the default configuration.

Default Value:

Disabled
References:

1. CCE34986-0
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2.3.6.5 (L1) Ensure 'Domain member: Maximum machine account
password age'si set to ‘30 or fewer days, but not 0' (Scored)

Profile Applicability:
1 Level 1
1 Level 1 + BitLocker

Description:

This policy setting determines the maximum allowable age for a computer account
password. By default, domain members automatically chandgkeir domain passwords
every 30 days. If you increase this interval significantly so that the computers no longer
change their passwords, an attacker would have more time to undertake a brute force
attack against one of the computer accounts.

The recommendkd state for this setting iS30 or fewer days, but not 0

Note: A value ofo does not conform to the benchmark as it disables maximum password
age.

Rationale:

In Active Directory-based domains, each computer has an account and password just like
every use. By default, the domain members automatically change their domain password
every 30 days. If you increase this interval significantly, or set it to 0 so that the computers
no longer change their passwords, an attacker will have more time to undertake aute
force attack to guess the password of one or more computer accounts.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To establish the recommended configuration via GP, set thelfmhing Ul path to30 or
fewer days, but not 0

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Local
Policies \ Security Options \ Domain member: Maximum machine account password age
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Impact:

None. This is the default configuration.

Default Value:

30 days
References:

1. CCE34894-6

150|Page



2.3.6.6 (L1) Ensure 'Domain member: Require strong (Windows 2000 or
later) session key' is set to 'Enabled’ (Scored)

Profile Applicability:
1 Level 1

9 Level 1 + BitLocker

Description:

When this policy setting isenabled, a secure channel can only be established with domain
controllers that are capable of encrypting secure channel data with a strong (128t)
session key.

To enable this policy setting, all domain controllers in the domain must be able to encrypt
secure channel data with a strong key, which means all domain controllers must be running
Microsoft Windows 2000 or later.

The recommended state for this setting iSEnabled .

Rationale:

Session keys that are used to establish secure channel communicatitwetween domain
controllers and member computers are much stronger in Windows 2000 than they were in
previous Microsoft operating systemsWhenever possible, you should take advantage of
these stronger session keys to help protect secure channel communiaats from attacks
that attempt to hijack network sessions and eavesdropping. (Eavesdropping is a form of
hacking in which network data is read or altered in transit. The data can be modified to
hide or change the sender, or be redirected.)

Audit:

Navigate D the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY_LOCAL_MACHINESystem \ CurrentControlSet \ Services \ Netlogon \ Parameters:requirestrong
key
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Remediation:

To establish the recommended configuration via GP, set the following Ul pathRgabled :

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Local
Policies \ Security Options \ Domain member: Require strong (Windows 2000 or later)
ses sion key

Impact:

Computers that have this policy setting enabled will not be able to join Windows NT 4.0
domains, and trusts between Active Directory domains and Windows N3tyle domains
may not work properly. Also, computers that do not support thigolicy setting will not be
able to join domains in which the domain controllers have this policy setting enabled.

Default Value:

Disabled
References:

1. CCE35177-5
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2.3.7 Interactive logon

This section contains recommendations related to interactive logons.

2.3.7.1 (L1) Ensure 'Interactive logon: Do not display last user name' is
set to 'Enabled' (Scored)

Profile Applicability:
1 Level 1
1 Level 1 + BitLocker

Description:

This policy setting determines whether the account name of the last user to log onttee
client computers in your organization will be displayed in each computer's respective
Windows logon screen. Enable this policy setting to prevent intruders from collecting
account names visually from the screens of desktop or laptop computers in your
organization.

The recommended state for this setting iSEnabled .

Rationale:

An attacker with access to the console (for example, someone with physical access or
someone who is able to connect to the server through Terminal Services) could view the
name ofthe last user who logged on to the server. The attacker could then try to guess the
password, use a dictionary, or use a brutérce attack to try and log on.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY_LOCAL_MACHINESoftware \ Microsoft \ Windows\ CurrentVersion \ Policies \ System:DontDispl
ayLastUserName

Remediation:

To establish the recommended configuration via GP, set tf@lowing Ul path to Enabled :

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Local
Policies \ Security Options \ Interactive logon: Do not display last user name
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Impact:

Users will not see their user name or domain name when unlockirtgeir computer, they
will have to enter that information.

Default Value:

Disabled
References:

1. CCE34898-7
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2.3.7.2 (L1) Ensure 'Interactive logon: Do not require CTRL+ALT+DEL"' is
set to 'Disabled' (Scored)

Profile Applicability:
1 Level 1
9 Level 1 + BiLocker

Description:

This policy setting determines whether users must press CTRL+ALT+DEL before they log
on. If you enable this policy setting, users can log on without this key combination. If you
disable this policy setting, users must press CTRL+ALT+DBefore they log on to Windows
unless they use a smart card for Windows logon. A smart card is a tamgaoof device that
stores security information.

The recommended state for this setting isbisabled

Rationale:

Microsoft developed this feature to maket easier for users with certain types of physical
impairments to log on to computers that run Windows. If users are not required to press
CTRL+ALT+DEL, they are susceptible to attacks that attempt to intercept their passwords.
If CTRL+ALT+DEL is requirethefore logon, user passwords are communicated by means of
a trusted path.

An attacker could install a Trojan horse program that looks like the standard Windows
logon dialog box and capture the user's password. The attacker would then be able to log
on to the compromised account with whatever level of privilege that user has.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY LOCAL_MACHINESoftware \ Microsoft \ Windows\ CurrentVersion \ Policies \ System:DisableCA
D
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Remediation:

To establish the recommended configuration via GP, set the following Ul pathd@abled

Computer Configuration \ Policies \ Windows Settings  \ Security  Settings \ Local
Policies \ Security Options \ Interactive logon: Do not require CTRL+ALT+DEL

Impact:

Unless they use a smart card to log on, users will have to simultaneously press three keys
before the logon dialog box will display.

Default Value:

Not defined
References:

1. CCE35099-1
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2.3.7.3 (L1) Configure 'Interactive logon: Message text for users
attempting to log on' (Scored)

Profile Applicability:
1 Level 1
1 Level 1 + BitLocker

Description:

This policy setting specifies a text message that displays tisers when they log on. Set the
following group policy to a value that is consistent with the security and operational
requirements of your organization.

Rationale:

Displaying a warning message before logon may help prevent an attack by warning the
attacker about the consequences of their misconduct before it happens. It may also help to
reinforce corporate policy by notifying employees of the appropriate policy during the
logon process. This text is often used for legal reasongor example, to warn users bout

the ramifications of misusing company information or to warn them that their actions may
be audited.

Note: Any warning that you display should first be approved by your organization's legal
and human resources representatives.

Audit:

Navigate to the U Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY_LOCAL_MACHINESoftware \ Microsoft \ Windows\ CurrentVersion \ Policies \ System:LegalNoti
ceText

Remediation:

To establish the recommended configuration via GP, configure the following Ul path to a
value that is consistent with the security and operational requirements of your
organization:

Computer Configuration \ Policies \ Windows Settings  \ Security  Settings \ Local
Policies \ Security Options \ Interactive logon: Message text for users attempting to log
on
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Impact:
Users will see a message in a dialog box before they can log on to the server console.

Note: Windows Vista and Windows XP Professional suppolbgon banners that can exceed
512 characters in length and that can also contain carriageturn line -feed sequences.
However, Windows 2000based clients cannot interpret and display these messages. You
must use a Windows 2006based computer to create a Igon message policy that applies to
Windows 2000-based computers. If you inadvertently create a logon message policy on a
Windows Vistabased or Windows XP Professionddased computer and you discover that
it does not display properly on Windows 2006basedcomputers, do the following: Change
the setting to Not Defined, and then change the setting to the desired value by using a
Windows 2000-based computer.

Important: If you do not reconfigure this setting to Not Defined before reconfiguring the
setting usinga Windows 2000-based computer, the changes will not take effect properly.

Default Value:

Not defined
References:

1. CCE35064-5
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2.3.7.4 (L1) Configure 'Interactive logon: Message title for users
attempting to log on' (Scored)

Profile Applicability:

1 Level 1

9 Level 1 + BitLocker

Description:

This policy setting specifies the text displayed in the title bar of the window that users see
when they log on to the system. Configure this setting in a manner that is consistent with
the security and operational equirements of your organization.

Rationale:

Displaying a warning message before logon may help prevent an attack by warning the
attacker about the consequences of their misconduct before it happens. It may also help to
reinforce corporate policy bynotifying employees of the appropriate policy during the

logon process.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY LOCAL_MACHINESoftware \ Microsoft \ Windows\ CurrentVersion \ Policies \ System:LegalNoti
ceCaption

Remediation:

To establish the recommended configuration via GP, configure the following Ul path to a
value that is consistent with the security and operational requements of your
organization:

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Local
Policies \ Security Options \ Interactive logon: Message title for users attempting to log
on
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Impact:
Users will see a message in a dialog box before thegn log on to the server console.

Note: Windows Vista and Windows XP Professional support logon banners that can exceed
512 characters in length and that can also contain carriageturn line -feed sequences.
However, Windows 2000based clients cannot intepret and display these messages. You
must use a Windows 2006based computer to create a logon message policy that applies to
Windows 2000-based computers. If you inadvertently create a logon message policy on a
Windows Vistabased or Windows XP Professioniébased computer and you discover that

it does not display properly on Windows 20008based computers, do the following: Change
the setting to Not Defined, and then change the setting to the desired value by using a
Windows 2000-based computer.

Important: If you do not reconfigure this setting to Not Defined before reconfiguring the
setting using a Windows 2006based computer, the changes will not take effect properly.

Default Value:

Not defined
References:

1. CCE35179-1
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2.3.7.5 (L2) Ensure 'Interactive logdfumber of previous logons to
cache (in case domain controller is not available)' is set to '4 or fewer
logon(s)' (Scored)

Profile Applicability:
1 Level 2
9 Level 2 + BitLocker

Description:

This policy setting determines whether a user can log on to\Windows domain using

cached account information. Logon information for domain accounts can be cached locally
to allow users to log on even if a domain controller cannot be contacted. This policy setting
determines the number of unique users for whom logomformation is cached locally. If

this value is set to 0, the logon cache feature is disabled. An attacker who is able to access
the file system of the server could locate this cached information and use a brute force
attack to determine user passwords.

The recommended state for this setting is4 or fewer logon(s)

Rationale:

The number that is assigned to this policy setting indicates the number of users whose
logon information the servers will cache locally. If the number is set to 10, then the server
caches logon information for 10 users. When an eleventh user logs on to the computer, the
server overwrites the oldest cached logon session.

Users who access the server console will have their logon credentials cached on that server.
An attacker who is ableto access the file system of the server could locate this cached
information and use a brute force attack to attempt to determine user password$o

mitigate this type of attack, Windows encrypts the information and obscures its physical
location.

Audit;

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY_LOCAL_MACHINESoftware \ Microsoft \ Windows
NT\ CurrentVersion \ Winlogon:cachedlogonscount
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Remediation:

To establish the recommended configuration via GP, set the following Ul path4or
fewer logon(s)

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Local
Policies \ Security  Options \ Interactive logon: Number of previous logons to cache (in
case domain controller is not available)

Impact:

Users will be unable to log on to any computers if there is no domain controller available to
authenticate them. Organizations may want to adigure this value to 2 for enduser
computers, especially for mobile users. A configuration value of 2 means that the user's
logon information will still be in the cache, even if a member of the IT department has
recently logged on to their computer to peform system maintenance. This method allows
users to log on to their computers when they are not connected to the organization's
network.

Default Value:

10 logons
References:

1. CCE34901-9
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2.3.7.6 (L1) Ensure 'Interactive logon: Prompt user to changavpesks
before expiration' is set to 'between 5 and 14 days' (Scored)

Profile Applicability:

9 Level 1

9 Level 1 + BitLocker

Description:

This policy setting determines how far in advance users are warned that their password
will expire. It is recommended hat you configure this policy setting to at least 5 days but
no more than 14 days to sufficiently warn users when their passwords will expire.

The recommended state for this setting i®%etween 5 and 14 days.

Rationale:

Users will need to be warned that tlkir passwords are going to expire, or they may
inadvertently be locked out of the computer when their passwords expire. This condition
could lead to confusion for users who access the network locally, or make it impossible for
users to access your organizeon's network through dial-up or virtual private network
(VPN) connections.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY_LOCAL_MACHINEoftware \ Microsoft \ Windows
NT\ CurrentVersion  \ Winlogon:passwordexpirywarning

Remediation:

To establish the recommended configuration via GP, set the following Ul path to a
value between 5 and 14 days

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Local
Policies \ Security Options \ Interactive logon: Prompt user to change password before
expiration
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Impact:

Users will see a dialog box prompt to change their password each time that they log on t
the domain when their password is configured to expire between 5 ant¥ days.

Default Value:

14 days
References:

1. CCE35274-0
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2.3.7.7 (L1) Ensure 'Interactive logon: Smart card removal behavior' is
set to 'Lock Workstation' or higher (Scored)

Profile Applicability:
1 Level 1
1 Level 1 + BitLocker

Description:

This policy setting determines what happens when the smart card for a loggexh user is
removed from the smart card reader.

The recommended state for this setting iSzock Workstation . Configuring this setting to
Force Logoff or Disconnect if a Remote Desktop Services session also conforms
with the benchmark.

Rationale:

Users sometimes forget to lock their workstations when they are away from them, allowing
the possibility for malicious users toaccess their computers. If smart cards are used for
authentication, the computer should automatically lock itself when the card is removed to
ensure that only the user with the smart card is accessing resources using those
credentials.

Audit:

Navigate to he Ul Path articulated in the Remediation section and confirm it is set as
prescribed, noting that values ofForce Logoff ~ Or Disconnect if a Remote Desktop

Services session are also acceptable settings. This group policy setting is backed by the
following registry location:

HKEY_LOCAL_MACHINESoftware \ Microsoft \ Windows
NT\ CurrentVersion \ Winlogon:scremoveoption

Remediation:

To establish the recommended configuration via GP, set the following Ul pathtiack
Workstation  (or, if applicable for yourenvironment, Force Logoff ~ Or Disconnect if a

Remote Desktop Services session ):

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Local
Policies \ Security Options \ Interactive logon: Smart card removal behavior
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Impact:

If you select Force Lgoff, users will have to reinsert their smart cards and reenter their
PINs when they return to their workstations. Enforcing this setting on computers used by
people who must log onto multiple computers in order to perform their duties could be
frustrati ng and lower productivity. For example, if network administrators are limited to a
single account but need to log into several computers simultaneously in order to effectively
manage the network enforcing this setting will limit them to logging onto one amputer at

a time. For these reasons it is recommended that this setting only be enforced on
workstations used for purposes commonly associated with typical users such as document
creation and email.

Default Value:

No Action
References:

1. CCE34988-6
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2.3.8Microsoft network client

This section contains recommendations related to configuring the Microsoft network client.

2.3.8.1 (L1) Ensure 'Microsoft network client: Digitally sign
communications (always)' is set to 'Enabled’ (Scored)

Profile Applicability:
1 Level 1
1 Level 1 + BitLocker

Description:

This policy setting determines whether packet signing is required by the SMB client
component. If you enable this policy setting, the Microsoft network client computer cannot
communicate with a Microsoft network server unless that server agrees to sign SMB
packets. In mixed environments with legacy client computers, set this option to Disabled
because these computers will not be able to authenticate or gain access to domain
controllers. However, you can use thipolicy setting in Windows 2000 or later
environments.

Note: When Windows Vistabased computers have this policy setting enabled and they
connect to file or print shares on remote servers, it is important that the setting is
synchronized with its companionsetting, Microsoft network server: Digitally sign
communications (always) , on those servers. For more information about these settings,
see the "Microsoft network client and server: Digitally sign communications (four related
settings)" section in Chaptel5 of the Threats and Countermeasures guide.

The recommended state for this setting iSEnabled .
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Rationale:

Session hijacking uses tools that allow attackers who have access to the same network as
the client or server to interrupt, end, or steal a sessioin progress. Attackers can

potentially intercept and modify unsigned SMB packets and then modify the traffic and
forward it so that the server might perform undesirable actions. Alternatively, the attacker
could pose as the server or client after legitimte authentication and gain unauthorized
access to data.

SMB is the resource sharing protocol that is supported by many Windows operating
systems. It is the basis of NetBIOS and many other protocols. SMB signatures authenticate
both users and the servershat host the data. If either side fails the authentication process,
data transmission will not take place.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by thillowing registry location:

HKEY_LOCAL_MACHINESystem \ CurrentControlSet \ Services \ LanmanWorkstation \ Parameters:Requ
ireSecuritySignature

Remediation:

To establish the recommended configuration via GP, set the following Ul pathRgabled :

Computer Configur  ation \ Policies \ Windows Settings \ Security Settings \ Local
Policies \ Security Options \ Microsoft network client: Digitally sign communications
(always)
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Impact:

The Windows 2000 Server, Windows 2000 Professional, Windows Server 2003, Windows
XP Professional ad Windows Vista implementations of the SMB file and print sharing
protocol support mutual authentication, which prevents session hijacking attacks and
supports message authentication to prevent main-the-middle attacks. SMB signing
provides this authentication by placing a digital signature into each SMB, which is then
verified by both the client and the server.

Implementation of SMB signing may negatively affect performance, because each packet
needs to be signed and verified. If these settings are enadllen a server that is performing
multiple roles, such as a small business server that is serving as a domain controller, file
server, print server, and application server performance may be substantially slowed.
Additionally, if you configure computers toignore all unsigned SMB communications, older
applications and operating systems will not be able to connect. However, if you completely
disable all SMB signing, computers will be vulnerable to session hijacking attacks.

When SMB signing policies are enadtl on domain controllers running Windows Server
2003 and member computers running Windows Vista SP1 or Windows Server 2008 group
policy processing will fail. A hotfix is available from Microsoft that resolves this issue; see
Microsoft Knowledge Base artict 950876 for more details:Group Policy settings are not
applied on member computers that are running Windows Server 2008 or Windows Vista
SP1 when certain SMB signing policies are enabled

Default Value:

Disabled
References:

1. CCE35222-9

169|Page


https://support.microsoft.com/en-us/kb/950876
https://support.microsoft.com/en-us/kb/950876
https://support.microsoft.com/en-us/kb/950876

2.3.8.2 (L1) Ensure 'Microsoft network client: Digitally sign
communications (if server agrees)' is set to 'Enabled’ (Scored)

Profile Applicability:
1 Level 1
1 Level 1 + BitLocker

Description:

This policy setting determines whether the SMB client will attempt to negotiate SMB packet
signing. The implementation of digital signing in Windowsbased networks helps to

prevent sessions from being hijacked. If you enable this policy setting, the Microsoft
network client will use signing only if the server with which it communicates accepts
digitally signed communication.

Note: Enabling this policy setting on SMB clients on your network makes them fully
effective for packet signing with all clients and servers igour environment.

The recommended state for this setting iSEnabled .

Rationale:

Session hijacking uses tools that allow attackers who have access to the same network as
the client or server to interrupt, end, or steal a session in progress. Attackers can
potentially intercept and modify unsigned SMB packets and then modify the traffic and
forward it so that the server might perform undesirable actions. Alternatively, the attacker
could pose as the server or client after legitimate authentication and gaimauthorized
access to data.

SMB is the resource sharing protocol that is supported by many Windows operating
systems. It is the basis of NetBIOS and many other protocols. SMB signatures authenticate
both users and the servers that host the data. If eitheside fails the authentication process,
data transmission will not take place.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY_LOCAL_MACHINESystem \ CurrentControlSet \ Services \ LanmanWorkstation \ Parameters:Enab
leSecuritySignature
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Remediation:

To establish the recommended configuration via GP, set the following Ul pathRgabled :

Computer Configuration \ Policies \ Windows Settin  gs\ Security Settings \ Local
Policies \ Security Options \ Microsoft network client: Digitally sign communications (if
server agrees)

Impact:

The Windows 2000 Server, Windows 2000 Professional, Windows Server 2003, Windows
XP Professional and Windows Vista implaentations of the SMB file and print sharing
protocol support mutual authentication, which prevents session hijacking attacks and
supports message authentication to prevent main-the-middle attacks. SMB signing
provides this authentication by placing a djital signature into each SMB, which is then
verified by both the client and the server.

Implementation of SMB signing may negatively affect performance, because each packet
needs to be signed and verified. If these settings are enabled on a server thgiesforming
multiple roles, such as a small business server that is serving as a domain controller, file
server, print server, and application server performance may be substantially slowed.
Additionally, if you configure computers to ignore all unsigned B communications, older
applications and operating systems will not be able to connect. However, if you completely
disable all SMB signing, computers will be vulnerable to session hijacking attacks.

When SMB signing policies are enabled on domain contrets running Windows Server
2003 and member computers running Windows Vista SP1 or Windows Server 2008 group
policy processing will fail. A hotfix is available from Microsoft that resolves this issue; see
Microsoft Knowledge Base article 950876 for more deiils: Group Policy settings are not
applied on member computers that are running Windows Server 2008 or Windows Vista
SP1 when certain SMB signing policies are enabled

Default Value:

Enabled
References:

1. CCE34908-4
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2.3.8.3 (L1) Ensure 'Microsoft network client: Send unencrypted
password to thirgparty SMB servers' is set to 'Disabled’ (Scored)
Profile Applicability:

9 Level 1

9 Level 1 + BitLocker

Description:

Disable this policy settingto prevent the SMB redirector from sending plaintext passwords
during authentication to third -party SMB servers that do not support password encryption.

It is recommended that you disable this policy setting unless there is a strong business case
to enableit. If this policy setting is enabled, unencrypted passwords will be allowed across
the network.

The recommended state for this setting isbisabled

Rationale:

If you enable this policy setting, the server can transmit passwords in plaintext across the
network to other computers that offer SMB services. These other computers may not use
any of the SMB security mechanisms that are included with Windows Server 2003.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is s&t
prescribed. This group policy setting is backed by the following registry location:

HKEY_LOCAL_MACHINESystem \ CurrentControlSet \ Services \ LanmanWorkstation \ Parameters:Enab
lePlainTextPassword

Remediation:

To establish the recommended configuration via GBet the following Ul path tobDisabled

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Local
Policies \ Security Options \ Microsoft network client: Send unencrypted password to
third - party SMB servers
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Impact:

Some very old applications ad operating systems such as MBOS, Windows for
Workgroups 3.11, and Windows 95a may not be able to communicate with the servers in
your organization by means of the SMB protocol.

Default Value:

Disabled
References:

1. CCE33717-0
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2.3.9 Microsoft networkserver

This section contains recommendations related to configuring the Microsoft network
server.

2.3.9.1 (L1) Ensure 'Microsoft network server: Amount of idle time
required before suspending session' is set to '15 or fewer minute(s), but
not 0' (Scored)

Profile Applicability:

9 Level 1

9 Level 1 + BitLocker

Description:

This policy setting allows you to specify the amount of continuous idle time that must pass

in an SMB session before the session is suspended because of inactivity. Administrators can
usethis policy setting to control when a computer suspends an inactive SMB session. If
client activity resumes, the session is automatically reestablished.

A value of 0 appears to allow sessions to persist indefinitely. The maximum value is 99999,
which is over 69 days; in effect, this value disables the setting.

The recommended state for this setting ist5 or fewer minute(s), but not 0

Rationale:

Each SMB session consumes server resources, and numerous null sessions will slow the
server or possibly causetito fail. An attacker could repeatedly establish SMB sessions until
the server's SMB services become slow or unresponsive.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy settings backed by the following registry location:

HKEY_LOCAL_MACHINESystem \ CurrentControlSet \ Services \ LanManServer \ Parameters:autodisco
nnect
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Remediation:

To establish the recommended configuration via GP, set the following Ul pathi®or
fewer minute(s), but not 0

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Local
Policies \ Security Options \ Microsoft network server: Amount of idle time required
before suspending session

Impact:

There will be little impact because SMB sessions will re-established automatically if the
client resumes activity.

Default Value:

15 minutes
References:

1. CCE34909-2
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2.3.9.2 (L1) Ensure 'Microsoft network server: Digitally sign
communications (always)' is set to 'Enabled’ (Scored)

Profile Applicability:
1 Level 1
1 Level 1 + BitLocker

Description:

This policy setting determines if the server side SMB service is required to perform SMB
packet signing. Enable this policy setting in a mixed environment to prevent downstream
clients from using theworkstation as a network server.

The recommended state for this setting iSEnabled .

Rationale:

Session hijacking uses tools that allow attackers who have access to the same network as
the client or server to interrupt, end, or steal a session in progresAttackers can

potentially intercept and modify unsigned SMB packets and then modify the traffic and
forward it so that the server might perform undesirable actions. Alternatively, the attacker
could pose as the server or client after legitimate authenti¢eon and gain unauthorized
access to data.

SMB is the resource sharing protocol that is supported by many Windows operating
systems. It is the basis of NetBIOS and many other protocols. SMB signatures authenticate
both users and the servers that host theata. If either side fails the authentication process,
data transmission will not take place.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following resfry location:

HKEY_LOCAL_MACHINESystem \ CurrentControlSet \ Services \ LanManServer \ Parameters:requirese
curitysignature
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Remediation:

To establish the recommended configuration via GP, set the following Ul pathRgabled :

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local
Policies \ Security Options \ Microsoft network server: Digitally sign communications
(always)

Impact:

The Windows 2000 Server, Windows 2000 Professional, Windows Server 2003, Windows
XP Professional and Windows Vista imipmentations of the SMB file and print sharing
protocol support mutual authentication, which prevents session hijacking attacks and
supports message authentication to prevent main-the-middle attacks. SMB signing
provides this authentication by placing adigital signature into each SMB, which is then
verified by both the client and the server.

Implementation of SMB signing may negatively affect performance, because each packet
needs to be signed and verified. If these settings are enabled on a server tisgberforming
multiple roles, such as a small business server that is serving as a domain controller, file
server, print server, and application server performance may be substantially slowed.
Additionally, if you configure computers to ignore all unsignedMB communications, older
applications and operating systems will not be able to connect. However, if you completely
disable all SMB signing, computers will be vulnerable to session hijacking attacks.

When SMB signing policies are enabled on domain contiers running Windows Server
2003 and member computers running Windows Vista SP1 or Windows Server 2008 group
policy processing will fail. A hotfix is available from Microsoft that resolves this issue; see
Microsoft Knowledge Base article 950876 for more etails: Group Policy settings are not
applied on member computers that are running Windows Server 2008 or Windows Vista
SP1 when certain SMB signing policies are enabled

Default Value:

Disabled
References:

1. CCE35065-2
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2.3.9.3 (L1) Ensure 'Microsoft network server: Digitally sign
communications (if client agrees)' is set to 'Enabled' (Scored)

Profile Applicability:
1 Level 1
1 Level 1 + BitLocker

Description:

This policy setting determines if the server side SMB service is able to sign SMB packets if it
is requested to do so by a client that attempts to establish a connection. If no signing
request comes from the client, a connection will be allowed without agnature if the

Microsoft network server: Digitally sign communications (always) setting is not

enabled.

Note: Enable this policy setting on SMB clients on your network to make them fully
effective for packet signing with all clients and servers in your enronment.

The recommended state for this setting iSEnabled .

Rationale:

Session hijacking uses tools that allow attackers who have access to the same network as
the client or server to interrupt, end, or steal a session in progress. Attackers can
potentially intercept and modify unsigned SMB packets and then modify the traffic and
forward it so that the server might perform undesirable actions. Alternatively, the attacker
could pose as the server or client after legitimate authentication and gain unauthaed
access to data.

SMB is the resource sharing protocol that is supported by many Windows operating
systems. It is the basis of NetBIOS and many other protocols. SMB signatures authenticate
both users and the servers that host the data. If either sideilsthe authentication process,
data transmission will not take place.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY_LOCAL_MACHINESystem \ CurrentControlSet \ Services \ LanManServer \ Parameters:enablesec
uritysignature
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Remediation:

To establish the recommended configuration via GP, set the following Ul pathRgabled :

Computer Configuration \ Policies \ Windows Settings  \ Security  Settings \ Local
Policies \ Security Options \ Microsoft network server: Digitally sign communications (if
client agrees)

Impact:

The Windows 2000 Server, Windows 2000 Professional, Windows Server 2003, Windows
XP Professional and Windows Vista implementationsféhe SMB file and print sharing
protocol support mutual authentication, which prevents session hijacking attacks and
supports message authentication to prevent main-the-middle attacks. SMB signing
provides this authentication by placing a digital signaire into each SMB, which is then
verified by both the client and the server.

Implementation of SMB signing may negatively affect performance, because each packet
needs to be signed and verified. If these settings are enabled on a server that is performing
multiple roles, such as a small business server that is serving as a domain controller, file
server, print server, and application server performance may be substantially slowed.
Additionally, if you configure computers to ignore all unsigned SMB communitians, older
applications and operating systems will not be able to connect. However, if you completely
disable all SMB signing, computers will be vulnerable to session hijacking attacks.

When SMB signing policies are enabled on domain controllers runniyindows Server
2003 and member computers running Windows Vista SP1 or Windows Server 2008 group
policy processing will fail. A hotfix is available from Microsoft that resolves this issue; see
Microsoft Knowledge Base article 950876 for more detailsGroup Policy settings are not
applied on member computers that are running Windows Server 2008 or Windows Vista
SP1 when certain SMB signing policies are enabled

Default Value:

Disabled
References:

1. CCE35182-5
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2.3.9.4 (L1) Ensure 'Microsoft network server: Disconnect clients when
logon hours expire' is set to 'Enabled' (Scored)

Profile Applicability:
1 Level 1

9 Level 1 + BitLocker

Description:

This policy setting determines whether to disconnect users who are connected to the local
computer outside their user account's valid logon hours. It affects the SMB component. If
you enable this policy setting, client sessions with the SMB service will barcibly
disconnected when the client's logon hours expire. If you disable this policy setting,
established client sessions will be maintained after the client's logon hours expire. If you
enable this policy setting you should also enableetwork security : Force logoff when
logon hours expire .

If your organization configures logon hours for users, this policy setting is necessary to
ensure they are effective.

The recommended state for this setting iSEnabled .

Rationale:

If your organization configures logn hours for users, then it makes sense to enable this
policy setting. Otherwise, users who should not have access to network resources outside
of their logon hours may actually be able to continue to use those resources with sessions
that were establishedduring allowed hours.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY_LOCAL_MACHINESystem \ CurrentControlSet \ Services \ LanManServer \ Parameters:enablefor
cedlogoff
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Remediation:

To establish the recommended configuration via GP, set the following Ul pathRgabled :

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Local
Policies \ Security Options \ Microsoftn  etwaork server: Disconnect clients when logon
hours expire

Impact:

If logon hours are not used in your organization, this policy setting will have no impact. If
logon hours are used, existing user sessions will be forcibly terminated when their logon
hours expire.

Default Value:

Enabled
References:

1. CCE34911-8
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2.3.9.5 (L1) Ensure 'Microsoft network server: Server SPN target name
validation level' is set to 'Accept if provided by client' or higher (Scored)

Profile Applicability:
1 Level 1
1 Level 1 + BitLocker

Description:

This policy setting controls the level of validation a computer with shared folders or
printers (the server) performs on the service principal name (SPN) that is provided by the
client computer when it establishes a sessn using the server message block (SMB)
protocol.

The server message block (SMB) protocol provides the basis for file and print sharing and
other networking operations, such as remote Windows administration. The SMB protocol
supports validating the SMB serer service principal name (SPN) within the authentication
blob provided by a SMB client to prevent a class of attacks against SMB servers referred to
as SMB relay attacks. This setting will affect both SMB1 and SMB2.

This security setting determines the ével of validation a SMB server performs on the
service principal name (SPN) provided by the SMB client when trying to establish a session
to an SMB server.

The recommended state for this setting isAccept if provided by client . Configuring
this setting to Required from client also conforms with the benchmark.
Rationale:

The identity of a computer can be spoofed to gain unauthorized access to network
resources.

Audit;

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY_LOCAL_MACHINESystem \ CurrentControlSet \ Services \ LanManServer \ Parameters:SMBServer
NameHardeningLevel
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Remediation:

To establish the recommended configuration via GP, tsthe following Ul path to Accept if

provided by client (configuring to Required from client also conforms with the
benchmark):

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local

Policies \ Security Options \ Microsoft network server: Ser ver SPN target name validation
level

Impact:

All Windows operating systems support both a clienside SMB component and a server
side SMB component. This setting affects the server SMB behavior, and its implementation
should be carefully evaluated and testd to prevent disruptions to file and print serving
capabilities.

Default Value:
Not defined
References:

1. CCE35299-7
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2.3.10 Network access

This section contains recommendations related to network access.

2.3.10.1 (L1) Ensure 'Network access: Aloonymous SID/Name
translation' is set to 'Disabled' (Scored)

Profile Applicability:

9 Level 1

9 Level 1 + BitLocker

Description:

This policy setting determines whether an anonymous user can request security identifier
(SID) attributes for another user,or use a SID to obtain its corresponding user name.
Disable this policy setting to prevent unauthenticated users from obtaining user names that
are associated with their respective SIDs.

The recommended state for this setting iDisabled

Rationale:

If this policy setting is enabled, a user with local access could use the wialiown
Administrator's SID to learn the real name of the buiin Administrator account, even if it
has been renamed. That person could then use the account name to initiate a passiv
guessing attack.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed.

Remediation:

To establish the recommended configuration via GP, set the following Ul patho@abled

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Local
Policies \ Security Options \ Network access: Allow anonymous SID/Name translation
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Impact:

Disabled is the default configuration for this policy setting on member computers;
therefore it will have no impact onthem. The default configuration for domain controllers
is Enabled. If you disable this policy setting on domain controllers, legacy computers may
be unable to communicate with Windows Server 200®ased domains. For example, the
following computers may notwork:

T Windows NT 4.0based Remote Access Service servers.

1T - EAOI O1T £O0 31, 3AO0OOAOOA -HaseddWidows NT40 7 ET AT x O
based computers.

T Remote Access Service or Microsoft SQL servers that run on Windows 2ésed
computers and are located inNindows NT 3.x domains or Windows NT 4.0
domains.

Default Value:

Disabled
References:

1. CCE34914-2
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2.3.10.2 (L1) Ensure 'Network access: Do not allow anonymous
enumeration of SAM accounts' is set to 'Enabled' (Scored)

Profile Applicability:
1 Level 1
1 Level 1 + BitLocker

Description:

This policy setting controls the ability of anonymous users to enumerate the accounts in
the Security Accounts Manager (SAM). If you enable this policy setting, users with
anonymous connections cannot enumerate domain accotiuser names on the
workstations in your environment. This policy setting also allows additional restrictions on
anonymous connections.

The recommended state for this setting iSEnabled .

Rationale:

An unauthorized user could anonymously list account nangeand use the information to
perform social engineering attacks or attempt to guess passwords. (Social engineering
attacks try to deceive users in some way to obtain passwords or some form of security
information.)

Audit:

Navigate to the Ul Path articulatd in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY_LOCAL_MACHINESystem \ CurrentControlSet \ Control \ Lsa:RestrictAnonymousSAM

Remediation:

To establish the recommended configuration via GP, set the following Ul pathEgabled :

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Local
Policies \ Security Options \ Network access: Do not allow anonymous enumeration of SAM
accounts
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Impact:

It will be impossible to establish trusts with Windows NT 4.8based domains. Also, client
computers that run older versions of the Windows operating system such as Windows NT
3.51 and Windows 95 will experience problems when they try to use resoaes on the
server.

Default Value:

Enabled
References:

1. CCE34631-2
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2.3.10.3 (L1) Ensure 'Network access: Do not allow anonymous
enumeration of SAM accounts and shares' is set to 'Enabled’ (Scored)

Profile Applicability:
1 Level 1

9 Level 1 + BitLocker

Description:

This policy setting controls the ability of anonymous users to enumerate SAM accounts as
well as shares. If you enable this policy setting, anonymous users will not be able to
enumerate domain account user names and network share names on thenkstations in
your environment.

The Network access: Do not allow anonymous enumeration of SAM accounts and shares
setting is configured to Enabled for the two environments that are discussed in this guide.

The recommended state for this setting iSEnable d.

Rationale:

An unauthorized user could anonymously list account names and shared resources and use
the information to attempt to guess passwords or perform social engineering attacks.

Audit:

Navigate to the Ul Path articulated in the Remediation sectiand confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY_LOCAL_MACHINESystem \ CurrentControlSet \ Control \ Lsa:RestrictAnonymous

Remediation:

To establish the recommended configuration via GP, set thalbwing Ul path to Enabled :

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Local
Policies \ Security Options \ Network access: Do not allow anonymous enumeration of SAM
accounts and shares
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Impact:

It will be impossible to grant access taisers of another domain across a oneay trust
because administrators in the trusting domain will be unable to enumerate lists of accounts
in the other domain. Users who access file and print servers anonymously will be unable to
list the shared network resources on those servers; the users will have to authenticate
before they can view the lists of shared folders and printers.

Default Value:

Disabled
References:

1. CCE34723-7
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2.3.10.4 (L1) Ensure 'Network access: Do not allow storage of
passwords and creshtials for network authentication' is set to
'‘Enabled' (Scored)

Profile Applicability:
1 Level 1
9 Level 1 + BitLocker

Description:

This policy setting determines whether the Stored User Names and Passwords feature may
save passwords or credentials folater use when it gains domain authentication. If you
enable this policy setting, the Stored User Names and Passwords feature of Windows does
not store passwords and credentials.

The recommended state for this setting iSEnabled .

Rationale:

Passwords thatare cached can be accessed by the user when logged on to the computer.
Although this information may sound obvious, a problem can arise if the user unknowingly
executes hostile code that reads the passwords and forwards them to another,
unauthorized user.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY_LOCAL_MACHINESystem \ CurrentControlSet \ Control \ Lsa:disabledomaincreds

Remediation:

To establish the recommended configuration via GP, set the following Ul pathEgabled :

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Local
Policies \ Security Options \ Network access: Do not allow storage of passwords and
cr edentials for network authentication
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Impact:

Users will be forced to enter passwords whenever they log on to their Passport account or
other network resources that aren't accessible to their domain account. Testing has shown
that clients running Windows Vista or Windows Server 2008 will be unable to connect to
Distributed File System (DFS) shares in untrusted domains. Enabling this setting also
makes it impossible to specify alternate credentials for scheduled tasks, this can cause a
variety of problems.For example, some third party backup products will no longer work.
This policy setting should have no impact on users who access network resources that are
configured to allow access with their Active Directorybased domain account.

Default Value:

Not Confgured
References:

1. CCE33718-8
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2.3.10.5 (L1) Ensure 'Network access: Let Everyone permissions apply to
anonymous users' is set to '‘Disabled' (Scored)

Profile Applicability:

9 Level 1

9 Level 1 + BitLocker

Description:

This policy setting determineswhat additional permissions are assigned for anonymous
connections to the computer. If you enable this policy setting, anonymous Windows users
are allowed to perform certain activities, such as enumerate the names of domain accounts
and network shares. Arunauthorized user could anonymously list account names and
shared resources and use the information to guess passwords or perform social
engineering attacks.

The recommended state for this setting isDisabled

Rationale:

An unauthorized user could anonymasly list account names and shared resources and use
the information to attempt to guess passwords, perform social engineering attacks, or
launch DoS attacks.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY_LOCAL_MACHINESystem \ CurrentControlSet \ Control \ Lsa:EveryonelncludesAnonymous

Remediation:

To establish the recommended configuration via GP, set the following Ul patho@abled

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Local
Policies \ Security Options \ Network access: Let Everyone permissions apply to anonymous
users

Impact:

None. This is the default configuration.
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Default Value:

Disabled
References:

1. CCE35367-2
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2.3.10.6 (L1) Ensure 'Network access: Named Pipes that can be accessed
anonymously' is set to 'None' (Scored)

Profile Applicability:

1 Level 1

9 Level 1 + BitLocker

Description:

This policy setting determines which communicatiorsessions, or pipes, will have attributes
and permissions that allow anonymous access.

The recommended state for this setting istblank> (i.e. None).

Rationale:

Limiting named pipes that can be accessed anonymously will reduce the attack surface of
the system.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY_LOCAL_MACHINESYSTEM CurrentControlSet \ Services \ LanManServer \ Par ameters:NullSessi
onPipes

Remediation:

To establish the recommended configuration via GP, set the following Ul path<igank>
(i.e. None):

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local
Policies \ Security Options \ Network access: Na med Pipes that can be accessed anonymously

Impact:

This configuration will disable null session access over named pipes, and applications that
rely on this feature or on unauthenticated access to named pipes will no longer function.
The BROWSERamed pipemay need to be added to this list if th€omputer Browseservice

is needed for supporting legacy components. ThHeomputer Browseservice is disabled by
default.
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Default Value:

None
References:

1. CCE34965-4
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2.3.10.7 (L1) Ensure 'Network access: Rematalgssible registry
paths' (Scored)

Profile Applicability:
1 Level 1
1 Level 1 + BitLocker

Description:

This policy setting determines which registry paths will be accessible after referencing the
WinReg key to determine access permissions to the paths.

Note: This setting does not exist in Windows XP. There was a setting with that name in
Windows XP, but it is called "Network access: Remotely accessible registry paths and-sub
paths" in Windows Server 2003, Windows Vista, and Windows Server 2008.

Note: When you configure this setting you specify a list of one or more objects. The
delimiter used when entering the list is a line feed or carriage return, that is, type the first
object on the list, press the Enter button, type the next object, press Enter agagtc. The
setting value is stored as a commadelimited list in group policy security templates. It is
also rendered as a commaelimited list in Group Policy Editor's display pane and the
Resultant Set of Policy console. It is recorded in the registry adine-feed delimited list in a
REG_MULTI_SZ value.

The recommended state for this setting is:

System \ CurrentControlSet \ Control \ ProductOptions
System \ CurrentControlSet \ Control \ Server Applications
Software \ Microsoft \ Windows NT \ CurrentVersion

Rationale:

Theregistry is a database that contains computer configuration information, and much of
the information is sensitive. An attacker could use this information to facilitate
unauthorized activities. To reduce the risk of such an attack, suitable ACLs are aseijn
throughout the registry to help protect it from access by unauthorized users.
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Audit;

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registripcation:

HKEY_LOCAL_MACHINESystem \ CurrentControlSet \ Control \ SecurePipeServers \ Winreg \ AllowedEx
actPaths:Machine

Remediation:

To establish the recommended configuration via GP, set the following Ul path to:
System \ CurrentControlSet \ Control \ ProductOptions

System \ CurrentControlSet \ Control \ Server Applications

SOFTWARBMicrosoft \ Windows NT \ CurrentVersion

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Local
Policies \ Security Options \ Network access: Remotely accessible registry paths

Impact:

Remote management tools such as the Microsoft Baseline Security Analyzer and Microsoft
Systems Management Server require remote access to the registry to properly monitor and

manage those computers. If you remove the default registry paths from the list of
accessible ones, such remote management tools could fail.

Note: If you want to allow remote access, you must also enable the Remote Registry
service.

Default Value:

System CurrentControlSet Control\ ProductOptions
System CurrentControlSet Control\ Server Applications
Software\ Microsoft\ Windows NT\ CurrentVersion

References:

1. CCE33976-2
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2.3.10.8 (L1) Ensure 'Network access: Remotely accessible registry paths
and subpaths' (Scored)

Profile Applicability:
1 Level 1
1 Level 1 + BitLocker

Description:

This pdlicy setting determines which registry paths and sukpaths will be accessible when
an application or process references the WinReg key to determine access permissions.

Note: In Windows XP this setting is called "Network access: Remotely accessible registry
paths,” the setting with that same name in Windows Vista, Windows Server 2008, and
Windows Server 2003 does not exist in Windows XP.

Note #2: When you configure this setting you specify a list of one or more objects. The
delimiter used when entering the Ist is a line feed or carriage return, that is, type the first
object on the list, press the Enter button, type the next object, press Enter again, etc. The
setting value is stored as a commadelimited list in group policy security templates. It is
also rendered as a commadelimited list in Group Policy Editor's display pane and the
Resultant Set of Policy console. It is recorded in the registry as a lifeed delimited list in a
REG_MULTI_SZ value.

The recommended state for this setting is:

System \ CurrentC ontrolSet \ Control \ Print \ Printers

System \ CurrentControlSet \ Services \ Eventlog

Software \ Microsoft \ OLAP Server

Software \ Microsoft \ Windows NT \ CurrentVersion \ Print

Software \ Microsoft \ Windows NT \ CurrentVersion \ Windows
System \ CurrentControlSet \ Control \ Contentindex

System \ CurrentControlSet \ Control \ Terminal Server

System \ CurrentControlSet \ Control \ Terminal Server  \ UserConfig
System \ CurrentControlSet \ Control \ Terminal Server \ DefaultUserConfiguration
Software \ Microsoft \ Windows NT \ CurrentVersion \ Perflib

System \ CurrentContr  olSet \ Services \ SysmonLog

Rationale:

The registry contains sensitive computer configuration information that could be used by
an attacker to facilitate unauthorized activities. The fact that the default ACLs assigned
throughout the registry are fairly restrictive and help to protect the registry from access by
unauthorized users reduces the risk of such an attack.

198|Page



Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is baokd by the following registry location:

HKEY_LOCAL_MACHINESystem \ CurrentControlSet \ Control \ SecurePipeServers \ Winreg \ AllowedPa
ths:Machine

Remediation:

To establish the recommended configuration via GP, set the following Ul path to:
System \ CurrentControlSet \ Control \ Print \ Printers

System \ CurrentControlSet \ Services \ Eventlog

SOFTWARBMicrosoft \ OLAP Server

SOFTWARBMicrosoft \ Windows NT \ CurrentVersion \ Print

SOFTWARBMicrosoft \ Windows NT \ CurrentVersion  \ Windows

System \ CurrentControlSet \ Contr ol \ Contentindex

System \ CurrentControlSet \ Control \ Terminal Server

System \ CurrentControlSet \ Control \ Terminal Server  \ UserConfig

System \ CurrentControlSet \ Control \ Terminal Server \ DefaultUserConfiguration
SOFTWARBMicrosoft \ Windows NT \ CurrentVersion \ Perflib

Syst em CurrentControlSet \ Services \ SysmonlLog

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local
Policies \ Security Options \ Network access: Remotely accessible registry paths and sub -
paths

Impact:

Remote management tools such as the Microg@aseline Security Analyzer and Microsoft
Systems Management Server require remote access to the registry to properly monitor and
manage those computers. If you remove the default registry paths from the list of
accessible ones, such remote management teacould fail.

Note: If you want to allow remote access, you must also enable the Remote Registry
service.
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Default Value:

System CurrentControlSet Control\ Print\ Printers

System CurrentControlSet Services Eventlog

Software\ Microsoft\ OLAP Server

Software\ Microsoft\ Windows NT\ CurrentVersion\ Print
Software\ Microsoft\ Windows NT\ CurrentVersion\ Windows
System CurrentControlSet Control\ Contentindex

Systen CurrentControlSet Control\ Terminal Server

System CurrentControlSet Control\ Terminal Servel UserConfig
System CurrentControlSet Control\ Terminal Servel DefaultUserConfiguration
Software\ Microsoft\ Windows NT\ CurrentVersion\ Perflib
System CurrentControlSet Services SysmonLog

References:

1. CCE35300-3
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2.3.10.9 (L1) Ensure 'Network access: Restrict anonymous access to
Named Pipes and Shares' is set to 'Enabled' (Scored)

Profile Applicability:

1 Level 1

9 Level 1 + BitLocker

Description:

When enabled, this policy setting restricts anonymous access to only those shares and

pipes that are named in theNetwork access: Named pipes that can be accessed

anonymously and Network access: Shares that can be accessed anonymously settings.
This policy setting controls null session access to shares on your computers by adding
RestrictNullSessAccess with the value 1 in the

HKEY_LGQCAL_MACHINE System \ CurrentControlSet \ Services \ LanManServer \ Parameters

registry key. This registry value toggles null session shares on or off to control whether the
server service restricts unauthenticated clients' access to named resources.

The recommendael state for this setting is:Enabled .

Rationale:

Null sessions are a weakness that can be exploited through shares (including the default
shares) on computers in your environment.

Audit:

Navigate to the Ul Path articulated in the Remediation section ammnfirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY_LOCAL_MACHINESystem \ CurrentControlSet \ Services \ LanManServer \ Parameters:restrictn
ullsessaccess

Remediation:

To establish the recommended configurdon via GP, set the following Ul path t&nabled :

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Local
Policies \ Security Options \ Network access: Restrict anonymous access to Named Pipes and
Shares
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Impact:

You can enable this policyetting to restrict null session access for unauthenticated users
to all server pipes and shared folders except those that are listed in theliSessionPipes
and NullSessionShares  entries.

If you choose to enable this setting and are supporting Windows NT@tdomains, you
should check if any of the named pipes are required to maintain trust relationships
between the domains, and then add the pipe to thidetwork access: Named pipes that
can be accessed anonymously list:

- COMNAP: SNA session access

- COMNODESNA session access

- SQM QUERY: SQL instance access

- SPOOLSS: Spooler service

- LLSRPC: License Logging service

- NETLOGON: Net Logon service

- LSARPC: LSA access

- SAMR: Remote access to SAM objects

- BROWSER: Computer Browser service

Previous to the rdease of Windows Server 2003 with Service Pack 1 (SP1) these named
pipes were allowed anonymous access by default, but with the increased hardening in
Windows Server 2003 with SP1 these pipes must be explicitly added if needed.

Default Value:

Enabled
References:

1. CCE33563-8
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2.3.10.10 (L1) Ensure 'Network access: Shares that can be accessed
anonymously' is set to 'None' (Scored)

Profile Applicability:

9 Level 1

9 Level 1 + BitLocker

Description:

This policy setting determines which network shares can baccessed by anonymous users.
The default configuration for this policy setting has little effect because all users have to be
authenticated before they can access shared resources on the server.

The recommended state for this setting istblank> (i.e. Nong.

Rationale:

It is very dangerous to enable this setting. Any shares that are listed can be accessed by any
network user, which could lead to the exposure or corruption of sensitive data.

Audit:

Navigate to the Ul Path articulated in the Remediatiogection and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY_LOCAL_MACHINESystem \ CurrentControlSet \ Services \ LanManServer \ Parameters:NullSessi
onShares

Remediation:

To establish the recommended aafiguration via GP, set the following Ul path teblank>
(i.e. None):

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Local
Policies \ Security Options \ Network access: Shares that can be accessed anonymously

Impact:

There should be littleimpact because this is the default configuration. Only authenticated
users will have access to shared resources on the server.

203|Page



Default Value:

Not defined
References:

1. CCE34651-0
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2.3.10.11 (L1) Ensure 'Network access: Sharing and security model for
locd accounts' is set to 'Classilocal users authenticate as themselves'
(Scored)

Profile Applicability:
1 Level 1

9 Level 1 + BitLocker

Description:

This policy setting determines how network logons that use local accounts are
authenticated. The Classioption allows precise control over access to resources, including
the ability to assign different types of access to different users for the same resource. The
Guest only option allows you to treat all users equally. In this context, all users authentieat
as Guest only to receive the same access level to a given resource.

The recommended state for this setting iSClassic - local users authenticate as
themselves

Rationale:

With the Guest only model, any user who can authenticate to your computer over the
network does so with guest privileges, which probably means that they will not have write
access to shared resources on that computer. Although this restriction does increase
security, it makes it more difficult for authorized users to access shared resmes on those
computers because ACLs on those resources must include access control entries (ACES) for
the Guest account. With the Classic model, local accounts should be password protected.
Otherwise, if Guest access is enabled, anyone can use those aseounts to access shared
system resources.

Audit;

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

| HKEY_LOCAL_MACHINESystem \ CurrentControlSet \ Control \ Lsa:ForceGuest

205|Page



Remediation:

To establish the recommended configuration via GP, set the following Ul pathdtssic -
local users authenticate as themselves :

Computer Configuration \ Policies \ Windows Sett ings \ Security Settings \ Local
Policies \ Security Options \ Network access: Sharing and security model for local
accounts

Impact:

None. This is the default configuration.

Default Value:

Classic- local users authenticate as themselves
References:

1. CCE33719-6
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2.3.11 Network security

This section contains recommendations related to network security.

2.3.11.1 (L1) Ensure 'Network security: Allow Local System to use
computer identity for NTLM' is set to 'Enabled' (Scored)

Profile Applicability:
1 Level 1

9 Levell + BitLocker

Description:

When enabled, this policy setting causes Local System services that use Negotiate to use the
computer identity when NTLM authentication is selected by the negotiation. This policy is
supported on at least Windows 7 or Windows Seer 2008 R2.

The recommended state for this setting iSEnabled .

Rationale:

When connecting to computers running versions of Windows earlier than Windows Vista

or Windows Server 2008, services running as Local System and using SPNEGO (Negotiate)
that revert to NTLM use the computer identity. In Windows 7, if you are connecting to a
computer running Windows Server 2008 or Windows Vista, then a system service uses
either the computer identity or a NULL session. When connecting with a NULL session, a
system-generated session key is created, which provides no protection but allows
applications to sign and encrypt data without errors. When connecting with the computer
identity, both signing and encryption is supported in order to provide data protection.

Audit;

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

| HKEY_LOCAL_MACHINESystem \ CurrentControlSet \ Control \ Lsa:UseMachineld
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Remediati on:

To establish the recommended configuration via GP, set the following Ul pathRgabled :

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Local
Policies \ Security Options \ Network security: Allow Local System to use computer
identity for NTLM

Impact:

If you enable this policy setting, services running as Local System that use Negotiate will
use the computer identity. This might cause some authentication requests between
Windows operating systems to fail and log an error.

If you disablethis policy setting, services running as Local System that use Negotiate when
reverting to NTLM authentication will authenticate anonymously. This was the behavior in
previous versions of Windows.

Default Value:

Not defined
References:

1. CCE33141-3
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2.3.11.2 (L1) Ensure 'Network security: Allow LocalSystem NULL session
fallback' is set to 'Disabled' (Scored)

Profile Applicability:

1 Level 1

9 Level 1 + BitLocker

Description:

Allow NTLM to fall back to NULL session when used with LocalSystem. The defeasfRUE
up to Windows Vista / Server 2008 and FALSE from Windows 7 / Server 2008 R2 and
beyond.

The recommended state for this setting iSDisabled

Rationale:

NULL sessions are less secure because by definition they are unauthenticated.
Audit:

Navigate tothe Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY_LOCAL_MACHINESystem \ CurrentControlSet \ Control \ Lsa\ MSV1_O:allownullsessionfallbac
k

Remediation:

To establish the recommended configuration via GP, set the following Ul pathoabled

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local
Policies \ Security Options \ Network security: Allow LocalSystem NULL session fallback

Imp act:

Any applications that require NULL sessions for LocalSystem will not work as designed.

Default Value:

Not defined
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References:

1. CCE35410-0
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2.3.11.3 (L1) Ensure 'Network Security: Allow PKU2U authentication
requests to this computer to use onlientities' is set to 'Disabled'
(Scored)

Profile Applicability:
1 Level 1
9 Level 1 + BitLocker

Description:
This setting determines if online identities are able to authenticate to this computer.

Windows 7 and Windows Server 2008 R2 introduced an extaion to the Negotiate
authentication package, Spnego.dll. In previous versions of Windows, Negotiate decides
whether to use Kerberos or NTLM for authentication. The extension SSP for Negotiate,
Negoexts, which is treated as an authentication protocol by Wilows, supports Microsoft
SSPs including PKU2U.

When computers are configured to accept authentication requests by using online IDs,
Negoexts.dll calls the PKU2U SSP on the computer that is used to log on. The PKU2U SSP
obtains a local certificate and excainges the policy between the peer computers. When
validated on the peer computer, the certificate within the metadata is sent to the logon peer
for validation and associates the user's certificate to a security token and the logon process
completes.

The recommended state for this setting isDisabled

Rationale:

The PKU2U protocol is a peeto-peer authentication protocol, in most managed networks
authentication should be managed centrally.

Audit;

Navigate to the Ul Path articulated in the Remediatiogection and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

| HKEY_LOCAL_MACHINESystem \ CurrentControlSet \ Control \ Lsa\ pku2u:AllowOnlinelD
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Remediation:

To establish the recommended configuration via B, set the following Ul path t@isabled

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Local
Policies \ Security Options \ Network Security: Allow PKU2U authentication requests to
this computer to use online identities

Impact:

Disabling this setting will disallow the online identities to be able to authenticate to the
domain joined machine in Windows 7 and later.

Default Value:

This policy is turned off by default on domain joined machines.
References:

1. CCE35411-8
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2.3.11.4 (L1) EnsureélNvork Security: Configure encryption types
allowed for Kerberos' is set to 'RC4_HMAC_ MD5, AES128 HMAC SHAL,
AES256 HMAC_ SHAL, Future encryption types' (Scored)

Profile Applicability:

1 Level 1

1 Level 1 + BitLocker
Description:

This policy settingallows you to set the encryption types that Kerberos is allowed to use.
This policy is supported on at least Windows 7 or Windows Server 2008 R2.

The recommended state for this setting iSRC4_HMAC_MD5,AES128 HMAC_SHA1,
AES256_HMAC_SHAL, Future encryption types .

Rationale:

The strength of each encryption algorithm varies from one to the next, choosing stronger
algorithms will reduce the risk of compromise however doing so may cause issues when
the computer attempts to authenticate with systems that do nosupport them.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY_LOCAL_MACHINESoftware \ Microsoft \ Windows\ CurrentVersion \ Policies \ System\ Kerberos \
Parameters:SupportedEncryptionTypes

Remediation:

To establish the recommended configuration via GP, set the following Ul path to
RC4 HMAC_MD5,AES128 HMAC_ SHA1, AES256 HMAC_SHAL, Future encryption types

Computer Configuration \ Polici es\ Windows Settings  \ Security Settings \ Local
Policies \ Security Options \ Network Security: Configure encryption types allowed for
Kerberos
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Impact:

If not selected, the encryption type will not be allowed. This setting may affect
compatibility with client computers or services and applications. Multiple selections are
permitted.

Default Value:

Not defined
References:

1. CCE35786-3
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2.3.11.5 (L1) Ensure 'Network security: Do not store LAN Manager hash
value on next password change' is set to 'Enabled' (Scored)

Profile Applicability:
1 Level 1
1 Level 1 + BitLocker

Description:

This policy setting determines whether the LAN Manager (LM) hash value for the new
password is stored when the password is changed. The LM hash is relatively weak and
prone to attack conpared to the cryptographically stronger Microsoft Windows NT hash.

Note: Older operating systems and some thirgbarty applications may fail when this policy
setting is enabled. Also, note that the password will need to be changed on all accounts
after you enable this setting to gain the proper benefit.

The recommended state for this setting iSEnabled .

Rationale:

The SAM file can be targeted by attackers who seek access to username and password
hashes. Such attacks use special tools to crack passworgkich can then be used to
impersonate users and gain access to resources on your network. These types of attacks
will not be prevented if you enable this policy setting, but it will be much more difficult for
these types of attacks to succeed.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY_LOCAL_MACHINESystem \ CurrentControlSet \ Control \ Lsa:NoLMHash

Remediation:

To establih the recommended configuration via GP, set the following Ul path Emabled :

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Local
Policies \ Security Options \ Network security: Do not store LAN Manager hash value on
next password change
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Impact:

Earlier operating systems such as Windows 95, Windows 98, and Windows ME as well as
some third-party applications will fail.

Default Value:

Enabled
References:

1. CCE35225-2
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2.3.11.6 (L1) Ensure 'Network security: Force logoff when logon hours
exare' is set to 'Enabled’ (Scored)

Profile Applicability:

1 Level 1

1 Level 1 + BitLocker

Description:

This policy setting, which determines whether to disconnect users who are connected to
the local computer outside their user account's valid logon hoursaffects the SMB
component. If you enable this policy setting, client sessions with the SMB server will be
disconnected when the client's logon hours expire. If you disable this policy setting,
established client sessions will be maintained after the clig's logon hours expire.

The recommended state for this setting iSEnabled .

Rationale:

If this setting is disabled, a user could remain connected to the computer outside of their
allotted logon hours.

Audit:

Navigate to the Ul Path articulated in th&kemediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY_LOCAL_MACHINESystem \ CurrentControlSet \ Services \ LanManServer \ Parameters:EnableFor
cedLogOff

Remediation:

To establish the ecommended configuration via GP, set the following Ul path &mabled .

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Local
Policies \ Security Options \ Network security: Force logoff when logon hours expire
Impact:

When a user's logortime expires, SMB sessions will terminate. The user will be unable to
log on to the computer until their next scheduled access time commences.
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Default Value:

Disabled
References:

1. CCE34993-6
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2.3.11.7 (L1) Ensure 'Network security: LAN Manager autladiotc
level' is set to 'Send NTLMv2 response only. Refuse LM & NTLM' (Scored)

Profile Applicability:
1 Level 1

9 Level 1 + BitLocker

Description:

LAN Manager (LM) is a family of early Microsoft client/server software that allows users to
link personal computers together on a single network. Network capabilities include
transparent file and print sharing, user security features, and network administration tools.
In Active Directory domains, the Kerberos protocol is the default authentication protocol.
However, if the Kerberos protocol is not negotiated for some reason, Active Directory will
use LM, NTLM, or NTLMvZ.AN Manager authentication includes the LM, NTLM, and NTLM
version 2 (NTLMv2) variants, and is the protocol that is used to authenticate all Wdows
clients when they perform the following operations:

Join a domain

Authenticate between Active Directory forests

Authenticate to down-level domains

Authenticate to computers that do not run Windows 2000, Windows Server 2003,
or Windows XP)

T Authenticate to computers that are not in the domain

=A =4 -4 =4

The possible values for the Network security: LAN Manager authentication level setting
are:

Send LM & NTLM responses

Send LM & NTLM use NTLMv2 session security if negotiated
Send NTLM responses only

Send NTLMv2 rsponses only

Send NTLMv2 responses onlyefuse LM

Send NTLMv2 responses onlyefuse LM & NTLM

Not Defined

=A =4 =4 -4 -4 -4 A

The Network security: LAN Manager authentication level setting determines which
challenge/response authentication protocol is used for network logonsThis choice affects
the authentication protocol level that clients use, the session security level that the
computers negotiate, and the authentication level that servers accept as follows:
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Send LM & NTLM responses. Clients use LM and NTLM authenticatioil never use
NTLMv2 session security. Domain controllers accept LM, NTLM, and NTLMv2
authentication.

Send LM & NTLM use NTLMv2 session security if negotiated. Clients use LM and
NTLM authentication and use NTLMv2 session security if the server suppotts
Domain controllers accept LM, NTLM, and NTLMv2 authentication.

Send NTLM response only. Clients use NTLM authentication only and use NTLMv2
session security if the server supports it. Domain controllers accept LM, NTLM, and
NTLMv2 authentication.

SendNTLMv2 response only. Clients use NTLMv2 authentication only and use
NTLMv2 session security if the server supports it. Domain controllers accept LM,
NTLM, and NTLMv2 authentication.

Send NTLMv2 response onlyefuse LM. Clients use NTLMv2 authentication iy

and use NTLMv2 session security if the server supports it. Domain controllers
refuse LM (accept only NTLM and NTLMv2 authentication).

Send NTLMv2 response onlyrefuse LM & NTLM. Clients use NTLMv2
authentication only and use NTLMv2 session security ifie server supports it.
Domain controllers refuse LM and NTLM (accept only NTLMv2 authentication).
These settings correspond to the levels discussed in other Microsoft documents as
follows:

Level 0- Send LM and NTLM response; never use NTLMv2 sessgaturity. Clients
use LM and NTLM authentication, and never use NTLMv2 session security. Domain
controllers accept LM, NTLM, and NTLMv2 authentication.

Level 1- Use NTLMv2 session security if negotiated. Clients use LM and NTLM
authentication, and use NTMv2 session security if the server supports it. Domain
controllers accept LM, NTLM, and NTLMv2 authentication.

Level 2- Send NTLM response only. Clients use only NTLM authentication, and use
NTLMv2 session security if the server supports it. Domain conthers accept LM,
NTLM, and NTLMv2 authentication.

Level 3- Send NTLMv2 response only. Clients use NTLMv2 authentication, and use
NTLMv2 session security if the server supports it. Domain controllers accept LM,
NTLM, and NTLMv2 authentication.

Level 4- Domain controllers refuse LM responses. Clients use NTLM authentication,
and use NTLMv2 session security if the server supports it. Domain controllers
refuse LM authentication, that is, they accept NTLM and NTLMv2.

Level 5- Domain controllers refuse LM ad NTLM responses (accept only NTLMv2).
Clients use NTLMv2 authentication, use and NTLMv2 session security if the server
supports it. Domain controllers refuse NTLM and LM authentication (they accept
only NTLMv2).

The recommended state for this setting isSend NTLMv2 response only. Refuse LM &

NTLM
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Rationale:

In Windows Vista, this setting is undefined. However, in Windows 2000, Windows Server
2003, and Windows XP clients are configured by default to send LM and NTLM
authentication responses (Windows 95based and Windows 98based clients only send
LM). The default setting on servers allows all clients to authenticate with servers and use
their resources. However, this means that LM responsesthe weakest form of
authentication response» are sent over the néwork, and it is potentially possible for
attackers to sniff that traffic to more easily reproduce the user's password.

The Windows 95, Windows 98, and Windows NT operating systems cannot use the
Kerberos version 5 protocol for authentication. For this reaon, in a Windows Server 2003
domain, these computers authenticate by default with both the LM and NTLM protocols for
network authentication. You can enforce a more secure authentication protocol for
Windows 95, Windows 98, and Windows NT by using NTLMvEor the logon process,
NTLMv2 uses a secure channel to protect the authentication process. Even if you use
NTLMv2 for earlier clients and servers, Windowsbased clients and servers that are
members of the domain will use the Kerberos authentication protoddo authenticate with
Windows Server 2003 domain controllers.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY_LOCAL_MAGNE\ System \ CurrentControlSet \ Control \ Lsa:LmCompatibilityLevel

Remediation:

To establish the recommended configuration via GP, set the following Ul path 8&nd
NTLMv2 response only. Refuse LM & NTLM

Computer Configuration \ Policies \ Windows Settings  \ Secur ity Settings \ Local
Policies \ Security Options \ Network security: LAN Manager authentication level
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Impact:

Clients that do not support NTLMv2 authentication will not be able to authenticate in the
domain and access domain resources by using LM and NTLM.

Note: For information about a hotfix to ensure that this setting works in networks that
include Windows NT 4.0based computers along with Windows 2000, Windows XP, and
Windows Server 2003based computers, see Microsoft Knowledge Base article 305379:
Authentication Problems in Windows 2000 with NTLM 2 Levels Above 2 in a Windows NT
4.0 Domain

Default Value:

Send NTLMv2 response only
References:

1. CCE35302-9
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https://support.microsoft.com/en-us/kb/305379
https://support.microsoft.com/en-us/kb/305379

2.3.11.8 (L1) Ensure 'Network secutitipAP client signing
requirements' is set to 'Negotiate signing' or higher (Scored)

Profile Applicability:
1 Level 1

9 Level 1 + BitLocker

Description:

This policy setting determines the level of data signing that is requested on behalf of clients
that issue LDAP BIND requests, as follows:

- None. The LDAP BIND request is issued with the caHspecified options.

- Negotiate signing. If Transport Layer Security/Secure Sockets Layer (TLS/SSL) has not
been started, the LDAP BIND request is initiated witthe LDAP data signing option set in
addition to the caller-specified options. If TLS/SSL has been started, the LDAP BIND
request is initiated with the caller-specified options.

- Require signature. This level is the same as Negotiate signing. However, € ttDAP

server's intermediate sasIBindInProgress response does not indicate that LDAP traffic
signing is required, the caller is told that the LDAP BIND command request failed.

Note: This policy setting does not have any impact on Idap_simple_bind or
Idap_smple_bind_s. No Microsoft LDAP clients that are included with Windows XP
Professional use Idap_simple_bind or Idap_simple_bind_s to communicate with a domain
controller.

The possible values for the Network security: LDAP client signing requirements settrare:
- None

- Negotiate signing

- Require signature

- Not Defined

The recommended state for this setting iSVegotiate signing . Configuring this setting to
Require signing also conforms with the benchmark.
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Rationale:

Unsigned network traffic is suscepble to marntin-the-middle attacks in which an intruder
captures the packets between the client and server, modifies them, and then forwards them
to the server. For an LDAP server, this susceptibility means that an attacker could cause a
server to make decsions that are based on false or altered data from the LDAP queries. To
lower this risk in your network, you can implement strong physical security measures to
protect the network infrastructure. Also, you can make all types of maim-the-middle

attacks exremely difficult if you require digital signatures on all network packets by means
of IPsec authentication headers.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is baked by the following registry location:

HKEY_LOCAL_MACHINESystem \ CurrentControlSet \ Services \ LDAP:LDAPCIlientintegrity

Remediation:

To establish the recommended configuration via GP, set the following Ul pathNegotiate
signing  (configuring to Require sig  ning also conforms with the benchmark):

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Local
Policies \ Security Options \ Network security: LDAP client signing requirements

Impact:

If you configure the server to require LDAP signatures yoonust also configure the client. If
you do not configure the client it will not be able to communicate with the server, which
could cause many features to fail, including user authentication, Group Policy, and logon
scripts.

Default Value:
Negotiate signirg
References:

1. CCE33802-0
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2.3.11.9 (L1) Ensure 'Network security: Minimum session security for
NTLM SSP based (including secure RPC) clients' is set to 'Require
NTLMv2 session security, Require-bR&ncryption’' (Scored)

Profile Applicability:
1 Level 1

9 Level 1 + BitLocker

Description:

This policy setting determines which behaviors are allowed for applications using the
NTLM Security Support Provider (SSP). The SSP Interface (SSPI) is used by applications
that need authentication services. Th setting does not modify how the authentication
sequence works but instead require certain behaviors in applications that use the SSPI.

The possible values for the Network security: Minimum session security for NTLM SSP
based (including secure RPC) cliestsetting are:

- Require message confidentiality. This option is only available in Windows XP and
Windows Server 2003, the connection will fail if encryption is not negotiated. Encryption
converts data into a form that is not readable until decrypted.

- Require message integrity. This option is only available in Windows XP and Windows
Server 2003, the connection will fail if message integrity is not negotiated. The integrity of
a message can be assessed through message signing. Message signing provesithat t
message has not been tampered with; it attaches a cryptographic signature that identifies
the sender and is a numeric representation of the contents of the message.

- Require 128bit encryption. The connection will fail if strong encryption (128bit) is not
negotiated.

- Require NTLMv2 session security. The connection will fail if the NTLMv2 protocol is not
negotiated.

- Not Defined.

The recommended state for this setting isSRequire NTLMv2 session security, Require
128 - bit encryption
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Rationale:

You @n enable all of the options for this policy setting to help protect network traffic that
uses the NTLM Security Support Provider (NTLM SSP) from being exposed or tampered
with by an attacker who has gained access to the same network. In other words, these
options help protect against manin-the-middle attacks.

Audit;

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY_LOCAL_MACHINESystem \ CurrentControlSet \ Control \ Lsa\ MSV1_0:NTLMMinClientSec

Remediation:

To establish the recommended configuration via GP, set the following Ul pathRrequire
NTLMv2 session security, Require 128 - bit encryption

Computer Configuration \ Policies \ Windows Se ttings \ Security Settings \ Local
Policies \ Security Options \ Network security: Minimum session security for NTLM SSP
based (including secure RPC) clients

Impact:

Client applications that are enforcing these settings will be unable to communicate with
older servers that do not support them. This setting could impact Windows Clustering
when applied to servers running Windows Server 2003, see Microsoft Knowledge Base
articles 891597: How to apply more restrictive security settings on a Windows Server
2003-based cluster serverand 890761:You receive an "Error 0x8007042b" error message
when you add or join a node to a cluster if you use NTLMngson 2 in Windows Server
2003 for more information on possible issues and how to resolve them.

Default Value:

Require 128bit encryption
References:

1. CCE35447-2
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https://support.microsoft.com/en-us/kb/891597
https://support.microsoft.com/en-us/kb/891597
https://support.microsoft.com/en-us/kb/890761
https://support.microsoft.com/en-us/kb/890761
https://support.microsoft.com/en-us/kb/890761

2.3.11.10 (L1) Ensure 'Network security: Minimum session security for
NTLM SSP basédcluding secure RPC) servers' is set to 'Require
NTLMv2 session security, Require-bR&ncryption’' (Scored)

Profile Applicability:
1 Level 1

9 Level 1 + BitLocker

Description:

This policy setting determines which behaviors are allowed foapplications using the
NTLM Security Support Provider (SSP). The SSP Interface (SSPI) is used by applications
that need authentication services. The setting does not modify how the authentication
sequence works but instead require certain behaviors in apmations that use the SSPI.

The possible values for the Network security: Minimum session security for NTLM SSP
based (including secure RPC) servers setting are:

- Require message confidentiality. This option is only available in Windows XP and
Windows Sewer 2003, the connection will fail if encryption is not negotiated. Encryption
converts data into a form that is not readable until decrypted.

- Require message integrity. This option is only available in Windows XP and Windows
Server 2003, the connectiomwill fail if message integrity is not negotiated. The integrity of
a message can be assessed through message signing. Message signing proves that the
message has not been tampered with; it attaches a cryptographic signature that identifies
the sender and $ a nhumeric representation of the contents of the message.

- Require 128bit encryption. The connection will fail if strong encryption (128bit) is not
negotiated.

- Require NTLMv2 session security. The connection will fail if the NTLMv2 protocol is not
negotiated.

- Not Defined.

The recommended state for this setting isSRequire NTLMv2 session security, Require
128 - bit encryption
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Rationale:

You can enable all of the options for this policy setting to help protect network traffic that
uses the NTLM Secitly Support Provider (NTLM SSP) from being exposed or tampered
with by an attacker who has gained access to the same network. That is, these options help
protect against manin-the-middle attacks.

Audit;

Navigate to the Ul Path articulated in the Remediain section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY_LOCAL_MACHINESystem \ CurrentControlSet \ Control \ Lsa\ MSV1 O:NTLMMinServerSec

Remediation:

To establish the recommended configuratiovia GP, set the following Ul path teequire
NTLMv2 session security, Require 128 - bit encryption

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local
Policies \ Security Options \ Network security: Minimum session security for NTLM SSP
bas ed (including secure RPC) servers

Impact:

Server applications that are enforcing these settings will be unable to communicate with
older servers that do not support them. This setting could impact Windows Clustering
when applied to servers running WindowsServer 2003, see Microsoft Knowledge Base
articles 891597: How to apply more restrictive security settings on a Windows Server
2003-based cluster serverand 890761:You receive an "Error 0x8007042b" error message
when you add or join a node to a cluster if you use NTLM version 2 in Windows Server
2003 for more information on possible issues and how to resolve them.

Default Value:

Require 128-bit encryption
References:

1. CCE35108-0
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https://support.microsoft.com/en-us/kb/891597
https://support.microsoft.com/en-us/kb/891597
https://support.microsoft.com/en-us/kb/890761
https://support.microsoft.com/en-us/kb/890761
https://support.microsoft.com/en-us/kb/890761

2.3.12 Recovery console

This section is intentionally blank and exists to ensure the structure of Windows
benchmarks is consistent.

2.3.13 Shutdown

This section is intentionally blank and exists to ensure thstructure of Windows
benchmarks is consistent.
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2.3.14 System cryptography

This section contains recommendations related to system cryptography.

2.3.14.1 (L2) Ensure 'System cryptography: Force strong key protection
for user keys stored on the computerset to 'User is prompted when
the key is first used' or higher (Scored)

Profile Applicability:
1 Level 2
1 Level 2 + BitLocker

Description:

This policy setting determines whether users' private keys (such as thei-BIME keys)
require a password to be sed. If you configure this policy setting so that users must
provide a passworc distinct from their domain password? every time that they use a
key, then it will be more difficult for an attacker to access locally stored keys, even an
attacker who discoverslogon passwords.

The recommended state for this setting iSUser is prompted when the key is first
used . Configuring this setting toUser must enter a password each time they use a
key also conforms with the benchmark.

Rationale:

If a user's account is compromised or their computer is inadvertently left unsecured the
malicious user can use the keys stored for the user to access protected resources. You can
configure this policy setting so that users must provide a password that is distinct from

their domain password every time they use a key. This configuration makes it more

difficult for an attacker to access locally stored user keys, even if the attacker takes control
of the user's computer and determines their logon password.

Audit;

Navigate to the Ul Pth articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

|HKEY_LOCAL_MACHINBoftware \ Policies \ Microsoft \ Cryptography:ForceKeyProtection
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Remediation:

To establih the recommended configuration via GP, set the following Ul path ter is

prompted when the key is first used (configuring to User must enter a password
each time they use a key also conforms with the benchmark):
Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local

Policies \ Security Options \ System cryptography: Force strong key protection for user
keys stored on the computer

Impact:

Users will have to enter their password every time they access a key that is stored on their
computer. For example, if users use an-BIIME certificate to digitally sign their email they
will be forced to enter the password for that certificate every time they send a signed e
mail message. For some organizations the overhead that is involved using this
configuration may be too high.

For end user computers that are used to access sensitive data this setting could be set to
"User is prompted when the key is first used," but Microsoft does not recommend enforcing
this setting on servers due to the significant impact on manageability. Fexample, if this
setting is configured to "User is prompted when the key is first used" you may not be able
to configure Remote Desktop Services to use SSL certificates. More information is available
in the Windows PKI TechNet Blog heréVhat is a strong key protection in Windows?

Default Value:

Not Configured
References:

1. CCE35007-4
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2.3.15 System objects

This section containsrecommendations related to system objects.

2.3.15.1 (L1) Ensure 'System objects: Require case insensitivity-for non
Windows subsystems' is set to 'Enabled’ (Scored)

Profile Applicability:
1 Level 1
1 Level 1 + BitLocker

Description:

This policy setting determines whether case insensitivity is enforced for all subsystems.
The Microsoft Win32' subsystem is case insensitive. However, the kernel supports case
sensitivity for other subsystems, such as the Portable Operating System Interface for UNIX
(POSIX). Bcause Windows is case insensitive (but the POSIX subsystem will support case
sensitivity), failure to enforce this policy setting makes it possible for a user of the POSIX
subsystem to create a file with the same name as another file by using mixed caséabel

it. Such a situation can block access to these files by another user who uses typical Win32
tools, because only one of the files will be available.

The recommended state for this setting iSEnabled .

Rationale:

Because Windows is cas@sensitive but the POSIX subsystem will support case sensitivity,
failure to enable this policy setting would make it possible for a user of that subsystem to
create a file with the same name as another file but with a different mix of upper and lower
case letters. Sah a situation could potentially confuse users when they try to access such
files from normal Win32 tools because only one of the files will be available.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY_LOCAL_MACHINESystem \ CurrentControlSet \ Control \ Session
Manager \ Kernel:ObCaselnsensitive
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Remediation:

To establish the recommended configuration via GP, set the followingd phth to Enabled :

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Local

Policies \ Security Options \ System objects: Require case insensitivity for non - Windows
subsystems

Impact:

All subsystems will be forced to observe case insensitivityrhis configuration may confuse
users who are familiar with any UNIXbased operating systems that is casgensitive.

Default Value:

Enabled
References:

1. CCE35008-2
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2.3.15.2 (L1) Ensure 'System objects: Strengthen default permissions of
internal system ojects (e.g. Symbolic Links)' is set to 'Enabled’ (Scored)

Profile Applicability:
1 Level 1
1 Level 1 + BitLocker

Description:

This policy setting determines the strength of the default discretionary access control list
(DACL) for objects. The settingpelps secure objects that can be located and shared among
processes and its default configuration strengthens the DACL, because it allows users who
are not administrators to read shared objects but does not allow them to modify any that
they did not create

The recommended state for this setting iSEnabled .

Rationale:

This setting determines the strength of the default DACL for objects. Windows Server 2003
maintains a global list of shared computer resources so that objects can be located and
shared amongprocesses. Each type of object is created with a default DACL that specifies
who can access the objects and with what permissions. If you enable this setting, the
default DACL is strengthened because neadministrator users are allowed to read shared
objects but not modify shared objects that they did not create.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY_LOCAL_MACHINESystem \ CurrentControlSet \ Control \ Session Manager:ProtectionMode

Remediation:

To establish the recommended configuration via GP, set the following Ul path&gabled :

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Local
Policies \ Securit y Options \ System objects: Strengthen default permissions of internal
system objects (e.g. Symbolic Links)
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Impact:

None. This is the default configuration.

Default Value:

Enabled

References:

1. CCE35232-8
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2.3.16 System settings

This section containrecommendations related to system settings.

2.3.16.1 (L1) Ensure 'System settings: Optional subsystems' is set to
'Defined: (blank)' (Scored)

Profile Applicability:

1 Level 1

1 Level 1 + BitLocker

Description:

This security setting determines which subsgtems can optionally be started up to support
your applications.

The recommended state for this setting isDefined:(blank)

Rationale:

LeavingPOSIX enabled could introduce an additional attack surface in your environment.
Audit:

Navigate to the Ul Patlarticulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY_LOCAL_MACHINESystem \ CurrentControlSet \ Control \ Session
Manager \ Subsystems:Optional

Remediation:

To establish the recommended configuration via GP, set the following Ul path bzfined:
(blank):

Computer Configuration \ Security Settings \ Local Policies \ Security Options \ System
settings: Optional subsystems

Impact:

Removes POSIX compatibility.
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Default Value:

Not Configured
References:

1. CCE33721-2
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2.3.17 User Account Control

This section contains recommendations related to User Account Control.

2.3.17.1 (L1) Ensure 'User Account Control: Admin Approval Mode for
the Builtin Administrator account' is set torigbled' (Scored)

Profile Applicability:
1 Level 1
1 Level 1 + BitLocker

Description:

This policy setting controls the behavior of Admin Approval Mode for the buiin
Administrator account.

The options are:

- Enabled: The builtin Administrator account uses Admin Approval Mode. By default, any
operation that requires elevation of privilege will prompt the user to approve the
operation.

- Disabled: (Default) The builtin Administrator account runs all applications with full
administrative privilege.

The recommended state for this setting isEnabled .
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Rationale:

One of the risks that the User Account Control feature introduced with Windows Vista is
trying to mitigate is that of malicious software running under elevated credentials without
the user or admiristrator being aware of its activity. An attack vector for these programs
was to discover the password of the account named "Administrator" because that user
account was created for all installations of Windows. To address this risk, in Windows Vista
the built-in Administrator account is disabled. In a default installation of a new computer,
accounts with administrative control over the computer are initially set up in one of two
ways:

- If the computer is not joined to a domain, the first user account yotreate has the
equivalent permissions as a local administrator.

- If the computer is joined to a domain, no local administrator accounts are created. The
Enterprise or Domain Administrator must log on to the computer and create one if a local
administrator account is warranted.

Once Windows Vista is installed, the buiin Administrator account may be enabled, but we
strongly recommend that this account remain disabled.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm its&t as
prescribed. This group policy setting is backed by the following registry location:

HKEY_LOCAL_MACHINESoftware \ Microsoft \ Windows\ CurrentVersion \ Policies \ System:FilterAdm
inistratorToken

Remediation:

To establish the recommended configuration via GBet the following Ul path toEnabled :

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Local
Policies \ Security Options \ User Account Control: Admin Approval Mode for the Built -in
Administrator account

Impact:

Users that log on using théocal Administrator account will be prompted for consent
whenever a program requests an elevation in privilege.

Default Value:

Disabled
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References:

1. CCE35338-3

240|Page



2.3.17.2 (L1) Ensure 'User Account Control: Allow UlAccess applications
to prompt for elevaibn without using the secure desktop' is set to
'‘Disabled’ (Scored)

Profile Applicability:
1 Level 1
9 Level 1 + BitLocker

Description:

This policy setting controls whether User Interface Accessibility (UIAccess or UIA)
programs can automatically disablehe secure desktop for elevation prompts used by a
standard user.

- Enabled: UIA programs, including Windows Remote Assistance, automatically disable the
secure desktop for elevation prompts. If you do not disable the "User Account Control:
Switch to thesecure desktop when prompting for elevation” policy setting, the prompts
appear on the interactive user's desktop instead of the secure desktop.

- Disabled: (Default) The secure desktop can be disabled only by the user of the interactive
desktop or by disaling the "User Account Control: Switch to the secure desktop when
prompting for elevation" policy setting.

The recommended state for this setting iSDisabled .

Rationale:

One of the risks that the UAC feature introduced with Windows Vista is trying to niifate is
that of malicious software running under elevated credentials without the user or
administrator being aware of its activity. This setting allows the administrator to perform
operations that require elevated privileges while connected via Remote Aistance. This
increases security in that organizations can use UAC even when end user support is
provided remotely. However, it also reduces security by adding the risk that an
administrator might allow an unprivileged user to share elevated privileges fioan
application that the administrator needs to use during the Remote Desktop session.
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Audit;

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the followingegistry location:

HKEY_LOCAL_MACHINESOFTWAREBMicrosoft \ Windows\ CurrentVersion \ Policies \ System:EnableUIA
DesktopToggle

Remediation:

To establish the recommended configuration via GP, set the following Ul pathogabled

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Local
Policies \ Security Options \ User Account Control: Allow UlAccess applications to prompt
for elevation without using the secure desktop

Impact:

If you enable this setting, ("User Account Control: Allow UlAccess appliaaris to prompt
for elevation without using the secure desktop”), requests for elevation are automatically
sent to the interactive desktop (not the secure desktop) and also appear on the remote
administrator's view of the desktop during a Windows Remote Asstance session, and the
remote administrator is able to provide the appropriate credentials for elevation. This
setting does not change the behavior of the UAC elevation prompt for administrators.

Default Value:

Disabled
References:

1. CCE35458-9
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2.3.17.3(L1) Ensure 'User Account Control: Behavior of the elevation
prompt for administrators in Admin Approval Mode' is set to 'Prompt
for consent on the secure desktop' (Scored)

Profile Applicability:
1 Level 1
9 Level 1 + BitLocker

Description:
This policy stting controls the behavior of the elevation prompt for administrators.

The options are:

- Elevate without prompting: Allows privileged accounts to perform an operation that
requires elevation without requiring consent or credentials.Note: Use this optian only in
the most constrained environments.

- Prompt for credentials on the secure desktop: When an operation requires elevation of
privilege, the user is prompted on the secure desktop to enter a privileged user name and
password. If the user enters vad credentials, the operation continues with the user's
highest available privilege.

- Prompt for consent on the secure desktop: When an operation requires elevation of
privilege, the user is prompted on the secure desktop to select either Permit or Denf/the
user selects Permit, the operation continues with the user's highest available privilege.

- Prompt for credentials: When an operation requires elevation of privilege, the user is
prompted to enter an administrative user name and password. If the usenters valid
credentials, the operation continues with the applicable privilege.

- Prompt for consent: When an operation requires elevation of privilege, the user is
prompted to select either Permit or Deny. If the user selects Permit, the operation
continues with the user's highest available privilege.

- Prompt for consent for nonWindows binaries: (Default) When an operation for a non
Microsoft application requires elevation of privilege, the user is prompted on the secure
desktop to select either Permitor Deny. If the user selects Permit, the operation continues
with the user's highest available privilege.

The recommended state for this setting iSPrompt for consent on the secure desktop
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Rationale:

One of the risks that the UAC feature introduced Wi Windows Vista is trying to mitigate is
that of malicious software running under elevated credentials without the user or
administrator being aware of its activity. This setting raises awareness to the administrator
of elevated privilege operations and prmits the administrator to prevent a malicious
program from elevating its privilege when the program attempts to do so.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting idacked by the following registry location:

HKEY_LOCAL_MACHINESoftware \ Microsoft \ Windows\ CurrentVersion \ Policies \ System:ConsentPr
omptBehaviorAdmin

Remediation:

To establish the recommended configuration via GP, set the following Ul pathr@mpt
for cons ent on the secure desktop

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Local
Policies \ Security Options \ User Account Control: Behavior of the elevation prompt for
administrators in Admin Approval Mode

Impact:

This policy setting controls the behavior of the elevation prompt for administrators.

Default Value:

Prompt for consent for nonWindows binaries
References:

1. CCE33784-0
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2.3.17.4 (L1) Ensure 'User Account Control: Behavior of the elevation
prompt for standard users' is set to #@matically deny elevation
requests' (Scored)

Profile Applicability:
1 Level 1

9 Level 1 + BitLocker

Description:

This policy setting controls the behavior of the elevation prompt for standard user3.he
options are:

1 Prompt for credentials: When anoperation requires elevation of privilege, the user
is prompted to enter an administrative user name and password. If the user enters
valid credentials, the operation continues with the applicable privilege.

1 Automatically deny elevation requests: When anmeration requires elevation of
privilege, a configurable access denied error message is displayed. An enterprise
that is running desktops as standard user may choose this setting to reduce help
desk calls.

T Prompt for credentials on the secure desktop: (Defilt) When an operation requires
elevation of privilege, the user is prompted on the secure desktop to enter a
different user name and password. If the user enters valid credentials, the operation
continues with the applicable privilege. Note that this ogbn was introduced in
Windows 7 and it is not applicable to computers running Windows Vista or
Windows Server 2008.

The recommended state for this setting iSsAutomatically deny elevation requests

Rationale:

One of the risks that the User Account Contrékature introduced with Windows Vista is
trying to mitigate is that of malicious programs running under elevated credentials without
the user or administrator being aware of their activity. This setting raises awareness to the
user that a program requiresthe use of elevated privilege operations and requires that the
user be able to supply administrative credentials in order for the program to run.
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Audit;

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY_LOCAL_MACHINESoftware \ Microsoft \ Windows\ CurrentVersion \ Policies \ System:ConsentPr
omptBehaviorUser

Remediation:

To establish the recommended configuration via GP, set the followitd) path to
Automatically deny elevation requests:

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local
Policies \ Security Options \ User Account Control: Behavior of the elevation prompt for
standard users

Impact:

Users will need to provice administrative passwords to be able to run programs with

elevated privileges. This could cause an increased load on IT staff while the programs that

are impacted are identified and standard operating procedures are modified to support
least privilege opeations.

Default Value:

Prompt for credentials
References:

1. CCE33785-7
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2.3.17.5 (L1) Ensure 'User Account Control: Detect application
installations and prompt for elevation' is set to 'Enabled' (Scored)

Profile Applicability:
1 Level 1

9 Level 1 + Bitlocker

Description:

This policy setting controls the behavior of application installation detection for the
computer.

The options are:

- Enabled: (Default for home) When an application installation package is detected that
requires elevation of privilege, e user is prompted to enter an administrative user name
and password. If the user enters valid credentials, the operation continues with the
applicable privilege.

- Disabled: (Default for enterprise) Application installation packages are not detected and
prompted for elevation. Enterprises that are running standard user desktops and use
delegated installation technologies such as Group Policy Software Installation or Systems
Management Server (SMS) should disable this policy setting. In this case, instafletection
iS unnecessary.

The recommended state for this setting iSEnabled .

Rationale:

Some malicious software will attempt to install itself after being given permission to run.
For example, malicious software with a trusted application shell. Theser may have given
permission for the program to run because the program is trusted, but if they are then
prompted for installation of an unknown component this provides another way of trapping
the software before it can do damage

Audit;

Navigate to the U Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY_LOCAL_MACHINEoftware \ Microsoft \ Windows\ CurrentVersion \ Policies \ System:Enablelns
tallerDetection
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Remediation:

To establish the recommended configuration via GP, set the following Ul pathRgabled :

Computer Configuration \ Policies \ Windows Settings  \ Security Settings
Policies \ Security Options \ User Account Control: Detect application installatio
prompt for elevation

\ Local

ns and

Impact:

Users will need to provide administrative passwords to be able to install programs.

Default Value:

Enabled

References:

1. CCE35429-0
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2.3.17.6 (L1) Ensure 'User Account Control: Only elevate UlAccess
applications that arenstalled in secure locations' is set to 'Enabled'
(Scored)

Profile Applicability:
1 Level 1
9 Level 1 + BitLocker

Description:

This policy setting controls whether applications that request to run with a User Interface
Accessibility (UIAccess) integriy level must reside in a secure location in the file system.
Secure locations are limited to the following:

- 8\ Program Files, including subfolders

- 8\ Windows\ system32

- 8\ Program Files (x86) , including subfolders for 64bit versions of Windows

Note: Windows enforces a public key infrastructure (PKI) signature check on any
interactive application that requests to run with a UlAccess integrity level regardless of the
state of this security setting.

The options are:

- Enabled: (Default) If an applicatiorresides in a secure location in the file system, it runs
only with UlAccess integrity.

- Disabled: An application runs with UlAccess integrity even if it does not reside in a secure
location in the file system.

The recommended state for this setting iSEnabled .
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Rationale:

UlAccess Integrity allows an application to bypass User Interface Privilege Isolation (UIPI)
restrictions when an application is elevated in privilege from a standard user to an
administrator. This is required to support accessibility €atures such as screen readers that
are transmitting user interfaces to alternative forms. A process that is started with
UlAccess rights has the following abilities:

- To set the foreground window.

- To drive any application window using SendInput functio.

- To use read input for all integrity levels using lowlevel hooks, raw input, GetKeyState,
GetAsyncKeyState, and GetKeyboardInput.

- To set journal hooks.

- To uses AttachThreadlInput to attach a thread to a higher integrity input queue.

Audit:

Navigateto the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY_LOCAL_MACHINESoftware \ Microsoft \ Windows\ CurrentVersion \ Policies \ System:EnableSec
ureUIA Paths

Remediation:

To establish the recommended configuration via GP, set the following Ul pathRgabled :

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Local
Policies \ Security Options \ User Account Control: Only elevate UlAccess appli cations
that are installed in secure locations

Impact:

If the application that requests UlAccess meets the UlAccess setting requirements,
Windows Vista starts the application with the ability to bypass most of the UIPI
restrictions. If the application doesnot meet the security restrictions, the application will
be started without UlAccess rights and can interact only with applications at the same or
lower privilege level.

Default Value:

Enabled
References:

1. CCE35401-9
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2.3.17.7 (L1) Ensure 'User Accountt€éxd: Run all administrators in
Admin Approval Mode' is set to 'Enabled' (Scored)

Profile Applicability:
9 Level 1
9 Level 1 + BitLocker

Description:

This policy setting controls the behavior of all User Account Control (UAC) policy settings
for the computer. If you change this policy setting, you must restart your computer.

The options are:

- Enabled: (Default) Admin Approval Mode is enabled. This policy must be enabled and
related UAC policy settings must also be set appropriately to allow the buil

Administrator account and all other users who are members of the Administrators group to
run in Admin Approval Mode.

- Disabled: Admin Approval Mode and all related UAC policy settings are disablébhte: If
this policy setting is disabled, the Security €hter notifies you that the overall security of

the operating system has been reduced.

The recommended state for this setting iSEnabled .

Rationale:

This is the setting that turns on or off UAC. If this setting is disabled, UAC will not be used
and anysecurity benefits and risk mitigations that are dependent on UAC will not be
present on the system.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the folloiwg registry location:

|HKEY_LOCAL_MACHINBoftware \ Microsoft \ Windows\ CurrentVersion \ Policies \ System:EnableLUA
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Remediation:

To establish the recommended configuration via GP, set the following Ul pathRgabled :

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Local
Policies \ Security Options \ User Account Control: Run all administrators in Admin
Approval Mode

Impact:

Users and administrators will need to learn to work with UAC prompts and adjust their
work habits to use least privilegeoperations.

Default Value:

Enabled
References:

1. CCE33788-1
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2.3.17.8 (L1) Ensure 'User Account Control: Switch to the secure desktop
when prompting for elevation' is set to 'Enabled' (Scored)

Profile Applicability:

9 Level 1

9 Level 1 + BitLocker

Description:

This policy setting controls whether the elevation request prompt is displayed on the
interactive user's desktop or the secure desktop.

The options are:

- Enabled: (Default) All elevation requests go to the secure desktop regardless of prompt
behavior policy settings for administrators and standard users.

- Disabled: All elevation requests go to the interactive user's desktop. Prompt behavior
policy settings for administrators and standard users are used.

The recommended state for this setting iSEnabled .
Rationale:

Elevation prompt dialog boxes can be spoofed, causing users to disclose their passwords to
malicious software.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policysetting is backed by the following registry location:

HKEY_LOCAL_MACHINESoftware \ Microsoft \ Windows\ CurrentVersion \ Policies \ System:PromptOnS
ecureDesktop

Remediation:

To establish the recommended configuration via GP, set the following Ul pathEgabled :

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Local
Policies \ Security Options \ User Account Control: Switch to the secure desktop when
prompting for elevation
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Impact:

None. This is the default configuration.

Default Value:

Enabled

References:

1. CCE33815-2
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2.3.17.9 (L1) Ensure 'User Account Control: Virtualize file and registry
write failures to petuser locations' is set to 'Enabled’ (Scored)

Profile Applicability:
1 Level 1
1 Level 1 + BitLocker

Description:

This policy settingcontrols whether application write failures are redirected to defined
registry and file system locations. This policy setting mitigates applications that run as
administrator and write run -time application data to %ProgramFiles%, %Windir%,
%Windir% \ system3, or HKEY_LOCAL_MACHN\&oftware.

The options are:

- Enabled: (Default) Application write failures are redirected at run time to defined user
locations for both the file system and registry.

- Disabled: Applications that write data to protected locationgail.

The recommended state for this setting iSEnabled .

Rationale:

This setting reduces vulnerabilities by ensuring that legacy applications only write data to
permitted locations.

Audit:

Navigate to the Ul Path articulated in the Remediation section ammdnfirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY_LOCAL_MACHINESoftware \ Microsoft \ Windows\ CurrentVersion \ Policies \ System:EnableVir
tualization

Remediation:

To establish the recommended configurabn via GP, set the following Ul path t@nabled :

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Local
Policies \ Security Options \ User Account Control: Virtualize file and registry write
failures to per - user locations
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Impact:

None. Ths is the default configuration.

Default Value:

Enabled
References:

1. CCE35459-7

3 Event Log

This section is intentionally blank and exists to ensure the structure of Windows
benchmarks is consistent.

4 Restricted Groups

This section is intentionally blank and exists to ensure the structure of Windows
benchmarks is consistent.

5 System Services

This section is intentionally blank and exists to ensure the structure of Windows
benchmarks is consistent.

6 Reqistry

This section is intentionally blank and existsd ensure the structure of Windows
benchmarks is consistent.

7 File System

This section is intentionally blank and exists to ensure the structure of Windows
benchmarks is consistent.

8 Wired Network (IEEE 802.3) Policies

This section is intentionally blankand exists to ensure the structure of Windows
benchmarks is consistent.
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9 Windows Firewall With Advanced Security

This section contains recommendations for configuring the Windows Firewall.

9.1 Domain Profile

This section contains recommendations for th&®omain Profile of the Windows Firewall.

9.1.1 (L1) Ensure 'Windows Firewall: Domain: Firewall state' is set to 'On
(recommended)’ (Scored)

Profile Applicability:

1 Level 1

1 Level 1 + BitLocker

Description:

Select On (recommended) to have Windows Firewlalvith Advanced Security use the
settings for this profile to filter network traffic. If you select Off, Windows Firewall with
Advanced Security will not use any of the firewall rules or connection security rules for this
profile.

The recommended state fothis setting is: On (recommended)

Rationale:

If the firewall is turned off all traffic will be able to access the system and an attacker may
be more easily able to remotely exploit a weakness in a network service.

Audit:

Navigate to the Ul Path articulaéd in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY_LOCAL_MACHINESoftware \ Policies \ Microsoft \ WindowsFirewall \ DomainProfile \ EnableFir
ewall
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Remediation:

To establsh the recommended configuration via GP, set the following Ul path ¢m
(recommended)

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Windows Firewall
with Advanced Security \ Windows Firewall with Advanced Security \ Windows Firewall
Properties \ Domain Profile \ Firewall state

Impact:

None, this is the default configuration.

Default Value:

On
References:

1. CCE33160-3
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9.1.2 (L1) Ensure 'Windows Firewall: Domain: Inbound connections' is
set to 'Block (default)' (Scored)

Profile Applicability:

9 Level 1

9 Level 1 + BitLocker

Description:

This setting determines the behavior for inbound connections that do not match an
inbound firewall rule. The default behavior is to block connections unless there are firewall
rules to allow the connection.

The recommended state for this setting isBlock (default)

Rationale:

If the firewall allows all traffic to access the system then an attacker may be more easily
able to remotely exploit a weakness in a network service.

Audit:

Navigate to theUl Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY_LOCAL_MACHINESoftware \ Policies \ Microsoft \ WindowsFirewall \ DomainProfile \ Defaultin
boundAction

Remediation:

To establish the recommended configuration via GP, set the following Ul pathgck
(default)

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Windows Firewall
with Advanced Security \ Windows Firewall with Advanced Security \ Windows Firewall
Properties \ Domain Profile \ Inbound connections

Impact:
None, this is the default configuration.
Default Value:

Block
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References:

1. CCE33063-9
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9.1.3 (L1) Ensure 'Windows Firewall: Domain: Outbound connections' is
set to 'Allow (default)(Scored)

Profile Applicability:
1 Level 1
1 Level 1 + BitLocker

Description:

This setting determines the behavior for outbound connections that do not match an
outbound firewall rule. In Windows Vista / Server 2008and above, the default behavior is
to allow connections unless there are firewall rules that block the connection.

The recommended state for this setting isAllow (default)

Rationale:

Some people believe that it is prudent to block all outbound connections except those
specifically approvedby the user or administrator. Microsoft disagrees with this opinion,
blocking outbound connections by default will force users to deal with a large number of
dialog boxes prompting them to authorize or block applications such as their web browser
or instant messaging software. Additionally, blocking outbound traffic has little value
because if an attacker has compromised the system they can reconfigure the firewall

anyway.
Audit:

Navigate to the Ul Path articulated in the Remediation section and confirmi& set as
prescribed. This group policy setting is backed by the following registry location:

HKEY_LOCAL_MACHINESoftware \ Policies \ Microsoft \ WindowsFirewall \ DomainProfile \ DefaultOu
tboundAction

Remediation:

To establish the recommended configuration via GBet the following Ul path toAllow
(default)

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Windows Firewall
with Advanced Security \ Windows Firewall with Advanced Security \ Windows Firewall
Properties \ Domain Profile \ Outbound connection s
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Impact:

None, this is the default configuration.

Default Value:

Allow

References:

1. CCE33098-5
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9.1.4 (L1) Ensure 'Windows Firewall: Domain: Settings: Display a
notification' is set to '‘No' (Scored)

Profile Applicability:

9 Level 1

9 Level 1 + BitLocker

Description:

Select this option to have Windows Firewall with Advanced Security display notifications to
the user when a program is blocked from receiving inbound connections.

Note: When the Apply local firewall rules setting is confjured to No, it's recommended to
also configure thebDisplay a notification setting to No. Otherwise, users will continue
to receive messages that ask if they want to unblock a restricted inbound connection, but
the user's response will be ignored.

The recanmended state for this setting isNo.

Rationale:

Firewall notifications can be complex and may confuse the end users, who would not be
able to address the alert.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is s&t
prescribed. This group policy setting is backed by the following registry location:

HKEY_LOCAL_MACHINESoftware \ Policies \ Microsoft \ WindowsFirewall \ DomainProfile \ DisableNo
tifications

Remediation:

To establish the recommended configuration via GP, set tf@lowing Ul path to No:

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Windows Firewall
with Advanced Security \ Windows Firewall with Advanced Security \ Windows Firewall
Properties \ Domain Profile \ Settings Customize \ Display a notificatio n
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Impact:

If you configure this policy setting to No, Windows Firewall will not display these
notifications.

Default Value:

Yes
References:

1. CCE33062-1
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9.1.5 (L1) Ensure 'Windows Firewall: Domain: Settings: Apply local
firewall rules' is set to "Yddefault)' (Scored)

Profile Applicability:

1 Level 1

9 Level 1 + BitLocker

Description:

This setting controls whether local administrators are allowed to create local firewall rules
that apply together with firewall rules configured by Group Policy.

Therecommended state for this setting isyes (default)
Rationale:

Users with administrative privileges might create firewall rules that expose the system to
remote attack.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirmig set as
prescribed. This group policy setting is backed by the following registry location:

HKEY_LOCAL_MACHINESoftware \ Policies \ Microsoft \ WindowsFirewall \ DomainProfile \ AllowLoca
IPolicyMerge

Remediation:

To establish the recommended configuration via GBet the following Ul path toyes
(default)

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Windows Firewall
with Advanced Security \ Windows Firewall with Advanced Security \ Windows Firewall
Properties \ Domain Profile \ Settings Customize \ Apply local firewall rules

Impact:

If you configure this setting to No, administrators can still create firewall rules, but the
rules will not be applied. This setting is available only when configuring the policy through
Group Policy.
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Default Value:

Yes
References:

1. CCE33061-3
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9.1.6 (L1) Ensure 'Windows Firewall: Domain: Settings: Apply local
connection security rules' is set to 'Yes (default)' (Scored)

Profile Applicability:

1 Level 1

9 Level 1 + BitLocker

Description:

This setting controls whether bcal administrators are allowed to create connection
security rules that apply together with connection security rules configured by Group
Policy.

The recommended state for this setting isves (default)
Rationale:

Users with administrative privileges might create firewall rules that expose the system to
remote attack.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY_LOCALMACHINE Software \ Policies \ Microsoft \ WindowsFirewall \ DomainProfile \ AllowLoca
lIPsecPolicyMerge

Remediation:

To establish the recommended configuration via GP, set the following Ul pathtes
(default)

Computer Configuration \ Policies \ Windows Settings  \ Securi ty Settings \ Windows Firewall
with Advanced Security \ Windows Firewall with Advanced Security \ Windows Firewall
Properties \ Domain Profile \ Settings Customize \ Apply local connection security rules

Impact:

If you configure this setting to No, administrators carstill create firewall rules, but the
rules will not be applied. This setting is available only when configuring the policy through
Group Policy.
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Default Value:

Yes
References:

1. CCE35701-2
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9.1.7 (L1) Ensure 'Windows Firewall: Domain: Logging: Naset'ts
'%SYSTEMROQOBMstem3-ogfiles firewalldomainfw.log' (Scored)
Profile Applicability:

9 Level 1

9 Level 1 + BitLocker

Description:

Use this option to specify the path and name of the file in which Windows Firewall will
write its log information.

The recommended state for this setting is:
%SYSTEMROOVWSystem32 \ logfiles  \ firewall \ domainfw.log

Rationale:

If events are not recorded it may be difficult or impossible to determine the root cause of
system problems or the unauthorized activities of mali@us users.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY_LOCAL_MACHINESoftware \ Policies \ Microsoft \ WindowsFirewall \ DonainProfile \ Logging \ L
ogFilePath

Remediation:

To establish the recommended configuration via GP, set the following Ul path to
%SYSTEMROOWSystem32 \ logfiles  \ firewall \ domainfw.log

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Windows Fir ewall
with Advanced Security \ Windows Firewall with Advanced Security \ Windows Firewall
Properties \ Domain Profile \ Logging Customize  \ Name

Impact:
The log file will be stored in the specified file.
Default Value:

Not configured
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References:

1. CCE34176-8
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9.1.8(L1) Ensure 'Windows Firewall: Domain: Logging: Size limit (KB)' is
set to '16,384 KB or greater' (Scored)

Profile Applicability:

1 Level 1

1 Level 1 + BitLocker

Description:

Use this option to specify the size limit of the file in which Windows Firewéivill write its
log information.

The recommended state for this setting iS16,384 KB or greater
Rationale:

If events are not recorded it may be difficult or impossible to determine the root cause of
system problems or the unauthorized activities omalicious users.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY_LOCAL_MACHINESoftware \ Policies \ Microsoft \ WindowsFirewa Il \ DomainProfile \ Logging \L
ogFileSize

Remediation:

To establish the recommended configuration via GP, set the following Ul path1®384 KB
or greater

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Windows Firewall
with Advanced Securi ty \ Windows Firewall with Advanced Security \ Windows Firewall
Properties \ Domain Profile \ Logging Customize \ Size limit (KB)

Impact:

The log file size will be limited to the specified size, old events will be overwritten by newer
ones when the limit is reached.

Default Value:

Not configured
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References:

1. CCE35083-5

272|Page



9.1.9 (L1) Ensure 'Windows Firewall: Domain: Logging: Log dropped
packets' is set to 'Yes' (Scored)

Profile Applicability:

9 Level 1

9 Level 1 + BitLocker

Description:

Use this option to log wherWindows Firewall with Advanced Security discards an inbound
packet for any reason. The log records why and when the packet was dropped. Look for
entries with the word DROP in the action column of the log.

The recommended state for this setting isves.

Rationale:

If events are not recorded it may be difficult or impossible to determine the root cause of
system problems or the unauthorized activities of malicious users.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it istsas
prescribed. This group policy setting is backed by the following registry location:

HKEY_LOCAL_MACHINESoftware \ Policies \ Microsoft \ WindowsFirewall \ DomainProfile \ Logging \ L
ogDroppedPackets

Remediation:

To establish the recommended configuration via GBet the following Ul path toves:

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Windows Firewall
with Advanced Security \ Windows Firewall with Advanced Security \ Windows Firewall
Properties \ Domain Profile \ Logging Customize  \ Log dropped packets

Impact:
Information about dropped packets will be recorded in the firewall log file.

Default Value:

Not configured
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References:

1. CCE35252-6
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9.1.10 (L1) Ensure 'Windows Firewall: Domain: Logging: Log successful
connections' is set to 'YdScored)

Profile Applicability:

9 Level 1

9 Level 1 + BitLocker

Description:

Use this option to log when Windows Firewall with Advanced Security allows an inbound
connection. The log records why and when the connection was formed. Look for entries
with the word ALLOW in the action column of the log.

The recommended state for this setting isves.

Rationale:

If events are not recorded it may be difficult or impossible to determine the root cause of
system problems or the unauthorized activities of malicios users.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY_LOCAL_MACHINESoftware \ Policies \ Microsoft \ WindowsFirewall \ DomainProfile \ Logging \ L
ogSuccessfulConnections

Remediation:

To establish the recommended configuration via GP, set the following Ul pathtes:

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Windows Firewall
with Advanced Security \ Windows F irewall with Advanced Security \ Windows Firewall
Properties \ Domain Profile \ Logging Customize \ Log successful connections

Impact:
Information about successful connections will be recorded in the firewall log file.

Default Value:

Not configured
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References:

1. CCE35306-0
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9.2 Private Profile

This section contains recommendations for the Private Profile of the Windows Firewall.

9.2.1 (L1) Ensure 'Windows Firewall: Private: Firewall state' is set to 'On
(recommended)’ (Scored)

Profile Applicability:

9 Level 1

9 Level 1 + BitLocker

Description:

Select On (recommended) to have Windows Firewall with Advanced Security use the
settings for this profile to filter network traffic. If you select Off, Windows Firewall with
Advanced Security will not use any of the firewll rules or connection security rules for this
profile.

The recommended state for this setting iSOn (recommended)
Rationale:

If the firewall is turned off all traffic will be able to access the system and an attacker may
be more easily able to remotelexploit a weakness in a network service.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY_LOCAL_MACHINESoftware \ Policie s\ Microsoft \ WindowsFirewall \ PrivateProfile \ EnableFi
rewall

Remediation:

To establish the recommended configuration via GP, set the following Ul pathde

(recommended) :

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Windows Firewall
wit h Advanced Security \ Windows Firewall with Advanced Security \ Windows Firewall
Properties \ Private Profile \ Firewall state
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Impact:

None, this is the default configuration.

Default Value:

On

References:

1. CCE33066-2
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9.2.2 (L1) Ensure 'Windows Firewglivate: Inbound connections' is set
to '‘Block (default)' (Scored)

Profile Applicability:

9 Level 1

9 Level 1 + BitLocker

Description:

This setting determines the behavior for inbound connections that do not match an
inbound firewall rule. The defaultbehavior is to block connections unless there are firewall
rules to allow the connection.

The recommended state for this setting isBlock (default)

Rationale:

If the firewall allows all traffic to access the system then an attacker may be more easily
able to remotely exploit a weakness in a network service.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY_LOCAL_MACHINESof tware \ Policies \ Microsoft \ WindowsFirewall \ PrivateProfile \ Defaultl
nboundAction

Remediation:

To establish the recommended configuration via GP, set the following Ul pathgck
(default)

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Windows Firewall
with Advanced Security \ Windows Firewall with Advanced Security \ Windows Firewall
Properties \ Private Profile \ Inbound connections

Impact:

None, this is the default configuration.

Default Value:
Block
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1. CCE33161-1
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9.2.3 (L1) Ensur@/indows Firewall: Private: Outbound connections'is
set to 'Allow (default)' (Scored)

Profile Applicability:
1 Level 1
1 Level 1 + BitLocker

Description:

This setting determines the behavior for outbound connections that do not match an
outbound firewall rule. The default behavior is to allow connections unless there are
firewall rules that block the connection.

Important: If you set Outbound connections to Block and then deploy the firewall policy by
using a GPO, computers that receive the GPO settieganot receive subsequent Group
Policy updates unless you create and deploy an outbound rule that enables Group Policy to
work. Predefined rules for Core Networking include outbound rules that enable Group
Policy to work. Ensure that these outbound ruleare active, and thoroughly test firewall
profiles before deploying.

The recommended state for this setting isAllow (default)

Rationale:

Some people believe that it is prudent to block all outbound connections except those
specifically approved by theuser or administrator. Microsoft disagrees with this opinion,
blocking outbound connections by default will force users to deal with a large number of
dialog boxes prompting them to authorize or block applications such as their web browser
or instant messaing software. Additionally, blocking outbound traffic has little value
because if an attacker has compromised the system they can reconfigure the firewall

anyway.
Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is s&t
prescribed. This group policy setting is backed by the following registry location:

HKEY_LOCAL_MACHINEoftware \ Policies \ Microsoft \ WindowsFirewall \ PrivateProfile \ DefaultO
utboundAction
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Remediation:

To establish the recommended configuration via GP, stte following Ul path to Allow
(default)

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Windows Firewall
with Advanced Security \ Windows Firewall with Advanced Security \ Windows Firewall
Properties \ Private Profile \ Outbound connections

Impact:

None, this is the default configuration.

Default Value:

Allow
References:

1. CCE33162-9
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9.2.4 (L1) Ensure 'Windows Firewall: Private: Settings: Display a
notification' is set to '‘No' (Scored)

Profile Applicability:

1 Level 1

9 Level 1 + BitLocker

Description:

Select this option to have Windows Firewall with Advanced Security display notifications to
the user when a program is blocked from receiving inbound connections.

Note: When the Apply local firewall rules setting is configured toNo, it's
recommended to also configure thedisplay a notification setting to No. Otherwise,
users will continue to receive messages that ask if they want to unblock a restricted
inbound connection, but the user's response will be ignored.

The recommended state for thisetting is: No.
Rationale:

Firewall notifications can be complex and may confuse the end users, who would not be
able to address the alert.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. Thisgroup policy setting is backed by the following registry location:

HKEY_LOCAL_MACHINESoftware \ Policies \ Microsoft \ WindowsFirewall \ PrivateProfile \ DisableN
otifications

Remediation:

To establish the recommended configuration via GP, set the following Ul pathNo:

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Windows Firewall
with Advanced Security \ Windows Firewall with Advanced Security \ Windows Firewall
Properties \ Private Profile \ Settings Customize \ Display a notification
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Impact:

If you configure this policy setting to No, Windows Firewall will not display these
notifications.

Default Value:

Yes
References:

1. CCE33065-4
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9.2.5 (L1) Ensure 'Windows Firewall: Private: Settings: Apply local
firewall rules' is set to 'Yes (default)' (Scored)

Profile Applicability:

1 Level 1

9 Level 1 + BitLocker

Description:

This setting controls whether local administrators are allowed to create local firewall rules
that apply together with firewall rules configured by Group Policy.

The recommended statedr this setting is: Yes (default)
Rationale:

Users with administrative privileges might create firewall rules that expose the system to
remote attack.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY_LOCAL_MACHINESoftware \ Policies \ Microsoft \ WindowsFirewall \ PrivateProfile \ AllowLoc
alPolicyMerge

Remediation:

To establish the recommended configuration via GP, set the followitd) path toYes
(default)

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Windows Firewall
with Advanced Security \ Windows Firewall with Advanced Security \ Windows Firewall
Properties \ Private Profile \ Settings Customize \ Apply local firewal | rules

Impact:

If you configure this setting to No, administrators can still create firewall rules, but the
rules will not be applied. This setting is available only when configuring the policy through
Group Policy.

285|Page




Default Value:

Yes
References:

1. CCE35702-0
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9.2.6 (L1) Ensure 'Windows Firewall: Private: Settings: Apply local
connection security rules' is set to 'Yes (default)' (Scored)

Profile Applicability:

1 Level 1

9 Level 1 + BitLocker

Description:

This setting controls whether local adminstrators are allowed to create connection
security rules that apply together with connection security rules configured by Group
Policy.

The recommended state for this setting isves (default)
Rationale:

Users with administrative privileges might create irewall rules that expose the system to
remote attack.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY_LOCAL_MACHINESof tware \ Policies \ Microsoft \ WindowsFirewall \ PrivateProfile \ AllowLoc
allPsecPolicyMerge

Remediation:

To establish the recommended configuration via GP, set the following Ul pathtes
(default)

Computer Configuration \ Policies \ Windows Settings  \ Security Setting s\ Windows Firewall
with Advanced Security \ Windows Firewall with Advanced Security \ Windows Firewall
Properties \ Private Profile \ Settings Customize \ Apply local connection security rules
Impact:

If you configure this setting to No, administrators can still crate firewall rules, but the
rules will not be applied. This setting is available only when configuring the policy through
Group Policy.
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Default Value:

Yes
References:

1. CCE33064-7

288|Page



9.2.7 (L1) Ensure 'Windows Firewall: Private: Logging: Name' is set to
'%SYSTEMROQOB¥stem3¥ogfiles firewall\ privatefw.log' (Scored)
Profile Applicability:

9 Level 1

9 Level 1 + BitLocker

Description:

Use this option to specify the path and name of the file in which Windows Firewall will
write its log information.

The recommended state for this setting is:
%SYSTEMROOVWSystem32 \ logfiles  \ firewall \ privatefw.log

Rationale:

If events are not recorded it may be difficult or impossible to determine the root cause of
system problems or the unauthorized activities of malicious sers.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY_LOCAL_MACHINESoftware \ Policies \ Microsoft \ WindowsFirewall \ PrivateP rofile \ Logging \
LogFilePath

Remediation:

To establish the recommended configuration via GP, set the following Ul path to
%SYSTEMROOVWSystem32 \ logfiles  \ firewall \ privatefw.log

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Windows Firewa I
with Advanced Security \ Windows Firewall with Advanced Security \ Windows Firewall
Properties \ Private Profile \ Logging Customize  \ Name

Impact:

The log file will be stored in the specified file.

Default Value:
Not configured
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1. CCE33437-5
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9.2.8(L1) Ensure 'Windows Firewall: Private: Logging: Size limit (KB)'is
set to '16,384 KB or greater' (Scored)

Profile Applicability:

1 Level 1

1 Level 1 + BitLocker

Description:

Use this option to specify the size limit of the file in which Windows Firewéivill write its
log information.

The recommended state for this setting iS16,384 KB or greater
Rationale:

If events are not recorded it may be difficult or impossible to determine the root cause of
system problems or the unauthorized activities omalicious users.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY_LOCAL_MACHINESoftware \ Policies \ Microsoft \ WindowsFirewa Il \ PrivateProfile \ Logging \
LogFileSize

Remediation:

To establish the recommended configuration via GP, set the following Ul path1®384 KB
or greater

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Windows Firewall
with Advanced Secur ity \ Windows Firewall with Advanced Security \ Windows Firewall
Properties \ Private Profile \ Logging Customize \ Size limit (KB)

Impact:

The log file size will be limited to the specified size, old events will be overwritten by newer
ones when the limit is reachd.

Default Value:

Not configured
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1. CCE34356-6
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9.2.9 (L1) Ensure 'Windows Firewall: Private: Logging: Log dropped
packets' is set to 'Yes' (Scored)

Profile Applicability:

9 Level 1

9 Level 1 + BitLocker

Description:

Use this option to logwhen Windows Firewall with Advanced Security discards an inbound
packet for any reason. The log records why and when the packet was dropped. Look for
entries with the word DROP in the action column of the log.

The recommended state for this setting isves.

Rationale:

If events are not recorded it may be difficult or impossible to determine the root cause of
system problems or the unauthorized activities of malicious users.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirmi& set as
prescribed. This group policy setting is backed by the following registry location:

HKEY_LOCAL_MACHINESoftware \ Policies \ Microsoft \ WindowsFirewall \ PrivateProfile \ Logging \
LogDroppedPackets

Remediation:

To establish the recommended configuration ia GP, set the following Ul path t¥es:

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Windows Firewall
with Advanced Security \ Windows Firewall with Advanced Security \ Windows Firewall
Properties \ Private Profile \ Logging Customize  \ Log dropped packets

Impact:

Information about dropped packets will be recorded in the firewall log file.

Default Value:

Not configured

293|Page



References:

1. CCE33436-7
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9.2.10 (L1) Ensure 'Windows Firewall: Private: Logging: Log successful
connections' is set tYes' (Scored)

Profile Applicability:

9 Level 1

9 Level 1 + BitLocker

Description:

Use this option to log when Windows Firewall with Advanced Security allows an inbound
connection. The log records why and when the connection was formed. Look for entries
with the word ALLOW in the action column of the log.

The recommended state for this setting isves.

Rationale:

If events are not recorded it may be difficult or impossible to determine the root cause of
system problems or the unauthorized activities of mécious users.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY_LOCAL_MACHINESoftware \ Policies \ Microsoft \ WindowsFirewall \ PrivateProfile \ Logging \
LogSuccessfulConnections

Remediation:

To establish the recommended configuration via GP, set the following Ul pathtes:

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Windows Firewall
with Advanced Security \ Windows Firewall with Advanced Security \ Windows Firewall
Properties \ Private Profile \ Logging Customize \ Log successful connections

Impact:

Information about successful connections will be recorded in the firewall log file.

Default Value:

Not configured
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1. CCE34177-6
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9.3 Public Profile

This section contains recommendations for the Public Profile of the Windows Firewall.

9.3.1 (L1) Ensure 'Windows Firewall: Public: Firewall state' is set to 'On
(recommended)’ (Scored)

Profile Applicability:

9 Level 1

9 Level 1 + BitLocker

Description:

Select On (recommended) to have Windows Firewall with Advanced Security use the
settings for this profile to filter network traffic. If you select Off, Windows Firewall with
Advanced Security will not use any fothe firewall rules or connection security rules for this
profile.

The recommended state for this setting iSOn (recommended)
Rationale:

If the firewall is turned off all traffic will be able to access the system and an attacker may
be more easily abldo remotely exploit a weakness in a network service.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY_LOCAL_MACHINESoftw are \ Policies \ Microsoft \ WindowsFirewall \ PublicProfile \ EnableFir
ewall

Remediation:

To establish the recommended configuration via GP, set the following Ul pathde
(recommended):

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Windows Fi rewall
with Advanced Security \ Windows Firewall with Advanced Security \ Windows Firewall
Properties \ Public Profile \ Firewall state
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Impact:

None, this is the default configuration.

Default Value:

On

References:

1. CCE35703-8
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9.3.2 (L1) Ensure 'Windowgewall: Public: Inbound connections' is set
to '‘Block (default)' (Scored)

Profile Applicability:

9 Level 1

9 Level 1 + BitLocker

Description:

This setting determines the behavior for inbound connections that do not match an
inbound firewall rule. The default behavior is to block connections unless there are firewall
rules to allow the connection.

The recommended state for this setting isBlock (default)

Rationale:

If the firewall allows all traffic to access the system then an attacker may be moresdg
able to remotely exploit a weakness in a network service.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY_LOCAL_MAANE\ Software \ Policies \ Microsoft \ WindowsFirewall \ PublicProfile \ Defaultin
boundAction

Remediation:

To establish the recommended configuration via GP, set the following Ul pathgck
(default)

Computer Configuration \ Policies \ Windows Settings  \ Security Sett ings \ Windows Firewall
with Advanced Security \ Windows Firewall with Advanced Security \ Windows Firewall
Properties \ Public Profile \ Inbound connections

Impact:

None, this is the default configuration.

Default Value:
Block
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1. CCE33069-6
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9.3.3 (L1Ensure 'Windows Firewall: Public: Outbound connections' is
set to 'Allow (default)' (Scored)

Profile Applicability:
1 Level 1
1 Level 1 + BitLocker

Description:

This setting determines the behavior for outbound connections that do not match an
outbound firewall rule. The default behavior is to allow connections unless there are
firewall rules that block the connection.

Important: If you set Outbound connections to Block and then deploy the firewall policy by
using a GPO, computers that receive the GPOtsgfs cannot receive subsequent Group
Policy updates unless you create and deploy an outbound rule that enables Group Policy to
work. Predefined rules for Core Networking include outbound rules that enable Group
Policy to work. Ensure that these outboundules are active, and thoroughly test firewall
profiles before deploying.

The recommended state for this setting isAllow (default)

Rationale:

Some people believe that it is prudent to block all outbound connections except those
specifically approved bythe user or administrator. Microsoft disagrees with this opinion,
blocking outbound connections by default will force users to deal with a large number of
dialog boxes prompting them to authorize or block applications such as their web browser
or instant messaging software. Additionally, blocking outbound traffic has little value
because if an attacker has compromised the system they can reconfigure the firewall

anyway.
Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm itset as
prescribed. This group policy setting is backed by the following registry location:

HKEY_LOCAL_MACHINESoftware \ Policies \ Microsoft \ WindowsFirewall \ PublicProfile \ DefaultOu
tboundAction
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Remediation:

To establish the recommended configuration via GBet the following Ul path toAllow
(default)

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Windows Firewall
with Advanced Security \ Windows Firewall with Advanced Security \ Windows Firewall
Properties \ Public Profile \ Outbound connections

Impact:

None, this is the default configuration.

Default Value:

Allow
References:

1. CCE33070-4
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9.3.4 (L1) Ensure 'Windows Firewall: Public: Settings: Display a
notification' is set to 'Yes' (Scored)

Profile Applicability:

9 Level 1

9 Level 1 + BitLocker

Description:

Select this option to have Windows Firewall with Advanced Security display notifications to
the user when a program is blocked from receiving inbound connections.

Note: When the Apply local firewall rules setting is confgured to Yes, it is also
recommended to also configure th®isplay a notification setting to Yes. Otherwise,
users will not receive messages that ask if they want to unblock a restricted inbound
connection.

The recommended state for this setting isves.

Rationale:

Some organizations may prefer to avoid alarming users when firewall rules block certain
types of network activity. However, notifications can be helpful when troubleshooting
network issues involving the firewall.

Audit:

Navigate to the Ul Patlarticulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY_LOCAL_MACHINESoftware \ Policies \ Microsoft \ WindowsFirewall \ PublicProfile \ DisableNo
tifications

Remediatio n:

To establish the recommended configuration via GP, set the following Ul path to Yes:

Computer Configuration \ Policies \ Windows Settings  \ Security Settings \ Windows Firewall
with Advanced Security \ Windows Firewall with Advanced Security \ Windows Firewall
Prop erties \ Public Profile \ Settings Customize \ Display a notification
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Impact:

If you configure this policy setting to No, Windows Firewall will not display these
notifications.

Default Value:

Yes
References:

1. CCE33068-8
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9.3.5 (L1) Ensure 'Windows Firewgliblic: Settings: Apply local firewall
rules' is set to 'No' (Scored)

Profile Applicability:

1 Level 1

9 Level 1 + BitLocker

Description:

This setting controls whether local administrators are allowed to create local firewall rules
that apply together with firewall rules configured by Group Policy.

The recommended state for this setting iso.
Rationale:

When in the Public profile, there should be no special local firewall exceptions per
computer. These settings should be managed by a centralized policy.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY_LOCAL_MACHINESoftware \ Policies \ Microsoft \ WindowsFirewall \ PublicProfile \ AllowLoca
IPolicyMerge

Remediation:

To establish the recommended configuration via GP, set the following Ul pathNo:

Computer Configuration \ Policies \ Windows Settings \ Security Settings \ Windows Firewall
with Advanced Security \ Windows Firewall with Advance d Security \ Windows Firewall
Properties  \ Public Profile \ Settings Customize \ Apply local firewall rules

Impact:

If you configure this setting to No, administrators can still create firewall rules, but the
rules will not be applied. This setting is available dy when configuring the policy through
Group Policy.

Default Value:

Yes
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1. CCE35537-0
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9.3.6 (L1) Ensure 'Windows Firewall: Public: Settings: Apply local
connection security rules' is set to 'No' (Scored)

Profile Applicability:

1 Level 1

9 Level 1 + BitLocker

Description:

This setting controls whether local administrators are allowed to create connection
security rules that apply together with connection security rules configured by Group
Policy.

The recommended state for this setting isxlo.
Rationale:

Users with administrative privileges might create firewall rules that expose the system to
remote attack.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting i9acked by the following registry location:

HKEY_LOCAL_MACHINESoftware \ Policies \ Microsoft \ WindowsFirewall \ PublicProfile \ AllowLoca
lIPsecPolicyMerge

Remediation:

To establish the recommended configuration via GP, set the following Ul pathNo:

Computer Co nfiguration \ Policies \ Windows Settings \ Security Settings \ Windows Firewall
with Advanced Security \ Windows Firewall with Advanced Security \ Windows Firewall
Properties \ Public Profile \ Settings Customize \ Apply local connection security rules

Impact:

If you configure this setting to No, administrators can still create firewall rules, but the
rules will not be applied. This setting is available only when configuring the policy through
Group Policy.
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Default Value:

Yes
References:

1. CCE33099-3
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9.3.7 (L1) Ensur@/indows Firewall: Public: Logging: Name' is set to
'%SYSTEMROQOBYstem3¥ogfiles firewall\ publicfw.log' (Scored)
Profile Applicability:

9 Level 1

9 Level 1 + BitLocker

Description:

Use this option to specify the path and name of the file in whidWindows Firewall will
write its log information.

The recommended state for this setting is:
%SYSTEMROOWSystem32 \ logfiles  \ firewall  \ publicfw.log

Rationale:

If events are not recorded it may be difficult or impossible to determine the root cause of
systemproblems or the unauthorized activities of malicious users.

Audit:

Navigate to the Ul Path articulated in the Remediation section and confirm it is set as
prescribed. This group policy setting is backed by the following registry location:

HKEY_LOCAL_MACHIR Software \ Policies \ Microsoft \ WindowsFirewall \ PublicProfile \ Logging \ L
ogFilePath

Remediation:

To establish the recommended configuration via GP, set the following Ul path to
%SYSTEMROOWSystem32 \ logfiles  \firewall \ publicfw.log

Computer Configuration \ Polici es\ Windows Settings  \ Security Settings \ Windows Firewall
with Advanced Security \ Windows Firewall with Advanced Security \ Windows Firewall
Properties \ Public Profile \ Logging Customize  \ Name

Impact:

The log file will be stored in the specified file.

Default Value :
Not configured
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References:

1. CCE35117-1
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