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Tonight’s Plan
R

Questions from Last Week

Review on-line posts

In The News

Scripting

Appropriate Permissions
Limit Services

Shares

Assignment 1- Follow-up questions (Due Feb 8™)
Next Week
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Some tools and techniques discussed and used in this course
should only be used on systems you personally own, or have
written permission to use.

Some of the tools used have the potential to disrupt or break
computer systems.

Wade Mackey’s Advanced Penetration Testing
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Questions from Last Week
4

0 Questions?

O Any follow-up questions about Snap Shots from last week?

B Restore Snapshot...

®m Go back to before; remove changes and start recording changes
again from this copy

m Delete Snapshot...

®m Go Forward; delete a way back

Restore Snapshot...

Delete Snapshot...

O General follow-up questions? i

Create Full Clone...
Create Linked Clone...
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Review On-Line Posts

.53 |
0 Top Posts

O Post 1
O Post 2
O Post 3
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Review On-Line Posts (cont)
.6y

0 Questions?
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In the News

.z 3y
0  Who is Anna-Senpai, the Mirai Worm Author?
o IOT Worm

m https:/ /krebsonsecurity.com /2017 /01 /who-is-anna-senpai-the-mirai-
worm-author/

O  ATM ‘Shimmers’ Target Chip-Based Cards

oA

m https: //krebsonsecurity.com /2017 /01 /atm-shimmers-target-chip-
based-cards/

0 Power Shell AD ACL Scan Tool

O Scan AD ACLs and report on them

m https: //blogs.technet.microsoft.com/pfesweplat/2017 /01 /28 /forensi
cs-active-directory-acl-investigation/

MIS 5170 Week 3 i§ TEMPLE



In the News (cont)
sy

0 Questions?
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Scripting
oy

o PowerShell
O PowerShell is a scripting language and command line interpreter
replacement for Windows OSs.

® On-line definition is — an object-oriented programming language and
interactive command line shell for Microsoft Windows. PowerShell
was designed to automate system tasks, such as batch processing, and
create systems management tools for commonly implemented

processes.

0  Python

O Python is a interpretive scripting language with support for most
OSs, which is helping it become one of the natural choices for Pen

Tester.
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Scripting (cont)
.oy

0 PowerShell Commands to remember

O Help
m Help get-*

m Help about_*
O Get-Alias
O <object> | gm = Get-Member
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Scripting (cont)
T S

a0 PowerShell Demo

¥ Administrator: Windows PowerShell o |[-E- 3]

KB282018 TDOMAINNAdministr... 1/2/2017 12:080:08 AM
Security Update KB3287752 TEMIB®?\Temple 12,/24,2016 12:80:080 AM

PS C:\Users\administrator> $x get—hotfix
PS C:\Users\administrator> $x gm

TypeName: System.Management.ManagementObject#iroot\cimu2\Win32_QuickFixEngineering
MemberT ype Definition

Property System.String Caption {get;set;>

Property System.String CSName {get;set;>

Property System.String Description {get;set;>

Property System.String FixComments {get;set;>

Property System.String HotFixID {get;set;>
InstallDate Property System.String InstallDate {get;set;>
InstalledBy Property System.String InstalledBy {get;set;>
Name Property System.String Name {get;set;>
ServicePackInEffect Property System.String ServicePackInEffect {get;set;>

Property System.String Status {get;set;>

Property System.String , CLASS {get;set;>

Property System.StPing@§ __DERIUATION {get;set;>

Property System.String __ _DYNASTY {get;set;>

Property System.Int32 __ _GENUS {get;set;>

Property System.String __NAMESPACE {get;set;>

Property System.String __ _PATH {get;set;>

Property System.Int32 __PROPERTY_COUNT {get;set;>

Property System.String ___RELPATH {get;set;>

Property System.String __ _SERUER {get;set;>

Property System.String __ _SUPERCLASS {get;set;>
PSStatus PropertySet PSStatus {_PATH, Status>
ConvertFromDateTime ScriptMethod System.0Object ConvertFromDateTime<();
ConvertToDateTime ScriptMethod System.0Object ConvertToDateTime();
InstalledOn ScriptProperty System.Object InstalledOn {get=if <([environment]::osversion.version.build —-ge 700...

PS C:\Users\administrator>
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Scripting (cont)
24

0 PowerShell program review:

$filename = "C:\Windows\WindowsUpdate.log"

$reader = new-object System.|O.StreamReader(New-Object 10.FileStream($filename,
[System.|O.FileMode]::Open, [System.lO.FileAccess]::Read, [IO.FileShare]::ReadWrite))

#start at the end of the file
$lastMaxOffset = $reader.BaseStream.Length
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Scripting (cont)
T S

0 PowerShell program review:

while ($true){
Start-Sleep -m 100
if ($reader.BaseStream.Length -eq $lastMaxOffset) { #if the file size has not changed, idle

continue;

}

$reader.BaseStream.Seek($lastMaxOffset, [System.|O.SeekOrigin]::Begin) | out-null  #seek to the last
max offset

$line ="
while (($line = $reader.ReadLine()) -ne $null) {  #read out of the file until the EOF
write-output $line

}

$lastMaxOffset = $reader.BaseStream.Position  #update the last max offset
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Scripting (cont)
o4y

0 PowerShell Demo

Q ® & W2K8_Temple_2
n m A« QA <) [0 2 4

£ 7start

&> 8 RO B S
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Scripting (cont)
5y

0 Python (Similar example of Tail Command)
import time, 0s

filename = 'c:\Windows\WindowsUpdate.log’

file = open(filename,'r")

#Find the size of the file and move to the end

st_results = os.stat(filename)

st_size = st_results[6]

file.seek(st_size)

while 1:

where = file.tell()
line = file.readline()
if not line:
time.sleep(1)
file.seek(where)
else:
print (line), # already has newline

MIS 5170 Week 3 =8 UNIVERSITY



Python (cont)
|16 |

a0  Tail Example

oK ) & Win7_Temple_2

948PM | |
1/20/2017
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Scripting (cont)
TECE 2 S

0 Questions?
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Appropriate Permissions
A

0  Appropriate permissions

O Appropriate permissions is a mind set to define a least privileged
set of access. Examples are:

B Users - should only be get the office products and their files
® Helpdesk — should be to help users and their own files
m Server Admins — Should be able to modify servers, but not user files

B Domain Admins — Should be able to modify AD, but non of the below.
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Appropriate Permissions (cont)
I

O Account Tiers

O Domain Administrator — Tier O
O Server Admins — Tier 1

O User Space — Tier 2

https://technet.microsoft.com/en-us/windows-server-docs/security/securing-privileged-access/securing-
privileged-access-reference-material
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Appropriate Permissions (cont)
.24

Control restrictions

Control restrictions are shown in the figure below:

Same Tier

Control

f:>

ower Tier

Control
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Appropriate Permissions (cont)
o2t 4

Logon restrictions

Logon restrictions are shown in the figure below:

&

Same Tier
Logon

Higher Tier
Logon

Lower Tier
Logon

/)

>
Blocked

; X Admin A
Workstation Admins

Workstation )
Only as required
by role
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Appropriate Permissions (cont)
.24 |

0  User Space — Tier 2

O Tier 2 administrator — manage enterprise desktops, laptops,
printers, and other user devices, and:

® Can only manage and control assets at the Tier 2 level
m Can access asset (via network logong type) at any level as required

m Can only interactively log on to assets at Tier 2 level
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Appropriate Permissions (cont)
.29 |

a0  Server Space — Tier 1

O Tier 1 administrator — manage enterprise servers, services, and
applications, and:

® Can only manage and control assets at the Tier 1 or Tier 2 level

®m Can only access assets (via network logon type) that are trusted at
the Tier 1 or Tier O levels

®m Can only interactively log on to assest trusted at the Tier 1 level
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Appropriate Permissions (cont)
249 |

0 Domain Admins — Tier O

O Tier O administrators — manage the identity store and a small
number of systems that are in effective control of it, and:

® Can manage and control assets and any level as required

®m Can only log on interactivly or access assets trusted at the Tier O level
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Appropriate Permissions (cont)
.23 |

0 Built-in Groups

O Net localgroup

O Demo

@ Consolel - [Console Root\Computer Management (Local)\System Tools\Local Users and Groups\Groups] = ﬂ =) g
S File Action View Favorites Window Help - 8| x
L 1 [B c =»|HD
Console Root Name g%scription
« & Computer Management (Loca & Administrators Administrators have complete and unrestricted access to the computer/domain
+ 1l System Tools #Backup Operators Backup Operators can override security restrictions for the sole purpose of backing t
®Task Scheduler % Cryptographic Operators Members are authorized to perform cryptographic operations.
“ Event Viewer % Distributed COM Users Members are allowed to launch, activate and use Distributed COM objects on this
@ Shared Folders . .
#Event Log Readers Members of this group can read event logs from local machine
« & Local Users and Groups
Users [} &Guests Guests have the same access as members of the Users group by default, except for {
&IS_IUSRS Built-in group used by Internet Information Services.
' Groups

© Performance #Network Configuration Operators Members in this group can have some administrative privileges to manage configur

4 Device Manager #Performance Log Users Members of this group may schedule logging of performance counters, enable trace
+ 2 Storage %Performance Monitor Users Members of this group can access performance counter data locally and remotely
# Disk Management #&Power Users Power Users are included for backwards compatibility and possess limited administrz
% Services and Applications | #Remote Desktop Users Members in this group are granted the right to logon remotely
& Replicator Supports file replication in a domain
& Users Users are prevented from making accidental or intentional system-wide changes an«
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Appropriate Permissions (cont)
264 |

0 Local Security Policy

O Demo
1 Local Security Policy [iﬂirg

File Action View Help

| 2@ = Hmm
& Security Settings * | Policy ‘ Security Setting
“ 4 Account Policies Audit account logon events No auditing
4 Password Policy Audit account management No auditing
4 Account Lockout Policy Audit directory service access No auditing
* @ Local Policifes Audit logon events No auditing
L dudit l_DOI'Cy . Audit object access No auditing
a User Rights Assignment . . .
. . Audit policy change No auditing
* Security Options =~ Audit privilege use No auditing
« ' Windows Firewall with Advanced Security = ) ) o
# Windows Firewall with Advanced Securit Audit process tracking No auditing
Network List Manager Policies Audit system events No auditing

Public Key Policies
Software Restriction Policies
< Application Control Policies
A AppLocker
® IP Security Policies on Local Computer
« ' Advanced Audit Policy Configuration _

M Cuimbmima Aidid DAlicia~ L acal Ceaiim DAl
4 1 »
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Appropriate Permissions (cont)

2 I ——

0 Registry — Windows Registry

n D emo Q Registry Editor

File Edit View Favorites Help

=

4| Winlogon ~ | Name Type Data -
| AutolLogonChecked ab|(Default)  REG_SZ (value not set)
I GPExtensions ab|AutoAdmin... REG_SZ 1
R Winsat %% AutoRestart.. REG_ DWORD  0x00000001 (1)
K WinSATAPI ab|Background REG_SZ 000
) & WUDF ) ,abJCachedLog .. REG_SZ 10
] W!ndows Photo Vlewer. a JDebugServ.. REG 57 o
| Windows Portable Devices
. . ?bjDefauItDo REG_SZ
 Windows Script Host ab|DefaultPass... REG_SZ Temple123 2
| Windows Search - pe
| Wisp ab|DefaultUser... REG_SZ Temple
| Workspaces %%|DisableCAD REG_DWORD  0x00000001 (1)
| WwanSvc #%|ForceUnloc.. REG DWORD  0x00000000 (0)
MozillaPlugins ab|LegalNotic.. REG_SZ
ODBC ab|legalNotic... REG_SZ
Policies #8|PasswordEx.. REG_LDWORD  0x00000005 (5)
RegisteredApplications ab|powerdown... REG_SZ 0
Sonic abJPreCreateK . REG_SZ {A520A1A4-1780-4FF6-BD18-167343...
ThinPrint _ | ab]ReportBoot... REG_SZ 1
VMware, Inc. ablscremoveo... REG_SZ 0
Wow6432Node - a!’]Shell REG_SZ explorer.exe
: L ' #s|ShutdownF... REG DWORD _0x0000002b (43) -

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon
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Appropriate Permissions (cont)
2893 |

0 Questions?

MIS 5170 Week 3 i§ TEMPLE



Limit Services
EXN

0 How to stop services?
O MMC

0 Command Line

How to start services?
How to change the account a service runs as?

How to prevent services from starting?

U O O O

How to change services access?

O Allow users to start them

® Including the account that is running as

O Allow a group of users to start them
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Limit Services (cont)
.04

0 How to stop services?

O Command Line: net stop <service name>

-

Administrator: Command Prompt Sl

C:\windows\system32>net stop spooler
The Print Spooler service is stopping.
The Print Spooler service was stopped successfully.

C:\windows\system32>

o GUI

ap Consolel - [Console Root\Computer Management (Local)\Services and Applications\Services] =g E

@ File Action View Favorites Window Help
= 20 a=»HE ®un

Console Root Services
« % Computer Management (Loca| p . ¢ Sp
« It System Tools

Name Description Status  Startup Type Log On As

5 Task Schedul e, Power Manages p... Started Automatic Local Syst...
W Ej:nt \c/ieew:rer Stog the service Print Spooler Load:s files ... Started Automatic Local Syst...
o Clamend Faldaun Restart the service - proplem Reports and Soluti... This servic... Manual Local Syst...

TEMPLE

UNIVERSITY*
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Limit Services (cont)

I I ——

0 How to start services?

O Command Line: net start <service name>

Administrator: Command Prompt Smlen(=) g

C:\windows\system32>net start spooler
The Print Spooler service is starting.
The Print Spooler service was started successfully.

C:\wWindows\system32> %

o GUI

6 File Action View Favorites Window Help
e 2@ a = Hrenl»mu

Console Root Services
« & Computer Management (Loca

Print Spo Name Description Status  Startup Type Log On As
‘ s)erte:qu::o: | Power Manages p... Started Automatic Local Syst...
aske scneduier Start the service o[ JiNESeIeI I Loads files ... Automatic  Local Syst...

@ Event Viewer - . - : ———
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Limit Services (cont)
024

0 How to change the account a service runs as?

Print Spooler Properties (Local Computer) E
General L%? On Recoveryl Dependencies

Log on as:

@ Local System account

V| Allow service to interact with desktop
This account: Browse..
Confirm password

Help me configure user account log on options.

OK \ Cancel ‘ Apply
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Limit Services (cont)
EE 2 1S

0 How to prevent services from starting?

Print Spooler Properties (Local Computer)

General Log On | Recovery | Dependencies

Service name: Spooler
Display name: Print Spooler
Description: Loads files to memory for later printing -

Path to executable:
C:\Windows\System32\spoolsv.exe

Startup type:

@,me—conﬁg%Automatic
Manual

Disabled
Service status: Started

Start Stop Pause Resume

You can specify the start parameters that apply when you start the service
from here.

Start parameters

l OK I [ Cancel Apply
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Limit Services (cont)
T 1S

0 How to change services access?

O How to list the current access:

® sc sdshow spooler

B D:(A;;CCLCSWLOCRRC;;;AU)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;; CCLCSWRPWPDTLOCRR
C;::SY)S:(AU;FA; CCDCLCSWRPWPDTLOCRSDRCWDWO;;;WD)

B How to read these: http:/ /stackoverflow.com/questions /4436558 /start-stop-a-windows-service-from-a-non-
administrator-user-account

O How to set access to add our user

m subinacl /service spooler /grant=tuser=PTO

= Di(A;;CCLCSWLOCRRC;;;AU)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCLCSWRPWPDTLOCRRC;;;SY)(A;;
RPWPDT;;;S-1-5-21-3018343760-3943018779-3883650701-
1003)S:(AU;FA;CCDCLCSWRPWPDTLOCRSDRCWDWO;;; WD)

O How to remove the access

® subinacl /service spooler /deny=tuser=PTO

O Demo
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Limit Services (cont)
s 4

0 Including the account that is running as?

O Similar to what we did in the previous slide; grant the account
running the service the ability to start/stop it’'s own service

O Grant files the service is running

O Grant access to the registry the service needs
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Limit Services (cont)
T 1S

0 Allow a group of users to start them?

O How to list the current access:

® sc sdshow spooler
O How to set access to add our user

m subinacl /service spooler /grant=users=PTO
O Demo
O How to remove the access

® subinacl /service spooler /deny=users=PTO
O Demo

O Well Known SIDS hitps://msdn.microsoft.com/en-
us/library /windows /desktop /aa379649(v=vs.85).aspx
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Limit Services (cont)
225 1S

0 Questions?
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Shares
EN

a0 Shares or File Shares

O ACL — Access Control Lists

®m Demo

@ Consolel - [Console Root\Computer Management (Local)\System Tools\Shared Folders\Shares] = (=]

S File Action View Favorites Window Help
|20 c = Bl

Console Root Share Name  Folder Path Type # Client Connections Description
« & Computer Management (Loca & ADMINS C:\Windows Windows 0 Remote Admin
« Il System Tools =C$ C\ Windows 0 Default share
@ Task Scheduler “IPC$ Windows 0 Remote IPC
S Event Viewer @ Users C:\Users Windows 0
« @ Shared Folders
« Shares

P
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Shares(cont)
EE 2 1S

0 Questions?
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Assignment 1 Overview
4y

0 Requirements — a helpdesk style document and how-to video

O Build a video of what you did; overview is fine
O 1 — 2 pages on the main steps and sub-steps;

O Create a patched Windows 7 Pro 64-bit OS using a type 2
hypervisor.

O Create a Snap-Shot of patched windows 7 box for testing of
installing software and show how to install and revert back to
before software being installed. Note software is not important,
but learning the interface of you hypervisor is what you want to
show.

0 Due Date: Feb 8th
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Next Week
K

Questions from previous week

Configuration management practices
System hardening

Windows Group Policies

Baselines

Intrusion detection

Intrusion prevention

Questions about Assignment 1 (Due Feb 8)

o o 0o 0o o o o o o

Assignment 2 Overview
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