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Questions from Last Week
Review on-line posts

In The News

Malware /Spyware
Detection tools

Antivirus

Sniffers

Assignment 3 Overview
Next Week

Quiz
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Questions From Last Week
e

0 Any Questions from last week?
0  Quiz; review from Blackboard results.

0 Group Policy Preferences

O Remember that GPO Preferences are what to do if they are not
sef on a system.

0 Active directory Users and Computers

O Remember that there are more things in AD than just users and
computers

0 Why Policy Over Preferences

O Remember that a policy is enforcement for all users, even ones
with local admin access.
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Questions From Last Week (cont)
4 4

0 Any additional questions?
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Review On-Line Posts

0 Top Posts
oA
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Review On-Line Posts (cont)
6y

0  Questions about the posts?
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In the News

0  Fast Food Chain Arby’s Acknowledges Breachl

O Malware thought to have compromised 350,000 credit cards. Unknown
duration of time malware in the system.

m https://krebsonsecurity.com /2017 /02 /fast-food-chain-arbys-acknowledges-
breach/#more-38024

0 February Updates from Adobe, Microsoft

O Windows (SMB) could let attackers crash Windows 8.1, and Windows 10
systems, as well as server equivalents of those platforms.

m https://krebsonsecurity.com /2017 /02 /february-updates-from-adobe-microsoft/

The smartest option is probably to ditch the program once and
for all and significantly increase the security of your system in
the process. An extremely powerful and buggy program that
binds itself to the browser, Flash is a favorite target of attackers
and malware. For some ideas about how to hobble or do
without Flash (as well as slightly less radical solutions) check
out A Month Without Adobe Flash Player.
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In the News (cont)

.84
vy, T
On Feb. 2, the CERT Coordination Center at Carnegie A_" < “

Mellon University warned that an unpatched bug in a
core file-sharing component of Windows (SMB) could let attackers crash Windows 8.1, and
Windows 10 systems, as well as server equivalents of those platforms. CERT warned that

exploit code for the flaw was already available online.

0  What does it mean about “as well as server equivalents of
those platforms.”?

O OS releases; code streams are released as desktop — server

code.
m For Example: Windows 7 — Server 2008

0 Questions or items anyone has found of interest?
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Malware/Spyware

o 1
0 What is Malware /Spyware?

2 How can you get Malware /Spyware on your system?

0 How can you remove them if you do get hit?
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Malware/Spyware (cont)

~t0
0 What is Malware?

O Malware is a class of software that has been created to either
damage or track specific information about a user’s activities
back to the creator of that software.

B Malware is the main class of software, which includes: Viruses,
spyware, adware, nagware, trojans, worms and more.

O Spyware may log activity and send it back to the creator for the
creator’s specific purpose.

O Viruses similar to a human virus it tries to get into a computer and
spread to other neighboring computers.
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Malware/Spyware (cont)
S I

0 How can you get Malware on your system?

O Drive-by’s — a term know as | can’t infect the site you visit, but |
can place an ad on that site to infect your system.

m Ad’s on Bing, google, CNN, etc
O Pop-up Ad’s
O Downloads/Installs from not the vendors sites

O Boot-sector; no more likely to be a found USB key; or shared USB
key.
O Etc

O Can you name any?
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Malware/Spyware (cont)
~2 4

0 How can you remove them if you do get hit?
O Vendor products

B Malicious Removal Tool

O Third-Party (lots in this space)
B MalwareBytes
B One of the first ones I've used
® Norton
B McAfee

O We will not go into infecting any systems, but lots of tools.

B Remember the writer of the software may have tested against these
products so they might not work.

® Second; time is money and these tools might be a trojan horse looking
for users with higher privledges...
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Malware/Spyware (cont)
S 1

0 We will not go into infecting any systems, but lots of tools. (cont)

O Lots of companies for the last example have a crush and re-load
policy to prevent spread or the ‘Trojan’ issue.

0 Questions?
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Detection Tools
I

0 Lots of tools in this space; most of them are know as End Point
Preventions tools or antivirus. oo s roc o

O TotalAV
o SCANGuard
O MalwareBytes .
Sophos ® Trend Micro
Intel Security Y
n N o I"|'O n Microsoft .. Symantec Kaspersky Lab
McAf = o
n C e e 360 Enterprise Security Group [ ] .SemmeIOne
[ F-Secure Carbon Black
o [ ¢ CrowdStrik
Panda S e
n P C P ro‘rect anda \‘ecumy. e rowdStrike
Webroot o
" Anlah Malwarebytes o ..
n Kq S p e rsky Lq b = Biceender Palo Alto Networks
o
% G Data Software Comodo
e
o AVG S o
=
3
<<
COMPLETENESS OF VISION As of January 2017
Source: Gartner (January 2017)
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Detection Tools (cont)

s
0 What is the best detection?

O Prevention is general the best detections as you can see by the
below article.

O You can also see that they have moved away from writing their
own tools or .exe’s, etc. in favor of using items that are white-
listed

® What is white-listing — a method of allowing specific programs

The next wave of attacks will be fileless. Advanced attackers have been exploiting script-based attacks for
years. Common Windows utilities, such as the command line interface, PowerShell, Pearl, Visual Basic,
Nmap and Windows Credential Editor, can be exploited to compromise machines without dropping any
executable files, evading all traditional forms of malicious file detection. We are starting to see malware
authors experimenting with mass-propagating fileless malware using the same techniques. As a result,
EPP buyers should look for vendors that focus on memory exploit protection, script analysis and behavior
indicators of compromise. Ultimately, we believe that vendors that focus on detecting behavior indicative of
attacker tradecraft (that is, tools, tactics and techniques) will be the most effective.
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Detection Tools (cont)
6y

0 Questions?
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Antivirus

Sy
What is antivirus software?

How does it help secure your operating system?

Is Antivirus software dead? As predicted several years ago

What are some names in this space?

o o o o o

What is next?
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Antivirus (cont)
SN

0  What is antivirus software?

O Antivirus software — now really know as End Point Protection is a
software product to prevent well know malicious software from
taking hold of a user’s computer. Most are base on signatures of
these malicious software files other are working to define
behavior that are malicious to get ahead of the signature race.
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Antivirus (cont)
S

0 How does it help secure your operating system?

O Defense-in-depth is the primary way it helps; prevent well-know
code from being dropped and started on your computer.

O Another logging method to a central console; gives a SOC
notifications of computers on the inside past our IDS/IPS devices
that have either downloaded or tried to download something that
was stopped or quarantined.

m First system hit
® Where did it go

m Can we apply what hit this system to our IDS/IPS devices to stop
others from getting hit¢
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Antivirus (cont)

-4
0 Is Antivirus software dead? As predicted several years ago

O Antivirus is not dead lots or reporting standards still list them on
major control documents. From government organization, general
security documents, etc

O Remember defense-in-depth — when you can stop the obvious
items from being able to attack your computer.

O To Last weeks Patch Tuesday, where several AV vendors were the

best thing to help prevent the criticals from taking down your
corporate environment.
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Antivirus (cont)
o2y

D Wh q t q re So m e n q m es i n Th i S Figure 1. Magic Quadrant for Endpoint Protection Platforms
space?

O Top Tier; better know as the
magic Quadrant

m Kaspersky Lab o

Sophos ® Trend Micro

[ Sophos Intel Security ®
Symantec Kaspersky Lab
Microsoft .. spersky
B Symantec i g e
o
. 360 Enterprise Security Group [ ) SentinelOne
® Trend Micro o el omamk
Panda Secumy. o CrowdStrike
. . Invincea
Webroot
Malwarebytes O o
Annlb Palo Alto Networks
Bitdefender Y
G Data Software Comodo
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Antivirus (cont)

c22
0  What is next?

The next wave of attacks will be fileless. Advanced attackers have been exploiting script-based attacks for
years. Common Windows utilities, such as the command line interface, PowerShell, Pearl, Visual Basic,
Nmap and Windows Credential Editor, can be exploited to compromise machines without dropping any
executable files, evading all traditional forms of malicious file detection. We are starting to see malware
authors experimenting with mass-propagating fileless malware using the same techniques. As a result,
EPP buyers should look for vendors that focus on memory exploit protection, script analysis and behavior
indicators of compromise. Ultimately, we believe that vendors that focus on detecting behavior indicative of
attacker tradecraft (that is, tools, tactics and techniques) will be the most effective.

0 Questions?

MIS 5170 Week 6 i§ TEMPLE



Sniffers

22y
What is a sniffer/Network Analyzer
What does it do?

How can it help us?

o O 0O O

What are some examples?
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Sniffers (cont)
S22

0 What is a sniffer/Network
Analyzer?

O A network sniffer also know as
packet analyzer, protocol
analyzer is a computer program
or computer hardware that can
intercept and log traffic that
passes over a digital network to
help you diagnose or to isolate
captured traffic as needed.
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Sniffers (cont)

|

0 What does it do?¢

O Enables
promiscuous mode
— a fancy name for
turn off MAC
Filtering on the
network card

O Record all packets
on the network to a
circular buffer.

O Why does a switch
make this difficult?
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Filter: | tcp.port == 80 V‘ Expression... Clear Apply Save

No._'__ ~ '[ir_nVe _________ S_qu[c'e_r . Q{s{i[\ation ?fQ{q(oI Leng'tb_ I»r!f_o“ . ~
23893 98. 342195000 .168.1.5 174.12 4,205 54 53246 > http [RST, ACK] Seq=368 Ack=
24329 103.913511000 192.168.1.5 174.127.64.205 TCP e CanAR e foad =5 Win=65535 L¢
24331 103.924278000 192.168.1.5 23.67.253.162 Tcp Mark Packet (toggle) Win=8192 Ler
24332 103.931233000 192.168.1.5 174.127.64.205 TP Ignore Packet (toggle) Win=65535 L¢
24333 103.957286000  174.127.64.205 192.168.1.5 Tcp @ Set Time Reference (toggle) Seq=0 Ack=1 V
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24337 103.976433000 192.168.1.5 23.67.253.162 TCP
Manually Resolve Address

24338 103.976537000 23.67.253.162
24339 103.978424000 174.127.64.205 192.168.1.5 TCP Apply as Filter » |Seq=0 Ack=1 v
24340 103.978545000  192.168.1.5 174.127.64.205 TP Prepare a Filter y | Ack=1 win=6¢
24341 103.978819000 192.168.1.5 174.127.64.205 HTTP I ion Filt ’ php?action=d:
24342 103.990521000  23.67.253.162 e seq=0 Ack=1 v
Colorize Conversation 4
24344 104.002726000 .127.64.205 .5 SCTP » | Ack=351 win-
24345 104.010955000 174.127.64.205 192.168.1.5 HTTP Follow TCP Stream
24346 104. 015822000 z Follow UDP Stream .
SAnAT 1A4 ANTCTAAAAR 74 17 24 A Ton dco 4 © = ol ATC i
Follow SSL Stream >
Identification: Ox6dc5 (28101) Copy » A
@ Flags: 0x02 (Don't Fragment)
Fragment offset: 0 3% Decode As...
Time to Tive: 128 2 Print...

Protocol: TCP (6)

Header checksum: Oxdc04 [correct]
Source: 192.168.1.5 (192.168.1.5)
Destination: 174.127.64.205 (174.127.64.205)
[source GeoIP: uUnknown]
[Destination GeoIP: Unknown] v

97 41 a4 c7 08 00 45 00

Show Packet in New Window

cO 3f Oe 8d 39
00 34 6d c5 40 00 80 06

40 cd cf ff 00 50 95 9c
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Sniffers (cont)
~26 0

0 How can it help us?
O Configure firewalls for proper ports in our environment.
O Troubleshoot network slowness in our environment.
O Find root-kits on an operating system.

O Troubleshoot network conversation between two computers.

®m On and on and on...
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Sniffers (cont)

27

Microsoft Network Monitor - [Capture: 1 (Summary)] [-[O[x]
S Ele Edt Display Toos Optins Window Help I

S(E| i [2]5] S[[EEEQ +it] Fi9| slulv] of 2]
[ =

0  What are some examples?

B T
2 e 0. ooriosmesee  Locat 3 - 001006 FURAR o

¢ el oo cotsisnzas 1o Tegazsese ] wm L7-100.100.43 15

o« amiacl oowsmismans oca o 147.100.100.43 F

© sl ooomemecry mowess s 147,300 100 40 2es. 25,285,258 15

¢ sl oo ooiszisnizss 10y Tleni 256, suqcazesse... FBAR 147,100 100,43 10

. 5 aesl o Goldecceley G NT cancel e 147,300 100,58 15
¢ 1mesl ooussccasier ocas SE BN teancact - NF error, Sysvem, Brxor, Go... 147.100.100.38  FRAR F

I C ro So e on e SS q e s el u Golscccseiss B slose file, FID = oreoic L47.100.100.58 15
lo  13.es| oonssccasier ocas o ncore e 147.100.100.58  sumAR )

SHERIT.  Bipe - Intamer TP (1v4)

12

Prococol = TCP - Transmission Concrol; Packet ID = 45134; Total IP Length

Analyzer

® Demo

[Foo00000 03 11 55 70 G5 53 00 OF 5% 4¢ £6 03 03 00 45 00 <bem olFeva E
00000010 00 30 0 45 40 00 60 05 00 00 53 64 G4 22 93 64 ONE Ch. bdaled
>

O WireShar

® Demo "

05
F¥ rr 7 4 o

etwork Monitor V5.2.3750 [F#: 173850 (o 06} Ii: 060)

Message Analyzer

Creating Main Window
©2013 Microsoft Corporation. All rights reserved.
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Sniffers (cont)
B2

0 Questions?
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Next Week
2

0  Questions from previous week

o Firewalls

O Host based
m |PSec

O Network based
0 Review for 1% Test
o Test 1

0 Assignment 3 Overview (Due Mar 9™)
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Assignment 3 Overview

T
0 Requirements — Same teams members as before.

O A report of the CIS baseline built into a GPO

®m Note: there is a report feature for a GPO to where the setting that have been
applied can be exported into a report file; that is the report I'm referring to

here.
m Applied to the same DC Windows 7 pair we have been working from assignment
2.
O A video from the team as how this improves our security with faces and
voices.

O Expand upon the GPO that was created in assignment 2 from 20 settings to
what the team feels sufficient to secure Windows 7.

O This assignment builds to what is presented to the Pen-Testing class for
Assignment 4, so the 4th grade is how well the team does in it’s selections
from the baseline in assignment 3.

0 Due Date: March 9™ 11:59pm
O Late assignments have a 10% penalty per week.
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Assignment 3 Overview (cont)
S

0 Questions?
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Quiz
S22

0  We can start the Quiz
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