CTI Change Management Policy

1 Purpose and Scope

This policy establishes management direction and objectives for IT change management and
control. This policy enables fast and reliable delivery of changes to IT production environments,
minimizing the risk of negatively impacting their stability or integrity of the changed environment.

The goals of this policy are the following:

e Authorized changes are made in a timely manner and with minimal errors.

e Impact assessments reveal the effect of the change on all affected components.
¢ All emergency changes are reviewed and authorized after the change.

o Key stakeholders are kept informed of all aspects of the change.

2 Definitions, Acronyms, Abbreviations

¢ Change: The addition, modification, or removal of approved, supported, or base-lined
hardware, network, software, application, environment, system, or desktop build.

e Emergency Change: A change that must be introduced as soon as possible because of an
unforeseen shortfall in an application, operating system, network, or hardware that requires
immediate attention because of an existing or likely failure that will severely impact CTI’s
ability to conduct normal business operations.

e Standard Change: A change that is executed repeatedly, is of low risk to normal business
operations, and is pre-authorized.

3 Roles and Responsibilities

e Business Owner: Person(s) responsible for the business process and supporting
information systems.

o Requester: Person that submits a request for change.
System Administrator — person responsible for supporting software applications and their
environments.

4 Change Management Policy

It is the policy of the CTI Global IT organization to manage all changes in a controlled manner,
including standard and emergency changes relating to applications and infrastructure.

All changes shall be:

e Approved by the Business Owner
Appropriately tested and the results approved by the Requester prior to production use

e Promoted to production environment by personnel with appropriate system administration
permissions.

4.1 Evaluate, Prioritize, and Authorize Change Requests

All change requests are to be evaluated to determine their impact on business processes and IT
services, and to assess whether the change will adversely affect the operational environment
and introduce unacceptable risk.

Changes are to be logged, prioritized, categorized, assessed, authorized, planned, and
scheduled.

4.2 Manage Emergency Changes

Emergency changes are to be managed carefully to minimize further incidents, making sure the
change is controlled, and takes place securely. Emergency changes are to be appropriately
assessed and authorized after they are implemented in production.
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4.3 Track and Report Change Status

Change requests are to be managed in a tracking and reporting system to document rejected
changes, communicate the status of approved, in-process changes, and complete changes.
Tracking and reporting of change status help assure that approved changes are implemented
as planned.

4.4 Acceptance Testing

Changes are to be tested independently prior to migration to production environments. The
extent of tests and testing evidence must correspond to the risks associated with the change.
Tests shall prove that change objectives are met.

User approval must be obtained before they are promoted to the production environments.
Users should be involved in the design and execution of tests whenever possible.

4.5 Implement, Close and Document Changes

Changes are to be promoted to their final live environments once all testing, acceptance, and
documentation activities have been completed. IT personnel shall provide confirmation that the
migrated change operates according to specifications.

5 Enforcement

A breach of this policy could have severe consequences to CTI, its ability to provide products or
services, or maintain the integrity, confidence, or availability of products or services.

Intentional misuse resulting in a breach of any part of this policy will result in disciplinary action
at the discretion of CTI senior management. Severe, deliberate, or repeated breaches of the
policy may be considered grounds for instant dismissal, or in the case of a CTIl vendor or agent,
termination of their contracted services. All employees and vendors are bound by these policies
and are responsible for their strict enforcement.

6 References
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