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ISACA’s	Risk	IT	Framework	

1.  What	is	IT	Risk?	
2.  What	are	the	three	types	of	IT	Risk?	
3.  What	are	the	three	risk	processes	that	an	

enterprise	ought	to	have?	
4.  What	is	risk	appeDte?	
5.  What	is	risk	tolerance?	
6.  What	are	the	three	parts	of	a	risk	culture?	



Risk	EvaluaDon	

•  What	are	some	ways	you	might	express	IT	risk	
in	business	terms?	
– COBIT	
– COSO	ERM	

•  What	is	a	risk	scenario?	
•  What	is	a	risk	factor?	
•  What	are	the	four	types	of	risk	response	and	
when	would	you	use	them?	



ISACA	 SANS	
PrevenDve	 GeQng	In	
DetecDve	 Staying	In	
CorrecDve	 AcDng	

Two	views	of	cyber-security	controls	



– Utah	Department	of	Health	–	701,000	
records	
•  Policy	to	delete	informaDon	not	followed	
•  Old	configuraDon	gave	hacker	access	

–  St.	Joseph’s	Health	System	-		32,000	
records	
•  “…security	seQngs	incorrect.”	

–  SANs	quick	wins:	Standard,	hardened	
builds,	preferably	put	on	by	vendors,	no	
variaDons	unless	specifically	approved	

SANS	Control	#	3:	
Secure	ConfiguraDons	of	HW	&	SW	



•  Memorial	Healthcare	System	–	10,000	records	

–  Two	employees	“…improper	access”	
–  Intended	to	file	fraudulent	tax	returns	

•  South	Carolina	Department	of	Health	–	228,000	records	

–  Employee	moved	17	spreadsheets	by	email	

•  SANS	quick	wins:	mulD-level	data	classificaDon	with	access	
allowed	to	minimally	acceptable	authorized	users	

SANS	Control	#	3:	
Controlled	Access	Based	on	Need	to	Know	



•  South	Carolina	Department	of	Health	–	228,000	records	

–  Employee	moved	17	spreadsheets	by	
email	
	

•  CA	In-home	support	Services	–	701,000	records	

– Unencrypted	microfiche	lost	on	way	to	
insurance	company		

•  SANS:	Monitor	outbound	transacDons	for	anomalies,		
move	data	using	secure,	authenDcated,	encrypted	
mechanisms	

SANS	Control	#	17:	
Data	Loss	PrevenDon	Data-in-moDon	


