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Dear PSCU Committee Members, 

We at MBLP are pleased to have the opportunity to present our proposal to provide professional external auditing services to Pennsylvania State Credit Union. We are confident that MBLP is the right fit for PSCU’s needs with regards to auditing services.  
Our Firm has experienced constant growth and success as we continue to meet and exceed our client’s expectations. Our overall goal is to provide a responsive and advanced service of the highest quality to our clients. We add value to our audits through specialized resources and technical proficiency. MBLP’s expertise in IT auditing and accounting coupled with our broad access to resources allows us to resolve any challenges that may be encountered during the audit. Our engagement team is highly trained and knowledgeable with regards to the Acceptable Memory Drive Usage policy and regulations. We understand that PSCU is committed to ensuring that the usage of electronic devices and the storage of all informational assets comply with all relevant regulations. To address your concerns and objectives our audit plan will:   
· Determine the effectiveness of the current memory drive usage policy and its supporting controls
· Identify if the current policy and controls reduce risk to the organization and identify any policy failure
· Determine how well the corporate culture and guidance from leadership assist in the successful implementation of the policy.
· Inspection all registered devices every 90 days 
We look forward to discussing your audit plan expectation in detail to ensure that MBLP effectively meets all of your expectations during the engagement. We commit to you that MBLP will include management in all facets of the engagement to ensure the highest quality of service.   
If you have any questions regarding our audit plan proposal please contact me at 215.204.2222. 

Yours Truly, 

Michelangelo Collura- CSO   


Audit Objectives

Our audit review will determine the efficacy of the current memory drive usage policy and its supporting controls. Success is defined as how much the policy and controls mitigate risk to PSCU from risks the audit will identify with policy failure.  Our audit plan will identify what works well, isolate the risks, and bridge the gaps to eliminate the identified risk. Finally, the audit will determine how well the corporate culture and guidance from leadership assist in successful implementation of the policy.

Audit Strategy

The audit will begin by identifying the business objectives overall. We will then proceed to identifying and quantifying the greatest risks to the firm and its objectives from an ineffective memory drive usage policy. With this knowledge as a basis, analysis would shift to the controls currently in place to safeguard company data and PII. Analysis would seek to identify levels of compliance across the firm, from tellers up to executive leadership. The robustness of governance, and its ability to emphasize the value of compliance, will also be assessed. This will be achieved through a combination of policy review and interviews with staff. 

Audit Scope

The audit shall involve assessment of bank staff at all levels and locations. This assessment will focus on staff compliance with your memory drive usage policy, and not on supporting policies. Policy will be assessed with company documentation of the policy, and any policies deemed relevant to understanding and measuring this documentation, as determined in policy #0874 (see control table).


Audit Schedule

The audit will require four months to complete, barring any interruptions due to interference from management. 

· January 2018
· Initial communications to upper management and staff
· Interview executive leadership, including CFO John Smith and CIO Jane Doe.
· Concurrently, review memory drive usage policy documentation and cross-reference with interview results.

· February & March 2018
· Begin interviewing staff at headquarters and branch locations. The month will begin with interviews at HQ then proceed to the geographically most distant branches first and work back to HQ. Branches will be assessed through observation and direct interviews with managers and tellers. 


· February & March 2018 (continued)

· Audit testing frame where we can test the controls and see if risks are mitigated
· Schedule interviews with staff as needed and obtain additional evidence
· Weekly touch points with staff to inform them on the status of the audit

· April 2018

· Gather any remaining evidence if needed, and finalize testing 
· Compile work papers for audit findings
· Write up audit results
· Communicate audit results to LOB (line of business)


Control & Risk Assessment Tables
(See Appendix A and B)

Violation of any one of the controls related to the memory drive usage policy poses a significant risk to the organization.  

· The Control and risk assessment table identifies the controls that we will review to determine sufficiency. 
· For each control that was identified we have also included what evidence would show you that the control is effective and how the evidence would be collected. 
















Audit Team

	Name
	Position
	Experience/Recognitions

	Michelangelo Collura
	Chief Security Officer
	MBA, CISA, CISSP

	Brandan Mackowsky
	Audit Program Director
	CISA, CISSP

	Lezlie Jiles
	Audit Account Manager
	CISA, CISSP

	Patrick DeStefano
	Audit/Investigations Team Lead
	CISA, CISSP

	Bob Smith
	Auditor/Audit Analyst
	CISA

	Janet Riley
	Auditor/Audit Analyst
	CISA

	Alex Jacobs
	Auditor/Audit Analyst
	CISA
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Risk

Risk Realization 
LikelihoodRisk Realization 
Severity

Reprecussions if Risk is Realized

Risk Action
Taken

Risk Action Recommendation

Existing Employee who was not 

required to go sign privacy waiver 

saves personal data on a PSCU 

memory drive which may or may not 

contain malware/virus

Medium Medium

If employees store non-approved PSCU or non-PSCU 

content on the memory drive, dependent on the type of 

information and where it came from can range from being 

irrelevant or could also contain malwar or a virus.  If the 

worst case scenario is realized and a virus is saved to the 

drive, this poses significant risk to PSCU and its customers

Mitigate

Ensure that existing employees, in addition 

to new employees, are required to 

participate in training and required to sign 

the privacy waivers

Staff forgets policy after some time as 

there are no requirements for 

recurring refreshers for training

Medium High

All of the controls put in place are irrelevant unless the 

employees follow them.  In order to ensure adherence to 

the controls, the employees need to be trained in acceptable 

and unacceptable usage as well as steps to take when in 

certain scenarios

Mitigate

Require employees to retake training and 

reaffirm after a set period of time to assure 

employee is always informed of policies in 

place

HR Staff/Auditors have difficulty 

pulling up training records and/or 

signed waivers some time after 

training taken

Medium Low

While loss of signed training waivers may cause issues with 

audits as well as ensurance that all employees are trained 

accordingly, the loss of this documentation will not have a 

large impact on the daily operations of the organization and 

will likely not impact any customers.

Mitigate

Option 1:  Ensure signed document 

retention bye either migrating to an e-

signature system and ensure the database 

stores these records for several years.

Option 2:  Ensure that any papaer 

signatures on training affirmations or 

waivers are scanned in and stored in the 

employee's HR profile as a digital 

document.

Employees are not using passwords on 

devices

High High

One of the main steps into protecting customer PII is to 

restrict access to the information.   Adding a password to 

access the device is one of the first lines of defence if the 

device falls into the hands of someone who has no legitimate 

purpose to access the data.  By not using a password on 

the devices, unauthorized access to PII is highly likely if the 

device is left unattended, is stolen, is lost, or is mistaken for 

another persons device.

Mitigate

Communicate set standards for password 

creation and usage on devices to 

employees.  When going through device 

approval process require that IT Security 

Team install measures on the device which 

require a password to be used every time 

access is requested and ensure that any 

other party does not have access to 

remove this functionality.  Do not approve 

any device for use without first ensureing a 

password is set.

Employee data encryption is missing 

or not up to required standards

High Medium

One of the main steps into protecting customer PII is to 

restrict access to the information.   Adding a password to 

access the device is one of the first lines of defence if the 

device falls into the hands of someone who has no legitimate 

purpose to access the data. However if the device were to 

fall into the wrong hands and the password is cracked or 

the device is hacked, encrypting the data is one additional 

level of protection which is highly recommended for all 

devices.

Mitigate

Ensure that employees are properly 

trained in how to encrypt data as well as 

set requirement for employees to 

participate in refresher training every year.  

Also, set requirments for random 

inspections of registered memory drive 

devices for Security team to ensure proper 

encryption.

Employees share passwords with each 

other

High Medium

Employees sharing passwords, for whichever reason, can 

be highly risky.  This increases the likelihood that resources 

will have access to data that they otherwise should not.  

This also increases the chances that if there is an 

investigation into the actions of an employee, the 

investigation may not be able to accurately determine who 

was responsible for which actions if the employees were 

using each others passwords

Mitigate

Ensure employees are trained in the 

password confidentiality policy.   Conduct 

refresher courses on a yearly basis

Employees write down passwords

High Medium

Employees writing down passwords presents similar risks 

as sharing passwords with each other.   The main difference 

here is that having passwords written down presents an 

additional risk in that, if lost or thrown out without 

shredding, anyone can get their hands on it, not just 

employees

Mitigate

Ensure employees are trained in the 

password confidentiality policy.   Conduct 

refresher courses on a yearly basis

Conduct random inspection of notes and 

documentation for any user names or 

passwords

Non-Approved Memory devices 

connected to PSCU network 

connected device

Medium High

Connecting a non-approved memory device to the 

organization's network adds risk that any malware or 

hacking software attached to the data within the memory 

drive may insert itself into the organizations systems.  This 

type of catastrophic event could compromise the customer 

PII data as well as the organization as a whole

Mitigate

Ensure employees are properly trained in 

the policy.  Also, enhance security 

protocols to be able to identify and 

authenticate any Approved devices being 

connected.   Only allow the identified 

approved devices access to systems and 

deny access to any unauthenticated 

devices

Infected drives not being quarantined

Medium High

Even though a device may be approved for use by PSCU, 

that does not eliminate the risk of it being infected with 

malicious code at a future date.    If this device is then 

inserted into the PSCU network and recognized as an 

approved device, the malicious code may have access to 

insert itself into PSCU systems

Mitigate

Set up processes where every time a 

device is conneted and authenticated, a 

malware/virus scan of the memory device 

prior to allowing access to the network.

Drives missing/unaccounted for

High  High

When dealing with PII, it is imperative that the data remains 

confidential.  In order to keep it confidential, the data must 

be kept secure.   That being said, when a breach or loss of 

data does occur, it is extremely important to find out the 

extent of the loss of the data.   When a memory drive is lost 

or stolen, it is imperative that it be reported and that we 

understand the data which was lost.

Mitigate

Ensure employee training on policy is 

conducted yearly.   Conduct random 

inspections to ensure employees are 

aware of and can produce their registered 

memory drives.  If they are not, ensure 

proper report is taken and investigation 

into the data contained is conducted.

Unapproved exceptions for removing 

devices 

Medium Medium

In order to keep proper tracking of PII and memory drive 

devices, any and all deviations from the policy need to be 

approved and properly tracked

Mitigate

Ensure that training is given to all 

employees, regarless of seniority or 

position.  Create widely available, easy, 

and quick to use process (such as a web 

service or email account) which 

employees can quickly and easily use to 

request an exception and gain a quick 

response.   The easier it is, the more likely 

it is that all exceptions will be properly 

tracked.   Follow up with employee for 

any rejected requests to ensure they did 

not deviate from the policies

Employee does not dispose of device 

properly at end of life

Medium High

When a device is deemed at the end of its life or it is no 

longer reliable or usable, it should be properly disposed of.  

Improper disposal may lead to the PII getting into the 

wrong hands which could compromise customers and the 

organization.  

Mitigate

Ensure proper employee training program 

for disposal policies.  Create an easy to 

use process for ensuring proper disposal 

of old devices such as a secure drop box 

at each location which gets picked up and 

devices securely shreaded/destoryed
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Policy (#) Policy Goal Supporting Policies Control Description Risks Identified Evidence Acceptance/Pass Criteria

Privacy Disclaimer 

(#1751)

HR Management #1766, #1259, #1987

New employees must sign privacy waiver, agreeing 

that any data stored on memory drives, whether 

owned by employee or not, is owned by PSCU and 

subject to analysis at any time

- Existing employees are not required 

to sign disclaimer

- Branch staff largely forget policy and 

do not actively comply

- HR staff have difficulty locating 

signed documentation after several 

months past a new hire

- Interviews

- New Hire Document 

Storage Policy #1199

- Privacy Disclaimer policy

-Interviews conclude that 100% of employees with tenure 

over 1 week are aware of the control and what it means 

for them and the devices they use

-Signed copies of all employee privacy waivers are 

available via paper or digital copy

Protection of Data (#1191)Acceptable Use

#3986, #1258, #1113, 

#1987

All memory drive data must be encrypted and 

password-protected at the drive level.

- Many tellers are not using 

passwords on drives

- Encryption is not adhering to policy 

terms

- Encryption Policy #1258, 

#3986

- Interviews

- Judgemental sample of teller 

computers

-All memory drive data is encrypted upon testing

-Passwords must include at least 1 capital letter, 1 

lowercase letter, 1 number, and be 10 characters long

Credential Security 

(#1233)

Acceptable Use #2376, #1113

Drive passwords must be kept secret from all internal 

and external entities. Drive users are responsible for 

ensuring the passwords are kept secret.

- Staff at levels share passwords to 

help remember

- Passwords are often written on 

notes at workstations

- Passwords are often forgotten, 

requiring drive replacement by IS staff

- Password policy #2376

- Observation

- Support Desk incident logs

- Interviews

-Interviews conclude that 100% of employees with tenure 

over 1 week are aware of the control and what it means 

for them and can confirm that they are not aware of any 

other employees passwords

-Anonymous observation by auditors do not find any 

occurrences of employees sharing passwords

Appointed Computers and 

Devices (#1299)

Acceptable Use

#3986, #1258, #1113, 

#1987

Only PSCU-approved devices can connect to 

memory drives used by staff. Non-approved devices 

cannot accept memory drives until IS teams clear it or 

exception is approved by leadership.

- Non-approved devices found 

connected to PSCU devices

- Some staff unaware of policy

- IS staff have quarantined company 

devices with non-approved memory 

drives attached

- Interviews

- IS incident logs

- Observation

-Interviews conclude that 100% of employees with tenure 

over 1 week are aware of the control and what it means 

for them

-No unapproved devices found in use or connected to 

PSCU owned hardware

Malware Scan (#1932) Risk Prevention

#3986, #1258, #1113, 

#1987

Memory drives connected to PSCU devices will 

immediately be scanned for malware. If malware is 

detected, device may be quarantined and prevented 

from completing an interface.

- Some infected drives not 

quarantined

- Several incidents of such drives 

connecting to PSCU devices

- RM policy #1259

- IS dept incident logs

- PSCU device access 

control logs

-Interviews conclude that 100% of employees with tenure 

over 1 week are aware of the control and what it means 

for them

-Through testing, auditors confirm that malware scans are 

occurring and that systems are able to identify malware or 

virus (non-harmful malware or virus planted on device by 

auditors), the interface is not fully completed and is 

quarantined

Compromise Identified 

(#1555)

Risk Assessment #1259

Upon noticing a missing or stolen memory drive, staff 

will notify the IS department.

- Several drives unaccounted for

- Number of incident reports less than 

number of known lost/stolen drives

- IS incident logs

- Interviews

-Interviews conclude that 100% of employees with tenure 

over 1 week are aware of the control and what it means 

for them and can confirm that they are aware of who to 

contact if a device is lost/stolen

-Through random testing, auditors may 'steal' an employees 

device and observe if the employee follows the stated 

policy within a reasonable time frame from when they 

recognize that the device is missing

Exceptions (#1995) Governance #1987

Exceptions to existing policy receive approval after 

studying the justification and its impact on the data 

security of PSCU.

- Some unapproved exceptions 

allowed at departmental level

- Exceptions not always decided by 

security risk 

- Interviews

- RM policy #1259

- Change request logs

-Interviews conclude that 100% of employees with tenure 

over 1 week are aware of the control and what it means 

for them and can confirm that they are have not observed 

any unapproved exceptions

-Review of documented exceptions on record and 

compare to employee accounts of exceptions over the past 

6 months

Memory Drive Disposal 

(#0874)

Disposal & Destruction #0874, #1233

When the memory drive warranty period has ended 

and/or the device is deemed no longer in good 

condition due to physical damange, malware 

discovered, and/or any other reason, the drive must be 

submitted to the IT Security team where it must be 

properly destroyed using an approved metal shredder

-Devices may be lost prior to being 

destroyed

-Employee may not follow policy and 

dispose of devices on their own

-Device may be deemed no longer in 

good condition, when in fact it is still in 

good condition

-Interiews

-Inspection of approved 

shredder

-Inspection of destroyed 

devices

-Interviews conclude that 100% of employees with tenure 

over 1 week are aware of the control and arew aware of 

how to and who to interact with to dispose of devices

-Approved shredder is accessible, in proper working 

order, and shows signs of proper usage

-Debris from recently destroyed devices is available and 

has been destroyed to the point where it would be 

impossible to use or reconstruct
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