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Case Study — MUDRA Communications

What legacy database management systems (DBMS) were MUDRA using?

Period Hardware OS Application Basis Reasons for change
1982-86 Zenith CPM | DOS Financial Accounting Cobol Third-party software; only
based Systems (FAS) one location
DOS FAS — Dbase In-house DOS was popular
1986-87 Pentium Windows POP — Clipper & Dbase In-house Entry-level systems
1988-90 Horizon II1 Unix FAS — Unify database In-house Increase in volume
Pentium Windows Clipper and Dbase
1992-94 Wipro- Unix FAS — Ingres In-house Vendor support was
Landmark madequate
Sun Solaris Sun FAS — Ingres database Increase in volume
Sun Solaris Sun CSA — Ingres database In-house
» 1994-2001 HP Servers | Unix For Mumbai, Delhi and Distributed | FAS on Ingres
(3) Ahmedabad offices computing

What “new” database management systems (DBMS) were MUDRA considering?

Proposed
IBM Servers | Linux FAS — Oracle 81 and 91 Central In-house development
2001-2011 (6) server
Dell Servers | Linux CAS Central In-house development
server
Dell Servers | Linux Varied In-house development




Case Study — MUDRA Communications

What challenges was MUDRA facing in migrating their legacy databases
to a new database management platform?
* Indian law required all commercial legacy data be retained for at least 8 years

* Joseph needed to decide if all historical data would be migrated to the ES or
preserved in its current form and extracted manually when required by law

* Coming up with an approach for doing the data migration

What is the essence of the technical problem of data migration?



Database Design

How would you
approach migrating
legacy databases into
new database design
model ?

D View Integration

View 1 View 2

|
|
\ / \ / Database Design

1 Data model integration achieved by:
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/ /\ \ l/ \ 2: Resolving: and

View 3
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New database design for consolidation
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New database design for consolidation
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Database Design Process

* Enterprise-wide data model (E-R with only entities)

» Conceptual data mode (E-R with only entities for
specific project)

The SDLC cycle includes database

analysis activities in all phases Planning
* Entity-Relationship (E-R) and / \
Data Flow modeling dominate

planning and analysis phases Datamodel | Memorance N + Concapua data
. evolution : -Rwi
* E-R models are inputs to the attributes)

logical database design, often \ /
* Translated into attribute tables

* Linked via primary and foreign

Implementation L Design
key relationships
* Structu red Wlth Inre l at|0na| » Database and file definitions * Logical data model (relational)
d ata ba se maha ge ment Syste ms (DBMS specific code) and physical file and database

design (file organizations)

(RDBMS)



Database Designh Process - deliverables

* Logical database design

 Accounts for every data element b o
i Newo
input and output by an -
Information system
* Normalized tables and
relationships are the primary Bl
deliverable
* Physical database design ORORR | gile , woice
rder_Number O nvoice_Number
e Tables and Views Order Date | - N
e Relationships
e Attribute domains
* Specified in
e Relational database model LINE ITEM PRODUCT SHIPMENT
. .. Order_Quantsi }9—H— Product ID -H—O< Ship_Quants
* Accompanying Data Dictionary e —_Descrﬁ)tion P
“Relation” = a named, two-dimensional table of data it ke i
e Each relation consists of a set of named gf;gfgfgf";ﬂ;; ‘E;Ejjijjff”lg'of —
columns and an arbitrary number of unnamed LINE ITER{Ovdr_Fumber,Product, D, Order_CQuanity)

INVOICE(Invoice Number,Urder Number)
rows SHIPMENT{Invoxce_Number,Product 1D Ship_Quantity)




Relational Tables

* Table

e A relation that contains a minimum amount of
redundancy

* Allows users to insert, modify, and delete the
rows without errors or inconsistencies
* Primary Key

* An attribute whose value is unique across all
occurrences of a relation

 All relations have a primary key
* Ensures the rows (i.e. data records) are unique

* A primary key often in a single attribute, but
may be composed of multiple attributes
(“compound key”)

D_WorkOrder_Type

PK [ WorkOrderTypelD

Description
Sort

D_WorkOrder_Status

PK | WOStatusID

Description
Sort

T

WorkOrder

PK

WOID

FK1

FK3

FK1
FK2

ASRID
WorkOrderNumber
IllicitP
AssignedTolD
PrioritylD
WorkOrderTypelD
WOStatusID
WODescription
WorkNotes
StartDate
EstimatedEndDate
DateCompleted
CloseNotes
Comments
MoreWorkP
AdditionalWorkNotes
Archive

SERVICEREQUEST ASR
SERVICEREQUESTID ASRID
SERVICEREQUESTNUMBER FK1 | SRID
FORMID ASRNUMBER
DATEOPENED DATEOPENED
GENERATEDBY ASSIGNEDTOID
WORKTYPE ASSIGNEDBYID
REQUESTDESCR REQUESTDESCR
COUNTYID LOCATIONDESCR
MUNICIPALITYID ADDNOTES
LOCATIONDESCR ACTIONID
STATEROADID PRIORITYID
MAINTENANCEYARDID STATUSID
NPDESISSUE STATUSCOMMENTS
ROADPARTID CLOSECOMMENTS
ROADDIRECTIONID DATECLOSED
APRIORITYID DELAYDATE
SRSTATUSID WOSEQ
CLOSEDATE ARCHIVE
DELAYDATE
WOSEQ
UPDATEDBY
DATEUPDATED
ARCHIVE

cC_ID




Data Normalization

A structured process for organizing data into database tables in such a
way that it preserves the relationships among the data



Relational Database Normalization

First Normal Form (1NF)

. Unigue rows, no multivalued attributes
. All tables have primary keys. B

. “No multivalued attributes” means a table cannot have a field with multiple values. But, as
we saw in chapter 8, it’s possible to define an entity with a multivalued attribute (such as
an employee having many skills). Therefore, the original entity may need to be
reconstructed into more than one relation.

. All relations are in 1NF

Second Normal Form (2NF)

. Each nonprimary key attribute is identified by the whole primary key (called full functional
dependency)

Third Normal Form (3NF)

. Nonprimary key attributes do not depend on each other (i.e. no transitive dependencies)



Relational Database Normalization

First Normal Form (1NF)

. Unigue rows, no multivalued attributes

. All tables have primary keys
. “No multivalued attributes” means
. Table cannot have a field with multiple values
. Need to reconstruct this information with more

than one table
. All relations (i.e. tables) are in 1NF

order #

date
customer_name
customer _address
customer_phone
stock #_1

stock _description_1
stock_quantity. 1
stock_unit_price 1.
stock _source_department 1
stock_source_city. 1.

stock# n
stock_description_n
stock_quantity_n

stock _unit_price n
stock_source department n
stock_source_city n

total price

sales_iax

total_amount

1st NF

Transform

Sales_Order

order #

date
customer_name
customer_address
customer_phone
total_price
sales_tax
total_amount

Sales_Order_ltem )

order# (FK)
stock#

stock_description
stock_quantity

stock _unit_price
stock_source_department

stock _source ci
R




Relational Database Normalization

Second Normal Form (2NF)
Each nonprimary key attribute is identified by the whole primary key, called full functional dependency

2 tables in 1 NF 4 tables in 2 NF

: et e _ SalesCider
order # | order# Customer
dae customer_name (FK) customer_name
customer_name
customer_address S;: o >D— ————— customer_address
customer_phone sale;ptax  customer_phone
total_price =
sales_tax total_amount
total_amount 1INF ----- > 2 NF
[ Sales_Order_Item \ N Stock_Item
£ | order# (FK) ] Sale_Order_Item stock#
stocki# | ﬂ)rder# (FK) \ stock_description
stock_description =
stock_quantity stock# (FK) — — — |71 stock_unit_price
Stock_unit_price stock_quantity stock_source_department
stock_hsource_department Stock_source_city

stock_source city




Relational Database Normalization

Third Normal Form (3NF)

. Nonprimary key attributes do not depend on each other (i.e. no transitive dependencies)

4 tables in 2NF 5 tables in 3NF
Sale_Order
Sale_Order T Customer
order# Customer customer_name
customer_name (FK) ?
me
customer_name (FK) customer_na e >B —————— customer_address
Satel : SO - — - — | customer_address sales_tax_percentage SIS SELIeE
otal_price customer_phone
sales_tax =
total_amount
p ]| — > 3NF
N Stock_Item
Sale_Order_ltem b
N Stock_Item ((ordert (FK) ) —
Sale_Order_ltem stock# stock_description
ﬂ)rder# (FK) \ stocki# (FK) — — — || stock_unit_price
stock_description stock_quantity stock_source_department (FK)

stock# (FK) — — — |7 stock_unit_price %
stock_quantity stock_source_department
|

stock_source_city

> S"[ock_Sourg:e_Department

7
| stock_source_department

stock_source_city




Third Normal Form (3NF) continued

* Foreign Key: an attribute that appears as a nonprimary key attribute
(or part of a primary key) in one relation and as a primary key
attribute in another relation

* Referential Integrity: an integrity constraint specifying that the value
(or existence) of an attribute in one relation depends on the value (or
existence) of the same attribute in another relation



Relational Database Normalization

What foreign keys exist in the final database structure?

What referential integrity constraints existing in the final database structure?

Sales

1 table in ONF

=

|

o

order #

date
customer_name
customer _address
customer_phone
stock #_1

stock _description_1
stock_quantity_1
stock_unit_price 1.
stock_source_department_1
stock_source_city. 1.

stock# n
stock_description_n
stock_quantity. n

stock _unit_price n
stack_source department_n
stock_source_city. n

total price

sales_tax

total_amount

2 tables in 1NF

total_price
Sales_tax
total_amount

order# (FK)
stock#

stock_description
stock_quantity
stock _unit_price

stock_source_department

stock_source _city

customer_name
customer_address
customer_phone

Sale_Order

order#

date
total_price
sales_tax
total_amount

customer_name (FK)

INF -> 2 NF

Sale_Order_ltem

4 tables in 2NF

Customer

customer_name

— customer_address
customer_phone

2 NF -

Stock_ltem

ﬁrder# (FK)

stock#

stock# (FK)
stock_quantity

stock_description
stock_unit_price
stock_source_department

stock_source_city

Sale_Order

order#

customer_name (FK)
date
sales_tax_percentage

Sale_Order_ltem
(order# (FK)

stock# (FK)
stock_quantity

.

5 tables in 3NF

Customer

customer_name

customer_phone

customer_address

Stock_Item

stock#

stock_description
stock_unit_price

stock_source_department (FK)

%

| ’

-t

S‘Eock_Sourg:e_Depa rtment

7
stock_sourcé_department

stock_source_city




What queries can we support with this

database?

Sale Order
order#

customer_name (FK)

date >'9

sales_tax_percentage

—_—

N

Sale_Order_ltem

(order# (FK)

stock# (FK) J}D
stock_quantity
A\

Customer

customer_name

customer_address

customer_phone

Stock_Item

stock#

stock_description
stock_unit_price
stock_source_department (FK)

&

| >

S{ock_Sourc;e_Department

stock_sourcé_department

stock_source_city
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Exercise:
Reading a database design

Working individually or in teams:

Access the following files available on the MIS Community
Site’s Wrap Up post for this class:

* Sr-asr-wo_inventory location dpl 171304A.pdf ‘
* Sr_asr-wo_inventory_location_dpl_071304.vsdx e

Analyze the database design model and see if you can | =
determine:

i.  What kind of information system is this?
i.  What are the important data tables?
ii. What are the important relationships?
iii. What are the important attributes?

ii.  What can you figure out about
i.  How this information system works?
ii.  Who the users of this information system are?

Prepare a presentation of your findings
When you are called on present your findings to the class


http://community.mis.temple.edu/mis5203sec001sp2019/files/2019/03/Sr_asr_wo_inventory_location_dpl_071304A.pdf

What kind of information system is this?

. W
. W
. W

What can you figure out about _E

i. How this information system works?ﬂ;w 1L

. Who the users of this information
system are?

nat are t
nat are t

nat are t

ne important data tables?
he important relationships?

he important attributes?

[

woseq'
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Database Design Security considerations

* Almost all organizations maintain one more databases that contain
information critical to operations,
e e.g. customer information, human resources and benefits information, trade
secrets...
* It is likely many contain personal information that users hold secret,
* e.g. bank accounts, beneficiaries, credit card usage activities, expense reports,
telephone records

* IT Auditors must help ensure that this information is identified,
categorized, and protected by adequate security controls



General Data Protection Regulation (GDPR)

Created by the European Parliament, Council of the European
Union, and European Commission to strengthen and unify data
protection for all individuals within the European Union (EU)

* Based on beliefs:
* Privacy is a fundamental human right
* Privacy protection is an essential element in the functioning of democratic societies

* Goals are:
1. To give control back to citizens and residents over their personal data

2. To simplify the regulatory environment for international businesses by unifying
regulation within the EU

* Applies to organizations based outside the European Union coIIectmg or
processing personal data of EU residents, or exporting EU residents’ personal data
outside the EU

37



Personal data attributes can be classified based on
disclosure potential:

* ldentifiers. Attributes that unambiguously identify the subject (e.g. passport
no., social security no., name-surname, etc.)

* Quasi-identifiers or key attributes. They identify the subject with some
ambiguity, but their combination may lead to unambiguous identification
(e.g. address, gender, age, tele-phone no., etc.)

* Confidential outcome attributes. They contain sensitive subject information
(e.g. salary, religion, diagnosis, etc.)

 Non-confidential outcome attributes. Other attributes which contain non-
sensitive subject entity information

Danezis, G. et al. (2014) “Privacy and Data Protection by Design”, European Union Agency for Network and Information Security (ENISA)



How to document where data
subjects’ personal information
is stored and how it is used
within a database ?

Personal
information
stored here

OPERATOR_OWNER

PK

OFPERATOR OWNER 1D

FK1

NAV_UNIT_GUID
OPERATOR_OWNER_BOTH
PUBLIC_OR_PRIVATE
CURRENT_OR_PRIOR
FACILITY_ WEBSITE_URL
NAME
NAVUNIT_OR_VESSEL
MASTER_OPERATOR_ID

CONTACT

CONTACT ID

OFERATOR_OWNER_ID
OFFICIAL_TITLE
NAME_TITLE
FIRST_NAME
MIDDLE_INITIAL
LAST_MNAME

" | PHONE

FAX

DEPARTMENT
ROOM_NUMBER
STREET_ADDRESS_CONTACT
PO_BOX

CITY

STATE_CONTACT
ZIPCODE_CONTACT

EMAIL

| | ORGANIZATION

39




Personal data in Information System Database Data Dictionary

MasterDocksPlus_Data_Dictionary [Read-Only] - Excel

Formulas Data Review View ACROBAT PowerPivot () Tell me what you want to do...
. fx
A B Cc D E F €] H | J K
MD+ Field Name MD+ Field Type MD+ Field Size Suqgqested Primary Foreign Notes Domain Constraints Filemaker TOWS
Eield Key Key Values Migration Migration
Size Field Field

Table Name: Contact
Contact info for an owner or operator of a navigaton unit. Each owner or operator may have multiple contact
records. This data was migrated from Filemaker

Contact_ID Number 38 12,0 Y Unique identifier for contact records Not Null none none

Operator_Owner_|D Number 38 12,0 Y  Identifies the associated operator_owner record.  Operator_Owner_ID from Not Null none none
mdpclient.operator_owner

City Character 100 100 city_mail

Department Character 150 150 department

Email Character 150 150 email_facility

Fax Character 50 50 fax

First_Name Character 50 50 first_name

Last_Name Character 60 60 last_name

Middle_lnitial Character 30 1 mi

Name_Title Character 40 40 mr_or_mrs

Official_Title Character 100 100 title

Phone Character 50 50 phone

PO_Box Character 50 50 po_box_no

Room_Number Character 50 50 room_no

State_Contact Character 2 2 State_Abbr from mdpgis.mdp_states state_for_mail

Street_Address_Contact Character 100 100 street_only

Zipcode_Contact Character A 10 zip

Organization Character 150 150 The organization that this contact belongs to. organization

40



“Better” documentation identifies and classifies personal data in data dictionary

GDPR MD+ Field Name MD+ Field Type | MD+ Field Size S_uggeateg Primary | Foreign Notes Domain
Field Key Key Values
Concern Size
|Table Name: Contact

Contact info for an owner or operator of a navigaton unit. Each owner or operator may have multiple contact

records. This data was migrated from Filemaker
Quasi-identifier |Contact_ID Number 38 120 ¥ Unique identifier for contact records

Operator_Owner_ID Number 38 12,0 ¥  |ldentifies the associated operator_owner Operator_Owner_ID from
Quasi-identifier record. mdpclient.operator_owner
Quasi-identifier |City Character 100 100
Quasi-identifier |Department Character 150 150
Identifier Email Character 150 150
Quasi-identifier |Fax Character 50 50
Identifier First_Name Character 50 50
Identifier Last_Name Character 60 60
Identifier Middle_|nitial Character 30 1
Quasi-identifier |Name_Title Character 40 40
Quasi-identifier |Official_Title Character 100 100
Quasi-identifier |Phone Character 50 50
Quasi-identifier |PO_Box Character 50 50
Quasi-identifier |Room_Number Character 50 50
Quasi-identifier |State_Contact Character 2 2 State_Abbr from mdpgis. mdp_states
Quasi-identifier |Street_Address_Contact Character 100 100
Quasi-identifier |Zipcode_Contact Character k3| 10
Quasi-identifier |Organization Character 150 150 The organization that this contact belongs to.

41




s personal data
identified in the
database

documentation?




o . StudentMentor |StudentUserGUID Yes The student that is related to a mentor
Ca n yO u d ete rm I n e lf StudentMentor |MentorUserGUID Yes The mentor that is related to a student
StudentMentor |Relationship A description of the relationship of the mentor to the student
d ata S u bj ects’ p e rSO n a I StudentMentor |[ID Yes The ID of the relationship between the student and the mentor
StudentMentor |PrimaryGUID A global unique identifier for the relationship
. . . Mentor ID Yes Yes The ID of the mentor (and FK to USER)
data IS I nCI Uded l n the Mentor Education The mentor’s level of education
Mentor Income The mentor’s level of income
data d ictiona ry? Mentor BirthDate The birthdate of the mentor
U Mentor Gender The mentor's gender
Mentor Race The mentor’s race
Mentor Ethnicity The ethnicity of the mentor
Teen ID Yes Yes The ID of the teen/student - also the FK into the users table
Teen SchoolGrade The numeric school grade level at the time of enrollment
Teen GPA The decimal GPA of the teen at the time of enrollment
7 Teen LearningPhase Not implemented
SEBID Teen PermitDate The date that the teen's driving permit was issued
) Teen PermitType The type of driving permit the teen has
Menior o Teen SchoolEnrolimentDate The date that the teen enrolled in driving school
e me" 7 S::e"me”mr EE;E:%E:MWM Teen DEInstructor The teen's driving education instructor
e < el — ELR Teen DESchool The name of the teen's driving school
e FK' “f..;_*;“éx’;‘i?:“"’ b Teen IsCrashPresent Indicates if the teen has a crash issue
2 Pt isDonthProsent Teen Crashlssue The nature of the crash issue
,Efé%ﬁi‘,“;\,emmype Teen IsInjuryPresent Indicates if an injury issue is present
DT Teen Injurylssue The nature of the injury issue
e Teen IsDeathPresent Indicates if a death issue is present
7 Teen Deathlssue The nature of the death issue
EE'E:?;Q;NSMS Teen AccessibleVehicleType Teens access to a vehicle
LIS, Teen Vision The nature of any vision related issues
Teen OtherMedicallssue The nature of any unclassified medical issues
Teen AttentionProblem Description of any attention defecit related issues
Teen LearningDisability Description of any learning disabilities
Teen NeuroCognitiveFunction Description of any neurocognitive function issues
Teen BirthDate The teen's birthdate
Teen Gender The teen's physical gender
Teen Race The race the teen most closely fits
Teen Ethnicity Indicates the teen's ethnicity - hispanic or not 43
Teen CurrentLoggedDriveNumber The number of logged drives associated with this teen as the driver




An improvement in

data and their
classification in the

data dictionary

Mentor

PK,FK1 |ID

GDPR

Education

BithDate
Gender
Race

Ethnictty
AvailabilityStatus

Concern Table Attribute Primary Key| Foreign Key Description
Quasi-identifier |StudentMentor |StudentUserGUID Yes The student that is related to a mentor
Quasi-identifier |StudentMentor |MentorUserGUID Yes The mentor that is related to a student
Confidential StudentMentor |Relationship A description of the relationship of the mentor to the student
. . . Quasi-identifier |StudentMentor |ID Yes The ID of the relationship between the student and the mentor
I d e nt I fyl n g pe rSO n a I Quasi-identifier |StudentMentor |PrimaryGUID A global unique identifier for the relationship
Quasi-identifier |Mentor 1D Yes Yes The ID of the mentor (and FK to USER)
Confidential Mentor Education The mentor's level of education
Confidential Mentor Income The mentor’s level of income
Confidential Mentor BirthDate The birthdate of the mentor
Confidential Mentor Gender The mentor's gender
Confidential Mentor Race The mentor’s race
Confidential Mentor Ethnicity The ethnicity of the mentor
Quasi-identifier |Teen 1D Yes Yes The ID of the teen/student - also the FK into the users table
Confidential Teen SchoolGrade The numeric school grade level at the time of enrollment
Confidential Teen GPA The decimal GPA of the teen at the time of enrollment
MNon-confidential |Teen LearningPhase Mot implemented
Quasi-identifier |Teen PermitDate The date that the teen's driving permit was issued
Mon-confidential |Teen PermitType The type of driving permit the teen has
Quasi-identifier |Teen SchoolEnrollmentDate The date that the teen enrolled in driving school
Confidential Teen DEInstructor The teen's driving education instructor
eeiln e Quasi-identifier |Teen DESchool The name of the teen's driving school
SehoolGrade Confidential Teen IsCrashPrasent Indicates if the teen has a crash issue
il Confidential Teen Crashlssue The nature of the crash issue
e s': e SendEnmimerose Confidential Teen IsInjuryPresent Indicates if an injury issue is present
12 | Stodentiserauid [~ ﬁﬁ".’;’fm Confidential Teen Injurylssue The nature of the injury issue
bt ki) Confidential Teen IsDeathPresent Indicates if a death issue is present
Dosissve Confidential Teen Deathlssue The nature of the death issue
Omentadealssuo Confidential Teen AccessibleVehicleType Teens access to a vehicle
ﬁ%nmum Confidential Teen Vision The nature of any vision related issues
o Confidential Teen OtherMedicallssue The nature of any unclassified medical issues
E"v-m';:-;ymsm Confidential Teen AttentionProblem Description of any attention defecit related issues
Confidential Teen LearningDisability Description of any learning disabilities
Confidential Teen NeuroCognitiveFunction Description of any neurocognitive function issues
Quasi-identifier |Teen BirthDate The teen's birthdate
Quasi-identifier |Teen Gender The teen's physical gender
Confidential Teen Race The race the teen most closely fits
Confidential Teen Ethnicity Indicates the teen's ethnicity - hispanic or not 44
MNon-confidential |Teen CurrentloggedDriveNumber The number of logged drives associated with this teen as the driver
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FacilityTypes
PK,I1 | ID
Name
Description
Abbreviation
A
EntityTypes
PK,I1 | ID
FK1 FacilityTypelD

Name

LogLocation
GloballDColumnName
VersionIDColumnName

T

DataStores

PK,I1 |ID

Name
Description
IPAddress
DatabaseName
CatalogName
SchemaName

A A

Publications

Publication_EntityChanges

PK,11

D

FK2
FK1

SourceDSID
DestinationDSID
Whenlnitiated

InitiatedBy
WhenMovementCompleted
WhenReviewed
ReviewedBy
ReviewWasGood

[} °
Entities
PK,I1 | ID
GloballD
° ° , FK1 EntityTypelD
LIFECYCLESTATUS
ArcObjectID
A
P
-—_—
a S a I O LI a e I O C e S S e S EntityChange._SurveyPoints
PKFK1,11 | Entityct D EntityChanges
PK,FK2,11 | SurveyPointIlD —»{ PK,I1 | ID
FK1 EntitylD
LoglD
A EventType
SurveyPoints Documents EntityChange_Documents WhenChanged
PKIL | 1D 3 ChangedBy
PKI1 | ID g 1D P PK,FK2,I1 | EntityChangelD g WhenApproved
N PK,FK1,I11 | DocumentiD .l ApprovedBy
FK1 Do'cumentID Name Approved
PointlD DocumentType VersionName
Northing Category
Easting SurveyPoints A
Elevation DocumentDate
DescriptiveCode Agency
Surveyor Comment
A DrawingDocumentName
ImageDocumentName
SurveyDocumentName AttributeChange_Documents
-
TEMPGID « PK,FKLI11 | AttributeChangelD PR
TEMPUMSID PK,FK2,I1 | DocumentiD R e
PKI1 | ID
FK1 EntityChangelD
WhichAttribute
Accepted
AcceptedBy
AttributeChange_SurveyPoints WhenAccepted
N P> Oldvalue
PK,FK1,11 Attrlbute(lthan elD NewValue
PK,FK2,I1 | SurveyPointID IsSensitive?
Category
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Example: Data update propagation documentation

Data Development: SQL1

Sources

Staging: SQlL1a

Survey Points| | Documents
A \ FinishingExisting
T
\ ¥,/
Detailed_DCE
. )
i ; Metadata n i
?:::inci’;:;yelf Review Changes [t iE
T — —> <—» Track Approvals/Rejections v Lifecyclestatus = Existing
Link Sources to Changes Rollback Rejects Select and Copy —
—» Update VersionID
FiniS h '.ng Track Publication —‘
Lifecyclestatus = NIS
Approved | Publishing w
[
Selectand  Lifecyclestatus = Existing *‘ EntitiesGeneralized_EX.gdb | |
. . [
(S — Lifecyclestatus = NIS = EntitiesGeneralized_NIS.gdb f

Releasing

Review Staging Datasets
Suspend Application

Copy to Released Database
Resume Application

Production: SQL2

Detail_DCE

Tracing

— 1 i

> Documents”

[
= EntitiesGeneralized_EX.gdb”

[
= EntitiesGeneralized_NIS.gdb”
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System Architecture

Production System
Diagram

Application

Software

Client on
Intranet

JavaScript
=
9]
2 -
g Application
= > Service Software
2 and Web IS 7.5
5] ASP .NET
= Adaptor ArcGIS 10.3.1
o
< A
Software Software Software
ArcGIS for Server 10.3.1 Esri File Geodatabase 10.3.1 Esri Map Cache 10.3.1
. File *  Generalized_E.gdb Aerial Imagery
g »| Gis services e Geodatab * Generalized N.gdb Fil
2 ” < eodatabases | o  \apsupport.gdb les
@ TLS/HTTPS < )
%) } . e Detailed.gdb
wn Authenticated via . £ each fil
o ESRI Web Adaptor AL . Note: One of each file
® Map Services geodatabase for each location
e Feature Services
e SOEs
e Authentication Service
e  Print Services
=
g Scanned
© Documents and
4 Survey Files
= TLS/HTTPS
w
SQL2 Server Instance
Metadata [~ Approved Detailed_DCE
=
g Edit Spatial Data and Attributes
o Assign EntitylD & Global-ID
ﬁ Track Changes e Review Changes
@ R Load Sources e Approve/Reject Changes .
E Working Link Sources to Changes e  Rollback Rejected Changes Tracing Note: One of each database for each
8 location
Software
ArcSDE/DBMS 10.3.1/2012 Publishin
Security > Finishing Tool » g
Authentication: SQL Server Software Model Software
Authorization: DBMS Role ArcGIS for Desktop 10.3.1 ArcGIS for Desktop 10.3.1

Protocol: SQL



FacilityTypes
PK,I1 | ID
e a a a O O Name
S LI I I Description
Abbreviation
. - A
I’- Iq |’- -
a C I S O u C e S O s
PK,I1 | ID
FK1 FacilityTypelD
° Name
LogLocation
GloballDColumnName
VersionIDColumnName
. [ 1
1 I’. |,- Iq Entities
DataStores
GloballD PKIL | 1D
FK1 EntityTypelD " -
LIFECYCLESTATUS Name
ArcObjectID Description
IPAddress
DatabaseName
A CatalogName
° SchemaName
A 4
I O l | ‘ | O I I EntityChange_SurveyPoints
PKFK1,11 | Entitych ID EntityChanges
PK,FK2,11 | SurveyPointID PK.I1 | ID
_ PP |10 Publications
° ° FK1 EntitylD
L::Itg Publication_EntityChanges PK,I1 | 1D
h 4 EventType FK2 SourceDSID
SurveyPoints Documents EntityChange_Documents WhenChanged FK1 | DestinationDSID
ChangedBy Whenlnitiated
PK,I1 | ID i
PK,I1 |ID g D < PK,FK2,11 | EntityChangelD > WhenApproved InitiatedBy
PKFKLI1 | DocumentlD ApprovedBy WhenMovementCompleted
FK1 | DocumentID Name Approved WhenReviewed
PointID DocumentType Versi t_en eviewe
N ersionName ReviewedBy
Northing Category ReviewWasGood
Easting SurveyPoints A eviewWasGoo
Elevation DocumentDate
DescriptiveCode Agency
Surveyor Comment
A DrawingDocumentName
ImageDocumentName
SurveyDocumentName AttributeChange_Documents
dl
TEMPGID « PK,FKLI1 | AttributeChangelD PR
TEMPUMSID PK,FK2,I1 | DocumentiD o e
PPkl | ID
FK1 EntityChangelD
WhichAttribute
Accepted
AcceptedBy
AttributeChange_SurveyPoints WhenAccepted
i | Oldvalue
PK,FK1,I1 | AttributeChangelD NewValue
PK,FK2,I1 | SurveyPointiD IsSensitive? 48
Category




Assessment questions

FacilityTypes

PKI1 |ID

Name
Description
Abbreviation

T

EntityTypes

PKI1 |ID

FK1 | FacilityTypelD
Name

LogLocation
GloballDColumnName
VersionIDColumnName

' Entities l

PKI1 | ID

GloballD
FK1 | EntityTypelD

Publication_EntityChanges

LIFECYCLESTATUS
ArcObjectID
A
EntityChange_SurveyPoints
PK,FK1,11 | EntityC D EntityChanges
PKFK2,11 | SurveyPointlD L Mg/ pi,11 | ID
FK1 | EntitylD
LogID
A 4 EventType
SurveyPoints Documents EntityChange_Documents WhenChanged
ChangedBy
PKI1 | ID PKI1 |ID PK,FK2,I1 | EntityChangelD WhenApproved
PK,FK1,11 | DocumentiD ApprovedBy
FK1 | DocumentiD N Name Approved
PointiD DocumentType VersionName
Northing Category
Easting SurveyPoints A
Elevation DocumentDate
DescriptiveCode Agency
Surveyor Comment
A DrawingDocumentName
ImageDocumentName
SurveyDocumentName AttributeChange_Documents|
TEMPGID PK,FKLI1 | AttributeChangell T
TEMPUMSID PK,FK2,11 | DocumentiD o
> PKI1 |ID
FK1 | EntityChangelD
WhichAttribute
Accepted
AcceptedBy
AttributeChange_SurveyPoin{ WhenAccepted
- —» Oldvalue
PK,FK1,11 | AttributeChangell® NewValue
PK,FK2,11 | SurveyPointiD IsSensitive?
Category

DataStores

PKI1 | ID

Name
Description
IPAddress
DatabaseName
CatalogName
SchemaName

A A

Publications

PK,I

1 |ID

FK2
FK1

SourceDSID
DestinationDSID
Whenlnitiated

InitiatedBy
‘WhenMovementCompleted
WhenReviewed
ReviewedBy
ReviewWasGood

If so, how are the changes
reported on, updated,
access blocked, restricted,
or deleted based on a data
subject’s request?

Entities

PK,11

D

FK1

GloballD
EntityTypelD

LIFECYCLESTATUS
ArcObjectID

EntityChanges

PK,I1

1D

FK1

EntitylD

LoglD
EventType
WhenChanged
ChangedBy
WhenApproved
ApprovedBy
Approved
VersionName

A

Which entities (if any)
are data subject
entities?

Do changes pertain to a
data subject’s personal
data records?

AttributeChanges

PK,I1 (ID

Do the changes pertain

FK1 EntityChangelD
WhichAttribute
Accepted
AcceptedBy
WhenAccepted
OldValue
NewValue
IsSensitive?

Category

to a data subject’s
personal data attribute
values? If so, which

ones?
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GDPR assessment questions

FacilityTypes

PKI1 |ID

Name
Description
Abbreviation

T

EntityTypes

PK,I1

)

FK1

FacilityTypelD
Name

LogLocation
GloballDColumnName
VersionIDColumnName

T

Entities

PKI1 | ID

FK1 | EntityTypelD

GloballD

LIFECYCLESTATUS
ArcObjectID
A
EntityChange_SurveyPoints
PK,FK1,11 | EntityChangelD EntityChanges
PKFK2,11 | SurveyPointlD L/ pi,11 | ID
FK1 | EntitylD
' \ LogID
A 4 EventType
SurveyPoints. Documents EntityChange_Documents WhenChanged
ChangedBy
PKI1 | ID PKI1 |ID PK,FK2,I1 | EntityChangelD WhenApproved
PK,FK1,11 | DocumentiD > ApprovedBy
FK1 | DocumentiD Name Approved
PointiD ! DocumentType VersionName
Northing Category
Easting SurveyPoints A
Elevation DocumentDate
DescriptiveCode Agency
Surveyor Comment
A DrawingDocumentName
ImageDocumentName
SurveyDocumentName AttributeChange_Documents
Iémﬁ:\asm Iy PKFK1,I1 | AttributeChangelD R —
PK,FK2,11 | DocumentiD
k ) _>p|<,|1 D
FK1 | EntityChangelD
WhichAttribute
Accepted
AcceptedBy
AttributeChange_SurveyPoints WhenAccepted
N Oldvalue
PK,FK1,11 | AttributeChangelD NewValue
PK,FK2,11 | SurveyPointiD IsSensitive?
Category

DataStores

PKI1 | ID

Name
Description
IPAddress
DatabaseName
CatalogName
SchemaName

A A

Publications

Publication_EntityChanges

PK,11

1D

FK2
FK1

SourceDSID
DestinationDSID
Whenlnitiated

InitiatedBy
‘WhenMovementCompleted
WhenReviewed
ReviewedBy
ReviewWasGood

Do the documents
contain sensitive
personal data records?

Documents

PK,I1 (ID

Name

DocumentType
Category

SurveyPoints
DocumentDate
Agency

Comment
DrawingDocumentName
ImageDocumentName
SurveyDocumentName
TEMPGID

TEMPUMSID

If so, how are they reported
on, updated, access
blocked, restricted, or
deleted based on a data
subject’s request?

EntityChange_Documents

PK,FK2,I11
PK,FK1,I11

EntityChangelD
DocumentID

AttributeChange_Documents

PK,FK1,11
PK,FK2,11

DocumentiD

AttributeChangelD

Entities

PK,I1 | ID

GloballD
EntityTypelD
UMSID
LIFECYCLESTATUS
ArcObjectID
AIRPORTCODE

FK1

EntityChanges

PK,I1 | ID

FK1 | EntitylD

LogID
EventType
WhenChanged
ChangedBy
WhenApproved
ApprovedBy
Approved
VersionName

AttributeChanges

PK,I1 | ID

FK1 EntityChangelD
WhichAttribute
Accepted
AcceptedBy
WhenAccepted
OldValue

NewValue
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Agenda

v'Case Study — Database design with input from legacy information systems
v'Database Design Process / Data Normalization

v'Reading a Database Design

v'Database Design — Security Considerations

e Database Desigh Assignment Review

* Quiz



Unit Assignment

S Warehouse
_ —N-“ customer id B — _

[ o | driver id > " | warehouse employee id

basic adress

) type of cutomers wages

date of hire .
contact information date of hire

attribute name

delivery order

ﬂ payment id
T t ﬂ customer id

type of payment

[ | delivery order id

SR —
L e

warehouse employee id >+

date

amount

pickup location

date and time that he
received the order

order status

type of delivery


http://community.mis.temple.edu/mis5203sec001sp2019/category/unit-08-database-design/

° °
U n It l \SS I g n I I . e nt F'r:; Order Number Product ID

Order Time Product Location
PickUp Time

Product Number

O

‘ Package

| : n Package ID
|

Name and address

PickUp Time
Customer Desired Delivery Time

Location of The Delivery

“ Customer ID Welg-ht of Package
Courier cost

Accounts Payable

Name

Address &
Phone Number

Email Address

Payment and Order History

Delivery ID

Delivery Time
Carrier
Signature for Delivery



http://community.mis.temple.edu/mis5203sec001sp2019/category/unit-08-database-design/

Unit Assignment

First Mame
Last Name
Address
Customer ID #
Phone #
Email

Individual or Business

Wumber
Number
Text
Text

/

First Name Text
Last Name Text
ID# Mumber
Phone # Number
L Email Text
Order ID Mumber
Customer ID Number
Quantity MNumber
Pickup or Delivery | Text
Location Text
Weight Number
Cost Currency
LDeIivery Time Time

Payment ID # Number
Customer ID # Number
Payment Type Text
Date Date
Amaunt Currency
Individual or Monthly | Text

First Mame
Last Name

Employee 1D
Phone #
Address

Text
MNurnber
Number
Text

ID # Number
Address Text
City Text
State Text
Zip Number
[Contact # Number

[ Wahowse |
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Unit Assignment
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Unit Assignment

customer

*Customer ID
address
contact information

primary contact person
statement 1D

x

payment

*statement ID
type of payment
date

amount
customer

running accounts batance if
monthly payments

places

*Driver ID
Driver name
Package of delivery

order

*Order ID
delivery request or delivery
order

customer 1D

customer name

pickup location

date and time the package(s)
would be ready for pickup
date and time that the order
received

name and address of the
delivery location
time of pickup

desired delivery time

the location of the delivery
welight of the package
courier cost

B

delivers

package

“package 1D
customer name
receiving entity ID
delivery address
time of pickup
desired delivery time

L & |driveriD

weight
order ID

F4

receiving entity

*receiving entity 1D

name
address
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Unit Assignment
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Unit Assignment

|
|

I
Pickup_ID »0

Pickup_Location

Ready_Date_Time

Receive_Date_Time

n Payment_Id

Type
Package Customer
—POf —————————0 Date

]
Package_ID n Customer _ID i

i

' Amount

)
Sign Address E

|

|
Priority FO——rhebong to———H= Monthly_Statement =+ :

]

:

]
Deliver_To_Name Contact_Info |

)

i

! n Account_ld
Deliver_Ta_Address Tatal_Cost |

I

]

| Last_Bil

Primary_Contact i
i
—————Ho Last_Payment

I
]
:
1
! Balance
i
i
I
I
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Unit Assignment

a Courier = PickUp
1 PK | CourierlD - PK | PickUpID
first_name timestamp
last_name address
contact_information = Order payment (Y/N)
ok | orderip i signature (Y/N)
= Customer | ot = Delivery

— - FK | customeriD e ————

' PK | CustomerlD  PK | DeliverylD

j FK | PickUplD ‘ /‘

| FK | OrderiD £k | DeiveryiD timestamp

type
deliveree_first_name

customer_type FK | PaymentiD
address FK | PackagelD
contact_information

deliveree_last_name
warehouse_details

signature (Y/N)
payment_type status
contact_person
| EOX A
= Payment
=)
- Pecage . PK | PaymentlD
PK | PackagelD -
Pk | orderip
T timestamp
| weignt amount
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Unit Assignment



http://community.mis.temple.edu/mis5203sec001sp2019/category/unit-08-database-design/

Unit Assignment

Customer Database

¥ Customer ID INT PK

¥ Payment ID INT PK

Customer Type

Preferred Payment Method
Preferred Billing Method
Payment ID

BillID

MName Name of Reciplent Address
Shipping Address Shipping Address Preferred Time of Pick-Up
Contact Info Contact Info Time of Pick-Up
Outstanding Balance Outstanding Balance
Previous Payment Date Previous Payment Date
Previous Payment Amount Previous Payment Amount
S —

Payment Methods

Billing Address
Payment Type
Payment Date
Payment Amount

+*

Includes

Billing Methods

% Billing ID INTPK
Billing Address
Cost of Delivery
Outstanding Balance
Billing Date
Due Date

9 Order IDINTPK

Pickup Location

Picked Up Frol

Customer ID

Preferred Delivery Time
Weight

Cost of Delivery

Time of Delivery

Employee ID (First Pickup)
Employee ID {Second Pickup)

A

ed In / PicRe
Up From

Warehouse

9 Warehouse IDINT PK

Order ID

Time of Order's Storage

Time Qrder Picked Up For Delivery
Preferred Delivery Time

Employees

OH

¥ Employee IDINT PK
Vehicle ID
Order ID(s) of Orders In Custody
Time of Delivery
Mame of Recipient
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Unit Assignment " =

Payment_Information Order Histary

Girder Histary

. Cliert_Name

Client_Address
seniie B cient name
Client_Telephone
Order_Date
Client_Email
Order_Time
Date_Ready
Req = Time_Ready
. invaiice_Date
Pickup_Location
. Client_Mame
Number_of_Packages
Last_lnwaice_Statement
Type_of_Delivery
Payrnent_Date
Outstanding_Balance Pick up
Includes
= Time_of Pickup

- Qrder_iD
. Delivery_Lacation "_\ . Date_and_Time_Stamp
) Package_Weight

Drop off

L“ s l—u Delivery_Address
B oo Time_of_Arrival

Payment_Method

Date_of_Delivery - Order_ID
Package_Cost
Time_of Delivery Date_af_Departure
B courer_viame
B couier_tome Time_of Departure

[ 5« Courier_Mame

Employes_|D

Emplayee_First_Name

Employes_Last_ame
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Unit A

ssignment

“ Customer_ID

Order Num ber

First Name
Last Name
Street

City

Tip

Fhone

e ﬂ CustomerType_ID

Customertype

S, |

—" n Business_ID

CustomerType_ID

Individual

Business

@

Business_|D

Primary contact persan

Phone

n Customer_ID

n Package_ID
n DeliverTo_ID

Order-Date
Order-Time

Ship-Date

n Product_ID
n Receipt

n OrderCondision_ID

OrderCon

OrderCondision_ID

:- Package_ID

~

Open

Satisfied

Product_ID

Name

Quantity

Credit card

*ﬂ Pickup_ID

Date
H e I
Time
I—"—. DeliverTo_ID H Armive_ID >
Name
e n Delivery_ID
First name
Location
Weight
Last name
Cost
o
Barcode
o L
Signature
zip
Date
Time:
Name
n Payment_mentod _ID —H— "'- Delivery_ID
Payable a mount n DeliveryType_ID | -
e Delivery time
Delivery run time
yment_method
- Payment_mentod _ID -
Cash
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Unit Assignment

H Customer ID
ustomer

Company Name !

Invoice

Primary Contact Name Include

Name

Customer ID - : o

Customer ID
Name -h—\

Receive_______¢
Phone Number frer
P Type of Payment
* % Amaount
Billing Date
Place
I hade:

Order ID n

Package 1D

Customer ID =
Reciver ID

I hade:
Shipping Lz bel
Pickup Time H—

Pickup Location

Desired Delivery Time

Weight

Cast

‘Warehouse 1D

Order ID

Shipping Label

Value

Employee

Employee ID

Name

Phane

Working Hours

Warehouse 1D

Ln

Employee ID

Package ID

De

ry

Delivery Van ID

Work far—i=

Employee ID

Package |D

Warehouse ID

Reciver ID

Delivery Tiem

Deliver ta

Reciver ID

MName

Address

Phone Number

Receive:
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Unit Assignment

[ ] PICKUP-ID

B CUSTOMER-ID

Regular-TF

Type (Bus. | Indiv.)

Primary-Contact-Name

Telephone

n ORDER-ID

¥ customer

Shipment

Scheduled-Pickup-Time

Time-PickedUp

Wareh

WAREHOUSE-ID

Time-Arrived

Time-Departed

Delivery-Employee

Bl worchouse employee

Status

[ ] SHIPMENT-ID

— Order
PICKUP
[i§ WAREHOUSE
DELIVERY
Delivery o R

DELIVERY-ID

Scheduled-Delivery-Time ~ >0————

Time-Delivered

[ ] TRIP-D

Signature

Driver

Location

. LOCATION-ID

Address

City

State

Zip Code

Origin

Destination

Employee
DeliveryVan
n EMPLOYEE-ID

B VAN-D

Role

Driver
Name.

Origin

Destination

Date-Time_OrderPlaced

PAYMENT-ID

s

Cash-Check-Credif

PaymentAmount

PaymentDate

e

BILL-ID

arm

ReceiptDate

Total-Cost

Paid-TF

Monthly-Statement

STATEMENT-ID.

o

Total-Cost

Last-Bill-Date

Paid-Date

Balance

B PACKAGE-ID

n SHIPMENT-ID

*—,—06 Ready-TF

Weight

ScanBarCode



Quiz

Which one of the following database key types is used to enforce referential
integrity relationships between tables?

a. Primary key
b. Candidate key
c. Foreign key
d. Master key

Which of the following database keys is used by a DBMS to uniquely identify

each row in a database table?
a. Foreign key

b. Primary key

c. Candidate key

d.

Referential key



Agenda

v'Case Study — Database design with input from legacy information systems
v'Database Design Process / Data Normalization

v'Reading a Database Design

v'Database Design — Security Considerations

v'Database Design Assighment Review
v Quiz



