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Abstract

Ower the past couple of decades, on-line communication, especially electronic
mail and on-line shopping, has changed the way that people transfer sensitive
information to and from each other. As long as these methods of communication
will be used, there needs to be a way to keep this information secure. One
solution to help us solve this problem is Public Key Infrastructure (PKI). There
are two types of PKI models: open and closed. Each one has its advantages,
but there is a certain level of risk and liability involved with each model. This
paper will provide a basic oveniew of PKI and its components. It will then
discuss the advantages and disadvantages of both the open and closed PKI
models. Finally, this paper will present some of the risks and liability issues
involved with PKI. In particular, it will discuss the enormous risks behind the
open PKImodel and why it never flourished in the marketplace.

Goals of PKI

Before we can discuss the risks involved with Public Key Infrastructure, we must
first understand how it works and what it is intended to accomplish. PKI in and of
itself is not a technology. Rather, it is a method of deployment by which other
security systems are founded. Itis a basis by which several different
components, such as digital signatures and certificate authorities, can work
together to provide a high level of Internet security. PKI does not authenticate
and audit data; howewer, it does support these important necessities of electronic
security. [10]

Every network security infrastructure should provide a solution to four major
security problems: confidentiality, data integrity, data authentication, and non-
repudiation. In order for an infrastructure to ensure confidentiality, it must ensure
that the information being transmitted is not disclosed to any unauthorized users.
Data integrity is achieved when the transmitted information is not tampered with
or altered in any way. If users can verify the identity of the sender, then they
have achieved data authentication. Finally, a secure infrastructure will ensure
that a receiver can undeniably prove that information came from a particular
sender. This is known as non-repudiation. [10] The next section will describe the
components that PKI uses to address these security problems.

Components of PKI
Public Key Infrastructure is compased of a variety of components that work in
unison to ensure secure communication. In order to understand how PKI as a

whole works, we must first understand how each component works and how they
are related to each other.
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Digital Certificates and Key Pairs

PKIlis based on data encryption that is the result of a pair of encryption keys.
One key is considered to be “public” because it is widely available for others to
use. The other key is considered “private” because it is accessible only to a
certain individual. It is the responsibility of this individual to make sure that his
private key stays hidden from the public. This is the fundamental building block
of PKI. [8]

If you encrypt data using the public key, only the private key can decrypt it, and
vice versa. A usercan freely send out his public key to other users because he
knows that data encrypted with his public key can only be decrypted with his
private key. [2] This type of data retrieval is considered to be much more secure
than just asimple password because it requires the knowledge of both the public
and the private key. A password, on the other hand, could be more easily
guessed than a pair of encryption keys. [9] The public/private key pair ensures
confidentiality because unauthorized users cannat determine the contents of the
information unless they obtain knowledge of both keys.

The main problem with this scenario is how to ensure that the sender of a public
key really is who he says heis. This problem is solved with digital certifcates. A
digital certificate is an electronic document that declares a public key holder is
who he claims to be. These certificates act as online identification. [3] Digital
certificates handle the data authentication problem because they are used to
determine who sent a particular message.

Certificate Authorities

A Certificate Authority (CA) issues digital cettificates. It is also responsible for
the generation, distribution, and management of public keys. In order to obtain a
digital certificate, a user will establish a trust relationship with a CA. The CA will
then authenticate the user according to guidelines in the CA’s Certificate
Practices Statement (CPS). The user is then issued a digital certificate. [10]
Even though individuals may not directly trust each other, they can establish an
indirect trust relationship through a CA.

Most CAs are composed of a number of components, but the two most important
components of a CA are the Registration Authority (RA) and the certificate
repository. The RA performs most of the administrative tasks of a CA. It
registers users for a digital certificate, and it verifies all the information that goes
into a digital certificate. The RA may even perform diligence tests on a user to
keep the information upto date. [10] The cettificate repository is a public
database that keeps a record of current cettificates and revocation lists. Keeping
updated revocation lists is critical because certificates need to be deactivated if
users no longer need them or if a user’s private key has been compromised. The
certificate repository ensures that only legitimate digital certificates and key pairs
are being used. [2]
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Digital Signatures and Hashing Algorithms

Digital signatures and hashing algorithms accomplish two of the four PKI goals.
They ensure the integrity of the information being sent, and they solve the non-
repudiation problem by not allowing the sender to dispute that he was the
originator of the sent message. In order to understand how digital signatures and
hashing algorithms accomplish these goals, let’s look at how they work.

Creating a digital signatura |
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Figure 1 — Creating a Digital Signature. Taken from
http://www .digsigtrust.com/images/pki_2.gif

Figure 1is awvisual representation of how a digital signature is created. First, a
message is encrypted with a hash algorithm, which is an extremely complicated
mathematical equation. A hashis known as a one-way algorithm because once
a message has been encrypted, there is no way to decrypt the message. Some
common examples of hash algorithms are MD5 and SHA-1. If the SHA-1
hashing algorithm is used, the result is a 160-bit string of digits known as a
message digest. In the case of MD5, the message digest is 128 bits long, but it
is just as secure as the SHA-1 message digest. Each message digest is unique
to the original message.

Next, the message digest is encrypted with the sender’s signature function. The
sender’s private key is incorporated into the signature function. The resultis a
digital signature. A digital signature will be different for every document that is
signed, even if it is signed with the same private key. This is because the
message digest is different every time. In order to ensure the confidentiality of
the original message, it is encrypted with the sender’s private key. The recipient
can then decrypt it with the sender’s public key. When the digital signature is
complete, it is included with the (encrypted) original message and the sender’s
public key and sent off to the recipient. [8]
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Figure 2 - Verifying a Digital Signature. Taken from
http://www .digsigtrust.com/images/pki_3.gif

Figure 2 shows how the recipient of a message \erifies the digital signature. The
recipient will first decrypt the original message using the sender’s public key to
recreate the original plaintext. The user will then encrypt the original message
with the same hashing algorithm that the sender used. This will recreate the
message digest. Next, the digital signature is decrypted with a signature
function. Howewer, in this instance, the signature function consists of the
sender’s public key, not his private key. This will create another message digest.
If the two digests are identical, then the signature is verified. As a result, the
recipient knows that the message has not been altered in any way during transit
(i.e., integrity has been assured). It also means that non-repudiation has been
achieved because the sender cannot deny that he sentthe message. If either of
the message digests is off by just a single bit, then the recipient can safely
determinethat the message has either been altered or intercepted during
transmission. [8]

Closed PKlvs. Open PKI

Once an organization decides to use a particular Public Key Infrastructure, it
must decide exactly how to implement it. The organization must decide whether
it wants to put the majority of the responsibility on an outside CA or if it wants to
handle the situation itself. The nexttwo sections will define closed PKI and open
PKI, and they will discuss the advantages and disadvantages of each method.

Closed PKI

A closed PKI model can be described as “a contract or series of contracts that
identifies and defines the rights and responsibilities of all parties to a particular
transaction.” [1] Every desktop that participates in a closed PKI architecture must
have the proprietary PKI software installed on it. Without this software, machines
cannot ensure that data transfer is secure.
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In a closed PKI architecture, a proprietor issues certificates within a specific,
bounded context. For example, the manager of an online mall can act as his
own CA. Thus, he can enter into contractual relationships with customers and
merchants, and he can issue digital certificates to them. In this situation, the
manager knows exactly how his certificates will be used. [1]

One major advantage that a closed PKI architecture has over an open one is risk
management. In the above scenario, the manager creates his relationships
under his own temrms. Therefore, he can accurately predict the potential risks and
losses he might face. Another major advantage of a closed PKI is the secrecy of
its code. The code driving the PKI is not readily available tothe public. As a
result, it is safe to assume that the PKIl is secure. Howewer, this could be a
potential drawback. Since the code is not put under public scrutiny, it is difficult
to know whether or not the code and the components behind a PKI are truly safe.

Opponents of a closed PKI architecture claim that it puts a heawy burden on each
desktop’s owner because he is responsible for the proprietary software
installation, problem troubleshooting, and the cost of maintaining and updating
the software. They also argue that it is not easy to expand aclosed PKI
enterprise. For example, a system administrator could easily ensure that all
internal desktops are equipped with the correct proprietary software to ensure
secure communications. Howevwer, if the internal desktops are communicating
with applications on external desktops, then the proprietary software must also
be installed on the external machines. In a situation like this, maintenance
becomes a nightmare. If the software on the internal machines needs to be
upgraded, the external machines probably need to receive the same upgrades or
else there could be compatibility issues. [9]

Open PKI

In an open PKI, the architecture is readily available for inspection by the public so
that people can determine whether or not their systems are compatible with the
PKI. Individuals make a partnership with a third-party CA to obtain a digital
certificate, and they agree on the interface that is used to ensure secure
communications. Since the PKI vendor handles the infrastructure, no proprietary
software needs to be installed on the customer’s desktops. [5]

In order for an open PKI solution to be successful, it must prove to be
interoperable with the products and senvices of all of its clients. An open PKI
solution should integrate seamlessly into aclient’s infrastructure so as not to
disrupt any programs or senices already in effect. [6] This kind of solution can be
difficult to achieve because of the wide variety of business architectures that
exist. Customers will more than likely have multiple applications already
deployed, and the PKI must integrate smoothly into the existing architecture so
that no senices are disrupted.
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The one major advantage that an open PKI architecture has over a closed one is
that it can be easily expanded due to the fact that a third-party CA handles all of
the installation and maintenance of the PKI software. However, the third-party
CA's software may not integrate seamlessly into the customer’s existing
architecture. When acustomer chooses to use an open PKI, he is taking a huge
chance on whether the PKI will actually provide a viable security solution or if the
PKI will cause more harm than good.

While an open PKI solution may take some of the responsibility away from the
customer, it may also make it more difficult for him to assess the risk of potential
monetary losses due to theft or fraud. In aclosed PKI, a proprietor can issue
digital certificates to whomever he wants. As a result, he can predict (and, in
some cases, control) the losses his company may face. There is no way to make
this assessment under an open PKI architecture. [1] The next section discusses
many of the risks involved with PKI, especially the increased liability risks that are
involved in an open PKI and why it may be in the best interest for a customer to
choose aclosed PKI instead.

PKI Risks

Total security of an electronic transaction is difficult, if not impossible, to achiewe.
Although PKIl is designed to make electronic transactions secure, there are still
instances when the architecture can break down and a security breach can
occur. Most of these instances occur because of human error or carelessness.
This section will take a look at some of the risks involved with PKI.

Private Key Protection

The cornerstone of PKI is the public/private key pair. In particular, the users’
private keys are the most important components of PKI. If a customer’s private
key is stolen, the thief could use that private key to digitally sign documents and
make it appear as though the customer signed them. If a CA’s private key is
stolen, the thief could use that key to generate numerous fraudulent digital
certificates and issue them to unwitting customers.

So, then, how are these critically important pieces of information supposed to be
keptsafe? The most basic way to protect your private key is store it on your
desktop and protect it with a password. However, as this paper has mentioned
already, passwords can be easily guessed, especially if simple passwords like
“abcdefgh” or “12345678” are chosen. [2] Another way to protect your private key
is with the use of “smart cards.” These cards are meant to be used once and
then discarded. Each card that contains the private key has its own unique
password. A userinserts the card into a desktop, logs on using the unique
password, and does not have to log on again for the rest of the day. While this
system is much more secure than a password-protected desktop, it does hawe its
drawbacks. If a user were to step away from his desktop for a minute, the private
key is left unprotected unless the user locks his computer. A more significant
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drawback is the cost of using a smart-card system. Since each card is only used
once, the cost of multiple cards can add up over time. Additionally, desktops
must be equipped with card-reading hardware and software. [4] When faced with
this kind of choice, mast individuals would rather save money than take the extra
step to increase security.

Trust

Although PKIl is intended to provide a level of trust between individuals,
carelessness and unforeseen circumstances can cause users to questionthe
trust relationships they have with others. The previous section mentioned that an
attacker could gain access to someone’s private key, and he could then generate
messages that appear as ifthe private key's owner signedthem. In this type of
situation, it would be almost impaossible for the private key’'s owner to prove that
he did not send the message because of how PKIl is designed to solve the non-
repudiation problem.

A user can take every necessary precaution to make sure that his end of the PKI
architecture is secure, but he cannot ensure that other users (or even the CA)
are doing their part. Did the CA do a thorough job of verifying the identity of all of
its clients? Is the CA making sure that all outdated and compromised certificates
are not being reused or recycled? How secure are the CA’s computers? How
secure are the other users’ computers? These questions can certainly raise
some doubt about the overall security of the PKI architecture. [4]

Open PKI Liability Risks

When it comes to ecommerce, fraud and theft are inevitable. Even though the
PKI architecture is designedto prevent these things from happening, Internet
crime will continue to occur. If all parties that participate in an open PKI act
reasonably, then fraud and theft can be kept to a minimum. Howewver, mistakes
will happen, and major problems can occur when one or more parties act
unreasonably (i.e., the proper precautionary procedures are not followed). Of
course, when theft does occur, everyone wants to know who is at fault. This
liability problem is one that is difficult to solve in an open PKI.

The main difference between closed and open PKIl is risk management. In a
closed PKI, liability allocation is very manageable because the potential liability
exposure is limited inscope. Since the proprietor (who also assumes the role of
CA) of a closed PKI controls who he makes contractual agreements with, he can
accurately predict and prepare for potential losses. The proprietor can either
absorb the losses himself, or he can pass it off to his customers. [1]

In an open PKI model, third-party CAs and their customers also form agreements
through contracts. As such, each party should exercise some degree of
“reasonable care” to ensure that the potential for loss is kept at a minimum. This
last statement can be the basis of major problems for all parties involved in an
open PKI because of the phrase “reasonable care.” What constitutes reasonable
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care, and how can any party of an open PKI be sure that all other parties are
doing their parts to ensure security?

Certificate Authorities bear most of the responsibility in exercising reasonable
care in an open PKI model because they are the centers of the architecture. As
such, they should put forth the mast effort of all parties. First of all, they should
verify the identity of their customers. Although there should be some level of
trust between customers and the CAs, the CAs need to take whatever steps
necessary to deter fraudulent customers. Next, they should take extremely good
care of their own private key. If an attacker managed to obtain the CA’s private
key, he could create an unlimited number of forged certificates. The most
obvious way that CAs can protect their private keys is to make sure their internal
systems are secure. Therefore, a CA needs to make sure that the vendors from
whom they purchase their hardware and software are reliable and trustworthy. In
order to make sure that they are holding up to the public’s standards, CAs should
publish a CPS that clearly states the practices they use to issue certificates. [7]
Public scrutiny is a great way to make sure you are doing your job correctly.

Not all of the responsibility falls on the shoulders of the CAs. The customers of a
CA should also take the necessary precautions to protect their own data. For
starters, they can provide accurate information about their identity to the CAs.
Anyone who fails to do so is acting unreasonably and could be held accountable
if any crimes are committed. Customers should review their contracts and
certificates to ensure there are no erroneous statements. They should frequently
check the most up-to-date information provided by the CAs, especially the
certificate revocation lists. Customers bear a huge amount of risk if they use
certificates that are no longer supported by their CA. Maost importantly,
customers should ensure that their private keys are kept safe, and they should
notify their CA immediately if there is reason to believe that a private key has
been compromised. [7]

If a crime is committed as a result of one of the open PKI parties acting
unreasonably, then that party should obviously be held accountable and should
bear the liability. Howewer, instances could occur when all parties involved in an
open PKI act reasonably and losses are still suffered. Who bears the liability in a
situation like this? In 1995, a group known as the Information Security
Committee of the American Bar Association’s Section of Science and
Technology (the “ABA Committee”) collaborated with the state of Utah in order to
create a set of guidelines to allocate the liability involved with digital cettificates.
They enacted an influential model known as the Utah Digital Signature Act (the
Utah Act).

Under the Utah Act, a government agency acts as a “top level” CA by which all
other CAs must abide. This government-level CA creates policies and provides
regulatory oversight for all CAs in the private sector. The Utah Act also requires
that all parties abide by a set of guidelines that define “reasonable care.” For
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example, the CA must ensure that the information in a digital certificate is
accurate while the customer cannot provide false information to the CA. [1]
However, customers must be aware that even if they follow all the guidelines,
they can still be held accountable for data and financial loss. If alicensed CA
complies with all the requirements specified in the Utah Act with regards to false
or forged digital cettificates, it is not held liable for any losses a customer may
face. Therefore, the customer is left with the burden of having to bear those
losses. If a customer exercises reasonable care and is the victim of acrime, it is
still his responsibility to provide “clear and convincing” evidence that his digital
certificate was used under false pretenses. [7]

Although the Utah Act was meant to benefit and protect an open PKI
architecture, it inadvertently had the opposite effect. Third-party CAs like
Verisign never flourished because the Utah Act hindered many customers from
wanting to participate in an open PKI. The risk of having to bear potentially huge
losses that could not be reimbursed outweighed the rewards of having a digital
certificate. Also, there was no safety net for the customers similar to the safety
net provided to credit card holders by the Electronic Funds Transfer Act (EFTA).
The EFTA says that if acredit card holder exercises reasonable care and his
card is stolen, then he is not liable for more than $50 in losses prior to his
reporting the stolen card. The Utah Act created nosuch safety net. Even though
the Utah Act provided many safeguards for CAs, there was also the potential for
CAs to suffer huge losses ifthey did not exercise reasonable care. Even the
tiniest mistake could lead to crimes that would cause customers to suffer huge
losses, and the public needed to be reassured that they would be reimbursed for
those losses. [7] Customers decided to either forgo digital cetrtificates or become
their own CA in a closed PKI. It may take more time and effort to implement a
closed PKI over an open PKI, but there is significantly less risk involved.

Summary

Although there is no perfect solution for securing the transfer of electronic data,
Public Key Infrastructure appears to be an excellent solution on the surface. It
combines the functionalities of public/private key pairs, digital certificates, and
hashing algorithms in an attempt to provide confidentiality, data integrity, data
authentication, and non-repudiation. Both the open and closed PKI models have
their advantages, but the open PKI model introduces an increased liability risk
that is not appealing to most users. In fact, these liability risks are the main
reason that many third-party Certificate Authorities no longer exist. PKl is a well-
designed architecture that has not been fully utilized, and, unfortunately, it
probably never will be. However, it will likely provide a foundation for future
security architectures.
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http://www.sans.org/gulf-region-2017
http://www.sans.org/link.php?id=47117
http://www.sans.org/miami-2017
http://www.sans.org/link.php?id=46555
http://www.sans.org/amsterdam-2017
http://www.sans.org/link.php?id=50620
http://www.sans.org/milan-november-2017
http://www.sans.org/link.php?id=49187
http://www.sans.org/pen-test-hackfest-2017
http://www.sans.org/link.php?id=49297
http://www.sans.org/paris-november-2017
http://www.sans.org/link.php?id=48677
http://www.sans.org/sydney-2017
http://www.sans.org/link.php?id=47047
http://www.sans.org/san-francisco-fall-2017
http://www.sans.org/link.php?id=1032
http://www.sans.org/ondemand/about.php

