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A Hospital Catches the “Millennium Bug”

FLETCHER ALLEN TO UVM
MEDICAL CENTER

The University of Vermont Medical Center changed its name from
Fletcher Allen Health Care in November 2014 to more accurately
reflect the quality of care and cutting-edge research we provide.
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Case Team Exercise

Describe the IT threat caused by the Year 2000 bug

From an information security perspective, how would you characterize
the millennium (“Y2k”) bug and assess the risk from it that Fletcher-
Allen Health Care faced in May 1998 ?

How would you assess the hospital’s readiness to control the risk ?
Be sure to provide details to support your approach to the assessment

How is the Year 2038 problem similar to and different from the Year
2000 bug ?



1. Describe the IT threat caused by the Year 2000 bug



“Millennium” or “Y2K” Bug

A useful case study for learning about enterprise organizational IT risk management given
proactive knowledge of a known pervasive threat

Last century, software and firmware developers used two-digit year fields, instead of four-digit
year fields in their code to reduce memory usage requirements

* Examples of years captured in a 2 digit data field

“99” used in year portion of date fields for “1999”
* 99+ 1=00ratherthan 1999 + 1 = 2000

“98” used in year fields for “1998”...
“00” in year fields as either “1900” or zero or “2000”

1999 1999+1=1900

#1999 1999+1
1900 #% 49  =1900

. +1= mm— 1 99 Q41 =1
 Affected software included... 19991121990 7900 00

— Microsoft Excel

— COBOL, C, JavaScript,... programming Languages
— Unix Source Code Control System

Search: 78630819




2. From an information security perspective, how would you characterize the
millennium (“Y2k”) bug and assess the risk from it that Fletcher-Allen Health Care
faced in May 1998 ?

POTENTIAL IMPACT

Security Objective

LOW

MODERATE

HIGH

Confidentiality
Preserving authorized
restrictions on information
access and disclosure,
including means for
protecting personal
privacy and proprietary
information.

[44 US.C.. SEC. 3542]

The unauthorized
disclosure of information
could be expected to have
a limited adverse effect on
organizational operations,
organizational assets. or
individuals.

The unauthorized
disclosure of information
could be expected to have
a serious adverse effect on
organizational operations,
organizational assets, or
individuals.

The unauthorized
disclosure of information
could be expected to have
a severe or catastrophic
adverse effect on
organizational operations,
organizational assets, or
individuals.

Integrity

Guarding against improper
information modification
or destruction, and
includes ensuring
information non-
repudiation and
authenticity.

[44 U.S.C.. SEC. 3542]

The unauthorized
modification or
destruction of information
could be expected to have
a limited adverse effect on
organizational operations,
organizational assets, or
individuals.

The unauthorized
modification or
destruction of information
could be expected to have
a serious adverse effect on
organizational operations,
organizational assets, or
individuals.

The unauthorized
modification or
destruction of information
could be expected to have
a severe or catastrophic
adverse effect on
organizational operations,
organizational assets, or
individuals.

Availability

Ensuring timely and
reliable access to and use
of information.

[44 U.S.C.. SEC. 3542]

The disruption of access to
or usc of information or an
information system could
be expected to have a
limited adverse effect on
organizational operations,
organizational assets, or
individuals.

The disruption of access to
or use of information or an
information system could
be expected to have a
serious adverse effect on
organizational operations,
organizational assets, or
individuals.

The disruption of access to
or use of information or an
information system could
be expected to have a
severe or catastrophic
adverse cffect on
organizational operations,
organizational assets, or
individuals.

Information
Security

Confidentiality



Fletcher-Allen Health Care

May 1998...

— Millennium bug or “Y2K problem” affected availability of administrative
and clinical software and other devices and systems containing embedded
microprocessors

Pathology

@ e OR Records

*.% | Radiation
= Planning



Y2K Problem Risk Management Plan...

s wbhe

Inventory  — Identify hardware & software with Y2K problem
Analysis — Examine code for date fields, determine which to fix
Remediation — Alter the code for Y2K compliance

Testing — Ensure that altered code produces correct results

Migration = — Put new code into production



3. How would you assess the hospital’s readiness to control the
risk ?

Be sure to provide details to support your assessment



Asset Inventory
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Asset Inventory

Disposition: 4 . Totals
Retire or Retire/Obsolete
Replace

Unknown (not decided)
Vendor indicates compliance
Vendor upgrade planned
Totals

Y2K status of 73 applications = questionable (“?”)

Decisions needed:
* 26 to retire — may not need to analyze these systems

e 31 toreplace — with new software (i.e. Meditech, IDX, Peoplesoft, ORSOS,
ANSAS or other projects)

e 7 applications are undecided — (e.g. IBM Medical Records Encoder) Solution
may be to do in-house analysis and remediation or replacement

8 need to be assessed for vendor compliance
1 needs to be assessed for vendor upgrade




What is the risk of replacement projects?

? Totals
26
3

Y2K ok? Y

| Disposition:

I 2
Unknown (not decided) 7 7
Vendor indicates compliance 9 8
Vendor upgrade planned 6 18 I
Totals 15 19| 73 1

S| -
~J|n|~]

isks: Large replacement projects often fall behind schedule
— What impacts would falling behind scheduled cause?
— Would it be prudent to plan to remediate the 32 applications?

— Would it also be prudent to plan to remediate the 18 systems which the
vendors plan to upgrade ?

n Information Services

by Fletcher-Alle
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What information is not in the table that
we would like to see?

 Completion dates for each application to help in planning

* Relative size of each application (i.e. level of effort)

* Departmental applications not supported by the central Information System
organization

* Facilities controls with embedded microprocessors not included in the
inventory (e.g. elevators, HVAC, power systems,...)

All missing from this exhibit are...

Patient Care Risks Administrative Risks

MIS 5206 Protecting Information Assets

Applications

by Fietcher-Alle

System Name. YIK OK? | Plans for Compliance
18U EnCo%8" - MECKS RECOrdS Encoset B Uainown
TBU Encoder - MeGCal RRCOrs ENcOOM WE. T Repioce - SU Encooer, DX magraed
ANSOS ?

¥ Vendor noC3es compionce
Sones ? Rewa oot
cm'wmmﬁmx E 3 Rewre 0O
Cinical D35 Eomr 3 Rewwocwone
Covnsaiic! inesoce Engine ? VEnde nOCIS ONDIONCE
Dmm-m ? Vendir nScres Lompiance
D35 Warwhouse - Cogros 2 Vendoe ncicaies complonce
D35 Warehouse - 0O Exyazs 2
D3t Warnhouse - etsphor ? Retre
030 Viawrouse - Redtran ? vmmm

Y

Y

| Frst Coast - ADT
_vntmx-!-cm Retre 00508

First Coust -Genarsi Leoger Revwooowe

Fest Coast- Malerds Uanxgement Rathe - by e Year 2000
_!mcug-u-oanm am-gnvum

Frst Coast- Oroer Communcasons ReteCowns

Vendor Upgrace - Sute 2000 3vaiooe S99

Vendse Uperace - Sute 2000, Sediotie Y5198

Vendar Upgrace - Sute 2000 iaiode S91958

|slzlzlzlzlz]z] o] o] o || [0 5] o) o] o]

[is - Agmeng Regoes - OX

HIS - Camacy Lot

HIS Conses Functons ang Hawy Laoen

[~ Crorge Exmy Spvem. Regoe - Oxor oo

S - Depotment Pasent Nates
HiS . Ditary Repioce - Weoch

Nﬂvmﬂﬂﬁ Retre - By e year 2000

[ -Dacsge summsy Ruoa-owmmgesey |
[(F= - Emergency Depammaniiog Fagoos - OX

S - Event Bookn; Feoce - onoe 3nvyss

MIS - FAaacal [Feed Payroh) Repioce - Pecpiesct

WS - Gome ‘Retee oy 7000, when HISS Gows 3wy

HIS - intertace [Retre Oy 2000 when HISS gods Jwdy

HIS - L33 Oroer Eny Resuts Reperng Repoce - Mecmch

HiS - Locatr IOk

CER 2 KMML‘MMH&E'!!
Y Raploce - vadw 055
JLE0 - N0 /PUNURIN. SChasUNY 2 Rpmces- B
180 - Sunsing Choogen 2 RAPc - Mediech
i -N'ﬂw ? Regoce - Weowcr
| Hi= - Omice poicksmromcures Wers Processng z Rewe
HIS - Oparatng Room Achvey 2 Rapiace - ORSOS
| FiS - Orae Commenicasons asing) 7 Repoce - weowc
~Patest Apporiment Scheddng 7 etreCtacets
- Patent Bllng 2 -10X
- Pavess Lat Pent Programs = Nursng 2 eplace - Vedmweh
Payol 3 legisce - PecpleSok
[ HIS - Phamacy 3 epiace - Vedied
- Physoan Pasent Lt - Nursng 7 eplace - Wedied
| IS - Probiem Analyss and 7 Qm-mﬂrﬂ%
=~ Program 7 tesre by 2000, when HISS goes amiy
- ? lepiace ~ DX Radology Wid-1958
- Remsances 7 etre by 2000
HIS Report Weeers 7 lesre by 2000_when HISS goes sy
5 - SecureyProgram inv. 7 mnm%«‘nn
~Surgcal Prederence Card ? epiace - ORSOS. md
sle Process ¢ 7 e by 2000 when HISS goes sway
- Taneikmendance ( Pact of Payrol) 7 epiace - One Sul?77)
45 - Tumce Regrty 2 eplace CANSURFAC
10X - ADM (Uggrade Tocl) V.5 N Jpgrace 1 New Felase - Tni%8 |
DX Recenable V.1 N 5de 1o New Release - Verson 04 1998
| 10X - Chast Complanon pde % =Verscn nig
10X ~Chaet Trackng V. 7 Ipgrade 1o New Roloase - Vorson 84 i I
10X ~Comespondence Log rade 1o New Release ~ )
DX -DEMSReport WrnerAES V 1 Jpgrade o —Version 84 1998
DX-EDIV 8 Ipgrade 1o New Reiease — Verson B4 m 1990
X - Encounter Foen Generatce [EFG). V T Ipgrade 1o New Feiase — Verson B4 o 1980
10X ~ EPMS (Sched To ADTAHPA Link) Jpgrade 1 Telase - Vervon B4 198
IDX - Hospés/ Patieet Acc. (ADTIHPA) V.8 rade o New Relesse - 1998

2|@1?

FAEAr

DX - Tumover Tool (TUS). v. 1

U
g

DX - Viper Ver 11

Viedeal Stufl ko (enzons) Upgrade 1o New Reiease_ svalable Janasry 198
Viedeech 7 fendze upgrade - Avalakle mid- 198
OBNet Cbasetcs Recerd Y Dinela ndcates

OftScand 7 raown

ORS0S 7 Ungrade 1o new reiease_ svaiabie June 1905
PAS Abstracacn 7 lepiace - New app. To scoess 10X
Pecglesc - Benefts Admnavaton Y dcaies complance
Pecglerch % Varagement Spitem ¥

Pecglesch - Payol Y larce

- Restraz (Agplieant Trackng) Y edcanes conplance

Phycom - CIO Compass (Usizatcn Revew] 7 jendor i woing on 8 reieae
| Fecurce Schadang (Fanny Alen system) 7 Retre Cbucie’e

Smad Mader - Letiersho 7 Urinoan

T Y Vendar edcaes complance

VTMEDNET (Emad) 7 FReplace - emal




4. How is the Year 2038 problem similar to and different
from the Year 2000 bug?

A signed 4-byte integer has a maximum value of 2,147,483,647,
and this is where the Year 2038 problem comes from

— The maximum value of time before it rolls over to a negative (and
invalid) value is 2,147,483,647, which translates into January 19, 2038

— On this date, any programs written in the ‘C’ programming language
which use a standard time library will have problems with date
calculations



How is the Year 2038 problem similar and different?

Most web-based systems and services that run over the Internet are based on Linux!

Linux and many programs are written are written in C programming language and suffer from the Year
2038 problem

— Most C programs use a library of routines called standard time library

— This library uses a standard 4-byte or 32 bit format to store time values, and provides functions for

converting, displaying and calculating time values  [32[31]30[29[28]27]26]25]24]23]22[21[20[ 29[ 18] 17 16]15]14] 13[12[ 11] 10[ o[ 8] 7] 6] 5[4 3[ 2] 2
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=
=
=

— The standard time library assumes the beginning of time is January 1, 1970, at 12:00:00 a.m. This
value is 0

— Any time/date value is expressed as the number of seconds following that zero value. So the time
value is that many seconds past 12:00:00 a.m. on January 1, 1970

* This is convenient because if you subtract any two values, you get the time difference between
them in seconds

e Other functions in the library are used to determine how many
minutes/hours/days/months/years have passed between two times



Other questions if there is time...



Y2K exposed Fletcher-Allen to significant business
and medical risks

Bob Sadlemire’s boss Alan Wyman, tells him:

“You need to assure (the Board) that we have a solid process in

place to deal with (the year 2000 problem).”

If you were Sadlemire, can you state that the process is “solid”? Why/why not?

Task Area

b ——" e — e R

Exposures

A i

. Application Systems

Technical Systems
Clinical Equipment
Facilities
Telecommunications
Suppliers

Payors

Overall — will be in good shape
None; manageable situation
Not many issues identified or expected

Few issues expected

Procurement; local exchanges
Yet to determine; potentially significant
Staff and cash flow implications

Does the summary
of Exhibit 1
“Agenda for
upcoming Board'’s
Patient Care and
Systems
Improvement
committee
meeting” seem
misleading?



Y2K exposed Fletcher-Allen to significant business and
medical risks

Bob Sadlemire’s boss Alan Wyman, tells him:

“You need to assure (the Board) that we have a solid process in
place to deal with (the year 2000 problem).”

What do you think of these instructions?

If you were Sadlemire, can you state that the process is “solid”? Why/why not?

How likely is it that Bob Sadlemire can guide the organization to achieve Y2K compliance in their critical
medical and business processes?



Success of an enterprise-wide IT initiative is based on
what?

...1Is not merely a technical problem to be “solved” by IT
professionals

Implementation of new or altered enterprise systems will have a
large impact on every business process

Therefore extensive participation and active oversight by
influential senior managers is necessary!



