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A Hospital Catches the “Millennium Bug”
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Case Team Exercise

1. Describe the IT threat caused by the Year 2000 bug

2. From an information security perspective, how would you characterize 
the millennium (“Y2k”) bug and assess the risk from it that Fletcher-
Allen Health Care faced in May 1998 ?

3. How would you assess the hospital’s readiness to control the risk ?  
Be sure to provide details to support your approach to the assessment

4. How is the Year 2038 problem similar to and different from the Year 
2000 bug ?
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1. Describe the IT threat caused by the Year 2000 bug 
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“Millennium” or “Y2K” Bug
A useful case study for learning about enterprise organizational IT risk management given 
proactive knowledge of a known pervasive threat

• Last century, software and firmware developers used two-digit year fields, instead of four-digit 
year fields in their code to reduce memory usage requirements 

• Examples of years captured in a 2 digit data field
– “99” used in year portion of date fields for “1999”

• 99 + 1 = 00 rather than 1999 + 1 = 2000

– “98” used in year fields for “1998”…

– “00” in year fields as either “1900” or zero or “2000”

• Affected software included…
– Microsoft Excel

– COBOL, C, JavaScript,… programming Languages

– Unix Source Code Control System

– …
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2. From an information security perspective, how would you characterize the 
millennium (“Y2k”) bug and assess the risk from it that Fletcher-Allen Health Care 
faced in May 1998 ?
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Fletcher-Allen Health Care

May 1998…

– Millennium bug or “Y2K problem” affected availability of administrative 
and clinical software and other devices and systems containing embedded 
microprocessors
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Y2K Problem Risk Management Plan… 

1. Inventory – Identify hardware & software with Y2K problem

2. Analysis – Examine code for date fields, determine which to fix

3. Remediation – Alter the code for Y2K compliance

4. Testing – Ensure that altered code produces correct results

5. Migration – Put new code into production
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3. How would you assess the hospital’s readiness to control the 
risk ?  

Be sure to provide details to support your assessment
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Asset Inventory
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Asset Inventory

Y2K status of 73 applications = questionable (“?”)

Decisions needed:
• 26 to retire – may not need to analyze these systems

• 31 to replace – with new software (i.e. Meditech, IDX, Peoplesoft, ORSOS, 
ANSAS or other projects)

• 7 applications are undecided – (e.g. IBM Medical Records Encoder) Solution 
may be to do in-house analysis and remediation or replacement

• 8 need to be assessed for vendor compliance

• 1 needs to be assessed for vendor upgrade
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What is the risk of replacement projects?

Risks: Large replacement projects often fall behind schedule
– What impacts would falling behind scheduled cause?

– Would it be prudent to plan to remediate the 32 applications?

– Would it also be prudent to plan to remediate the 18 systems which the 
vendors plan to upgrade ? 
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What information is not in the table that 
we would like to see?

All missing from this exhibit are…

Patient Care Risks Administrative Risks

• Completion dates for each application to help in planning
• Relative size of each application (i.e. level of effort)
• Departmental applications not supported by the central Information System 

organization
• Facilities controls with embedded microprocessors not included in the 

inventory (e.g. elevators, HVAC, power systems,…)
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4. How is the Year 2038 problem similar to and different 
from the Year 2000 bug?

A signed 4-byte integer has a maximum value of 2,147,483,647, 
and this is where the Year 2038 problem comes from

– The maximum value of time before it rolls over to a negative (and 
invalid) value is 2,147,483,647, which translates into January 19, 2038

– On this date, any programs written in the ‘C’ programming language
which use a standard time library will have problems with date 
calculations
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How is the Year 2038 problem similar and different?
Most web-based systems and services that run over the Internet are based on Linux!

Linux and many programs are written are written in C programming language and suffer from the Year 
2038 problem

– Most C programs use a library of routines called standard time library

– This library uses a standard 4-byte or 32 bit format to store time values, and provides functions for 
converting, displaying and calculating time values

– The standard time library assumes the beginning of time is January 1, 1970, at 12:00:00 a.m. This 
value is 0

– Any time/date value is expressed as the number of seconds following that zero value. So the time 
value is that many seconds past 12:00:00 a.m. on January 1, 1970 

• This is convenient because if you subtract any two values, you get the time difference between 
them in seconds

• Other functions in the library are used to determine how many 
minutes/hours/days/months/years have passed between two times
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Other questions if there is time…
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Y2K exposed Fletcher-Allen to significant business 
and medical risks

Bob Sadlemire’s boss Alan Wyman, tells him: 

“You need to assure (the Board) that we have a solid process in 
place to deal with (the year 2000 problem).”

If you were Sadlemire, can you state that the process is “solid”?  Why/why not?

Does the summary 
of Exhibit 1 
“Agenda for 
upcoming Board’s 
Patient Care and 
Systems 
Improvement 
committee 
meeting” seem 
misleading?
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Y2K exposed Fletcher-Allen to significant business and 
medical risks

Bob Sadlemire’s boss Alan Wyman, tells him: 

“You need to assure (the Board) that we have a solid process in 
place to deal with (the year 2000 problem).”

What do you think of these instructions? 

If you were Sadlemire, can you state that the process is “solid”?  Why/why not?

How likely is it that Bob Sadlemire can guide the organization to achieve Y2K compliance in their critical 
medical and business processes?



MIS 5206 Protecting Information Assets

Success of an enterprise-wide IT initiative is based on 
what? 

…is not merely a technical problem to be “solved” by IT 
professionals

Implementation of new or altered enterprise systems will have a 
large impact on every business process

Therefore extensive participation and active oversight by 
influential senior managers is necessary! 


