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Reading	
  

•  Vacca Chapter 14 
•  “In the News” article 
•  Continue Analysis: Case 1  
•  ISO 27001 – Assignment 1 
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In	
  the	
  News	
  

Recommended	
  Presenta.ons	
  from	
  Cyber	
  Defense	
  Summit	
  2014	
  
	
  
Content	
  from	
  the	
  SANS	
  Cyber	
  Defense	
  Summit	
  (full	
  agenda	
  –	
  pdf)	
  last	
  month	
  
	
  
hKps://www.novainfosec.com/2014/09/04/recommended-­‐presenta'ons-­‐from-­‐cyber-­‐defense-­‐summit-­‐2014/?
utm_source=feedburner&utm_medium=feed&utm_campaign=Feed%3A+novainfosecportalblog+%28NovaInfosec.com+Blog
%29&utm_content=FeedBurner	
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Data Classification 
Processes and Models 

	
  
Data	
  classifica/on	
  is	
  essen/al	
  to	
  ensuring	
  that	
  data	
  is	
  
appropriately	
  protected	
  and	
  done	
  so	
  in	
  the	
  most	
  cost-­‐
effec/ve	
  manner.	
  The	
  goal	
  is	
  to	
  classify	
  data	
  according	
  
to	
  its	
  risk	
  associated	
  with	
  its	
  loss	
  or	
  disclosure	
  and	
  to	
  
iden/fy	
  the	
  level	
  of	
  confiden/ality,	
  integrity	
  and	
  

availability	
  required.	
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Projected	
  Growth	
  of	
  Data	
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Projected	
  Growth	
  of	
  Data	
  
What	
  is	
  a	
  ZeKa	
  Byte?	
  

A	
  zeLabyte	
  is	
  a	
  quan/ty	
  of	
  
informa/on	
  or	
  
informa/on	
  storage	
  
capacity	
  equal	
  to	
  1021	
  
bytes.	
  Research	
  from	
  the	
  
University	
  of	
  California,	
  
San	
  Diego	
  reports	
  that	
  in	
  
2008,	
  Americans	
  
consumed	
  3.6	
  zeLabytes	
  
of	
  informa/on.	
  

Kilobyte	
  	
  
Megabyte	
  	
  
Gigabyte	
  	
  
Terabyte	
  	
  
Petabyte	
  	
  
Exabyte	
  	
  
ZeDabyte	
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Projected	
  Growth	
  of	
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Key	
  Concepts	
  
Classifica/on	
  
	
  

Grouping	
  of	
  data	
  according	
  to	
  pre-­‐
determined	
  types	
  

Cost-­‐Effec/veness	
  
	
  

Appropriateness	
  of	
  the	
  level	
  of	
  risk	
  
mi'ga'on	
  expenditure	
  

Confiden/ality	
  
	
  

Restric'on	
  who	
  may	
  know	
  about	
  and/or	
  
have	
  access	
  to	
  informa'on	
  

Integrity	
  
	
  

Confidence	
  that	
  informa'on	
  is	
  complete	
  
and	
  unaltered	
  

Availability	
   Access	
  to	
  informa'on	
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Data	
  Reten'on	
  
Why	
  have	
  a	
  formal	
  data	
  

reten'on	
  policy?	
  

•  Applicable	
  Laws	
  and	
  Regula'ons	
  
•  Resource	
  Limits	
  	
  
•  Privacy	
  	
  
•  Access	
  	
  
•  Security	
  	
  
•  Plagiarism	
  and	
  Copyright	
  	
  
•  Enforcement	
  	
  



MIS	
  5206	
  Protec/ng	
  Informa/on	
  Assets	
  
Greg	
  Senko	
  

Data	
  Reten'on	
  
Why	
  companies	
  need	
  to	
  do	
  have	
  a	
  formal	
  

data	
  reten'on	
  policy	
  now	
  

•  Prac'cal	
  Concerns	
  
•  Regulatory	
  Concerns	
  
•  Privacy	
  Concerns	
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Data	
  Reten'on	
  
Prac'cal	
  Concerns	
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Data	
  Reten'on	
  
Regulatory	
  Concerns	
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Data	
  Reten'on	
  
Privacy	
  Concerns	
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Data	
  Reten'on	
  
Establishing	
  a	
  Data	
  Reten'on	
  Policy	
  

•  Establishment	
  of	
  Data	
  Classes	
  
•  Classifica'on	
  of	
  Data	
  
•  Establishment	
  of	
  Reten'on	
  Periods	
  
•  Selec'on	
  of	
  Archive	
  Methods	
  

•  Paper-­‐based	
  
•  Electronic	
  forms	
  

•  Crea'on	
  of	
  End-­‐of-­‐Life	
  Processes	
  
•  Crea'on	
  of	
  Policies	
  for	
  Destruc'on	
  of	
  Media	
  
•  Iden'fica'on	
  of	
  Roles	
  and	
  Responsibili'es	
  
•  Crea'on	
  of	
  Enforcement	
  Mechanisms	
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Data	
  Reten'on	
  
Handling	
  Customer	
  Data	
  

•  Conduct	
  an	
  enterprise	
  applica'on	
  compliance	
  
review	
  

•  Implement	
  Payment	
  Applica'on	
  Data	
  Security	
  
Standard	
  (PA-­‐DSS)	
  

•  Pilot	
  data	
  tokeniza'on	
  solu'ons	
  
•  Implement	
  end-­‐to-­‐end	
  encryp'on	
  
•  Restrict	
  Internal	
  access	
  to	
  customer	
  data	
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Data	
  Governance	
  Roles	
  

Owner	
   Steward	
   Custodian	
  

Manages	
  the	
  
business	
  func'on	
  
that	
  generates	
  
and/or	
  uses	
  the	
  

data.	
  Has	
  business	
  
and/or	
  regulatory	
  
responsibility	
  for	
  
data	
  quality	
  and	
  
management.	
  

Focuses	
  on	
  
managing	
  data	
  
content	
  and	
  the	
  
business	
  logic	
  
behind	
  all	
  data	
  
transforma'ons.	
  

Oversees	
  the	
  safe	
  
transport	
  and	
  
storage	
  of	
  data.	
  
Focuses	
  ion	
  the	
  
underlying	
  

infrastructure	
  and	
  
ac'vi'es	
  required	
  
to	
  keep	
  the	
  data	
  

intact.	
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Examples	
  of	
  Classifica'ons	
  

The	
  need	
  to	
  protect	
  
informa/on	
  has	
  different	
  
characteris/cs	
  in	
  different	
  
sort	
  of	
  organiza/ons.	
  The	
  
principle	
  dis/nc/on	
  is	
  
between	
  Government	
  and	
  
Business.	
  	
  But,	
  the	
  terms	
  
used	
  overlap	
  in	
  scope	
  and	
  
are	
  oUen	
  intermingled	
  
some/mes	
  resul/ng	
  in	
  
confusion	
  

Unclassified	
  
Sensi.ve	
  but	
  unclassified	
  (SBU)	
  
Public	
  
Confiden.al	
  
Client	
  Confiden.al	
  
Company	
  Confiden.al	
  
Sensi.ve	
  
Proprietary	
  
Private	
  
Secret	
  
Top	
  secret	
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Informa'on	
  Security	
  Classifica'on	
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  Taking	
  Tip	
  

22 

Oien	
  you	
  will	
  encounter	
  ques'ons	
  that	
  ask	
  you	
  to	
  chose	
  the	
  
“Best”	
  answer.	
  	
  
	
  
The	
  ideas	
  is	
  that	
  at	
  least	
  two	
  of	
  the	
  answers	
  are	
  correct	
  in	
  some	
  
sense	
  but	
  one	
  is	
  “more	
  correct”	
  than	
  the	
  others.	
  	
  
	
  
It	
  can	
  be	
  useful	
  to	
  view	
  these	
  types	
  of	
  ques'ons	
  as	
  having	
  some	
  
possible	
  answers	
  that	
  are	
  actually	
  subsets	
  of	
  the	
  most	
  correct	
  
answer.	
  

-­‐	
  Look	
  for	
  “subset”	
  ques/ons	
  -­‐	
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Example:	
  
	
  
An	
  aKack	
  that	
  involves	
  an	
  aKacker	
  creates	
  a	
  misleading	
  
context	
  in	
  order	
  to	
  trick	
  a	
  user	
  into	
  making	
  an	
  
inappropriate	
  security-­‐relevant	
  decision	
  is	
  known	
  as:	
  

a)	
  Spoofing	
  aKack	
  
b)	
  Surveillance	
  aKack	
  
c)	
  Social	
  engineering	
  aKack	
  
d)	
  Man-­‐in-­‐the-­‐middle	
  aKack	
  
	
  
	
  	
  	
  	
  Answer:	
  C	
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Example:	
  
	
  
An	
  aKack	
  that	
  involves	
  an	
  aKacker	
  creates	
  a	
  misleading	
  
context	
  in	
  order	
  to	
  trick	
  a	
  user	
  into	
  making	
  an	
  
inappropriate	
  security-­‐relevant	
  decision	
  is	
  known	
  as:	
  

a)	
  Spoofing	
  aKack	
  
b)	
  Surveillance	
  aKack	
  
c)	
  Social	
  engineering	
  aKack	
  
d)	
  Man-­‐in-­‐the-­‐middle	
  aKack	
  
	
  
	
  	
  	
  	
  Answer:	
  C	
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Example:	
  
	
  
An	
  aKack	
  that	
  involves	
  an	
  aKacker	
  creates	
  a	
  misleading	
  
context	
  in	
  order	
  to	
  trick	
  a	
  user	
  into	
  making	
  an	
  
inappropriate	
  security-­‐relevant	
  decision	
  is	
  known	
  as:	
  

a)	
  Spoofing	
  aKack	
  
b)	
  Surveillance	
  aKack	
  
c)	
  Social	
  engineering	
  aKack	
  
d)	
  Man-­‐in-­‐the-­‐middle	
  aKack	
  
	
  
	
  	
  	
  	
  Answer:	
  C	
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Quiz	
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