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MIS5206	
  Week	
  4	
  
•  In the News 
•  Readings 

–  2009 Vacca Chapters 14, 35 
–  2012 Vacca Chapters 15, 35 
–  HDFC BANK: SECURING ONLINE BANKING 
–  ISACA RiskIT Framework pp. 47- 96   

•  Week 3 Material Highlights 
•  Risk Evaluation  
•  Test Taking Tip 
•  Quiz 
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In	
  the	
  News	
  

h>p://fcw.com/ar'cles/2014/09/12/trust-­‐issues.aspx	
  
	
  
It	
  is	
  no	
  secret	
  that	
  the	
  U.S.	
  government	
  is	
  desperate	
  to	
  prevent	
  
another	
  large-­‐scale	
  leak	
  of	
  classified	
  informa'on	
  like	
  the	
  one	
  
carried	
  out	
  by	
  Edward	
  Snowden	
  last	
  year.	
  And	
  the	
  role	
  technology	
  
is	
  playing	
  in	
  this	
  pursuit	
  could	
  have	
  long-­‐term	
  consequences	
  for	
  
federal	
  agencies'	
  rela'onships	
  with	
  their	
  employees.	
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Reading	
  

•  Vacca Chapter 15 – 35 

•  Case: HDFC BANK 

•  ISACA RiskIT Framework pp. 47 - 96   
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Why	
  is	
  data	
  classifica'on	
  important?	
  

•  Focuses	
  a>en'on	
  on	
  the	
  iden'fica'on	
  and	
  
valua'on	
  of	
  informa'on	
  assets	
  	
  

•  Is	
  the	
  basis	
  for	
  access	
  control	
  policy	
  and	
  
processes	
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  HDFC	
  Banking	
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Let’s	
  discuss	
  the	
  case:	
  

•  What	
  is	
  the	
  role	
  of	
  employee	
  security	
  
awareness	
  training	
  in	
  the	
  overall	
  security	
  risk	
  
management	
  strategy?	
  	
  

•  To	
  what	
  extent	
  should	
  a	
  company	
  a>empt	
  to	
  
educate	
  their	
  customers	
  about	
  security	
  
concerns?	
  	
  

•  What	
  are	
  some	
  of	
  the	
  methods	
  a	
  company	
  can	
  
use	
  to	
  raise	
  security	
  awareness?	
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Case	
  Study	
  due	
  10/2:	
  
•  Via	
  email	
  
•  Due	
  by	
  mid-­‐night	
  	
  Tuesday	
  9/30	
  

1.  What	
  if	
  anything	
  should	
  HDFC	
  do	
  to	
  make	
  
exis'ng	
  customers	
  more	
  secure?	
  

2.  How	
  should	
  HDFC	
  deal	
  with	
  customers	
  who,	
  
while	
  signed-­‐up,	
  do	
  not	
  use	
  online	
  banking	
  
services?	
  

3.  At	
  this	
  point,	
  should	
  HDFC	
  bank	
  outsource	
  
secure	
  data	
  and	
  transac'ons?	
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Risk Evaluation  
	
  

Risk	
  evalua/on	
  is	
  the	
  process	
  of	
  iden/fying	
  risk	
  
Risk	
  Scenarios	
  and	
  describing	
  their	
  poten/al	
  	
  

Business	
  impact	
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The	
  risk	
  management	
  process	
  model	
  
groups	
  key	
  ac'vi'es	
  into	
  a	
  number	
  of	
  
processes.	
  These	
  processes	
  are	
  
grouped	
  into	
  three	
  domains.	
  The	
  
process	
  model	
  will	
  appear	
  familiar	
  to	
  
users	
  of	
  COBIT	
  and	
  Val	
  IT:	
  substan'al	
  
guidance	
  is	
  provided	
  on	
  the	
  key	
  
ac'vi'es	
  within	
  each	
  process,	
  
responsibili'es	
  for	
  the	
  process,	
  
informa'on	
  flows	
  between	
  processes	
  
and	
  performance	
  management	
  of	
  the	
  
process.	
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Risk	
  Evalua'on	
  -­‐	
  Key	
  Components	
  
Collect	
  
Data	
  
	
  

Iden'fy	
  relevant	
  data	
  to	
  enable	
  
effec've	
  IT-­‐related	
  risk	
  
iden'fica'on,	
  analysis	
  and	
  
repor'ng	
  
	
  

Analyze	
  
Risk	
  	
  
	
  

Develop	
  useful	
  informa'on	
  to	
  
support	
  risk	
  decisions	
  that	
  take	
  
into	
  account	
  the	
  business	
  
impact	
  of	
  risk	
  factors	
  

Maintain	
  
Risk	
  
Profile	
  

Maintain	
  and	
  up-­‐to-­‐date	
  and	
  
complete	
  inventory	
  of	
  known	
  
risks	
  and	
  a>ributes	
  as	
  
understood	
  in	
  the	
  context	
  of	
  IT	
  
controls	
  and	
  business	
  
processes	
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Collect	
  Data	
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Collect	
  Data	
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Analyze	
  Risk	
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Analyze	
  Risk	
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Maintain	
  Risk	
  Profile	
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Maintain	
  Risk	
  Profile	
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  Taking	
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Focus	
  on	
  the	
  “highest	
  likelihood”	
  answers	
  for	
  test	
  taking	
  
efficiency	
  
	
  

Here’s	
  why:	
  
•  Some	
  of	
  the	
  answers	
  use	
  unfamiliar	
  terms	
  and	
  stand	
  out	
  as	
  unlikely	
  and	
  

can	
  therefore	
  be	
  discarded	
  immediately	
  	
  
•  Some	
  answers	
  are	
  clearly	
  wrong	
  and	
  you	
  can	
  recognize	
  them	
  based	
  on	
  

your	
  familiarity	
  with	
  the	
  subject	
  
•  The	
  correct	
  answer	
  may	
  require	
  a	
  careful	
  reading	
  of	
  the	
  wording	
  of	
  the	
  

ques'on	
  and	
  elimina'ng	
  the	
  unlikely	
  answers	
  early	
  in	
  the	
  evalua'on	
  
process	
  helps	
  you	
  focus	
  on	
  key	
  concepts	
  for	
  making	
  the	
  choice	
  

-­‐	
  Eliminate	
  any	
  “probably	
  wrong”	
  answers	
  first	
  -­‐	
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Example:	
  
	
  

The	
  promo'on	
  manager	
  of	
  Northeast	
  Electronics	
  has	
  been	
  
made	
  the	
  owner	
  of	
  the	
  department’s	
  printers	
  and	
  other	
  
resources.	
  The	
  manager	
  can	
  now	
  designate	
  who	
  in	
  the	
  
department	
  can	
  use	
  the	
  the	
  large	
  format	
  printer.	
  What	
  
term	
  is	
  used	
  to	
  describe	
  this	
  type	
  of	
  access	
  control?	
  

A.  Mandatory	
  
B.  Role-­‐Based	
  
C.  Discre'onary	
  
D.  Distributed	
  

	
  	
  	
  	
  Answer:	
  C	
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Example:	
  
	
  

The	
  promo'on	
  manager	
  of	
  Northeast	
  Electronics	
  has	
  been	
  
made	
  the	
  owner	
  of	
  the	
  department’s	
  printers	
  and	
  other	
  
resources.	
  The	
  manager	
  can	
  now	
  designate	
  who	
  in	
  the	
  
department	
  can	
  use	
  the	
  the	
  large	
  format	
  printer.	
  What	
  
term	
  is	
  used	
  to	
  describe	
  this	
  type	
  of	
  access	
  control?	
  

A.  Mandatory	
  
B.  Role-­‐Based	
  
C.  Discre'onary	
  
D.  Distributed	
  

	
  	
  	
  	
  Answer:	
  C	
  

Nothing	
  seems	
  mandatory	
  about	
  this	
  scenario	
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Example:	
  
	
  

The	
  promo'on	
  manager	
  of	
  Northeast	
  Electronics	
  has	
  been	
  
made	
  the	
  owner	
  of	
  the	
  department’s	
  printers	
  and	
  other	
  
resources.	
  The	
  manager	
  can	
  now	
  designate	
  who	
  in	
  the	
  
department	
  can	
  use	
  the	
  the	
  large	
  format	
  printer.	
  What	
  
term	
  is	
  used	
  to	
  describe	
  this	
  type	
  of	
  access	
  control?	
  

A.  Mandatory	
  
B.  Role-­‐Based	
  
C.  Discre'onary	
  
D.  Distributed	
  

	
  	
  	
  	
  Answer:	
  C	
  

Maybe	
  ….	
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Example:	
  
	
  

The	
  promo'on	
  manager	
  of	
  Northeast	
  Electronics	
  has	
  been	
  
made	
  the	
  owner	
  of	
  the	
  department’s	
  printers	
  and	
  other	
  
resources.	
  The	
  manager	
  can	
  now	
  designate	
  who	
  in	
  the	
  
department	
  can	
  use	
  the	
  the	
  large	
  format	
  printer.	
  What	
  
term	
  is	
  used	
  to	
  describe	
  this	
  type	
  of	
  access	
  control?	
  

A.  Mandatory	
  
B.  Role-­‐Based	
  
C.  Discre'onary	
  
D.  Distributed	
  

	
  	
  	
  	
  Answer:	
  C	
  

Nothing	
  about	
  roles	
  other	
  than	
  manager	
  in	
  the	
  ques'on	
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Example:	
  
	
  

The	
  promo'on	
  manager	
  of	
  Northeast	
  Electronics	
  has	
  been	
  
made	
  the	
  owner	
  of	
  the	
  department’s	
  printers	
  and	
  other	
  
resources.	
  The	
  manager	
  can	
  now	
  designate	
  who	
  in	
  the	
  
department	
  can	
  use	
  the	
  the	
  large	
  format	
  printer.	
  What	
  
term	
  is	
  used	
  to	
  describe	
  this	
  type	
  of	
  access	
  control?	
  

A.  Mandatory	
  
B.  Role-­‐Based	
  
C.  Discre'onary	
  
D.  Distributed	
  

	
  	
  	
  	
  Answer:	
  C	
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Example:	
  
	
  

The	
  promo'on	
  manager	
  of	
  Northeast	
  Electronics	
  has	
  been	
  
made	
  the	
  owner	
  of	
  the	
  department’s	
  printers	
  and	
  other	
  
resources.	
  The	
  manager	
  can	
  now	
  designate	
  who	
  in	
  the	
  
department	
  can	
  use	
  the	
  the	
  large	
  format	
  printer.	
  What	
  
term	
  is	
  used	
  to	
  describe	
  this	
  type	
  of	
  access	
  control?	
  

A.  Mandatory	
  
B.  Role-­‐Based	
  
C.  Discre'onary	
  
D.  Distributed	
  

	
  	
  	
  	
  	
  	
  	
  Answer:	
  C	
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