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1. Which of the choices below is an INCORRECT description of a control?

a. Detective Controls discover attacks and trigger preventive or corrective
controls
Corrective Controls reduce the effect of an attack

c. Corrective controls reduce the likelihood of a deliberate attack

d. Controls are the countermeasures for vulnerabilities

2. Which of the choices below is NOT a common information gathering technique for

risk assessment?

a. Distributing a questionnaire

b. Employing automation risk analysis tools
c. Review existing policy documents

d. Interview terminated employees

3. Which choice below is an accurate statement about the difference between
auditing and monitoring??

A system audit is an on-going, real-time activity that examines a system
Monitoring is on ongoing activity that monitors either a system or users
A system audit can not be automated

Monitoring is a one-time event to evaluate security
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4. Which best describes the difference between a system owner and an information
owner?

a. A system owner is responsible for defining the rules for the use of
information
One system could have multiple information owners

c. Aninformation owner is responsible for defining a system’s operating
parameters

d. Thereis a 1:1 relationship between system and information owners

4. Place the data classification scheme below in order from least secure to most
secure

a. Sensitive

b. Private

c. Public

d. Confidential C,B,AD



