
Copyright© 2018 Edward S. Ferrara

MIS 5208 – Lecture 04 – Fighting Fraud

Caswell M. Anderson, CISA, CRISC

Caswell.Anderson@temple.edu 

mailto:Caswell.Anderson@


Copyright© 2018 Edward S. Ferrara

Learning  Object ives

▪ Become familiar with the different ways in which 
organizations fight fraud.

▪ Understand the importance of fraud prevention.

▪ Understand how to create a culture of honesty and high 
ethics.

▪ Understand why hiring the right kind of employees can greatly 
reduce the risk of fraud.

▪ Understand how to assess and mitigate the risk of fraud.

▪ Understand the importance of early fraud detection.

▪ Understand different approaches to fraud investigation.

▪ Be familiar with the different options for legal action that can 
be taken once fraud has occurred.
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How Organizat ions  F ight  Fraud

Organizations fight fraud by 
implementing:

1. Fraud prevention

2. Early fraud detection

3. Fraud investigation

4. Follow-up legal action 
and/or resolution
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Fraud Prevent ion

▪ Fraud prevention is the most cost-effective way to reduce fraud

▪ Involves two fundamental 
activities:
▪ Create and maintain a 

culture of honesty and 
high ethics 

▪ Assess the risks for fraud, 
develop concrete 
responses to mitigate the 
risks, and eliminate the 
opportunities for fraud
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Fraud Prevent ion – F ive  Cr i t ica l  E lements

Five 
critical 

elements:

Have top 
management 

model 
appropriate 

behavior

Hire the right 
kind of 

employees

Communicate 
expectations

•Require periodic 
written acceptance 
of expectations

Create a 
positive work 
environment

Enforce 
policies for 

handling fraud
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Fraud Prevent ion – Proper  Model ing

Set the Tone at the Top
Set a Proper Example or 
Model

Do not act one way and 
expect others to behave 
differently

• Do not tolerate:

oDishonest

oUnethical behavior

• Understand the effects of bad 
modeling
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Fraud Prevent ion - Employment

Hire the Right 
Kind of Employees

Hiring procedures 
include:

• Background 
investigations

• References

• Tests for honesty
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Ethica l  Matur i ty  Model
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Fraud Prevent ion - Communicat ion

▪ Communicating 
Expectations of Honesty and 
Integrity

▪ Identify and codify 
appropriate values and 
ethics

▪ Training employees in fraud 
awareness

▪ Communicating consistent 
expectations about 
punishment of violators

▪ Creating a Positive Work 
Environment

▪ Fraud occurs less frequently 
when employees have
▪ Positive feelings about an 

organization

▪ A sense of ownership in the 
organization
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Proper  Handl ing  of  Fraud and Perpetrators

▪ Facts are investigated 
thoroughly

▪ Firm and consistent actions 
are taken against 
perpetrators

▪ Risks and controls are 
assessed and improved

▪ Communication and training 
are ongoing
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El iminate  Fraud Opportunit ies

▪ Organizations should:
▪ Identify sources and measure fraud risks

▪ Implement preventative and detective controls

▪ Create widespread monitoring by employees

▪ Have internal and external auditors
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Ear ly  Fraud Detect ion

▪ Three Primary Ways to 
Detect Fraud
▪ By chance

▪ By providing “whistle-
blowing” systems

▪ By data mining
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Ear ly  Fraud Detect ion – Whist le -B lowing

▪ A reporting hotline or online system that allows others to call 
in or submit an anonymous tip of a fraud suspicion

▪ Examples:

▪ Internal systems/hotlines

▪ The Association of Certified Fraud Examiners

▪ Allegience
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Ear ly  Fraud Detect ion - CCATS

▪ Mining Company Databases
▪ Mining databases for suspicious trends, numbers, and other 

anomalies.
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Fraud Analys is :  Usefu l  Informat ion

▪ Issues
▪ Conflicts of interest

▪ Unknown relationships

▪ Abnormal patterns of activity

▪ Errors in key processes

▪ Control weaknesses

▪ Hindsight, insight, foresight

▪ Business Operations and 
Expense Areas
▪ Accounts payable

▪ Claims

▪ Damaged Goods

▪ Healthcare

▪ Insurance

▪ Loss

▪ Expense reimbursement

▪ General Ledger

▪ Travel and Entertainment
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Vendor  Attr ibute  Capture

▪ Total number of vendors

▪ Vendors without:
▪ Addresses

▪ TAX ID

▪ Are they receiving payment?

▪ Electronic transfers

▪ Paper checks
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Vendor  Act iv i ty  Assessment

▪ Number of Vendors

▪ Frequency of Use

▪ Number of Active Users Compared Against Total Vendors

▪ Unused Vendors can be source of internal abuse

▪ Vendor Identity Abuse
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Name Mining

▪ Looking for Fictitious Vendors
▪ Fictitious Names

▪ Use their initials in the name of a vendor

▪ Anagrams

▪ Others

– Substitution

– Insertion and Omission

– Transposition

– Number Substitution
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Employee Vendor  Re lat ionships

▪ Employee and Vendor Name are Different
▪ Common Addresses

▪ Addresses that are different but are at the same geographic 
location:

▪ 201 College Avenue

▪ 669 West Chestnut Street

▪ Phone Number

▪ TAX ID

▪ Zip Codes
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Prox imity  Ana lys is

▪ Mailbox Services

▪ Anonymous

▪ These mail drop have the appearance of a physical address

▪ Proximity location of vendor to actual employees
▪ Employee Addresses

▪ Vendor Addresses

▪ Proximity Analysis
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Vendor  Trending  Analys is

▪ Accounts Payable

▪ Claims Payable

▪ Fraud Payment Acceleration

▪ Small initial amounts of fraud

▪ Amounts and frequency increases

▪ Test Phase

▪ Confidence Phase

▪ Greed Phase

▪ Trend Payments to Vendors

▪ Valley and Spike Payment Patterns
▪ Long periods of inactivity between periods of very high activity

▪ Unusually high periods of activity
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Payment  Trend Analys is

▪ Calendar
▪ By Day of Week

▪ By Day of Month

▪ By Month

▪ Checks created on weekends (Saturdays and Sundays)

▪ Date created

▪ Date posted

▪ Benford’s Law
▪ The first digit should be a 1… (30% of the time)
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Benford’s Law

McGinty, J. C. (2014). Accountants Increasingly Use Data Analysis to Catch Fraud - Auditors 
Wield Mathematical Weapons to Detect Cheating. The Wall Street Journal. (Web Site)
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Check  Sequence Analys is

▪ G/L

▪ Cash Receipts

▪ Identify Gaps in Check Sequences
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Expense,  Payro l l ,  and Vacat ion Contro ls

▪ Analysis of Overtime Hours

▪ Reasonableness

▪ Consistent with role

▪ Holiday Hours

▪ Reasonableness

▪ Consistent with role

▪ Purchasing Cards

▪ Spending over approval limits

▪ Split transactions to avoid limit

▪ Collusion between subordinate and supervisor to avoid approval 
scrutiny

▪ Vacation Hours

▪ Reasonableness

▪ Consistent with role

▪ Large amounts of vacation outside of guidelines
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Other  Analys is  Areas

▪ System Access Logs

▪ Maintenance Files

▪ Social Media

▪ The Price is Right Fraud

▪ Physical Investigations
▪ Surveillance
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Cont inuous  Audit ing

▪ Programmatic Auditing

▪ System Based

Source: Cser, A. (2010).Market Overview: Fraud Management Solutions - Seven Tenets Of 
Effectively Combating Fraud Costs. Forrester Research.
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Fraud Invest igat ion - Predicat ion

▪ Fraud investigation should 
occur only if a predication of 
fraud exists.

▪ Predication refers to the 
circumstances, taken as a 
whole, that would lead a 
reasonable, prudent 
professional to believe a 
fraud has occurred, is 
occurring, or will incur.

▪ Considerations before 
investigating fraud:
▪ Need management’s approval

▪ Pursued only when 
predication exists

▪ Investigators rely heavily on 
interviews, computer 
searches, and accounting 
records and internal controls.
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The Ev idence  Square
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Fraud Invest igat ion

▪ Testimonial Evidence
▪ Evidence gathered from individuals

▪ Techniques:

▪ Interviewing

▪ Interrogation

▪ Honesty tests
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Fraud Invest igat ion - Documentary  Ev idence

▪ Gathered from paper, computers, and other written or printed 
sources

▪ Techniques:

▪ Document examination

▪ Data mining

▪ Public records searches

▪ Audits

▪ Computer searches

▪ Net worth calculations

▪ Financial statement analysis

▪ Corporate databases 

▪ E-mail servers
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Fraud Invest igat ion – Phys ica l  Ev idence

▪ Fingerprints

▪ Tire marks

▪ Weapons

▪ Stolen property

▪ Identification numbers

▪ Marks on stolen objects

▪ Other tangible evidence

▪ Techniques:
▪ Forensic analysis by experts
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Fraud Invest igat ion

▪ Personal Observation
▪ Evidence that is sensed (seen, heard, felt, etc.) by the 

investigators

▪ Techniques:
▪ Invigilation

▪ Surveillance

▪ Covert operations
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Fraud E lements

ConcealmentOpportunity

Fraud Triangle Fraud Actions
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The Fraud Act ion Tr iang le

▪ Catch perpetrators in the 
embezzlement act or to 
gather information about 
the actual theft acts

▪ Focus on records, 
documents, computer 
programs and servers, and 
other places where 
perpetrators conceal or 
hide their dishonest acts

Theft Act Concealment

Concealment
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F r a u d  I n v e s t i g a t i o n  – C o n v e r s i o n  ( M o n e y  L a u n d e r i n g )

▪ The Fraud Element Triangle: Conversion

▪ Search for ways the perpetrators spent or used their stolen 
assets.
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Conduct ing  a  Fraud Invest igat ion

▪ Undertaken only to 
“establish the truth”

▪ Experienced and objective 
investigators

▪ Confidentiality

▪ Need to know

▪ Evidence independently 
corroborated

▪ No questionable 
investigative techniques

▪ Fair and objective 
communication

▪ Organizations face the 
options to…
▪ Take no legal action

▪ Pursue civil remedies, and/or 

▪ Pursue criminal action
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.

Thank you


