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m NetCat
m DOS Batch Files
=@ Ruby

Netcat

Netcat'is a utility used by Penetration Tester
and Hackers to establish network connections
over UDP or TCP.

Takes “Standard In”, and sends it across the
network as data

Receives network data and puts it on
“Standard Out”

Messages from netcat itself go on “Standard
Error”
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A'Word About
Stdin, stdout, and stderror

are terms from programming that refer
to expected streams in software

As an example

= stdin would be the keyboard
= Stdout would be the screen

Stderror may be dropped or sent to loggin,

Text terminal

) ©) stder

Netcat in Linux and Windows

netcat is typically installed and can be

activate simply by typing “nc” at the command
line

In Windows, the file is not installed
= A version can be downloaded from:

= Once downloaded and extracted type “ncat” at the
command line to get started

= Note - AV will likely automatically remove it

Simple Demo



http://en.wikipedia.org/wiki/Standard_streams
http://nmap.org/ncat/

Netcat Structure

Basic format is

= Send

8 $nc [Target IP] [Remote Port]

= Receive

s $nc [flag(s)] [Local Port]
= Assumes TCP unless -u flag is set forcing to UDP

Link to SANS Cheat Sheet

= URL:

ANS NC Cheat Sheet
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http://www.sans.org/security-resources/sec560/netcat_cheat_sheet_v1.pdf
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Pipes

50, neteat can send what I type to another
machine. So what!

The pipe commands “ |7, “>”, and “<” let you
do more interesting things

For example, transfer a file between systems
= $nc -1 -p [Local Port] > [Out File]

8 Listen on local port and store result in file
= $nc -w3 [TargetIP] [Port] < [In File]

= Push file to target IP on port
See SANS Cheat Sheet on previous page for
more examples

Port Scanning

= You can even use netcat as a simple port
scanner
B Example
= $nc -v -n -z -w1 [Target IP] [Starting Port] -
[Ending Port]
= Systematically attempts to connect on each port
within the defined range
= Note:
-v - Verbose
-n - Do not resolve names
-z - Do not send data

-w1 - Wait no more then one second to connect

DOS Batch Scripting

= First off, almost everything I present here
started at:



http://blog.commandlinekungfu.com/
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Reading Files w/o Editor

Users\Hade

a test
xt

nd test
C\Users\Wade

MIS 521

: ig /displaydns
ded “| more” to avoid overflow

\Wade >ipconf

Configurat

1.ad.nlnadvertisin.

r

00-50-00-00-16
00-50-00-00-F ¢

Interfa
Int.
it

o8-
81-08-5¢

Interfac 92.168.40.1 ox10
Internet o Physical Address
68 . 3 EF-FF-FF-FF-FE-FF
c-00-00-82
00-08-1




Hnd “Running” Services

Update Seru
10 WIN:

_PAUSABLE, 1GNC

IS ERUTCE_NANE
IDISPLAY_NAME
TYP

USABLE, 1GNG
_EXIT_CODE
CE_EXTT_CODE

ISERUTCE_NANE
IDISPLAY _NAME nt
TYPE 0" WIN:

More

Build
2_SHA)

MIS 521

Find “All” Service

state=all”

lc:\Usersiiade

IS ERUICE

IDISPLS pdate Service

8 WIN32
RUNNING

CHECKPOTNI
VATT_HIN

ISERUICE_NANE: feLook
DISPLAY_NAME: Applica

NAME: ALG
NAME: Application Layer Gateway Service
TYPE 10 WIN32. OUN. PROCESS
STATE 1 STOPPED

Details on a Service

ervice_name]

_TYPE
CONTROL
86>\Conmon Files\Adohe\ARM\1.8Y

0
fidobe Acrobat Update

: LocalSysten
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Start/Stop Services

= Try “sc start [service_name]” or “sc stop
[service_name]

B Remember, you can use “sc query state= all” to
find the service names

= If you have access to a similar machine, you
could also look at the GUI

Basic Coding

=@ For Loops
= FOR /L -> Counter
= FOR /F - > Iterates through a file

FOR /L -> Counter

@ Example
= FOR /L %i in ([Start],[Step],[Stop]) do [command]
= Translates to
= FOR /L %iin (1,1,5) do echo %i




10/6/18

- > Iterates through a file

| & FOR /F (“options”) %i in ([text_file]) do
[command]
@ Translates to:
‘@ FOR /E %i in count.txt do echo %i

Sending to Outfile

@ Canadd “ >> output.txt” to redirect to an
output file
3 Try “FOR /F %i in (count.txt) do echo %i >>
output.txt”

le Edit Format View Help

Reference

@ Lots more at:
=



http://blog.commandlinekungfu.com/

Ruby

Link to Language

Link to Interactive Ruby Website

Work through exercise section labeled “Of All
the Summaries #3, is Here Now” down to
“Have you got the time?”

Questions
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https://www.ruby-lang.org/en/
https://ruby.github.io/TryRuby/

