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What is a SQL Injection? 

SQL injection is a technique used to attack applications utilizing a database by sending malicious code 
with the intention of accessing or modifying restricted information in the database. There are many 
reasons why this vulnerability exists, including improper input filtering and sanitation.

This attack allows one to retrieve sensitive information, modify existing data, or even destroy entire 
databases. 



Install a Metasploitable 2 Virtual Machine

Tools Used:  OS- Kali Linux

Metasploitable 2: Vulnerable Virtual Machine 

Application: Burp Suite:  Test web apps for vulnerabilities

Tools Used:  OS- Kali Linux

Metasploitable 2: Vulnerable Virtual Machine 

Application: Burp Suite:  Test web apps for vulnerabilities

Used the Ifconfig command to find the Vulnerable Server



Configure Mutillidae in Your Attack Browser

Typed the IP Address of the Vulnerable Web Server from Metasploitable 



Configure Your Attack Browser for Burp Suite

- Configured the Firefox Browser to work with Burp Suite by 

manually applying a Proxy Server 

- Using IP 127.0.0.1 on Port 8080 

- This IP address is a loopback Internet protocol used to establish 
an IP connection to the same machine or computer being used 
by the end-user. 

- Port 8080 is a common alternative HTTP port used for web 
traffic (Unsecure Network Protocol)



Intercept the Request with Burp Suite

- Type the username and password in on the Multillidae  site to capture 

the traffic in Burp Suite



- Started a new project in Burp Suite and enable the intercept feature 

- Targeted the username field to test for SQL Injection flaws 

- Highlighted the username field and selected the  “send to intruder” 

option in Burp Suite 



Configure Positions & Payloads in Burp Suite
- After Highlighting the “Username” field use the “Sniper Attack” Which 

runs through a list of values in the payload and tries them one at a time  

- Copy and Paste SQL code into the username field in the Payloads options 

(Burp Suite) 



- Result of the SQL Injection Attack Payload 
-  Here you can view the progress                                                                                      

of the requests plus their payload status (Take a while)
-

                                                                                           

- Once intruder is finished                                                                                                                                  
you can view the details                                                                                                    
of any request simply by clicking on it.



Burp Suite is useful because you can actually render 
the webpage

We can see below that our SQL injection was 
successful and we now have usernames and 
passwords.


