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Agenda
• In The News exercise

• Incident & Disaster Response Planning

• Team Project Schedule 

• Final Exam

• Student Feedback Form (eSFF)

• SSP discussion
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Business Impact Analysis Exercise

• https://www.nytimes.com/2019/04/10/nyregion/nyc-gps-wireless.html
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1. Read the following article: 

2. Answer the following information security questions:
a) What is the threat?
b) What New York City Organizations are affected?
c) What are the vulnerabilities?
d) What more do you want to know?

https://www.nytimes.com/2019/04/10/nyregion/nyc-gps-wireless.html


Incident & Disaster Response Planning 
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Response Roles and Responsibilities example

NIST SP 800-34 R1 – Contingency Planning Guide for Federal Information SystemsMIS5214 Security Architecture 5



3 Phase Approach to Incident & Disaster Response

1. Activation/Notification Phase 
The process of activating the plan based on impacts and notifying recovery 
personnel

2. Recovery Phase 
Implements a course of action for recovery teams to mitigate impacts and 
restore system operations at an alternate site or using contingency capabilities

3. Reconstitution Phase
Includes activities to test and validate system capability and functionality and 
actions taken to return the system to normal operating condition and prepare 
the system against future impacts or outages

MIS5214 Security Architecture 6



3-Phase Response Plan

NIST SP 800-34 R1 – Contingency Planning Guide for Federal Information SystemsMIS5214 Security Architecture 7
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Business Impact Analysis (BIA)
• Determine Business Processes and Recovery Criticality

• Identify Information and IT Resource Requirements

• Identify Information System Resource Recovery Priorities
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Time Dimensions
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Data backup systems and redundancies

• Database shadowing

• Electronic vaulting

• Remote journaling

• Storage area network and hierarchical 
storage management

• Shared storage

• RAID

• Failover clustering



Backup and Recovery Strategies
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Business process inventory for an information system
Service request and utility maintenance management work order information 
system for a City’s Public Works Department             

• 4 Divisions (230 employees)
• Sewer
• Water
• Transportation
• Operations
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Business processes – modeled as swim lanes

MIS5214 Security Architecture 13

Sewer Work 
processes



How would you recommend the City prioritize the 
following business processes for recovery? 
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Contingency Planning 
Considerations & 
Solutions
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Considerations - Budget
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Contingency Plan

For High, Moderate and Low templates see:
NIST SP 800-34 R1 
Contingency Planning Guide 
for Federal Information Systems
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Agenda
✓In The News exercise

✓Incident & Disaster Response Planning

• Team Project Schedule 

• Final Exam

• Student Feedback Form (eSFF)

• SSP discussion

MIS5214 Security Architecture 18



Team Project Schedule
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Final Exam

Monday May 2, 9:00 AM – 11:30 AM
• Taken in class
•Using Canvas
•Closed book
•50 multiple-choice CISA/CISSP style questions
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Agenda
✓In The News exercise

✓Incident & Disaster Response Planning

✓Team Project Schedule 

✓Final Exam

✓Student Feedback Form (eSFF)

✓SSP discussion
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