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Summary statistics

81% 96% 52% 14.2 54:12



An information system auditor reviewing the implementation of an intrusion detection system (IDS) should be
most concerned if:

the IDS is used to detect encrypted traffic 4 respondents 31%
a signature-based |1D5 is weak against new types of attacks 4 respondents 31%*
|DS sensors are placed outside the firewall 2 respondents 15 %

a behavior-based 1D5 is causing many false alarms 3 respondents 23%



While Douglas is monitoring traffic on two ends of a network connection, he sees traffic inbound to a public IP
address show up inside the production network bound for an internal host that uses a private internal network
reserved address. What technology should Douglas expect is in use at the network border.

WLANS
PGP
NAT
DMNS

Network Address Translation (NAT) with out firewall
protection &

* The majority of NATs map multiple private hosts to one publicly exposed IP
address
* In a typical configuration, a local network is connected to a router which is also connected to the Internet
with a public address assigned by an Internet service provider

As traffic passes through the router with NAT from the local network to the Internet, the source address in
each packet is translated on the fly from a private address to the public address
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Difference between NAT and Proxy

* NAT alters the local IP addresses of internal systems

to public IP addresses for communication over Internet P fEwisd]
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* Anonymity of internal machines

* Cost reduction - public IPs incur cost and are limited in
number

* NAT functionality is limited to Layer 3 and 4

* Proxy also alters the local IP addresses to public IP
addresses, and additionally provides application level -
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security to end systems and mitigates vulnerabilities
which may directly affect the end systems.
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* Proxy functions up to layer 7 of OSI model whereas

* Proxy is meant to work at application level
like HTTP and FTP
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Which of the following architectures lacks defense in depth and is a vulnerable single point of failure?

Screened Host Firewall

5 respondents 38%*
DMZ 1 respondents e
Dual-Homed Firewall 6 respondents 46 %
Screened Subnet 1 respondents g

Dual-Homed Firewall Architecture

* A “dual-homed” device has two network interface cards (NICs)
* Multi-homed devices have multiple NICs

* Firewall software running on a dual-homed device

* Underlying operating system should have packet forwarding and routing turned off for security
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* Packet comes to the external NIC from an
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*  Without redundancy, if this goes down the dual-homed ;
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* One layer of protection lacks “defense in depth”

If an attacker compromises one firewall they can gain
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A digital signature contains a message digest to:

Enable message transmission in a digital format 1 respondents g %

Define the encryption algorithm 0*

Show if the message has been altered after transmission 6 respondents 46 % _ o

Confirm the identity of the originator 6 respondents 46%



A security manager at a large medical institution oversees a group that develops a proprietary software
application that provides distributed computing through a client/server model. She has found that some of the
systems that maintain the proprietary software have been experiencing half-open SYN flood denial-of-service
attacks. Some of the software is antiquated and still uses basic remote procedure calls, which can allow for
buffer overflow and remote attacker executing arbitrary code.

What type of client ports should the security manager make sure the institution’s software is using when client-
to-server communication needs to take place?

Dynamic 8 respondents 62 % _ ~

Free 0%* I
Well known 1 respondents g% .

Registered 4 respondents 31% -

TCP/IP Port numbers Dynamic Packet-Filtering Firewalls
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adds a new ACL.

¢ The dynamic packet-filtering firewall creates an ACL that allows the external entity to communicate with the
internal system via this high-numbered port

* The ACLs are dynamic in nature — once the connection is finished the ACL is removed

* The dynamic packet-filtering firewall offers the benefit of allowing any type of traffic outbound and permitting
only response traffic inbound
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Which of the following types of firewalls offers the benefit of allowing any type of traffic outbound, but permits
only response traffic inbound to a randomly identified port that it chooses outside the range of the well-known

ports?

Dynamic packet-filtering
Stateful inspection
First generation

Packet-filtering

8 respondents 62 %
3 respondents 23%
1 respondents g%
1 respondents g

Dynamic Packet-Filtering Firewalls

computer outside its trusted network it needs to choose an
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Sending system must choose a randomly identified port
higher than 1023 to use to setup a connection with
another computer

>
Internal system Firewall

2. Firewall dynamically
adds a new ACL

The dynamic packet-filtering firewall creates an ACL that allows the external entity to communicate with the
internal system via this high-numbered port

The ACLs are dynamic in nature — once the connection is finished the ACL is removed

The dynamic packet-filtering firewall offers the benefit of allowing any type of traffic outbound and permitting
only response traffic inbound
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In The News

e https://www.infosecurity-magazine.com/news/rsac-the-five-most-dangerous-1/

* https://www.afcea.org/content/military-aims-identity-security-trifecta

* https://cybersecuritynews.com/undersea-internet-cables/

* https://www.infosecurity-magazine.com/news/oktaforum-biometrics-privacy-1-1-1-1/

* https://www.wired.com/story/dangerzone-open-email-attachments-safely/

e https://www.infosecurity-magazine.com/news/tmobile-suffers-another-breach/

e https://www.cnet.com/news/dump-your-passwords-improve-your-security-really/

* https://www.securityweek.com/aussie-watchdog-sues-facebook-over-cambridge-analytica-breach

* https://www.securitymagazine.com/articles/91867-whats-driving-identity-access-management-in-2020

* https://www.infosecurity-magazine.com/news/play-protect-ids-just-a-third-of/

* https://www.scmagazine.com/home/security-news/news-archive/coronavirus/five-reasons-why-covid-19-
will-bolster-the-cyber-security-industry/

* https://www.infosecurity-magazine.com/news/carnival-cruise-lines-hacked/
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