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Agenda
• In The News

• Incident & Disaster Response Planning

• Team Project Q&A
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Business Continuity

Capability to continue service delivery at acceptable levels following” 
natural or human-induced disaster

Source: International Standards Organization 22300:2018

Security and resilience - Vocabulary 
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Resiliency

“Capacity to recover quickly from difficulties
...

Antonyms:

• Vulnerability, weakness…”

Source: https://www.lexico.com/en/synonym/resilience

https://www.lexico.com/en/synonym/resilience


Critical Infrastructure
“Critical infrastructures are those physical and cyber-based systems essential to the minimum operations of 
the economy and government.

4

Presidential Decision Directive/NSC 63, 1998

…As a result of advances in information technology and the necessity of
improved efficiency, however, these infrastructures have become increasingly automated and interlinked. 
These same advances have created new vulnerabilities to equipment failure, human error, weather and 
other natural causes, and physical and cyber attacks.”

Critical Infrastructure Security 
and Resilience

Presidential Policy Directive/
PPD-21, 2013

“Critical infrastructure owners and 
operators are uniquely positioned 
to manage risks to their individual 
operations and assets, and to

determine effective strategies to 
make them more secure and 
resilient”



America’s Water Infrastructure Act of 2018

Defines ‘resilience’ as 

“The ability of a community water system or an asset of a community water 
system to adapt to or withstand the effects of a malevolent act or natural 
hazard without interruption to the asset’s or system’s function, or if the function 
is interrupted, to rapidly return to a normal operating condition”



To assure resilient response 
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Business Continuity Plan (BCP)
Documented procedures for recovering and resuming critical operational 
functions following significant disruption

Source: ISO 22301:2012
Societal security – Business continuity management systems - Requirements

…includes a Disaster Recovery Plan (DRP)
Procedures for relocating critical information systems operations 
to an alternative site following significant disruption
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Catalog of cyber-security controls
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NIST SP 800-18r1 “Guide for Developing Security Plans for Federal Information Systems” 

for Business Continuity and Resiliency planning focus on 
Contingency Planning controls

https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-18r1.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r4.pdf


Contingency Planning
Controls
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NIST SP 800-53r4 “Security and Privacy Controls for Federal Information Systems and Organizations”

CONTROL NAME BASELINES

LOW MOD HIGH

Contingency Planning Policy and Procedures X X X

Contingency Plan X X X

Contingency Training X X X

Contingency Plan Testing X X X

Alternative Storage Site X X

Alternative Processing Site X X

Telecommunications Services X X

Information System Backup X X X

Information System Recovery and Reconstitution X X X

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r4.pdf


3-Phases in a
Contingency Plan

NIST SP 800-34 R1 – Contingency Planning Guide for Federal Information SystemsMIS5214 Security Architecture 11
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All dependent on a BIA “Business Impact Analysis”
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Categorizing information systems 
enables us to understand the 
priority for recovery…
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Impact on which security objective determines priorities for 
recovery?



Plan is based on “recovery priorities”
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Business Impact Analysis (BIA) Answers 

1. What are the work processes ?

2. How critical is each ?

3. What data, applications, and people are needed to run each critical process ?

4. What are the priorities for recovering information systems after disruption ?

5. For each critical IT resource, what are: 
• Recover time objective (RTO): 
Maximum acceptable downtime

• Recovery point objective (RPO): 
Maximum acceptable data loss (measured in time, but implies # of data records)
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Prerequisite for BIA and contingency planning…  

Good work process documentation identifies all people, data, applications, communications 
and information technologies needed to restore operations
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Mow Grass

Clean Lots

Street Cleaning - Mechanical and Manual

Snow Removal

Debris Removal (Emergency Response)

Special Pick Ups

Leaf Removal

Neighborhood Cleanup

Special Events

Special Projects

Building Repair

Tree Lighting

Electrical Repair

Potholes, Street Repair, and Resurfacing

Special Event Blockade

Catch Basin Repair

Catch Basin Cleaning

Garbage Collection

Street Cleaning

Public Property

Street

Sanitation

Operations

Division

Public Works Dept 

Priorities for recovery example 
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Supervisor

Crew



Business Impact Analysis (BIA) example…
• Determine Business Processes and Recovery Criticality

• Identify Information and IT Resource Requirements

• Identify Information System Resource Recovery Priorities

MIS5214 Security Architecture 18NIST SP 800-34 R1 – Contingency Planning Guide for Federal Information Systems
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Catalog of cyber-security controls
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NIST SP 800-18r1 “Guide for Developing Security Plans for Federal Information Systems” 

for Business Continuity and Resiliency planning focus on 
Contingency Planning controls

https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-18r1.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r4.pdf


Contingency Planning
Controls
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NIST SP 800-53r4 “Security and Privacy Controls for Federal Information Systems and Organizations”

CONTROL NAME BASELINES

LOW MOD HIGH

Contingency Planning Policy and Procedures X X X

Contingency Plan X X X

Contingency Training X X X

Contingency Plan Testing X X X

Alternative Storage Site X X

Alternative Processing Site X X

Telecommunications Services X X

Information System Backup X X X

Information System Recovery and Reconstitution X X X

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r4.pdf


Options for alternate Data Processing Site

Warm site: Includes communications components but computers are not installed 
– will need to be delivered and setup

Cold site: Provides only the basic environment that can be outfitted with 
communication, utilities and computers
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Hot site: A geographically remote facility, fully equipped and ready to power up at 
a moments notice



Location of Alternate site
Disaster recovery site should be in a different geophysical area not susceptible to same disaster as 
the primary operations facility  
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Seismic Hazard Map

• Telecommunications 
• Stable power supply
• Redundant utilities

With multiple providers of: 

Note: even the cloud is located somewhere… 



Multi-hazard mapping
Primer on Natural Hazard Management in 
Integrated Regional Development Planning

Department of Regional Development and Environment Executive 
Secretariat for Economic and Social Affairs Organization of American States

With support from the Office of Foreign Disaster Assistance United States 
Agency for International Development

Washington, D.C. 1991



Where is a good place for a 
backup data center?



Example is an outdated internet infrastructure map intended to illustrate what 
is needed to plan data center disaster recovery site 



Contingency Planning
Controls
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NIST SP 800-53r4 “Security and Privacy Controls for Federal Information Systems and Organizations”

CONTROL NAME BASELINES

LOW MOD HIGH

Contingency Planning Policy and Procedures X X X

Contingency Plan X X X

Contingency Training X X X

Contingency Plan Testing X X X

Alternative Storage Site X X

Alternative Processing Site X X

Telecommunications Services X X

Information System Backup X X X

Information System Recovery and Reconstitution X X X

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r4.pdf


Data backup systems and redundancies

• Database shadowing

• Electronic vaulting

• Remote journaling

• Storage area network and hierarchical 
storage management

• Shared storage

• RAID

• Failover clustering



Recovery Options: Location & Backup

29

NIST SP 800-34 R1
Planning Guide for Federal Information Systems

Recovery Time Objective

$$$

$$

$

Seconds Minutes Hours WeeksDays

High Availability Hot Site

Facility strategy

Recovery Point Objective

Seconds Minutes Hours WeeksDays

Synchronous
Replication

Asynchronous
Replication Tape Backup

Data backup



Considerations - Budget
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Response Roles and Responsibilities example
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Contingency Plan
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Contingency plans must be practiced and tested

…to be sure the plan is good, everyone is prepared and knows what to do
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Can range from:
• Checklist review
• Tabletop exercise
• Structured walk-through
• Dry-Run tests

0% 10% 20% 30% 40% 50% 60% 70%

Errors in plan

Plan not up-to-date

Unable to find passwords

Communications not in place

Insufficient  power

Insufficient training

System priorities not identified

Plan not documented

Event not identified

https://www.e-janco.com/PR20110304.html

Janco Associates, Inc. (2012)

Common Failures in Activating
Disaster Recovery & Business Continuity Plans 

https://www.e-janco.com/PR20110304.html


Team Project Q&A
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✓In The News

✓Incident & Disaster Response Planning

✓Team Project Q&A
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