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Case Study 1 – The Titan Incident



Agenda

• Defense in Depth and Introduction to N-Tier Architecture

• Titan Case Study

• FedRAMP SSP and documentation of encryption related controls



Important Security 
Architecture Model:

Defense in Depth
Also known as: 

• Layered Security

We will studying elements of layered security 
moving forward…
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Exercise: Draw an N-Tier Architecture for a Web-
Based System

• Consider a web-based system for managing the data of public utilities 
for a small town

• Identify who the users are

• Draw an N-Tier Architecture for the web-based system
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You can use www.draw.io, other graphic drawing program, or PowerPoint

http://www.draw.io/


Draw a logical network diagram for the Titan System - adding in graphical 
elements that illustrate the system boundary, interconnections and data 
flow

Use your drawing to help you answer the following questions:

1. What was the specific attack vector(s) used by attacker?

2. What failings existed in the following areas?
• IT Governance
• End users
• Information technology services
• Information security
• Incident response
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You can use www.draw.io, other graphic drawing program, or PowerPoint

http://www.draw.io/


Draw a logical network diagram adding in graphical 
elements that illustrate the system boundary, 
interconnections and data flow
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A High Performance Computing Cluster Under Attack: The Titan Incident

What was the specific attack vector(s) used by attacker:

1. ?

2. ?

3. ?

4. ?

5. ?

6. ?
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A High Performance Computing Cluster Under Attack: The Titan Incident

Specific attack vector used by attacker:

1. Attacker obtained valid user names and password 
combinations from a system in Spain that had a research 
agreement with University of Oslo (UiO)

2. Attacker accessed the Titan cluster as a research user 
using the valid credentials that were “harvested” from 
the previously compromised system

3. The attacker used a local system exploit (CVE-2010-3847) 
to gain administrative privileges on the Titan system

4. Once administrative privileges were obtained, the 
attacker modified the SSH system files to collect the 
usernames and passwords of other end-users as they 
accessed the grid

5. The attacker created at least one “backdoor”, or method 
of accessing the system without relying on the 
compromised accounts

6. The newly stolen credentials were used to gain 
unauthorized access to other systems, and they may also 
have been sold on the black market
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https://nvd.nist.gov/vuln/detail/CVE-2010-3847


What should Margrete Raaum do next?

Preventive Controls Detective Controls Corrective/Responsive Controls

Information Security

Incident Response

IT Governance
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Where in the FedRAMP System Security 
Plan would you look for information to 
help you audit the security of the Titan 
Information System?      
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…the attacker modified SSH system files to collect the usernames 
and passwords of other end-users as they accessed the grid

Secure Shell (SSH) is a cryptographic network protocol for operating network services 
securely over an unsecured network. SSH provides a secure channel over an unsecured 
network in a client-server architecture, connecting an SSH client application with an SSH 
server

Common applications include remote command-line login and remote command 
execution, but any network service can be secured with SSH. The protocol specification 
distinguishes between two major versions, referred to as SSH-1 and SSH-2.

The most visible application of the protocol is for access to shell accounts on Unix-like operating systems, but is 
in limited use on Windows as well
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Remember… Session keys ?

This is how secure web 
client applications 
communicate with 
server-side services 

Single-use symmetric keys used to encrypt messages between two users in 
an individual communication session
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Where do you look for encryption related controls 
that could help Titan?
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Where do you document this information in your SSP?
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SC-12 (1) CONTROL ENHANCEMENT (H)
The organization maintains availability of information 
in the event of the loss of cryptographic keys by users.

SC-12 (2) CONTROL ENHANCEMENT (M) (H)
The organization produces, controls, and distributes 
symmetric cryptographic keys using [FedRAMP 
Selection: NIST FIPS-compliant] key management 
technology and processes. 

SC-12 (3) CONTROL ENHANCEMENT (M) (H)
The organization produces, controls, and distributes 
asymmetric cryptographic keys using [Selection: NSA-
approved key management technology and processes; 
approved PKI Class 3  certificates or prepositioned 
keying material; approved PKI Class 3 or Class 4 
certificates and  hardware security tokens that protect 
the user’s private key]. 

SC-13 Use of Cryptography (L) (M) (H)
The information system implements [FedRAMP 
Assignment: FIPS-validated or NSA-approved 
cryptography] in accordance with applicable federal 
laws, Executive Orders, directives, policies, 
regulations, and standards.



Agenda

✓Defense in Depth and Introduction to N-Tier Architecture

✓Titan Case Study

✓FedRAMP SSP and documentation of encryption related controls


