
MIS5214 QUIZ 2017-04-24                                  
NAME:___________________________________________ 

1 
 

1. Which of the following does not correctly describe a directory service? 

a. It manages objects within a directory by using namespaces. 

b. It enforces security policy by carrying out access control and identity management 

functions. 

c. It assigns namespaces to each object in databases that are based on the X.509 standard 

and are accessed by LDAP. 

d. It allows an administrator to configure and manage how identification takes place within 

the network. 

2. Hannah has been assigned the task of installing Web access management (WAM) software. 

What is the best description for what WAM is commonly used for? 

a. Control external entities requesting access through X.500 databases 

b. Control external entities requesting access to internal objects 

c. Control internal entities requesting access through X.500 databases 

d. Control internal entities requesting access to external objects 

3. Which of the following does not describe privacy-aware role-based access control? 

a. It is an example of a discretionary access control model. 

b. Detailed access controls indicate the type of data that users can access based on the 

data’s level of privacy sensitivity. 

c. It is an extension of role-based access control. 

d. It should be used to integrate privacy policies and access control policies. 

4. What markup language allows for the sharing of application security policies to ensure that all 

applications are following the same security rules? 

a. XML 

b. SPML 

c. XACML 

d. GML 

5. The importance of protecting audit logs generated by computers and network devices is 

highlighted by the fact that it is required by many of today’s regulations.  Which of the following 

does not explain why audit logs should be protected? 

a. If not properly protected, these logs may not be admissible during a prosecution. 

b. Audit logs contain sensitive data and should only be accessible to a certain subset of 

people. 

c. Intruders may attempt to scrub the logs to hide their activities. 

d. The format of the logs should be unknown and unavailable to the intruder. 

6.  Harrison is evaluating access control products for his company.  Which of the following is not a 

factor he needs to consider when choosing the products? 

a. Classification level of data 

b. Level of training that employees have received 

c. Logical access controls provided by products 

d. Legal and regulation issues 
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7. There are several types of intrusion detection systems (IDSs).  What type of IDS builds a profile 

of an environment’s normal activities and assigns an anomaly score to packets based on the 

profile? 

a. State-based 

b. Statistical anomaly-based 

c. Misuse-detection system 

d. Protocol signature-based 

8. A rule-based IDS takes a different approach than a signature-based or anomaly-based system.  

Which of the following is characteristic of a rule-based IDS? 

a. Uses IF/THEN programming within expert systems 

b. Identified protocols used outside of their common bounds 

c. Compares patterns to several activities at once 

d. Can detect new attacks 

9. Of the following, what is the primary item that a capability listing is based on? 

a. A subject 

b. An object 

c. A product 

d. An application 

10. There are several different types of centralized access control protocols.  Which of the following 

is illustrated in the graphic that follows? 

 
a. Diameter 

b. Watchdog 

c. RADIUS 

d. TACACS+ 
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11. An access control matrix is used in many operating system and applications to control access 

between subjects and objects.  What is the column in this type of matrix referred to as? 

 
a. Capability table 

b. Constrained interface 

c. Role-based value 

d. ACL 

12. There are different ways that specific technologies can create one-time passwords for 

authentication purposes.  What type of technology is illustrated in the graphic that follows? 

 
a. Counter synchronous token 

b. Asynchronous token 

c. Mandatory token 

d. Synchronous token 
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13. Sally is carrying out a software analysis on her company’s proprietary application.  She has found 

out that it is possible for an attacker to force an authorization step to take place before the 

authentication step is completed successfully.  What type of issue would allow for this type of 

compromise to take place? 

a. Backdoor 

b. Maintenance hook 

c. Race condition 

d. Data validation error 

14. Which of the following best describes how SAML, SOAP, and HTTP commonly work together in 

an environment that provides web services? 

a. Security attributes are put into SAML format.  Web service request and authentication 

data are encrypted in a SOAP message.  Message is transmitted in an HTTP connection. 

b. Security attributes are put into SAML format. Web service request and authentication 

are encapsulated in a SOAP message.  Message is transmitted in an HTTP connection 

over TLS. 

c. Authentication data are put into SAML format.  Web service request and authentication 

data are encapsulated in a SOAP message.  Message is transmitted in an HTTP 

connection. 

d. Authentication data are put into SAML format. HTTP request and authentication data 

are encapsulated in a SOAP message.  Message is transmitted in an HTTP connection. 

15. Tanya is the security administrator for a large distributed retail company. The company’s 

network has many different network devices and software appliances that generate logs and 

audit data.  Tanya and her staff have become overwhelmed with trying to review all of the log 

files when attempting to identify if anything suspicious is taking place within the network.  

Which of the following is the best solution for this company to implement? 

a. Security information and event management 

b. Event correlation tools 

c. Intrusion detection systems 

d. Security event correlation management tools 

16. Sarah and her security team have carried out many vulnerability tests over the years to locate 

the weaknesses and vulnerabilities within the systems on the network.  The CISO has asked her 

to oversee the development of a threat model for the network.  Which of the following best 

describes what this model is and what it would be used for? 

a. A threat model can help to assess the probability, the potential harm, and the priority of 

attacks, and thus help to minimize or eradicate the threats. 

b. A threat model combines the output of the various vulnerability tests and the 

penetration tests carried out to understand the security posture of the network as a 

whole. 

c. A threat model is a risk-based model that is used to calculate the probabilities of the 

various risks identified during the vulnerability tests. 

d. A threat model is used in software development practices to uncover programming 

errors. 
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17. There are common cloud computing service models. __________________usually requires 

companies to deploy their own operating systems, application, and software onto the provided 

infrastructure.  ________________________ is the software environment that runs on top of 

the infrastructure.  In the ________________________ model the provider commonly gives the 

customer network-based access to a single copy of an application. 

a. Platform as a Service, Infrastructure as a Service, Software as a Service 

b. Platform as a Service, Platform as Software, Application as a Service 

c. Infrastructure as a Service, Application as a Service, Software as a Service 

d. Infrastructure as a Service, Platform as a Service, Software as a Service  

18. Which of the following can stop in-progress attacks to the network? 

a. NIDS 

b. NIPS 

c. Proxy Server 

d. Packet filtering firewall 

19. A system administrator configures a honeypot to track malicious user activity. The administrator 

installs the host in the DMZ without any patches and configures a web site and an SMTP server 

on it. The administrator has configured nothing else on the host.  Identify a problem with this 

configuration. 

a. The honeypot needs to be patched. 

b. Honeypots should not run a web site. 

c. Forward honeypot logs to another secured host. 

d. Honeypots should not run SMTP services. 

20. Which of the following are true regarding behavior-based network monitoring?  (Choose two.) 

a. A baseline of normal behavior must be established. 

b. Deviations from acceptable activity cannot be monitored. 

c. New threats can be blocked. 

d. A database of known attack patterns is consulted. 


