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Exam Will Cover Discussions: week 5 through 8
VSRR TS

* Readings, Videos and Lectures (60% - 15 questions) | - - -

° ERP&CRM

® Data Analytics

®  Supply Chain/RFID

® API/Digital Platform & Cloud

® Cyber Security & Al

Source: https://ccesnews.org/opinion/2018/04/23/10-tips-for-exam-preparation/#photo

° Mini-Case — Demonstrate your ability to apply (40% - 10 questions)

®  Swim Lane Diagram
° ERD

Note: The same narrative/Swim Lane and ERD is used for ALL questions from 16-25




Advice

How to prepare...

>

Review the slide Review assigned
decks readings

Review [ Add your
notes

Q.0
e

Review assigned
videos




* Topics and Required Reading
What is ERP?
What is CRM?
CRM vs. ERP: What's the Difference?
3 CRM Use Cases

Information
Systems -

Part 1



https://www.cio.com/article/2439502/what-is-erp-key-features-of-top-enterprise-resource-planning-systems.html
https://www.cio.com/article/2439505/customer-relationship-management-crm-definition-and-solutions.html
https://www.cio.com/article/3253564/crm-vs-erp-whats-the-difference-and-which-do-you-need.html
https://www.cio.com/article/3293047/3-crm-use-cases-which-is-right-for-you.html

What 1s ERP?

Enterprise Resource Planning
* Software or a System that
— Integrates functions
— Streamlines processes

— Manage core business




Legacy Systems

Sales Warehouse Accounting

Credit Info (Monday morning)

Inventory Info (nightly)

N
Orders
d

Order Entry Order Fulfillment Accounts Receivable

Original Order plus Filled Orde[l>

71\




ERP — Key Takeaways

How does ERP create value?

* Integrated Database

— One copy of data

* (Collaboration

///ﬂ//>

— Improves decision making

* Flexibility & Mobility

— Access anywhere/anytime One
System

e Lower costs




What 1s CRM?

Customer Relationship Management

e Who uses CRM?

Sales
Marketing
HR
Accounting

Strategy

Run Campalgn
Lenerate Lea
Lraate a Uaty

Deliver Products

Produce lmmices

Assign [eads
Ouaiity Leads
Convert Leads
[rack Opportunities




CRM Benefits

 Maximize Profits

* Understand Your Customer (data)
— Analyze buying patterns

— Problem solve
* Accountability
e Customer Communication

* What else?

— Improve efficiency of business processes

— Share information with team and organizatior

. INCREASE CUSTOMER KNOWLEDGE

AR X

* o & &
IMPROVED
CUSTOMER

BETTER

BENEFITS OF e

DOCUMENTATION &
REPORTING

OPTIMIZE SALES UNDERSTAND EACH
& MARKETING CUSTOMERS UNIQUE
NEEDS




ERP & CRM

 What's the difference?

e Whatis similar?

SHARED
DATA

INCREASED
PROFIT




* Topics and Required Reading
What Is The Difference Between Data Analysis And Data
Visualization?
What is BI?

I * How do you become a data-driven organization?
n Ormat lOn Disney’s $1 Billion Bet on a Magical Wristband

McDonald’s Bites on Big Data With $300 Million

SyStemS m— Acquisition

MagicBand+ (scroll down page and watch 1:11 minute

Part 11 e



https://www.forbes.com/sites/evamurray/2019/03/29/what-is-the-difference-between-data-analysis-and-data-visualization/#308fc9436411
https://www.forbes.com/sites/evamurray/2019/03/29/what-is-the-difference-between-data-analysis-and-data-visualization/#308fc9436411
https://www.cio.com/article/2439504/business-intelligence-definition-and-solutions.html
https://aws.amazon.com/executive-insights/content/how-do-you-become-a-data-driven-organization/
https://www.wired.com/2015/03/disney-magicband/
https://www.wired.com/story/mcdonalds-big-data-dynamic-yield-acquisition/?verso=true
https://www.wired.com/story/mcdonalds-big-data-dynamic-yield-acquisition/?verso=true
https://disneyworld.disney.go.com/guest-services/magicband-plus/
https://disneyworld.disney.go.com/guest-services/magicband-plus/

What 1s Data Analytics?

“The use of tools & people to uncover hidden patternsin
the data that might not be readily available to the naked

1/

eye

— Professor Lavin




3 types of analytics

* Descriptive — Dashboards (BI)
* Predictive — use past data to model future

* Prescriptive — Optimization — advise on
how best to do your job.




Data Investments... Why Care?

Top Reasons Why:

Increase Revenue

Find New Innovations

Launch New Products/Services

Increase Efficiency

Transform Business

Establish Data-Driven Culture




McDonald’s & Big Data

300 Million Acquisition

Customer experience

— Mass personalization

Infrastructure

Technology Transformation

— Algorithms crunch data

— Machine Learning

Replacing stagnant signs

— Digital displays




Supply Chain Management

"Supply Chain includes many components...from Procurement to Manufacturing to
Distribution. It's about getting the right product on the right shelf at the right time!”
— Professor Doyle

Two critical functions: Planning backwards and project execution

gy
Cross Functional Approach: @»ﬁ»@h»m»@ - L) ﬂﬁ

S
RAW MATERIALS SUPPLIER MANUFACTURER DISTRIBUTOR RETAILER CONSUMER

* Improves trust & collaboration
* Improves inventory visibility & velocity

* Improves company long-term performance




RFID

What is RFID? D
* Radio Frequency Identification -}
* Wireless technology that lets you identify objects that R F | D

have been fitted with special RF identification tags FEUEP
What is RFID good for?
* Inventory control, access control...
How it works
* Antennareads electromagnetic energy

* Can penetrate non-metallic solid objects




RFID example: Disney Magic Band

$1 Billion Investment
* Design the Customer’s experience
* Customer Tracking

— Parks & Hotels

* Everything is linked together

— Removes the customer’s need for:
e Credit Cards
* Tickets

 Trip Itinerary




* Topics and Required Reading
What is the APl Economy?

What's the difference between laaS, Saas & PaaS?
Platfo rms & Network Effect: What It Is, How It Works, Pros and

Cons

Digital
Business
Models



https://www.techtarget.com/searchapparchitecture/definition/API-economy
https://www.computerworld.com/article/3427528/what-s-the-difference-between-iaas--saas-and-paas-.html
https://www.investopedia.com/terms/n/network-effect.asp
https://www.investopedia.com/terms/n/network-effect.asp

Digital Platforms?

“...facilitates commercial interactions between at least two different groups...”
What are some core functions of a platform?
* Audience Building

* Matchmaking

* Providing Core Tools & Services

O
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Digital
Platform
Beneftits

 Easierto find customers

e Monetize underutilized assets
e Reduce transaction costs
* Reduce barriers to entry

e Reduce Search costs




Network Effects

The indirect value goods and services
gain as more people use them.

Benefit: .U "io ili iin { #

. : i
The incremental expense associated “ ‘ ‘ i © /
with adding each new user is much ‘ ‘ i r

smaller than the value they create.




Cloud Computing

3 Basic Service types to Consider
1. Infrastructure as a Service (laaS)
— Amazon Web Service
2. Platform as a Service (PaaS)
— Google App Engine
— Microsoft Azure
3. Software as a Service (SaaS)
— DropBox
— G-Suite (gmail, google doc...)

=

On-Premises laaS

Infrastructure as a Service

®

SaaS

Software as a Service

PaaS

Platform as a Service

Applications

Applications

Applications Applications

Data

Middleware Middleware Middleware

Middleware

o/s o/s o/s o/s

Virtualization Virtualization Virtualization Virtualization

Servers Servers Servers

Storage Storage Storage Storage

Networking Networking Networking Networking

& You Manage O Other Manages

T
[ emn ]
[ s
[ ereories B
= bme




Cloud Computing

Pros

Collaboration
Environment
Cost

Ease of use

Cons

Security?
Data Integrity
Availability/Downtime

Privacy




APTI’s: Application Programming Interface

What is an API?

e (Connect computer software components

— APl enable organization to open their back-end

Application
data for use PP

Functionality

 Contract for Data Interaction

— Facilitates interactions between front & backend Bsac:end
ystems
IT systems (Web API’s)

 Facilitate development of applications: Web, Mobile,
Cloud vata

* API's are Products — "building blocks”

Web & Mobil
Web APIS Af)plicat?or:se

— "“live beyond any one project”

— “reusable assets”




* Topics and Required Reading
What is threat modeling?
What Really Happens In a Data Breach
What is Al US Data Privacy Laws in 2023
Healthcare Cyber Attack Statistics 2022

Ransomware criminals are dumping kids’ private files

Cybersecurity online after school hacks
& the

Enterprise



https://www.vice.com/en_us/article/a37p94/what-is-threat-modeling
https://www.pcmag.com/how-to/what-really-happens-in-a-data-breach-and-what-you-can-do-about-it
https://www.zdnet.com/article/what-is-ai-everything-you-need-to-know-about-artificial-intelligence/
https://www.cloudwards.net/us-data-privacy-laws/
https://expertinsights.com/insights/healthcare-cyber-attack-statistics/
https://apnews.com/article/schools-ransomware-data-breach-40ebeda010158f04a1ef14607bfed9b0
https://apnews.com/article/schools-ransomware-data-breach-40ebeda010158f04a1ef14607bfed9b0

Cybersecurity — Core Fundamentals

Five Questions for treat modeling:

1.  What do you want to protect?

2. Who do you want to protect it from?

3. How likely is it that you will need to protect it?
4. How bad are the consequences if you fail?

5. How much trouble are you willing to go through in order to
try to prevent those consequences?




Privacy and Personal Data Protection Regu lat iO nS

* California Consumer Privacy Act (CCPA)

US State Privacy Legislation Tracker 2022

* General Data Protection Regulation (GDPR).

Few Federal cybersecurity regulations
STATUTE/BILL IN
LEGISLATIVE PROCESS

* 1996-Health Insurance Portability and iniroduced
Accountability Act (HIPAA) Bl oo e

. In cross committee

* 1999-Gramme-Leach-Bliley Act W P

Signed

Inactive bills

* 2002 Homeland Security Act, includes I o cormprabansive bl rerocsed

— Federal Information Security Management Act

) Last updated: 7/7/2022

* State-level momentum for comprehensive privacy

b| | |S Source: https://iapp.org/media/images/resource_center/State_Comp_Privacy_Law_Map.png

IT Professional need to consider requlatory acts
when developing systems (example: ERP)!



https://iapp.org/resources/article/us-state-privacy-legislation-tracker/

US vs European Data Privacy Laws

EU’s General Data Protection Regulation (GDPR). If a company wants to operate in Europe or serve
European citizens, it must comply with the strict code of the GDPR, which we hold today as the gold

standard for data protection.

Data Protection Compliance 25 May 2018 Data Breaches Personal Data
Officer (DPO) P v




Password Management

Password Basics

* Keep them in you head?
* Don’t change them?

* Reuse them?

Password Management

* Consider a passphrase

— Access a vault of your passwords

e Two-Factor Authentication




Artificial Intelligence

Three Types IR
<Narrow (ANI) U R { {w n
Tt Ko ?
+ General (4 rale g

* Superintelligence (ASI)

Jn-o
{} af{xnﬁ} /5 .
I Y‘lzl o % {Cf-\




AGI Tests
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