Installing to Bitvise SSH
Instructions for Windows

Bitvise is a free secure shell client that can be used to connect a Windows PC to a remote
server, usually a Linux system. When you make a successful connection two windows will open.
One window is a terminal interface. It allows you to type commands that manipulate the
remote system.

The other window is a file transfer interface. This interface allows you to copy files and folders
from one system to the other. You will need to use the file transfer interface regularly in this

class.

In this document, you will download and install the Bitvise client and then use it to connect to
the class server.

Installation
1. Visit https://www.bitvise.com and click on the Download tab.

2. Notice that there are two download links. You want that one that will allow you to
“connect from my computer to an SSH server that's already set up”. Click on the
Download Bitvise SSH Client (Tunnelier) link.

3. Download the Bitvise SSH Client Installer exe and run it.
4. Check the “agree to terms” checkbox and click Install.
S0

Visit the Bitvise 55H Client web page

Bitvise 55H Client End User License Agreement -

Bitvise Limited, a Texas corporation with its principal
office at 4105 Lombardy Ct, Colleyville, Texas 76034,
USA, ("Bitvise"), develops a Windows SSH client
program named Bitvise SSH Client ("BSC"), to which it
owns all rights, title, and interest, and is willing to grant
you, meaning any individual or entity who will use BSC,
("you"), the license to use BSC. upon the condition that
you agree to and accept all of the terms of this license
agreement ("Agreement”).

You must read this Agreement carefully.

BY INSTALLING AND/OR USING BSC, YOU (A)
ACKMOWLEDGE THAT YOU HAVE READ AND

HKMNEDSTAKMD THIZ ACDEFRMERT- /RY DEDDEQERT

[V]i agree to accept ail the terms of this License Agresment; Notice also that, by default, “Create a
desktop icon” is checked. This is

u recommended. Students will want to
: quickly and easily find Bitvise in this way.

Installation Folder C:'Program Files (x86)\Bitvize SSH Client

Install for all users Create 3 desktop icon
Run Bitvise 55H Client when done

[ Install l I Cancel



https://www.bitvise.com/

5. Take all defaults in the installation. When the installation is complete, the following
window will appear. This window is prompting you for the information you will need to
connect to the remote system.

e Enterin the host name of the class server: misdemo.temple.edu
e Enterin your Accessnet Username.

e C(lick Login

% Bitvise 55H Client 7.44 I_I I-q B S

sing behavior

Default profile

Login | Options mote Desktopl SFTP IServicesI C2s |

. -
% Server v Authentication

Load profile

Haost misdemao, temple.edu Username tuh11223

Port 22 "] Enable obfuscation Initial method

Save profile as

p
% Kerberos
New profile 5PM
[T G55 kerberos key exchange

Reguest delegation

Reset profile gssapi-keyex authentication

Proxy settings Host key manager Client key manager Help

jr)DQ:‘IS:ZS.Ql? Current date: 2018-07-12

j‘)DQ:qs:zs,gl? Bitvise 55H Client 7.44, a fully featured 55H dient for Windows.
Copyright {(C) 2000-2018 by Bitvise Limited.

j‘jog:qs:zs,gls Visit www.bitvise.com for latest information about our 55H software.

j.)DQ:46:25.918 Run 'BvSsh -help' to learn about supported command-ine parameters.

jr)09:46:25.918 Cryptographic provider: Windows CNG (x86) with additions

jr)09:46:27. 358 Loading default profile.

j‘_J'DQ:‘IS:Z?. 358 Loading default profile failed: RegOpenkeyExW{) failed: Windows error 2: The system
cannot find the file spedified.

j‘JDQ:qs:Z?jss Loading a blank profje.

6. The first time you connect to a remote server, you may see a prompt like the one below.
This prompt means is asking you to trust the remote system. Click Accept and Save to
continue.



Host Key Verification — Iﬁ

New host key

Either the connection to this host is being established for the first time
or the host key has been removed from, or never saved to the database.

Please contact the server's administrator and verify the received key.
Accepting the host key without verification is not recommended.

Connecting to misdemo.temple.edu: 22
Host key algorithm: RSA, size: 2048 bits.

MD5 Fingerprint:
4b:3d:47:69:53:28:22:90:d8:a4: 77:f7:b0:4d:49: 7b

Bubble-Babble:
xuhel-cedyf-detap-vupah-tomum-dybuk-murod-pubok-banap-huren-
pEXOX

SHA-256 Fingerprint:
fkaZyCS 3kzrCvGdgF JUrakggf iHsUbcSToLVVcABroQ

[ Accept and Save ] [&cceptﬁ::rThisSessinn ] | Cancel |

7. Next you will be prompted for your password. This password is assigned to you by your
instructor and can be found on the MIS Community Gradebook. Type it in and click OK.

r© -
User Authentication @

Connecting to: misdemo.temple.edu: 22,
SPM: host)/misdemo.temple.edu

LIsername tuh11223

Method [password -

Password | |
[ change password

[ oK ] [ Cancel




8. When you connect successfully, two windows will appear. The window with the black
background is the terminal interface, and the window with two panels (“Local Files” on
the left, and “Remote Files” on the right) is the file transfer interface.

B3 wh11223@misdemo.temple.edu:22 - Bitvise xterm - tuh11223@misdemo:~

[tuh11223@misdemo ~]%

] tuh11223@misdemo.temple itvise SFTI

Window Local Remote Upload queue  Download queue  Log

f‘j Browse Upload queus @ Download queue / Log

Local files Fitter: Remote files Fitter:
i“; 2] 0 £ Cillsers\Jeremy'\Deshkic = E - L“; 2] o /homeAuh11223 - E -

= =

MName Size Type Name Size  Type
ARCHIVE 0 File folder cache 17 File folder
¥ | desktop.ini 282 Corfiguratio... .config 17 File folder
2l wwwroot 22 File folder
|| bash_logout 18 BASH_LOG..
| bash_profile 193 BASH_PRO..
|| bashrc 231 BASHRC File

4 M (K] I 3

f‘# Upload: Binary v i jResume i Overwrite [ Start f‘# Download: Binary v i jResume i} Overwrite [ Start

That’s it. The Bitvise client has been successfully installed. You can now close the two
windows now by clicking on the X in the upper right corner of each.

9. Be sure to note the location of the Bitvise icon on your desktop.
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You will need it later.

IMPORTANT NOTE: When you eventually do have work to upload, you will want to double click
the wwwroot folder on the right panel. Then find your work on the left (local) panel. Click and
drag the folder holding your local work from the left panel and drop it in the right panel. You
don’t have any work to post just yet! So, for now, just make note of the process.
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