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Week 9:
Exam #2 & 
JavaScript Unit #1
- Parts I & II
• Hello World, Variables

*Exam: check course site

Week 8:
Cybersecurity & AI
• Cybersecurity
• Protection Protocols
• Artificial Intelligence

Week 7:
Information 
Systems: Part IV 
Platforms & Digital 
Business Models
• SCM
• Platforms & Digital 

Models
Assignment #08

Week 6:
Information
Systems: Parts II & III
• CRM
• Data Analytics

Assignment #07

Week 10:
JavaScript Unit #2 
Functions
• Values & Variables 
• Operator types
• Strings

Assignment #9

Week 11:
JavaScript Unit #3 
Logical Operators 
& Conditional Logic
• Logical Operators
• Conditional Types

START

FINISH

Week 1:
Introduction & 
Systems Analysis
• Course Description
• Systems Thinking

Assignments #01 & 02

Week 2:
Digital Product 
Management
• Max Labs 1a & 1b
• Systems & Processes

Assignment #03

Week 3:
Introduction to 
Process Mapping
• Swim Lane Diagrams

Assignment #04

Week 4:
Data Modeling 
with Entity 
Relationship 
Diagrams
• ERD Diagrams

Assignment #05

Week 5:
Exam #1,
Digital Systems & 
Information 
Systems: Part I & II
• Learn IT #1
• ERP & CRM
*Exam: check course site

Assignment #06

ROADMAP

Week 12:
JavaScript Unit #4 
Loops
• Intro to Loops
• While and Do

Assignment #10

Week 13:
JavaScript Unit #4 
Working with 
Loops & 
HTML & CSS Unit 
• Writing the code
• HTML & CSS Basics

Week 14 + 1:
HTML & CSS Unit
(continued) 

• HTML & CSS Basics
• Course Reflection

Assignments #11
*Final Exam: check course site





Cybercrime costs include damage and destruction of data, stolen money, lost productivity, theft of intellectual 
property, theft of personal and financial data, embezzlement, fraud, post-attack disruption to the normal course of 
business, forensic investigation, restoration and deletion of hacked data and systems, and reputational harm.

Presenter
Presentation Notes
https://connect.comptia.org/blog/from-minor-role-to-mission-critical-cybersecurity-trends-in-managed-services-for-2022



Presenter
Presentation Notes
Threat Landscape report released today by the European Union Agency for Cybersecurity (ENISA).



Presenter
Presentation Notes
https://krebsonsecurity.com/2013/06/the-value-of-a-hacked-email-account/Often think of cybersecurity at a personal level – but as an MBA need to think about security for the organization.  



Cybersecurity - Core Fundamentals

FOX
MIS

Source: https://www.vice.com/en_us/article/a37p94/what-is-threat-modeling 

Consider these five questions:
1.What do you want to protect?

2.Who do you want to protect it from?

3.How likely is it that you will need to protect it?

4.How bad are the consequences if you fail?

5.How much trouble are you willing to go through 
in order to try to prevent those consequences?

https://video.vice.com/en_us/video/motherboard-hacking-week-what-is-threat-modeling/5a0b2378177dd428d3222d68
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Source: https://www.oyster-ims.com/news/worlds-biggest-data-breaches-hacks

World’s Biggest Data Breaches & Hacks

https://informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/


Who was Hacked?
Why should you care?
• SSN
• Credit Cards
• Loans
• Identity

Corporate Hacks
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Source: https://grandmutual.com/blog/tips-for-protecting-your-business-from-a-data-breach/



Privacy and Personal Data Protection
• California Consumer Privacy Act (CCPA)

• General Data Protection Regulation (GDPR).

Few Federal cybersecurity regulations
• 1996-Health Insurance Portability and Accountability 

Act (HIPAA)

• 1999-Gramm-Leach-Bliley Act

• 2002 Homeland Security Act, includes

• Federal Information Security Management Act

• State-level momentum for comprehensive privacy bills

Regulations
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Source: https://iapp.org/media/images/resource_center/State_Comp_Privacy_Law_Map.png

https://iapp.org/resources/article/us-state-privacy-legislation-tracker/


What does this all mean?
• Define the eight reasons

Strategic Planning
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Source:https://www.gartner.com/document/3904673?ref=solrAll&refval=225616225&qid=0df98fbb9b466bc69199efad/



https://threatmap.checkpoint.com/


Ransomware forces shutdown
• The incident led to the 

cancellation of 2,800 patient 
appointments at the NHS Trust.

• Took 3 days to resolve
• Hospitals are an appealing 

target for cyberwar…why?

Case Study

FOX
MIS

Source: Getty Images/iStockphoto
https://www.zdnet.com/article/ransomware-blamed-for-cyber-attack-which-forced-hospitals-to-cancel-operations-and-shut-
down-systems/

https://www.healthcareitnews.com/news/biggest-healthcare-data-breaches-2021


What puts users at risk?
• Forms of malware?
• Who is impacted?

• Are we safe?

• Can this problem be solved?
• Combat strategies?

Vulnerability
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Source: https://www.itweb.co.za/content/KWEBb7yaExK7mRjO



How secure are your passwords?
• Use numbers, letters, and 

symbols
• Make them as long as possible

Password Strength
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Source: https://community.isc2.org/t5/Tech-Talk/How-long-does-it-take-to-crack-passwords/td-p/32546



Password Basics
• Keep them in your head?
• Don’t change them?
• Reuse them?
Password Management
• Consider a passphrase

• Access a vault of your passwords

• Two-Factor Authentication

Password Management
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Source: https://youtu.be/a6iW-8xPw3k 

https://youtu.be/a6iW-8xPw3k


Considerations
• Antivirus
• Ad blocker
• Avoid dodgy plugins
• Back-up files
• Disable macros
• Don’t just open attachments
• Firewall
• VPN

Protection
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Source: https://www.pcmag.com/roundup/256703/the-best-antivirus-protection



Case Study
• Google and Facebook targeted
• Lost $100 million
Best Practices
• Careful of any suspicious 

emails
• Don’t click on random links

Phishing Scams
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Source: https://www.nouveau.co.uk/content-hub/avoidphishing/





Hijacking your systems!
• Who borrows flash drives?
• How else do you share data?
• Vectors for Virus & Malware

Cybersecurity
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Source: http://www.ommdvd.com/images/services/USB-Pile.jpg



Artificial Intelligence
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What Is AI?
"A field which combines computer science and robust datsets, to 

enable problem solving"

• Human Approach:
⚬ S ys tems that think like humans
⚬ S ys tems that act like humans

• Ideal Approach:
⚬ S ys tems that think rationally
⚬ S ys tems that act rationally



AI Applications
S peech R ecognition

C omputer V is ion

C ustomer S ervice

R ecommendation E ngines

Uses Natural Language P rocess ing to
process human speech into a written format

E nables computers & systems to derive
meaningful information from digital images ,
videos , visual inputs and then take action

Online virtual agents , frequently asked
questions , message bots , voice ass itants

Using past data, use algorithms to uncover
trends and make recommendations





Personalized Assistants
F r a u d P r e v e ntion

A u to no mo us  V e hic le s
S pa m F i lte r s
F a c ia l  R e c o gnitio n
R e c o mme nda tion S y s te ms

C o nte nt C u r a tio n
P e r s o na liz e d L e a r ning

E-COMMERCE1

2

3

LIFESTYLE

EDUCATION

Personal 
Applications



Hiring
C a ndida te  P o o l C u r a tio n

C o nte nt M a r k e ting
T a r ge te d A ds  &  P e r s o na liz a tion

F r a u d D e te c tion
S to c k  T r a ding
L o a n R is k s

HUMAN RESOURCES1

2

3

MARKETING

FINANCE

Business 
Applications



• Customer Support & Service
• Sales & Marketing
• Personalized Customer Recommendations
• Content Creation
• Employee Training and Support

How does it work?

BUSINESS APPLICATIONS

ChatGPT

Presenter
Presentation Notes
Hello everyone, welcome to this class on ChatGPT. I'm ChatGPT, a large language model trained by OpenAI, and today I'm going to teach you about what I am, how I work, and how you can interact with me.First, let's start with the basics: what is ChatGPT? ChatGPT is a natural language processing model, which means that it can understand and generate human-like language. Specifically, ChatGPT is a type of artificial intelligence (AI) called a transformer-based language model, which was trained on a vast amount of text data using a process called unsupervised learning.So, how does ChatGPT work? When you ask me a question or make a statement, I analyze the text using a process called natural language understanding (NLU). NLU involves breaking down the text into its component parts, such as words and phrases, and then using machine learning algorithms to understand the meaning behind those parts.Once I've analyzed the text, I use a process called natural language generation (NLG) to generate a response. NLG involves taking the input text and generating a new piece of text that responds to it in a way that makes sense in the context of the conversation.Now, let's talk about how you can interact with me. There are a few different ways to do this, depending on the platform you're using. Some platforms, like Discord or Slack, have built-in integrations with me that allow you to chat with me directly. Other platforms, like Twitter or Facebook, allow you to chat with me through a third-party bot that's been built using my technology.Regardless of the platform, the most important thing to keep in mind when chatting with me is to be clear and specific in your questions and statements. The more information you provide, the better I'll be able to understand what you're asking for and generate an accurate response.



DISCUSSION: WHAT ARE THE ACADEMIC 
IMPLICATIONS OF 

CHATGPT?

WHAT ARE THE BUSINESS 
IMPLICATIONS OF 

CHATGPT?



Prepare with Readings & Videos before our next class!!!

More to Come
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