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What is in this picture ?

Howard’s process-based taxonomy, from Hansman, S. and Hunt, R., 2004, “A taxonomy of 
network and computer attacks”, Computers & Security, page 3, Elsevier Ltd. Cited from Howard, 
JD, 1997, “An analysis of security incidents on the internet 1989-1995. PhD thesis, Carnegie 
Mellon University. 

What is missing from this diagram?
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· Hackers
· Crackers
· Social engineers
· ...

· Disgruntled employees
· ...

· IP theft
· IT sabotage
· Fraud
· Espionage

· Ignorance
· ...

The threat landscape….

What is the role of humans in 
a breach of information 
security?
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Verizon (2019) “Data Breach 
Investigations Report”



What roles do 
employees play in 
these attack chains

5Verizon (2019) “Data Breach Investigations Report”



In which of these 
threats are 
humans the 
vulnerability?
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Employee Risk
• Ponemon Institute surveyed 1,000 small and medium-sized business owners, 

found negligent employees or contractors caused 60% of the data breaches 

• Employee training and stringent security protocols are necessary to 
mitigate risk of malicious insiders, otherwise danger of data breach 
remains high

• Ponemon survey of 612 CISOs found that 70% consider the “lack of 
competent in-house staff” as their top concern in 2018

7

https://keepersecurity.com/assets/pdf/Keeper-2018-Ponemon-Report.pdf
https://www.darkreading.com/vulnerabilities---threats/cisos-no-1-concern-in-2018-the-talent-gap/d/d-id/1330800


Employee Risk
Verizon 2019 Data Breach Investigation Report

• 34% involved Internal actors
• 32% involved Phishing
• 21% caused by errors
• 15% caused by misuse by authorized users

• Firewall and email filters to weed out phishing emails 
and malicious websites are important, but they’re not 
enough 

• Organizations must also ensure their security posture 
is good by:

• Setting policies, educating staff, and enforcing good security 
hygiene

• Taking advantage of the security options that are available
• Training and testing employees
• Implementing automated checks to ensure their security 

posture 8



Employee Risk
Malware delivery methods
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• “When the method of malware installation was known, email was 
the most common, email was the most common point of entry.”
➢ Median company received 94% of detected malware by email

• Once introduced by email, additional malware is downloaded, often 
encoded to bypass detection and installed directly

Verizon (2019) “Data Breach Investigations Report”



Why is teaching security awareness to employees essential ?                                                                                                                            
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• We have a culture of trust that can be taken advantage of with dubious intent

• Most people feel security is not part of their job

• People underestimate the value of information

• Security technologies give people a false sense of protection from attack



Non-malicious insider threat
1. A current or former employee, contractor, or business partner

2. Has or had authorized access to an organization’s network, system, or 
data

3. Through action or inaction without malicious intent…

Causes harm or substantially increases the probability of future 
serious harm to… 
confidentiality, integrity, or availability of the organization’s information 
or information systems

Major characteristic is ‘failure in human performance’
Carnegie Mellon Univeristy’s Software Engineering Institute’s 
(SEI) Computer Emergency Response Team (CRT) CERT 
Definition (2013)
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The Unintentional Insider threat

from an add for…
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How would you characterize insiders’ information security 
mistakes

• Ignorant
• An unintentional accident

• Negligent
• Willingly ignores policy to make things easier

• Well meaning
• Prioritizes completing work and “getting ‘er done” takes over following 

policy

Willis-Ford, C.D. (2015) “Education & Awareness: Manage the Insider Threat”, SRA International Inc., 
FISSA (Federal Information Systems Security Awareness) Working Group  

http://csrc.nist.gov/organizations/fissea/2015-conference/presentations/march-24/fissea-2015-willis-ford.pdf
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What are examples of insiders’ accidents ?
• Accidental Disclosure 

• Posting sensitive data on public website 
• Sending sensitive data to wrong email address 

• Malicious Code 
• Clicking on suspicious link in email 
• Using ‘found’ USB drive 

• Physical data release 
• Losing paper records

• Portable equipment 
• Losing laptop, tablet
• Losing portable storage device (USB drive, CD)

Willis-Ford, C.D. (2015) “Education & Awareness: Manage the Insider Threat”, SRA International Inc., 
FISSA (Federal Information Systems Security Awareness) Working Group  

http://csrc.nist.gov/organizations/fissea/2015-conference/presentations/march-24/fissea-2015-willis-ford.pdf
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Example of an accident made by a well-meaning 
employee…

“Terrific employee”:
• Account Manager handling health data for Utah  

• Employee had trouble uploading a file requested by State 
Health Dept.

• Copied 6,000 medical records to USB drive 

• Lost the USB drive, and reported the issue

• CEO admits the employee probably didn’t even know she was 
breaking policy 
• this makes it accidental i.e. “well meaning…” 
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Guidelines for employee 
cyber security Awareness 
and Training risk controls
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The guidelines 
for assessing 
cyber security 
risk controls



How do IT Auditors assess  
Security Awareness Training ?
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Security Awareness Training control enhancement
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What phases of security awareness do organizations 
go through as their programs mature? 
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How many people do you need in an organization to promote 
information security awareness and provide training?
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Training courses examples…



Training course content example

A. Physical security

B. Desktop security

C. Wireless Networks and 
Security

D. Password security

E. Phishing

F. Hoaxes

G. Malware
1. Viruses

2. Worms

3. Trojans

4. Spyware and Adware

H. File sharing and copyright

Brodie, C. (2009), “The Importance of Security Awareness Training”, SANS Institute 
InfoSec Reading Room, SANS Institute



Training course content example

A. Password safety and security

B. Email safety and security

C. Desktop security

D. FERPA Issues (i.e. student 
information security)

E. Acceptable Use Policy

Fowler, B.T. (2008), “Making Security Awareness Efforts Work for You”, SANS Institute 
InfoSec Reading Room, SANS Institute



Training course content

Handling sensitive information
• How to determine the classification of information and the proper safeguards 

for protecting sensitive information

• The procedure for disclosing sensitive information or materials

• Proper disposal of sensitive documents and computer media that contain, or 
have at any time in the past contained, confidential materials

• …

Every employee should know their responsibility to comply with the policies and the 
consequences for non-compliance



Creating a Security Aware Organization

An ongoing information security awareness program is vital -
because of the need and importance of defending against 
social engineering and other information security threats



What is social engineering?

• Social engineering attacks have the same common element: deception 
(with the goal of getting an employee to do something the social 
engineer desires…)

• Verify the identity of the person making an information request

• Verify the person is authorized to receive the information



Common Social Engineering Strategies

• Posing as 
❑ a fellow employee
❑ a new employee requesting help
❑ someone in authority
❑ a vendor or systems manufacturer calling to offer a 

system patch or update
❑ an employee of a vendor, partner company, or law 

enforcement
• Offering… 
➢ help if a problem occurs, then making the problem 

occur, thereby manipulating the victim to call them for 
help

➢ free software or patch for victim to install



Warning Signs of a Social Engineering Attack

• Refusal to give call back number
• Out-of-ordinary request
• Claim of authority
• Stresses urgency
• Threatens negative consequences of non-compliance
• Shows discomfort when questioned
• Name dropping
• Compliments or flattery
• Flirting
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