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Agenda

• Change your Kali password!

• Application vulnerability and security testing

• Lab 6: Vulnerability Scanning – Part 2: Nessus

• Scan results

• Looking at a vulnerability

• ITACS Program



IMPORTANT: Change Kali’s root Password Now!

• Kali’s default root password is published and known to everyone
• Login: root

• Password: toor

• If you leave Kali running in the cloud (by mistake), someone may find it

• If they know enough to find it, they enough to login and access it

• If they use it, attack someone and create a problem – you are responsible! 

• Change Kali’s root password now!

• From the $ prompt, type: 
“sudo passwd root”



Application Security

As applications become more accessible though the 
web, cloud and mobile devices, 

organizations are being forced to abandon their 
reactive approach to security and, instead, 

to take a proactive approach by minimizing risk directly 
in the software they buy, create and use to serve 
themselves and their customers



Usual trend

Harris, S. and Maymi F. (2016) CISSP All-in-One Exam Guide, McGraw-Hill Education, p. 1080



Software security, includes threat  and attack 
surface analysis…

Attack surface is what is available to be used by an 
attacker against the application itself

Goal of attack surface analysis is to identify and 
reduce the amount of code and functionality 
accessible to untrusted users

Development team should reduce the attack surface 
as much as possible to remove “resources” that can be 
used as avenues for the attacker to use





Application Security Testing (AST) 

Estimated at $1.33 billion, the AST market is projected to have a 10% compound annual growth rate through 2022

Fundamental Capabilities
• Static AST (SAST)
• Software Composition Analysis (SCA)
• Dynamic AST (DAST)
• API Testing 



https://www.owasp.org/index.php/OWASP_Top_Ten_Cheat_Sheet

https://www.owasp.org/index.php/OWASP_Top_Ten_Cheat_Sheet


MITRE’s Common Application Vulnerabilities



MITRE’s Common Weakness Enumeration



Vulnerability Scanning
• Scanning methods:

• Safe
• Destructive

• Service recognition – Determines what service is running on which ports
• Reports

• Indicates the threat level for vulnerabilities it detects
• Critical
• High
• Medium
• Low
• Informational

• Description of Vulnerability
• Risk Factor
• CVE Number



Application Vulnerability Testing Reports



To run the Nessus portion of the vulnerability scanning lab…

You will need to complete the install and startup of Nessus

1. Startup Nessus Essentials scanner

2. Request and install your Nessus license key

3. Setup Nessus scan

4. Run Nessus scan…



Starting up Nessus Essentials

• In Kali, bring up Firefox browser

• Navigate to https://kali:8834 (Nessus is installed and listening on port 8834)

• Request and provide your Nessus activation code, it will show up by email 

https://kali:8834/


To run the Nessus portion of the vulnerability 
scanning lab…
• You will need to complete the install and startup of Nessus

1. Startup Nessus Essentials scanner

2. Request and install your Nessus license key

3. Start up Metaspolitable2

4. Setup Nessus scan

5. Run Nessus scan…





Follow lab instructions to create a vulnerability scan 
of Metasploitable2 



Run the Nessus computer vulnerability scan… 
(it may take ~30+ minutes)…



Review vulnerability scan results



Review vulnerability scan results



Computer vulnerability scan report…













Common Vulnerabilities and Exposures

• CVE created by https://cve.mitre.org/

• CVE search engine at: https://nvd.nist.gov/search

Search for the issue (CVE-2008-0166) we are looking at from the Nessus report…

• NIST National Vulnerability Database
• CVE.MITRE.ORG

https://cve.mitre.org/
https://nvd.nist.gov/search
https://nvd.nist.gov/vuln/search/results?form_type=Basic&results_type=overview&query=cve-2008-0166&search_type=all
https://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=CVE-2008-0166




ITACS program

Cyber Security 
Capstone

Audit Capstone

Core Courses

Audit Courses
Cyber Security

Courses



ITACS Curriculum

IT Auditing
• 5121 Enterprise Resource Planning (ERP) Systems
• 5201 IT Audit Process
• 5203 Systems and Infrastructure Lifecycle Management
• 5205 IT Service Delivery and Support
• 5208 Data Analytics for IT Auditors

Cyber Security

• 5211 Ethical Hacking
• 5213 Intrusion Detection and Response
• 5215 Operating System Security 
• 5216 Organizational Forensics
• 5217 Network Security

Electives

• 5190 Special Topics
• 5182 Independent Study

Core Courses
• 5202 IT Governance
• 5206 Protection of Information Assets
• 5214 Security Architecture
• 5190-5688 Business Skills for the ITACS Professional 1-2 

Students may take
Up to 2 courses in the other concentration

• 5902 IT Audit Capstone

• 5122 IT Architecture for IT Auditors*

• 5903 Cyber Security Capstone



ITACS Faculty
Caswell Anderson Risk Technical Manager The Vanguard Group
Bill Bailey Cyber Security Specialist Science Applications International Corporation
James Baranello Consultant Technology & Risk Management Services
Lonnie Barone President Barone Associates
Larry Brandolph Chief Information Security Officer Temple University
Ryan Calef VP Audit Services Regulatory Relations Wells Fargo & Co.
Allen Chou VP IT Audit WSFS Bank
Ed Ferrara Chief Information Security Officer CSL Behring
Richard Flanagan ITACS Program Founder Temple University
Jose Gomez VP Enterprise Technology Infrastructure Wells Fargo & Co.
Brian Green Segment Specialist GE Healthcare Digital
David Lanter ITACS Program Director Temple University
Wade Mackey Risk Technical Manager The Vanguard Group
Thu Nguyen Audit Manager Wells Fargo Audit Services
Deval Shah IT Security U.S. Department of Homeland Security
Paul Smith Senior Information Security Architect CSL Behring
Andrew Sjajlai Security Architect The Vanguard Group
Christie Vazquez Supervising IT Examiner Federal Reserve Bank of Philadelphia
Paul Warner Cybersecurity Dept. Chair Rowan College at Burlington County
Patrick Wasson Assistant Director Applications Dev. Temple University Lewis Katz School of Medicine
Liang Yao National Bank Examiner /Large Bank Supervisor U.S. Department of the Treasury



ITACS Delivers Success!
• Preparation for CISA and CISSP 

certification exams

• Students leveraging their ITACS skills 
and knowledge in their jobs

• ITACS students placed 1st, 2nd , and 3rd

place in ISACA Philadelphia Chapter’s 
2018 Scholarship Competition

• ITACS students placed 1st & 2nd place 
in ISACA Philadelphia Chapter’s 2017 
Scholarship Competition



Certifications

Average U.S. entry 
level salaries ranging 
$52,459  - $122,326

Salaries courtesy of infosecinstitute.com

Globally recognized certification in 
fields of IT security, IT audit, IT risk 
management and governance. Exam 
is known to be difficult and 
associated with a high failure rates.

Offered by Internationally 
Information System Security 
Certification Consortium, described 
as “world’s largest IT security 
organization” -Wikipedia.org

Average U.S. entry 
level salaries ranging 
$73,627  - $119,184



ITACS delivers: Job placements and Career Growth!

…
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✓Change your Kali password!

✓Application vulnerability and security testing

✓Lab 6: Vulnerability Scanning – Part 2: Nessus

✓Scan results

✓Looking at a vulnerability

✓ITACS Program


