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Agenda

* Change your Kali password!

e Application vulnerability and security testing
* Lab 6: Vulnerability Scanning — Part 2: Nessus
* Scan results

* Looking at a vulnerability

* ITACS Program



IMPORTANT: Change Kali’s root Password Now!

* Kali’s default root password is published and known to everyone
* Login: root
e Password: toor

* If you leave Kali running in the cloud (by mistake), someone may find it

* If they know enough to find it, they enough to login and access it

* If they use it, attack someone and create a problem — you are responsible!

* Change Kali’s root password now! § Terminal - geocryp4s96@kali: ~

File Edit View Terminal Tabs Help
'yp45 :~$ sudo passwd root

* From the S prompt, type:

usudo paSSWd rootn New password: -
Retype new password:

passwd: password updated successfully

all:~% l




Application Security

As applications become more accessible though the
web, cloud and mobile devices,

organizations are being forced to abandon their
reactive approach to security and, instead,

to take a proactive approach by minimizing risk directly
in the software they buy, create and use to serve
themselves and their customers



Usual Trend of Dealing with Security

U S u a | t re n d 1. Buggy software is released

to the market to beat the
competition.

A 4

2. Hackers find new vulnerabilities
and weaknesses in new software.

<

3. Websites post these
vuinerabilities and how
to exploit them,

h 4

4,Vendor develops and releases
patch to fix vulnerabilities.

h 4

5.The new patch goes on the stack
of software patches that all network
administrators need to test and install.

Harris, S. and Maymi F. (2016) CISSP All-in-One Exam Guide, McGraw-Hill Education, p. 1080




Software security, includes threat and attack
surface analysis...

Attack surface is what is available to be used by an 828 Clients
attacker against the application itself

» REST Web Service -

IO\«lO\a

Browser (User)

Goal of attack surface analysis is to identify and
reduce the amount of code and functionality
accessible to untrusted users

Applicatic

JSp
Development team should reduce the attack surface :{ B
as much as possible to remove “resources” that can be - Py Q
used as avenues for the attacker to use
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Web Application Security Testing Methodology

B L @ 8

Information Planning Vulnerability Penetration

Gathering Analysis Detection Testing Reporting




Fundamental Capabilities

Application Security Testing (AST)

e Static AST (SAST)
* Software Composition Analysis (!
* Dynamic AST (DAST)

Interactive Hype Cycle API Testing
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Estimated at $1.33 billion, the AST market is projected to have a 10% compound annual growth rate through 2022



*)owAsp

T10- OWASP Top 10 Application Security

OWASP Top 10 - 2017 RISKS — 2017 +erveovereeeeerereoeeneesesnens 6
e . T AT:2017 INJECHON ..o 7
A2:2017 - Broken Authentication ..............cooeennel. 8
A3:2017 - Sensitive Data Exposure ....................... 9
A4:2017 - XML External Entities (XXE) .................. 10
A5:2017 - Broken Access Control ..........cccevvvenvennnn. 11
A6:2017 - Security Misconfiguration ....................... 12
A7:2017 - Cross-Site Scripting (XSS) ....cccvvvvvinnnenn, 13
A8:2017 - Insecure Deserialization ...............cccveeeen 14
A9:2017 - Using Components with Known
Vulnerabilities .........cooeoiii i 15
A10:2017 - Insufficient Logging & Monitoring.............. 16

@creative
This work is licensed under a commons
hitps:/fowasp.org Creative Commons Attribution-ShareAlike 4.0 International License

https://www.owasp.org/index.php/OWASP Top Ten Cheat Sheet



https://www.owasp.org/index.php/OWASP_Top_Ten_Cheat_Sheet

MITRE’s Common Application Vulnerabilities

e

C | 8 Secure | httpsy//cwe.mitre.org/data/definitions/699.htm
b

W Common Weakness Enumeration

A Community-Developed List of Saftware Weakness Types

CWE VIEW: Development Concepts

CWE List

Scoring

Community News Search

View ID: 699
Type: Graph

¥ Objective

Status: Incomplete

This view organizes weaknesses around concepts that are frequently used or encountered in software development. Accordingly, this view can align closely with the perspectives of developers, educators, and assessment
vendors. It borrows heavily from the organizational structure used by Seven Pernicious Kingdoms, but it also provides a variety of other categories that are intended to simplify navigation, browsing, and mapping.

¥ Audience

Stakeholder Description
Assessment Vendors

Software Developers

Educators

¥ Relationships

Expand All

699 - Development Concepts

= [@ Configuration - (16)

— Data Processing Errors - r19)

—= I8 Pathname Traversal and Equivalence Errors - (21)
—G Numeric Errors - (189)

— 7PK - Security Features - (254)

—= [@ 7PK - Time and State - (351)

—:= I8 Error Conditions, Return Values, Status Codes - (3s9)
—G Resource Management Errors - (399)

—= I8 Channel and Path Errors - (417)

—m@ Handler Errors - (429)

—:= I8 Behavioral Problems - (428)

—G Business Logic Errors - (840}

= [@ Web Problems - (442)

— User Interface Security Issues - (355)

—:= 1% Initialization and Cleanup Errors - (452)

—G Pointer Issues - (465)

—m Mobile Code Issues - (49a)

—= I8 Often Misused: Arguments and Parameters - (559)
—G Expression Issues - (s69)

—m= & Violation of Secure Design Principles - (657)

—m@ Bad Coding Practices - (1006)

- Development Concepts

Configuration - (16)

Data Processing Errors - (19)

Pathname Traversal and Equivalence Errors - (21)
Numeric Errors - (189)

7PK - Security Features - (254)

7PK - Time and State - (361)

Error Conditions, Return Values, Status Codes - (289)
Resource Management Errors - (399)

Channel and Path Errors - (417)

Handler Errors - (429)

Behavioral Problems - (433)

Business Logic Errors - (a«a0)

Web Problems - (442)

User Interface Security Issues - (355)
Initialization and Cleanup Errors - (452)

Pointer Issues - (465)

Mobile Code Issues - (490)

Often Misused: Arguments and Parameters - (559)
Expression Issues - (569)

@ Violation of Secure Design Principles - (657)

Bad Coding Practices - (100s)




MITRE’s Common Weakness Enumeration

Login | Cre

Find Training Live Training Online Training Programs

CWE/SANS TOP 25 Most Dangerous Software Errors

Insecure Interaction Between Components Risk}) Resource Management

These weaknesses are related to insecure ways in which data is sent and received between separate components, modules, Th k in thi t lated t . hich softy d t | th ti t f
programs, processes, threads, or systems. £ WearKnesses In this calegory are related o ways In wnich software aoes not property manage the creation, usage, transier, or

m destruction of impor‘tant system resources.
CWE-B9  Impraper Neutralization of Special Elements used in an SQL Command ('SQL Injection’) m_

CWE-78 Improper Neutralization of Special Elements used in an OS Command ('OS Command Injection’) CWE-120 Buffer Copy without Checking Size of Input ('Classic Buffer Overflow')
CWE-79 Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting') CWE-22 |mpr0per Limitation of a Pathname to a Restricted Directory ('Path Traversa”
CWE-434 Unrestricted Upload of File with Dangerous Type ) .
P ¢ VP CWE-494 Download of Code Without Integrity Check
CWE-352 Cross-Site Request Forgery (CSRF)
CWE-829 Inclusion of Functionality from Untrusted Control Sphere
CWE-601 URL Redirection to Untrusted Site ('Open Redirect’)
CWE-676 Use of Potentially Dangerous Function
Porous Defenses
The weaknesses in this category are related to defensive techniques that are often misused, abused, or just plain ignored. CWE-131 Incorrect Calculation of Buffer Size
CWE-306 Missing Authentication for Critical Function CWE-190 Integer Overflow or Wraparound
CWE-862 Missing Authorization
CWE-798 Use of Hard-coded Credentials
CWE-311 Missing Encryption of Sensitive Data
CWE-807 Reliance on Untrusted Inputs in a Security Decision
CWE-250 Execution with Unnecessary Privileges
CWE-863 Incorrect Authorization
CWE-T32 Incorrect Permission Assignment for Critical Resource
CWE-327 Use of a Broken or Risky Cryptographic Algorithm
CWE-30T7 Improper Restriction of Excessive Authentication Attempts

CWE-T759 Use of a One-Way Hash without a Salt



Vulnerability Scanning

e Scanning methods:
» Safe
* Destructive

 Service recognition — Determines what service is running on which ports

* Reports

* |Indicates the threat level for vulnerabilities it detects

* Critical

* High

e Medium

* Low

* Informational
e Description of Vulnerability
* Risk Factor

e CVE Number

Metaspolitable2

< Back tc

Hosts 1

Filter

CRITICAL

CRITICAL

CRITICAL

CRITICAL

CRITICAL

CRITICAL

@
<

My Scans

Vulnerabilities 96

Name

SSL (Multiple Iss

Bind Shell Backdoor D

NFS Exported Share In

rexecd Service Detection

Unix Operating System

VNC Server ‘password'

¢« Phpmyadmin (Mul

2 SSL (Multiple Iss

PHP (Multiple Iss

Remedi

ations S

Family

Gain a shell remotely

Backdoors

RPC

onfigure

Audit Trail

Launch ~ Report ~ Export ~
Scan Details
Policy Metaspolitable2 Scan
Status Completed
Scanner Local Scanner
Start February 19 at 9:56 PM
End February 19 at 10:26 PM
Elapsed 31 minutes

Vulnerabilities

’ ® Critical
High

Medium
® Low
\ ® Info



Application Vulnerability Testing Reports

Burp Scanner Sample Report

Summary

The table below shows the numbers of issues identified in different categories. |ssues are classified according to severity as High, Medium, Low or Information
This reflects the likely impact of each issue for a typical organization. Issues are also classified according to confidence as Certain, Firm or Tentative. This reflects
the inherent reliability of the technique that was used to identify the issue

Confidence

Certain Firm Tentative Total

Severity
Low 0 0 4

4
Information - 2 o 11

The chart below shows the aggregated numbers of issues identified in each category. Solid colored bars represent issues with a confidence level of Certain, and the
bars fade as the confidence level falls.

Number of issues

o |2 |4 |6 | 10 |12 |14 |16
High | —
Medium
Severity
Low
Information [
Contenis

1. 08 command injection
2. SQAL injection

//mdsec. net/addressbook/32/Default. aspx [Address parameter]
ndsec.net/addressbook/32/Default. aspx [Email parameter]
mdsec.net/auth/319/Default. ashx [password parameter]
IImdsec.net/auth/319/Defaultashx [username parameter]

3. File path traversal

4. XML external entity injection

Executive Summary

Issue Types [EI Toc

21 Authentication Bypass Using SQL Injection

Tl Biind S0L Injecion 1
m Cross-Site Scripting 11
T DOM Baved Crose-Site Seripting
Gl Poison Mull Byte Windows Files Retrieval
Gl Predictable Login Credentials
SN 50U Injection
Tl Urienerypled Lagin Request
B -ram injection
[] cross-sit= Requast Forgary
L Directory Listng
Ll HTTP Response Salitting
L Inadequate Account Lockout
m Link Injection (Escilitales Cross-Site Request Forgery)
n Oipen Redinstt
u Phishing Through Frames
1] Session Identifier Not Updatesd
Autocomplete HTML Atiribute Mot Disabled for Password Field
Database Ermor Pattern Found
Direct Access o Administration Pages
Email Addrees Pattern Found in Parameter Valus
Hidden Diractory Detected
Microsoft ASP_NET Debugging Enabled
Mizzing HitpOnly Attribule in Seszion Cookie
Parmanent Cookie Conlaing Sansitive Sazzion Information
Unencrypted _ VIEWSTATE Parameter
Ungigned __ VIEWSTATE Parametar
n Application Ermor
L} Appication Test Script Detected
L] Email Address Pattern Found
n HTML Comments Sensitive Information Disclosure
n Poseitde Server Path Disclosure Pattem Found
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To run the Nessus portion of the vulnerability scanning lab...

You will need to complete the install and startup of Nessus

= W

Startup Nessus Essentials scanner
Request and install your Nessus license key
Setup Nessus scan
Run Nessus scan...

Part 2. Nessus

Run a Nessus Scan




Starting up Nessus Essentials

* In Kali, bring up Firefox browser
* Navigate to https://kali:8834 (Nessus is installed and listening on port 8834)

* Request and provide your Nessus activation code, it will show up by email

Nessus / Initializing - Mozilla Firefox
Tenable Nessus Essentials Activation Code &5 2
Nessus / Initializing

no-reply@tenable.com 8:00 PM (11 hours ago) Yy 4
to Geocryp4596 ~

<« e @ kali Sl

Kali Linux Kali Training Kali Tools Kali Docs Kali Forums NetHunter || Offensive Security Exploit-DB GHDB || MSFU

Welcome to Nessus Essentials
n eSS u S Welcome to Nessus Essentials and congratulations on taking action to
secure your network! We offer the latest plugins for vulnerability scanning

today, helping you identify more vulnerabilities and keep your network
protected.

Initializing

Please wait while Nessus prepares the files needed

If you're looking for more advanced capabilities, such as live results and
configuration checks — as well as the ability to scan unlimited IPs, check out
to scan your assets. Nessus Professional. To learn more view the Nessus Professional datasheet.

Compiling plugins...
| Compiling Pl Activating Your Nessus Essentials License

Your activation code for Nessus Essentials is:

Download Nessus


https://kali:8834/

To run the Nessus portion of the vulnerability
scanning lab...

* You will need to complete the install and startup of Nessus
1. Startup Nessus Essentials scanner
2. Request and install your Nessus license key

Start up Metaspolitable2

Setup Nessus scan

Run Nessus scan...

s W



Applications

Application Finder

Application Finder

Bookmarks
Commands History

O\ 01 - Information ...

r'b 02 - Vulnerability ...

oty 03 - Web Applicat...
rb 04 - Database As...
f 05 - Password Att...
g’ 06 - Wireless Att...
g 07 - Reverse Engi...
{4 08 - Exploitation ...
(% 09 - sniffing & Sp...
5=

A 10 - Post Exploita...

11 - Forensics

a 12 - Reporting Tools

Q Preferences

Florence Virtual Keyboard

Florence Virtual Keyboard

Virtual Machine Manager
Manage virtual machines

vm Virtual Machine Manager

File Edit View Help

B £ open
Name

v

m metasploitable2
Running

security-onion
Shutoff
wWin7

Shutoff

\ Applications w Virtual Machine Manager

VA Virtual Machine Manager
File Edit View Help

E £ open

Name CPU usage
Power on the virtual machine

metasploitable2
Shutoff

security-onion
Shutoff

Win7
Shutoff

=

metasploitable2 on QEMU/KVM
File Virtual Machine View Send Key

=2 8 - B

v+ CPU us
Login with username/passuword admin/msfadmin’ to get started

t**Note that nothing will appear in the terminal when you type your password?tt!?

metasploitable login:

Warning: Never expose this UM to untrusted network!?
Contact: msfdevlatImetasploit.com

Login with username/passuword ‘msfadmin/msfadmin’ to get started

t**Note that nothing will appear in the terminal when you type your password?t???

metasploitable login:



Follow lab instructions to create a vulnerability scan
of Metasploitable?2

oitable2 scan / Configuration

Metaspl

. ar Spor
B My Scans Ky
All Scan
- - Settings Credentials Nugin
BASIC
General Settings
: DISCOVERY
O Poiicies Enable safe checks
ASSESSMENT
. Plugin Rules
. A REPORT Stop scanning hosts that become unresponsive during the scan
Cusiomized Reports > &
ADVANCED v

Scan IP addresses in a random order

Community Automatically accept detected SSH disclaimer prompts

Research

n parallel

Scan targets wath mulliple domam narr

Performance Options

Slow down the scan when network col on 1s detected

Network timeout (in seconds

Max simultanecus checks per host |

Max simultane:

Max number of concument TCP sessions per host 100

Max number of concurrent TCP sessions per scan



Run the Nessus computer vulnerability scan...
(it may take ~30+ minutes)...

Nessus Essentials /Fold: X +

i C @ ® #a https://kali

Kali Linux Kali Training Kali Tools Kali Docs Kali Forums NetHunter

( ynessus Scans
/ Essentials

- O

|| Offensive Security Exploit-DB GHDB || MSFU

Settings

@ My Scans
My ScanS Import New Folder
i All Scans
ﬂ Trash
- Name Schedule Last Modified m
o Policies

W] Plugin Rules : Metaspolitable2 On Demand

Tenable News

February 19 at 10:26 PM 3 X



Review vulnerability scan results

Nessus Essentials / Fol

ST C ®

X

@ #a kali

Kali Linux Kali Training Kali Tools Kali Docs

( \nessus

./ Essentials

@ My Scans
i All Scans
m Trash

B Policies

(W] Plugin Rules

Tenable News

SimpliSafe SS3
Unauthenticated Wi-Fi
Config Modifi...

Read More

Scans Settings

Metaspolitable2

< Back to My Scans

Hosts 1 Vulnerabilities

Kali Forums

96

Remediations

Host

192.168.55.102

Vulnerabilities

Configure Audit Trail

5 History 2

NetHunter || Offensive Security Exploit-DB GHDB [| MSFU

Launch ~*

Scan Details

Policy:
Status:
Scanner:
Start:
End:
Elapsed:

Report ~

Metaspolitable2 Scan
Completed

Local Scanner

February 19 at 9:56 PM
February 19 at 10:26 PM

31 minutes

Export

v



Metaspolitable2 Configure  Audit Trail Launch = Repot +*  Expon =
«Back to My Scans

Hosts 1 Vulnerabilities 9 Remediations 5 History 2
eview vuineranpl |t SCan resu tS - s
EIEN  ssivutiplelss..  Gaina shell remotaly 3 Palicy Metaspolitable? Scan
Status. Completed
EIEN 5ind Shell Backdoor D...  Backdoors 1 Scanner Local Scanner
Start February 19 al 9:56 PM
_ NFS Exported Share In RPC 1 End. February 19 at 10:26 PM
Elapsed 31 minutes
BN rexecd Service Detection  Service detection 1
MetaSPolltabIe2 Configure  Audit Trail Launch ~ Report ¥ Expot ¥ R v Opersig Systen... Genwral ' fuinertiies
< @ Cribcal
Back to My Scans BN vNCServerpassword...  Gain a shel remotely 1 " . Fo
Medium
EEER - Promyedmin Mul..  CGIabuses 4 N : :‘r::
Hosts 1 Vulnerabilities 96 Remediations 5 History 2 i SSL Akl lsn...  Sevics docaction N
EEEN PP Mutiplolss..  CGI abuses 3
- CGI Generic Remote F. CGl abuses 1
Sev v Name « Family » Count Scan Details @I rogin Service Detection  Service detection i
. . B sh Service Detection Service detection 1
CRITICAL 2 SSL (Multiple Iss...  Gain a shell remotely 3 Policy: Metaspolitable2 Scan
EEER ¢ ssLMutipe lss General 2]
Status: Completed
) IEEN : ons Mutiplelss..  DNS 4
Bind Shell Backdoor D...  Backdoors 1 Scanner: Local Scanner
m 4 HTTP (Multiple Is.... Web Servers 4
Start: February 19 at 9:56 PM
4 SSH (Multiple Iss...  Misc. 4
NFS Exported Share In... RPC 1 End: February 19 at 10:26 PM
. [ axeo | PHP (Multiple | Web S 3
Elapsed: 31 minutes i e o
. . N N CGI Generic XSS (quic. CGl abuses : XSS 1
rexecd Service Detection ~ Service detection 1
NFS Shares World Rea RPC 1
. . Vulnerabilities Samba Badiock Vuiner...  General 1
Unix Operating System...  General 1
= SMB Signing not required  Misc 1
Critical
. H h Browsable Web Directo. CGl abuses 1
Il \VNC Server ‘password...  Gain a shell remotely 1 ¢ Hig
Medlum CGI Generic Cookia Inj CGl abuses 1
: ® Low CGI Generic HTML Inj...  CGI abuses : XSS '
MIXED 4 Phpmyadmin (Mul... CGI abuses 4
® Info Web Application Poten...  Web Servers 1
: g & i Web Server (Multi... Web Servers 4
MIXED 2 SSL (Multiple Iss... Service detection 3
[ SSUTLS Ditfie-Hellma. . Misc. 1
4 X S Detection Service detecti 1
MIXED a2 PHP (Multiple Iss... CGIl abuses 3 e B
R s Bert ervensu: »
BB VNG Mutiplelss..  Senice detection 3
BEEE : AeacheHTTPSe..  WebSevers 2
BEEE : HTTP Mutiplels..  CGIabuses 2
B ¢ 1SCBind Multiple..  DNS 2
R : reC Mutiploiss RPC 2
EEEE : sSHMurtplelss..  General 2

Results perpage 50 = Showing: 110 50 of 96 > »



Computer vulnerability scan report...

192.168.55.102
Vulnerabilities

CRITICAL HIGH MEDIUM LOW NFO

® Critical
® High

Vulnerabilities Total: 148

SEVERITY cvss PLUGIN NAME

10.0 51988 Bind Shell Backdoor Detection

10.0 32314 Debian OpenSSH/OpenSSL Package Random Number Generator Weakness Med | u m
100 32321 Debian OpenSSH/OpenSSL Package Random Number Generator Weakness
(SSL check ® Low

10.0 11356 NFS Exported Share Information Disclosure

® Info

10.0 33850 Unix Operating System Unsupported Version Detection

10.0 61708 VNC Server ‘password Password

10.0 10203 rexecd Service Detection




Metaspolitable2 / Plugin #32321

< Back to Vulnerability Group

Configure Audit Trail

Hosts 1 Vulnerabilities 96 Remediations 5 History 2

Debian OpenSSH/OpenSSL Package Random Number Generator ...

Description

The remote x509 certificate on the remote SSL server has been generated on a Debian or Ubuntu system which contains
a bug in the random number generator of its OpenSSL library.

The problem is due to a Debian packager removing nearly all sources of entropy in the remote version of OpenSSL.

An attacker can easily obtain the private part of the remote key and use this to decipher the remote session or set up a
man in the middle attack.

Launch ~

Report ~ Export ~

Plugin Details

Severity:
ID:
Version:
Type:
Family:

Published:

Meodified:

Critical

32321

1.25

remote

Gain a shell remotely
May 15, 2008
November 15, 2018

Metaspolitable2 / Plugin #32321 Canfigue  Auit Trail aunch Repot ¥  Expot ¥
< Back to Vunerabilty Group
Wosts 1 Vulnersbilifes % Femedtions § Moy 2
EEIEM Debian OpenSSH/OpenSSL Package Random Number Generator ... Plugin Details
Description Severty Gitical
The remote x50 certil SSL server has. a Debean or | 0 23
 bugin the random numbes gensraor o its OpenSSL library. Varsion: 125
Ty remote
Tha protiam is dus to a Dabian packagsr ramoving naary al saurces of sniropy In the remote varsion of OpanSSL. ity Gain a shed ematey
An attacker Iy cbtain the private part of the remote key and use this to decipher the remote sat Fusished May 15, 2008
n attacker can easily cbtain the pivate o koy and usa this to deciy remote session o set up &
man in the maddie attack. Modified: MNovember 15, 2018
Solution Risk Information

Consider sl cryptographic material gensrated on the remote hast o be guessable. In paricular, all SSH, SSL and

OpenVPN key material should be re-generated Risk Factor: Critical

CVSS Base Score: 10.0
CVSS Temporal Score: 8.3

See Also GVSS Vactor: CVSS2HAV:NAGUAENGC
i/ s sus. org/u?1 07 b NCAC

i fww. nes sus.org/u 1414224 CVSS Temporal Vector: CVSS2#E-F/RLOF/IRC.C

Output Vulnesability Information
Esplot Avaiatle: tue
Exploi Ease: Explots are avaiiable
Part + Hosts

Patch Pub Date: May 14, 2008
Vudneeabilty Pub Date: May 13, 2008
Inthe news: irue

402/ op/posigresdd 192.168.55.102
26/kp/ g 192.168.55.102
Exploitable With

Cors Impact

Reference Information
CWE: 310
BID:

2079
GVE: GVE-2008.0166



Metaspolitable2 / Plugin #32321 Configure  Audit Trail
« Back to Vulnerability Group

Hosts 1 Vulnerabilities 96 Remediations 5 History 2
Debian OpenSSH/OpenSSL Package Random Number Generator ...
Description

The remote x509 certificate on the remote SSL server has been generated on a Debian or Ubuntu system which contains
a bug in the random number generator of its OpenSSL library.

The problem is due to a Debian packager removing nearly all sources of entropy in the remote version of OpenSSL.

An attacker can easily obtain the private part of the remote key and use this to decipher the remote session or set up a
man in the middle attack.

Solution
Consider all cryptographic material generated on the remote host to be guessable. In particuliar, all SSH, SSL and
OpenVPN key material should be re-generated.

See Also
http://www.nessus.org/u?107f9bdc
hitp://www.nessus.org/u?f14f4224

Output
No output recorded.

Port » Hosts
5432/ {cp / posigresql 192.168.55.102

25/tcp/ smip 192.168.55.102

Solution

Consider all cryptographic material generated on the remote host to be guessable. In particuliar, all SSH, SSL and
OpenVPN key material should be re-generated.

See Also

http://www.nessus.org/u?107f9bdc
http://www.nessus.org/u?f14f4224

Launch ~ Report ~ Export ~
Plugin Details
Severity: Critical
1D: 32321
Version: 1.25
Type: remote
Family: Gain a shell remotely
Published: May 15, 2008
Modified: November 15, 2018
Risk Information

Risk Factor: Critical

CVSS Base Score: 10.0

CVSS Temporal Score: 8.3

CVSS Vector: CVSS2#AV:N/AC:L/Au:N/C:C
/I:C/A:C

CVSS Temporal Vector: CVSS2#E:F/RL:OF/RC:C

Vulnerability Information

Exploit Available: true

Exploit Ease: Exploits are available
Patch Pub Date: May 14, 2008
Vulnerability Pub Date: May 13, 2008
In the news: true

Exploitable With

Debian Security Advisory DSA-1571-1 security@debian.org
H Florian Weimer

Package : openssl

Vulnerability : predictable random number generator
Problem type : remote

Debian-specific: yes

CVE Id(s) : CVE-2008-0166

Luciano Bello discovered that the random number generator in Debian's
openssl package is predictable. This is caused by an incorrect
Debian-specific change to the openssl package (CVE-2008-8166). As a
result, cryptographic key material may be guessable.

This is a Debian-specific vulnerability which does not affect other
operating systems which are not based on Debian. However, other systems
can be indirectly affected if weak keys are imported into them.

It is strongly recommended that all cryptographic key material which has
been generated by OpenSSL versions starting with 8.9.8¢c-1 on Debian
systems is recreated from scratch. Furthermore, all DSA keys ever used
on affected Debian systems for signing or authentication purposes should
be considered compromised; the Digital Signature Algorithm relies on a
secret random value used during signature generation.

The first vulnerable version, 08.9.8c-1, was uploaded to the unstable
distribution on 2006-09-17, and has since propagated to the testing and
current stable (etch) distributions. The old stable distribution
(sarge) is not affected.

Affected keys include SSH keys, OpenVPN keys, DNSSEC keys, and key
material for use in X.509 certificates and session keys used in SSL/TLS
connections. Keys generated with GnuPG or GNUTLS are not affected,
though.

A detector for known weak key material will be published at:
(0penPGP signature)

Instructions how to implement key rollover for various packages will be
published at:

I ri - r/>

This web site will be continously updated to reflect new and updated
instructions on key rollovers for packages using SSL certificates.
Popular packages not affected will also be listed.

In addition to this critical change, two other vulnerabilities have been
fixed in the openssl package which were originally scheduled for release
with the next etch point release: OpenSSL's DTLS (Datagram TLS,
basically "SSL over UDP") implementation did not actually implement the
DTLS specification, but a potentially much weaker protocol, and
contained a vulnerability permitting arbitrary code execution
(CVE-2007-4995). A side channel attack in the integer multiplication
routines is also addressed (CVE-2007-3108).

For the stable distribution (etch), these problems have been fixed in
version 0.9.8c-detch3.

For the unstable distribution (sid) and the testing distribution
(lenny), these problems have been fixed in version 0.9.89-9.

We recommend that you upgrade your openssl package and subsequently
regenerate any cryptographic material, as outlined above.

Upgrade instructions

wget url
will fetch the file for you
dpkg -i file.deb
will install the referenced file.

If you are using the apt-get package manager, use the line for
sources.list as given below:

apt-get update

will update the internal database
apt-get upgrade

will install corrected packages

You may use an automated update by adding the resources from the
footer to the proper configuration.

Source archives:

e/MDS checksum
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Deblan Security Advisory DSA-1571-1 security@debian.org
http://www.debian.org/security/ Florian Weimer

May 13, 2008 http://www.debian.org/security/faq

Package
Vulnerability
Problem type
Debian-specific
CVE Id(s)

openssl

predictable random number generator
remote

yes

CVE-2008-0166

D

Luciano Bello discovered that the random number generator in Debian's
openssl package is predictable. This is caused by an incorrect
Debian-specific change to the openssl package (CVE-2008-0166). As a
result, cryptographic key material may be guessable.

This is a Debian-specific vulnerability which does not affect other
operating systems which are not based on Debian. However, other systems
can be indirectly affected if weak keys are imported into them.

It is strongly recommended that all cryptographic key material which has
been generated by OpenSSL versions starting with 0.9.8c-1 on Debian
systems is recreated from scratch. Furthermore, all DSA keys ever used
on affected Debian systems for signing or authentication purposes should
be considered compromised; the Digital Signature Algorithm relies on a
secret random value used during signature generation.

The first vulnerable version, 0.9.8c-1, was uploaded to the unstable
distribution on 2006-09-17, and has since propagated to the testing and
current stable (etch) distributions. The old stable distribution
(sarge) is not affected.

Affected keys include SSH keys, OpenVPN keys, DNSSEC keys, and key
material for use in X.509 certificates and session keys used in SSL/TLS
connections. Keys generated with GnuPG or GNUTLS are not affected,
though.

Deblan Security Advisory DSA-1571-1 security@debian.org
Florian Weimer

Hay 13, 2008 http://wwe.debian.org/security/faq
Package : openssl

Vulnerability : predictable random number generator

Problem type : remote

Debian-specific: yes

CVE Id(s) : CVE-2008-0166

Luciano Bello discovered that the random number generator in Debian's
openssl package is predictable. This is caused by an incorrect
Debian-specific change to the openssl package (CVE-2008-8166). As a
result, cryptographic key material may be guessable.

This is a Debian-specific vulnerability which does not affect other
operating systems which are not based on Debian. However, other systems
can be indirectly affected if weak keys are imported into them.

It is strongly recommended that all cryptographic key material which has
been generated by OpenSSL versions starting with 8.9.8c-1 on Debian
systems is recreated from scratch. Furthermore, all DSA keys ever used
on affected Debian systems for signing or authentication purposes should
be considered compromised; the Digital Signature Algorithm relies on a
secret random value used during signature generation.

The first vulnerable version, 08.9.8c-1, was uploaded to the unstable
distribution on 2006-09-17, and has since propagated to the testing and
current stable (etch) distributions. The old stable distribution
(sarge) is not affected.

Affected keys include SSH keys, OpenVPN keys, DNSSEC keys, and key
material for use in X.509 certificates and session keys used in SSL/TLS
connections. Keys generated with GnuPG or GNUTLS are not affected,
though.

A detector for known weak key material will be published at:
m;m //security. gg_h;_an grgmrg]g_q_{ngrgm_u d/dowkd .pl.gz>

>
(upenPGP signature)

Instructions how to implement key rollover for various packages will be
published at:

<http://www.debian.or urity/key-r r/>

This web site will be continously updated to reflect new and updated
instructions on key rollovers for packages using SSL certificates.
Popular packages not affected will also be listed.

In addition to this critical change, two other vulnerabilities have been
fixed in the openssl package which were originally scheduled for release
with the next etch point release: OpenSSL's DTLS (Datagram TLS,
basically "SSL over UDP") implementation did not actually implement the
DTLS specification, but a potentially much weaker protocol, and
contained a vulnerability permitting arbitrary code execution
(CVE-2087-4995). A side channel attack in the integer multiplication
routines is also addressed (CVE-2007-3108).

For the stable distribution (etch), these problems have been fixed in
version 0.9.8c-detch3.

For the unstable distribution (sid) and the testing distribution
(lenny), these problems have been fixed in version 0.9.89-9.

We recommend that you upgrade your openssl package and subsequently
regenerate any cryptographic material, as outlined above.

Upgrade instructions

wget url
will fetch the file for you
dpkg -i file.deb
will install the referenced file.

If you are using the apt-get package manager, use the line for
sources.list as given below:

apt-get update

will update the internal database
apt-get upgrade

will install corrected packages

You may use an automated update by adding the resources from the
footer to the proper configuration.

Debian GNU/Linux 4.0 alias etch

Source archives:

Size/MDS checksum: 1099 Qc32'



security@debian.org
Florian Weimer
u fa

Debian Security Advisory DSA-1571-1

Package : openssl

Vulnerability : predictable random number generator
Problem type : remote

Debian-specific: yes

CVE Id(s) : CVE-2008-0166

L] L Luciano Bello discovered that the random number generator in Debian's
pg rade 1n'5 t ructluns openssl package is predictable. This is caused by an incorrect
Debian-specific change to the openssl package (CVE-2008-8166). As a
result, cryptographic key material may be guessable.
This is a Debian-specific vulnerability which does not affect other
operating systems which are not based on Debian. However, other systems
can be indirectly affected if weak keys are imported into them.

It is strongly recommended that all cryptographic key material which has
Et u rl been generated by OpenSSL versions starting with 8.9.8¢c-1 on Debian

systems is recreated from scratch. Furthermore, all DSA keys ever used

on affected Debian systems for signing or authentication purposes should

: L be considered compromised; the Digital Signature Algorithm relies on a
Hl etc t E _1 E 'u' r y'uu secret random value used during signature generation.
" " The first vulnerable version, 08.9.8c-1, was uploaded to the unstable
p g - 1 1 E- - E distribution on 2006-09-17, and has since propagated to the testing and

current stable (etch) distributions. The old stable distribution
(sarge) is not affected.

Hi 1 1 ins t a 1 1 t hE rEf E rEn c Ed fi 1 E & Affected keys include SSH keys, OpenVPN keys, DNSSEC keys, and key

material for use in X.509 certificates and session keys used in SSL/TLS
connections. Keys generated with GnuPG or GNUTLS are not affected,
though.

If you are using the apt-get package manager, use the line for A deector for koo vk ey sterial will be pblished ot

" " d1:395{t§gg_ur1.:!.gg_h;:gn org/project/extra/dowkd/dowkd.pl.gz> .
sources.list as given below: e s s s

Instructions how to implement key rollover for various packages will be
published at:

<h

apt = gEt update This web site will be continously updated to reflect new and updated

instructions on key rollovers for packages using SSL certificates.

& &
Hll 1 update t hE 1nte rnal database Popular packages not affected will also be listed.
In addition to this critical change, two other vulnerabilities have been
a t Et u rade fixed in the openssl package which were originally scheduled for release
p = g pg with the next etch point release: OpenSSL's DTLS (Datagram TLS,
= . basically "SSL over UDP") implementation did not actually implement the
DTLS specification, but a potentially much weaker protocol, and
Hl 1 1 1“5 t a 1 1 c u r rec t ed pa c kag ES contained a vulnerability permitting arbitrary code execution
(CVE-2087-4995). A side channel attack in the integer multiplication
routines is also addressed (CVE-2007-3108).

For the stable distribution (etch), these problems have been fixed in
version 0.9.8c-detch3.

For the unstable distribution (sid) and the testing distribution
(lenny), these problems have been fixed in version 0.9.89-9.

We recommend that you upgrade your openssl package and subsequently
regenerate any cryptographic material, as outlined above.

Upgrade instructions

wget url
will fetch the file for you
dpkg -i file.deb
will install the referenced file.

If you are using the apt-get package manager, use the line for
sources.list as given below:

apt-get update

will update the internal database
apt-get upgrade

will install corrected packages

You may use an automated update by adding the resources from the
footer to the proper configuration.

Source archives:

Size/MDS checksum: 1099 Qc32'



Metaspolitable2 / Plugin #32321

< Back to Vulnerability Group

Configure Audit Trail

Hosts 1 Vulnerabilities 9% Remediations 5 History 2

LU Debian OpenSSH/OpenSSL Package Random Number Generator ...

Description
The remote x509 certificate on the remote SSL server has been generated on a Debian or Ubuntu system which contains
a bug in the random number generator of its OpenSSL library.

The problem is due to a Debian packager removing nearly all sources of entropy in the remote version of OpenSSL.

An attacker can easily obtain the private part of the remote key and use this to decipher the remote session or set up a
man in the middle attack.

Solution
Consider all cryptographic material generated on the remote host to be guessable. In particuliar, all SSH, SSL and
OpenVPN key material should be re-generated.

See Also
http://www.nessus.org/u?107f9bdc
http://www.nessus.org/u?f14f4224

Qutput
No output recorded.

Port » Hosts
5432 / tcp / postgresaql 192.168.55.102

25/ tcp / smip 192.168.55.102

Launch + Report ~ Export
Plugin Details
Severity: Critical
ID: 32321
Version: 1.25
Type: remote
Family: Gain a shell remotely
Published: May 15, 2008
Modified: November 15, 2018

Risk Information

Risk Factor: Critical
CVSS Base Score: 10.0
CVSS Temporal Score: 8.3

CVSS Vector: CVSS2#AV:N/AC:L/Au:N/C:C
/I:C/A:C
CVSS Temporal Vector: CVSS2#E:F/RL:OF/RC:C

Vulnerability Information

Exploit Available: true

Exploit Ease: Exploits are available
Patch Pub Date: May 14, 2008
Vulnerability Pub Date: May 13, 2008
In the news: true

Exploitable With

Core Impact

Reference Information

CWE: 310
BID: 29179
CVE: CVE-2008-0166

Vulnerability Information

Exploit Available: true

Exploit Ease: Exploits are available
Patch Pub Date: May 14, 2008
Vulnerability Pub Date: May 13, 2008
In the news: true

Exploitable With

Core Impact

Reference Information

CWE: 310
BID: 29179
CVE: CVE-2008-0166




Common Vulnerabilities and Exposures

e CVE created by https://cve.mitre.org/

* CVE search engine at: https://nvd.nist.gov/search

Search for the issue (CVE-2008-0166) we are looking at from the Nessus report...

 NIST National Vulnerability Database
e CVE.MITRE.ORG



https://cve.mitre.org/
https://nvd.nist.gov/search
https://nvd.nist.gov/vuln/search/results?form_type=Basic&results_type=overview&query=cve-2008-0166&search_type=all
https://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=CVE-2008-0166

Metaspolitable2

< Back to My Scans

Hosts 1 Vulnerabilities 96 Remediations 5 History 2
Action

phpMyAdmin prior to 4.8.6 SQLi vulnerablity (PMASA-2019-3): Upgrade to phpMyAdmin

version 4.8.6 or later. Alternatively, apply the patches referenced in the vendor advisories.

Apache PHP-CGI Remote Code Execution: Upgrade to PHP 5.3.13 / 5.4.3 or later.

PHP PHP-CGI Query String Parameter Injection Arbitrary Code Execution: If using Lotus
Foundations, upgrade the Lotus Foundations operating system to version 1.2.2b or later.
Otherwise, upgrade to PHP 5.3.13/ 5.4.3 or later.

Samba Badlock Vulnerability: Upgrade to Samba version 4.2.11/4.3.8/ 4.4.2 or later.

TWiki ‘rev' Parameter Arbitrary Command Execution: Apply the appropriate hotfix
referenced in the vendor advisory.

Configure

Vulns v

Audit Trail

Hosts

Launch ¥

Scan Details

Policy:
Status:
Scanner:
Start:
End:
Elapsed:

Report ~ Export

Metaspolitable2 Scan
Completed

Local Scanner

February 19 at 9:56 PM
February 19 at 10:26 PM
31 minutes



ITACS program

Core Courses

Training
Cyber Security
Courses

Audit Courses

Awareness
Cyber Security
Capstone

Audit Capstone

*B = Beginning
‘I = Intermediate
*A = Advanced



ITACS Curriculum

5122 IT Architecture for IT Auditors*

Core Courses
5202 IT Governance

5206 Protection of Information Assets
5214 Security Architecture
5190-5688 Business Skills for the ITACS Professional 1-2

v

IT Auditing

5121 Enterprise Resource Planning (ERP) Systems

5201 IT Audit Process

5203 Systems and Infrastructure Lifecycle Management
5205 IT Service Delivery and Support

5208 Data Analytics for IT Auditors

v

5902 IT Audit Capstone

Students may take
Up to 2 courses in the other concentration

Electives

5190 Special Topics
5182 Independent Study

v
Cyber Security
5211 Ethical Hacking
5213 Intrusion Detection and Response
5215 Operating System Security

5216 Organizational Forensics
5217 Network Security

v

5903 Cyber Security Capstone




ITACS Faculty

Caswell Anderson

Bill Bailey
James Baranello
Lonnie Barone
Larry Brandolph
Ryan Calef
Allen Chou

Ed Ferrara
Richard Flanagan
Jose Gomez
Brian Green
David Lanter
Wade Mackey
Thu Nguyen
Deval Shah

Paul Smith
Andrew Sjajlai
Christie Vazquez
Paul Warner

Risk Technical Manager

Cyber Security Specialist

Consultant

President

Chief Information Security Officer

VP Audit Services Regulatory Relations
VP IT Audit

Chief Information Security Officer
ITACS Program Founder

VP Enterprise Technology Infrastructure
Segment Specialist

ITACS Program Director

Risk Technical Manager

Audit Manager

IT Security

Senior Information Security Architect
Security Architect

Supervising IT Examiner

Cybersecurity Dept. Chair

The Vanguard Group

Science Applications International Corporation
Technology & Risk Management Services
Barone Associates

Temple University

Wells Fargo & Co.

WSFS Bank

CSL Behring

Temple University

Wells Fargo & Co.

GE Healthcare Digital

Temple University

The Vanguard Group

Wells Fargo Audit Services

U.S. Department of Homeland Security
CSL Behring

The Vanguard Group

Federal Reserve Bank of Philadelphia
Rowan College at Burlington County

Temple University Lewis Katz School of Medicine
U.S. Department of the Treasury

Patrick Wasson Assistant Director Applications Deuv.
Liang Yao National Bank Examiner /Large Bank Supervisor




ITACS Delivers Success!

Preparation for CISA and CISSP ITACS Students

certification exams Enrollment 2020-21: 114

Students leveraging their ITACS skills
and knowledge in their jobs

ITACS students placed 1%, 2", and 3¢

place in ISACA Philadelphia Chapter’s

2018 Scholarship Competition

ITACS students placed 15t & 2" place

in ISACA Philadelphia Chapter’s 2017

Scholarship Competition I I
n |

0
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Certified in Risk

. and Information » Certified Information
CISM Security Manager”

EEE | 4
CRISC Systems Control”
An ISACA® Certification An ISACA® Certification

Globally recognized certification in

» Certified Information fields of IT security, IT audit, IT risk Average U.S. entry

CISA Systems Auditor® management and governance. Exam ) .
f ' is known to be difficult and level salaries ra nging

An ISACA?® Certification . . . .
associated with a high failure rates.
gh 1 $52,459 -$122,326

Offered by Internationally

Information System Security Average U.S. entry
Certification Consortium, described . .
level salaries ranging

as “world’s largest IT security

organization” -Wikipedia.org $73’627 - 5119’184

Salaries courtesy of infosecinstitute.com




ITACS delivers: Job placements and Career Growth!

ITACS Graduates

Deloitte. Walmart

& Jeferson.

QvC

MARSH & MCLENNAN TEMPLE

COMPANIES UNIVERSITY® 2014 2015 2016 2017 2018 2019 2020
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Agenda

v'Change your Kali password!

v'Application vulnerability and security testing
v'Lab 6: Vulnerability Scanning — Part 2: Nessus
v'Scan results

v'Looking at a vulnerability

v'ITACS Program



