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Agenda

• Mid-term issues 

• Some thoughts on how to approach Milestone 3

https://anthonyvance.com/security-assignments/projects/pen-test.html


Mid-Term Issue

• For questions 8 and 9, we were instructed to examine the following 
files:

https://anthonyvance.com/files/ProgramA.exe and 
https://anthonyvance.com/files/ProgramB.exe

• During the exam, I clicked on both files which gave me a 404 error. I 
tried different browsers and I had no luck. I decided to guess on both 
questions. 

https://anthonyvance.com/files/ProgramA.exe
https://anthonyvance.com/files/ProgramB.exe


Some thoughts on how to approach Milestone 3
Penetration testing involves experimentation

Basic Penetration Testing Workflow

• Pre-engagement Interactions

• Intelligence Gathering

• Threat Modeling

• Vulnerability Analysis

• Exploitation

• Post Exploitation

• Reporting

Iterative experimentation



VPN connection to remote host target 



Make sure you can reach your target machine



Remember nmap?
It can help you determine what services are  
running?

Nmap flag -sV is for service version scanning 

https://nmap.org/book/man.html
https://nmap.org/book/man-version-detection.html


Vulnerability 
Analysis

Let’s scan for open ports 
on the target machine 
and see what we can 
learn…

-sS look for open TCP ports

-A detect OS and versions

-Pn do not use Ping

https://nmap.org/book/man-port-scanning-techniques.html
https://nmap.org/book/man-os-detection.html


Metasploit Framework
• Let’s see what exploits are available for ftp and ssh

➢ProFTPd 1.3.5rc3



Metasploit Framework
➢ProFTPd 1.3.5





Metasploit Framework

1. Switch to root, i.e.“su” user

2. msfdb init

3. msfconsole











Linux “awk” 

• AWK (awk) is a linux/unix specific language “designed for text 
processing and typically used as a data extraction and reporting tool.” 
…”It is a filter and is a standard feature of most Unix-like operating 
systems.”

• “The name awk comes from the initials of its designers: Alfred V. Aho, 
Peter J. Weinberger, and Brian W. Kernighan. The original version of 
awk was written in 1977 at AT&T Bell Laboratories. In 1985, a new 
version made the programming language more powerful, introducing 
user-defined functions, multiple input streams, and computed regular 
expressions.” https://www.gnu.org/software/gawk/manual/gawk.html#Foreword3

https://en.wikipedia.org/wiki/AWK

https://www.gnu.org/software/gawk/manual/gawk.html










No payload needed!



We obtained a “Jail shell”



Spawning a TTY (“teletype” terminal) shell
• Type: “/bin/sh –i”







Which accounts might 
have data in them a 
hacker would be 
interested in?



Next steps

• Checkout command “scp” for moving files from target back to your Kali

• …
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