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s Pictures :~$ pwd

8 Videos /home/phillipnontenure
:~$ 1s
: ¢ Downloads
client- :~$ cd Downloads

team-40.conf NETWORK :~/Downloads$ 1s

D Browse Network client-team-40.conf

:~/Downloads$ I
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/home/phillipnontenure
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:~$
:~$

:~$ pwd

/home/phillipnontenure

:~$ 1s

:~%$ cd Downloads
:~/Downloads$ 1s

client-team-40.conf

:~/Downloads$ sudo openvpn client-team-&@.conf.

pwd
1s

cd Downloads

:~/Downloads$ 1s

:~/Downloads$ sudo openvpn client-team-40.conf

2021

Unrecognized option or missing or extra parameter(s) in client-team-40.conf:17: block-outside-dns (2.4.9)
OpenVPN 2.4.9 x86_64-pc-linux-gnu [SSL (OpenSSL)] [LZO] [LZ4] [EPOLL] [PKCS11] [MH/PKTINFO] [AEAD] built on Apr 21 2020
library versions: OpenSSL 1.1.1g 21 Apr 2020, LZ0 2.10

Outgoing Control Channel Encryption: Cipher 'AES-256-CTR' initialized with 256 bit key

Outgoing Control Channel Encryption: Using 256 bit message hash 'SHA256' for HMAC authentication
Incoming Control Channel Encryption: Cipher 'AES-256-CTR' initialized with 256 bit key

Incoming Control Channel Encryption: Using 256 bit message hash 'SHA256' for HMAC authentication
TCP/UDP: Preserving recently used remote address: [AF_INET]34.94.197.154:1194

Socket Buffers: R=[212992—212992] S=[212992—212992]

UDP link local: (not bound)

UDP link remote: [AF_INET]34.94.197.154:1194

TLS: Initial packet from [AF_INET]34.94.197.154:1194, sid=87ab53c4 de569f46

VERIFY OK: depth=1, CN=cn_glIDGOXL6f11GhuW

VERIFY KU OK

Validating certificate extended key usage

++ Certificate has EKU (str) TLS Web Server Authentication, expects TLS Web Server Authentication
VERIFY EKU OK

VERIFY X509NAME OK: CN=server_bgzGVHtYsyWikHBW

VERIFY OK: depth=0, CN=server_bgzGVHtYsyWikHBW

Control Channel: TLSv1.2, cipher TLSv1.2 ECDHE-ECDSA-AES128-GCM-SHA256, 256 bit EC, curve: prime256vi
[server_bgzGVHtYsyWikHBW] Peer Connection Initiated with [AF_INET]34.94.197.154:1194

SENT CONTROL [server_bgzGVHtYsyWikHBW]: 'PUSH_REQUEST' (status=1)

PUSH: Received control message: 'PUSH_REPLY,route 192.168.10.0 255.255.255.0,route-gateway 10.8.0.1,topology subnet,ping 10,ping-restart 120,ifconfig 10.8.0.3 255.255.255.0,peer-id 1,cipher AES-128-GCM'

OPTIONS IMPORT: timers and/or timeouts modified

OPTIONS IMPORT: --ifconfig/up options modified

OPTIONS IMPORT: route options modified

OPTIONS IMPORT: route-related options modified

OPTIONS IMPORT: peer-id set

OPTIONS IMPORT: adjusting link_mtu to 1624

OPTIONS IMPORT: data channel crypto options modified

Outgoing Data Channel: Cipher 'AES-128-GCM' initialized with 128 bit key
Incoming Data Channel: Cipher 'AES-128-GCM' initialized with 128 bit key
ROUTE_GATEWAY 10.128.0.1

TUN/TAP device tun® opened

TUN/TAP TX queue length set to 100

/sbin/ip link set dev tun® up mtu 1500

/sbin/ip addr add dev tun® 10.8.0.3/24 broadcast 10.8.0.255

/sbin/ip route add 192.168.10.0/24 via 10.8.0.1

Initialization Sequence Completed




Leave your VPN configuration process running in 1
terminal and open another to do your work...

File Actions Edit View Help

~% ping 192.168.10.107
PING 192.168.10.107 (192.168.10.107) 56(84) bytes of data.
gy 64 bytes from 192.168.10.107: icmp_seq=1 ttl=63 time=51.5
/home/phillipnontenure 64 bytes from 192.168.10.107: icmp_seq=2 ttl=63 time=50.8
i 64 bytes from 192.168.10.107: icmp_seq=3 ttl=63 time=50.7
yuce; Downloads 64 bytes from 192.168.10.107: icmp_seq=4 tt1=63 time=50.3

/Dounloads$ 1s
client-team-40.conf _ 64 bytes from 192.168.10.107: icmp_seqg=5 ttl=63 time=50.7
:~/Downloads$ sudo openvpn client-team-40.conf 2 g <
Tue Mar 23 06:15:12 2021 Unrecognized option or missing or extra parameter(s) in client-team-40.conf:17: block-outside-dns (2.4.9) 64 bytes from 192.168.10.107: icmp_seq=6 tt1l=63 time=50.9
Tue Mar 23 06:15:12 2021 OpenVPN 2.4.9 x86_64-pc-linux-gnu [SSL (OpenSSL)] [LZO] [LZ4] [EPOLL] [PKCS11] [MH/PKTINFO] [AEAD] built on Af
Tue Mar 23 06:15:12 2021 library versions: OpenSSL 1.1.1g 21 Apr 2020, LZ0 2.10
Tue Mar 23 06:15:12 2021 Outgoing Control Channel Encryption: Cipher 'AES-256-CTR' initialized with 256 bit key 64 byteS from 192 v 168. 10. 107: icmD Seq=7 ttl=63 time=50. 5

Tue Mar 23 :15:12 2021 Outgoing Control Channel Encryption: Using 256 bit message hash 'SHA256' for HMAC authentication

Tue Mar 23 115:12 2021 Incoming Control Channel Encryption: Cipher 'AES-256-CTR' initialized with 256 bit key 64 bytes from 192.168.10.107: icmp Seng ttl=63 time:Sl a1
Tue Mar 23 :15:12 2021 Incoming Control Channel Encryption: Using 256 bit message hash 'SHA256' for HMAC authentication . 3T <

Tue Mar 23 06:15:12 2021 TCP/UDP: Preserving recently used remote address: [AF_INET]34.94.197.154:1194 64 bytes from 192.168.10.107: icmp_seq=9 ttl=63 time=51.0
Tue Mar 23 :15:12 2021 Socket Buffers: R=[212992—212992] S=[212992-212992] AC

Tue Mar $15:12 2021 UDP link local: (not bound)

Tue Mar $15:12 2021 UDP link remote: [AF_INET]34.94.197.154:1194 e 3 3 3 Ly
Tue Mar $15:12 2021 TLS: Initial packet from [AF_INET]34.94.197.154:1194, sid=87ab53c4 de569f46 192 > 168' 10' 107 plng statistics

Tue Mar :15:12 2021 VERIFY OK: depth=1, CN=cn_glIDGOXL6f11GhuW 9 packets transmitted, 9 received, 0% packet loss, time 8013ms
Tue Mar :15:12 2021 VERIFY KU OK

Tue Mar :15:12 2021 Validating certificate extended key usage rtt mln/an/maX/mdeV 50. 298/50 o 826/51 . 506/0 .324 ms
Tue Mar : :12 2021 ++ Certificate has EKU (str) TLS Web Server Authentication, expects TLS Web Server Authentication _'$ l
Tue Mar $15:12 2021 VERIFY EKU OK

Tue Mar $15:12 2021 VERIFY X509NAME OK: CN=server_bgzGVHtYsyWikHBW

Tue Mar s35: 2021 VERIFY OK: depth=0, CN=server_bgzGVHtYsyWikHBW

Tue Mar =z L 2021 Control Channel: TLSv1.2, cipher TLSv1l.2 ECDHE-ECDSA-AES128-GCM-SHA256, 256 bit EC, curve: prime256vl

Tue Mar :15° 2021 [server_bgzGVHtYsyWikHBW] Peer Connection Initiated with [AF_INET]34.94.197.154:1194

Tue Mar :15: 2021 SENT CONTROL [server_bgzGVHtYsyWikHBW]: 'PUSH_REQUEST' (status=1)

Tue Mar :15: 2021 PUSH: Received control message: 'PUSH_REPLY,route 192.168.10.0 255.255.255.0,route-gateway 10.8.0.1,topology ¢
Tue Mar 115: 2021 OPTIONS IMPORT: timers and/or timeouts modified

Tue Mar :15: 2021 OPTIONS IMPORT: —ifconfig/up options modified

Tue Mar $15% 2021 OPTIONS IMPORT: route options modified

Tue Mar 6:15: 2021 OPTIONS IMPORT: route-related options modified

Tue Mar :15: 2021 OPTIONS IMPORT: peer-id set

Tue Mar 245 2021 OPTIONS IMPORT: adjusting link_mtu to 1624

Tue Mar 15 2021 OPTIONS IMPORT: data channel crypto options modified

Tue Mar 15: 2021 Outgoing Data Channel: Cipher 'AES-128-GCM' initialized with 128 bit key

Tue Mar 2 :15: 2021 Incoming Data Channel: Cipher 'AES-128-GCM' initialized with 128 bit key

Tue Mar 6: : 2021 ROUTE_GATEWAY 10.128.0.1

Tue Mar =15 2021 TUN/TAP device tun® opened

Tue Mar 2 $152 2021 TUN/TAP TX queue length set to 100

Tue Mar =15:% 2021 /sbin/ip link set dev tun® up mtu 1500

Tue Mar <15: 2021 /sbin/ip addr add dev tun® 10.8.0.3/24 broadcast 10.8.0.255

Tue Mar 2 :15: 2021 /sbin/ip route add 192.168.10.0/24 via 10.8.0.1

Tue Mar 2 :15: 2021 Initialization Sequence Completed




File Edit View Terminal Tabs Help
geocryp4596@kali:~$ sudo nmap -Pn -sS -A 172.32.25.133

\/u | n e ra b| I |ty Starting Nmap 7.80 ( https://nmap.org ) at 2020-03-17 05:48 EDT

map scan report for 172.32.25.133
ost is up (0.040s latency).

. ot shown: 997 closed ports
n a yS I S PORT STATE SERVICE VERSION
P1/tcp open ftp ProFTPD 1.3.5rc3
22/tcp open ssh OpenSSH 6.6.1pl1 Ubuntu 2ubuntu2.7 (Ubuntu Linux; protocol 2.0)
| ssh-hostkey:

, | 1024 ¢c1:26:32:1e:29:8f:a6:63:64:4e:04:d6:fd:47:ee:d9 (DSA)
| 2048 82:76:ee:ce:e7:2b:86:68:e9:ae:87:40:c3:f5:14:eb (RSA)
Let S Scan for Open ports | 256 61:7a:9a:2b:ca:b5:b2:e0:db:80:bd:58:22:f4:c7:e1l (ECDSA)
. | 256 94:67:76:54:4b:12:53:18:17:42:b3:16:ab:78:d9:0e (ED25519)
On the target maChlne 80/tcp open http Apache httpd 2.4.7 ((Ubuntu))
/test/
and See What We Can :http-server-header: Apache/2.4.7 (Ubuntu)

http-robots.txt: 1 disallowed entry

| _http-title: Starter Template for Bootstrap

€arn... 0 eXaclgeocrypd596@kali:~$ sudo nmap -Pn -sS -A 172.32.25.133
.scaN(Starting Nmap 7.80 ( https://nmap.org ) at 2020-03-17 05:48 EDT
-sS look for open TCP ports :D%P=>Nmap scan report for 172.32.25.133
:(01=p -
inw7eHOst 1s up (0.040s latency).
: (R=YaNot shown: 997 closed ports
fﬁﬁ&PORT STATE SERVICE VERSION
-Pn do not use Ping ._r%0-21/tcp open ftp ProFTPD 1.3.5rc3
‘RUCK=22/tcp open ssh OpenSSH 6.6.1p1 Ubuntu 2ubuntu2./7 (Ubuntu Linux;
otwork | SSh-hostkey:
Service | 1024 ¢1:26:32:1e:29:87:a6:63:64:4e:04:d6:fd:47:ee:d9 (DSA)
RACEROL| 2048 82:7/6:ee:ce:e/:2b:86:68:e9:ae:87:40:c3:f5:14:eb (RSA)
oP RTT | 256 61:7a:9a:2b:ca:b5:b2:e0:db:80:bd:58:22:f4:c7:el (ECDSA)
38.1] 256 94:67:76:54:4b:12:53:f8:17:42:b3:16:ab:78:d9:0e (ED25519)
38"8(9/tcp open http Apache httpd 2.4.7 ((Ubuntu))
0s and ¢| http-robots.txt: 1 disallowed entry
ik A
'“0”’w|_http-server—header: Apache/2.4.7 (Ubuntu)

| http-title: Starter Template for Bootstrap

-A detect OS and versions



:~$ nmap -sV 192.168.10.107
Starting Nmap 7.80 ( https://nmap.org ) at 2021-03-23 07:51 EDT
Nmap scan report for 192.168.10.107
Host is up (0.049s latency).
Not shown: 994 closed ports
PORT STATE SERVICE VERSION
21/tcp open ftp ProFTPD 1.3.5
22/tcp open ssh OpenSSH 6.6.1p1 Ubuntu 2ubuntu2.13 (Ubuntu Linux; protocol 2.0)
80/tcp open http Apache httpd 2.4.7 ((Ubuntu))
1524/tcp open 1ingreslock?
3306/tcp open mysql MySQL (unauthorized)
6667/tcp open 1irc UnrealIRCd
1 service unrecognized despite returning data. If you know the service/version, please submit the following fingerprint at https://nmap.org/cgi-bin/submit.cgi?new-service
SF-Port1524-TCP:V=7.80%I=7%D=3/23%Time=6059D63D%P=x86_64-pc-Linux-gnu%r(NU
SF:LL,BC, "bash:\x20cannot\x20set\x20terminal\x20@process\x20group\x20\ (1454
SF:\):\x20Inappropriate\x20ioctl\x20for\x2@device\nbash:\x20no\x20job\x20c
SF:ontrol\x20in\x20this\x20shell\nbash:\x20/root/\.bash_profile:\x2@Permis
SF:sion\x20denied\nbcurtisphumbleify-team-40:/\$\x20" )%r(GenericLines, 134,
SF:"bash:\x20cannot\x20set\x20terminal\x20process\x20group\x20\(1454\):\x2
SF:@Inappropriate\x20ioctl\x20for\x20device\nbash:\x20no\x20job\x20control
SF:\x20in\x20this\x20shell\nbash:\x20/root/\.bash_profile:\x20Permission\x
SF:20denied\nbcurtis@humbleify-team-40:/\$\x20\nbcurtisphumbleify-team-40:
SF:/\$\x20\nbcurtisghumbleify-team-40:/\$\x20\nbcurtisphumbleify-team-40:/
SF:\$\x20\nbcurtis@humbleify-team-40:/\$\x20" )%r(GetRequest,1C0, "bash:\x20
SF:cannot\x20set\x20terminal\x20process\x20group\x20\(1454\):\x20Inappropr
SF:iate\x20ioctl\x20for\x20device\nbash:\x20no\x20job\x20control\x20in\x20
SF:this\x20shell\nbash:\x20/root/\.bash_profile:\x20Permission\x20denied\n
SF:bcurtisphumbleify-team-40:/\$\x20GET\x20/\x20HTTP/1\.0\nThe\x20program\
SF:x20'GET'\x20is\x20currently\x20not\x20installed\.\x20To\x20run\x20 " 'GET'
SF:\x20please\x20ask\x20your\x20administrator\x20to\x20install\x20the\x20p
SF:ackage\x20'libww-perl'\nbcurtisghumbleify-team-40:/\$\x20\nbcurtisghum
SF:bleify-team-40:/\$\x20\nbcurtisghumbleify-team-40:/\$\x20\nbcurtis@humb
SF:leify-team-40:/\$\x20" )%r(HTTPOptions, 161, "bash:\x20cannot\x20set\x20te
SF:rminal\x20process\x20group\x20\(1454\):\x20Inappropriate\x20ioctl\x20fo
SF:r\x20device\nbash:\x20no\x20job\x20control\x20in\x20this\x20@shell\nbash
SF::\x20/root/\.bash_profile:\x20Permission\x20denied\nbcurtisghumbleify-t
SF:eam-40:/\$\x200PTIONS\x20/\x20HTTP/1\.0\nOPTIONS: \x20command\x20not\x20
SF:found\nbcurtisghumbleify-team-40:/\$\x20\nbcurtisghumbleify-team-40:/\$%
SF:\x20\nbcurtisghumbleify-team-40:/\$\x20\nbcurtisphumbleify-team-40:/\3%\
SF:x20" )%r(RTSPRequest, 161, "bash:\x20cannot\x20set\x20terminal\x20process\
SF:x20group\x20\(1454\):\x20Inappropriate\x20ioctl\x20for\x20device\nbash:
SF:\x20no\x20job\x20control\x20in\x20this\x20shell\nbash:\x20/root/\.bash_
SF:profile:\x20Permission\x20denied\nbcurtis@humbleify-team-40:/\$\x200PTI
SF:ONS\x20/\x20RTSP/1\.0\nOPTIONS:\x20command\x20not\x20found\nbcurtisghum
SF:bleify-team-40:/\$\x20\nbcurtisghumbleify-team-40:/\$\x20\nbcurtis@humb
SF:leify-team-40:/\$\x20\nbcurtisphumbleify-team-40:/\$\x20");
Service Info: Host: irc.TestIRC.net; 0Ss: Unix, Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 153.79 seconds

e |




:~$ sudo nmap -Pn -sS -A 192.168.10.107
Starting Nmap 7.80 ( https://nmap.org ) at 2021-03-23 07:53 EDT
Stats: 0:00:13 elapsed; @ hosts completed (1 up), 1 undergoing Service Scan
Service scan Timing: About 83.33% done; ETC: 07:54 (0:00:02 remaining)
Nmap scan report for 192.168.10.107
Host is up (@.049s latency).
Not shown: 994 closed ports

PORT STATE SERVICE VERSION
21/tcp open ftp ProFTPD 1.3.5
22/tcp open ssh OpenSSH 6.6.1p1 Ubuntu 2ubuntu2.13 (Ubuntu Linux; protocol 2.0)

| ssh-hostkey:

| 1024 99:69:90:f4:cc:b8:b4:c8:04:7e:90:32:b1:18:d1:8e (DSA)
| 2048 27:83:5a:76:e8:41:55:d9:fd:86:c5:f3:9d:18:73:3b (RSA)
| 256 95:56:d5:5a:75:16:1b:1d:98:74:c0:de:74:da:66:3f (ECDSA)
|_ 256 49:f3:0b:af:e2:8e:b0:31:a8:6a:27:a6:7f:f1:72:73 (ED25519)
80/tcp open http Apache httpd 2.4.7 ((Ubuntu))

| _http-server-header: Apache/2.4.7 (Ubuntu)

|_http-title: Humbleify

1524/tcp open ingreslock?

| fingerprint-strings:

| Genericlines:

| bash: cannot set terminal process group (1454): Inappropriate ioctl for device

| bash: no job control in this shell

| bash: /root/.bash_profile: Permission denied

| bcurtisghumbleify-team-40:/$

| bcurtis@humbleify-team-40:/$

| bcurtisghumbleify-team-40:/$

| bcurtisghumbleify-team-40:/$%

| bcurtisghumbleify-team-40:/$%

| GetRequest:

| bash: cannot set terminal process group (1454): Inappropriate ioctl for device

| bash: no job control in this shell

| bash: /root/.bash_profile: Permission denied

| bcurtis@humbleify-team-40:/$ GET / HTTP/1.0

| program 'GET' is currently not installed. To run 'GET' please ask your administrator to install the package 'libwww-perl'’
| bcurtisghumbleify-team-40:/$

| bcurtisghumbleify-team-40:/%

| bcurtis@humbleify-team-40:/$

| bcurtisghumbleify-team-40:/$%

| HTTPOptions:

| bash: cannot set terminal process group (1454): Inappropriate ioctl for device

| bash: no job control in this shell

| bash: /root/.bash_profile: Permission denied

| bcurtisghumbleify-team-40:/$ OPTIONS / HTTP/1.0

| OPTIONS: command not found

| bcurtis@humbleify-team-40:/%

| bcurtis@humbleify-team-40:/$

| bcurtisghumbleify-team-40:/%

| bcurtisghumbleify-team-40:/%




NULL:

bash: cannot set terminal process group (1454): Inappropriate ioctl for device

bash: no job control in this shell

bash: /root/.bash_profile: Permission denied

bcurtisghumbleify-team-40:/$
RTSPRequest:

bash: cannot set terminal process group (1454): Inappropriate ioctl for device

bash: no job control in this shell

bash: /root/.bash_profile: Permission denied

bcurtis@humbleify-team-40:/$ OPTIONS / RTSP/1.0

OPTIONS: command not found

bcurtisghumbleify-team-40:/$

bcurtisghumbleify-team-40:/$

bcurtisghumbleify-team-40:/$
= bcurtisghumbleify-team-40:/$
3306/tcp open mysql MySQL (unauthorized)
6667/tcp open irc UnrealIRCd
1 service unrecognized despite returning data. If you know the service/version, please submit the following fingerprint at https://nmap.org/cgi-bin/submit.cgi?new-service :
SF-Port1524-TCP:V=7.80%I=7%D=3/23%Time=6059D6D7%P=x86_64-pc-Llinux-gnu%r(NU
SF:LL,BC,"bash:\x20cannot\x20set\x20terminal\x2@process\x20group\x20\ (1454
SF:\):\x20Inappropriate\x20ioctl\x20for\x20device\nbash:\x20no\x20job\x20c
SF:ontrol\x20in\x20this\x20shell\nbash:\x20/root/\.bash_profile:\x20Permis
SF:sion\x20denied\nbcurtisghumbleify-team-40:/\$\x20" )%r(GenericlLines,134,
SF:"bash:\x20cannot\x20set\x20terminal\x20process\x20group\x20\(1454\):\x2
SF:@Inappropriate\x20ioctl\x20for\x2@0device\nbash:\x20no\x20job\x20control
SF:\x20in\x20this\x20shell\nbash:\x20/root/\.bash_profile:\x20Permission\x
SF:20denied\nbcurtisghumbleify-team-40:/\$\x20\nbcurtisghumbleify-team-40:
SF:/\$\x20\nbcurtisghumbleify-team-40:/\$\x20\nbcurtisghumbleify-team-40:/
SF:\$\x20\nbcurtisghumbleify-team-40:/\$\x20" )%r(GetRequest,1C0, "bash:\x20
SF:cannot\x20set\x20terminal\x20process\x20group\x20\(1454\):\x20Inappropr
SF:iate\x20ioctl\x20for\x20device\nbash:\x20no\x20job\x20control\x20in\x20
SF:this\x20shell\nbash:\x20/root/\.bash_profile:\x2@0Permission\x2@denied\n
SF:bcurtis@humbleify-team-40:/\$\x20GET\x20/\x20HTTP/1\.0\nThe\x20program\
SF:x20'GET'\x20is\x20currently\x20not\x20installed\.\x20To\x20run\x20 " 'GET"'
SF:\x20please\x20ask\x20your\x20administrator\x20to\x20install\x20the\x20p
SF:ackage\x20'libwww-perl'\nbcurtis@humbleify-team-40:/\$\x20\nbcurtis@hum
SF:bleify-team-40:/\$\x20\nbcurtisghumbleify-team-40:/\$\x20\nbcurtisghumb
SF:leify-team-40:/\$\x20" )%r(HTTPOptions, 161, "bash:\x20cannot\x20set\x20te
SF:rminal\x2@process\x20group\x20\(1454\):\x20Inappropriate\x20ioctl\x20fo
SF:r\x20device\nbash:\x20no\x20job\x20control\x20in\x20this\x20@0shell\nbash
SF::\x20/root/\.bash_profile:\x20Permission\x20@0denied\nbcurtisghumbleify-t
SF:eam-40:/\$\x200PTIONS\x20/\x20HTTP/1\.0\nOPTIONS: \x20command\x20not\x20
SF:found\nbcurtis@humbleify-team-40:/\$\x20\nbcurtis@humbleify-team-40:/\$
SF:\x20\nbcurtis@humbleify-team-40:/\$\x20\nbcurtis@humbleify-team-40:/\$\
SF:x20" )%r(RTSPRequest, 161, "bash:\x20cannot\x20set\x20terminal\x20process\
SF:x20group\x20\(1454\):\x20Inappropriate\x20ioctl\x20for\x20device\nbash:
SF:\x20no\x20job\x20control\x20in\x20this\x20shell\nbash:\x20/root/\.bash_
SF:profile:\x2@0Permission\x20denied\nbcurtis@humbleify-team-40:/\$\x200PTI
SF:ONS\x20/\x20RTSP/1\.0\nOPTIONS:\x20command\x20not\x20found\nbcurtis@hum
SF:bleify-team-40:/\$\x20\nbcurtis@humbleify-team-40:/\$\x20\nbcurtisghumb
SF:leify-team-40:/\$\x20\nbcurtisghumbleify-team-40:/\$\x20");
No exact 0S matches for host (If you know what OS is running on it, see https://nmap.org/submit/ ).




TCP/IP fingerprint:
0S:SCAN(V=7.80%E=4%D=3/23%0T=21%CT=1%CU=42990%PV=Y%DS=2%DC=T%G=YX%TM=6059D77
0S:5%P=x86_64-pc-1linux-gnu)SEQ(SP=102%GCD=1%ISR=10CHTI=Z%CI=I%II=I%TS=8)0PS
0S:(01=M54EST11INW7%02=M54EST11NW7%03=M54ENNT11INW7%04=M54EST11NW7%05=M54EST1
0S:INW7%06=M54EST11 )WIN(W1=6EQ0%W2=6EQO%W3=6E00%W4=6EQ0%WS5=6EQ0%W6=6E00 )ECN
0S:(R=YXDF=YXT=40%W=6EFO%0=M54ENNSNW7%CC=Y%Q=)T1(R=YXDF=YXT=40%S=0%A=S+%F=A
0S:S%RD=0%Q=)T2(R=N)T3(R=N)T4(R=YXDF=YXT=40%W=0%S=A%A=Z%F=R%0=%RD=0%Q=)TS5(R
0S:=YXDF=YXT=40%W=0%S=Z%A=S+X%F=AR%0=%RD=0%Q=)T6( R=YXDF=YXT=40%W=0%S=A%A=Z%F
0S:=R%0=%RD=0%Q=)T7(R=N)U1(R=YXDF=NXT=40%IPL=164%UN=0%RIPL=G¥RID=G%RIPCK=G%
0S:RUCK=G%RUD=G )IE(R=Y®DFI=N¥%T=40%CD=S)

Network Distance: 2 hops
Service Info: Host: irc.TestIRC.net; 0Ss: Unix, Linux; CPE: cpe:/o:linux:linux_kernel

TRACEROUTE (using port 53/tcp)
HOP RTT ADDRESS

1 48.87 ms 10.8.0.1

p. 49.03 ms 192.168.10.107

0S and Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 166.78 seconds




File Edit View Terminal Tabs Help
geocryp4596@kali:~$ sudo nmap -Pn -sS -A 172.32.25.133

\/u | n e ra b| I |ty Starting Nmap 7.80 ( https://nmap.org ) at 2020-03-17 05:48 EDT

map scan report for 172.32.25.133
ost is up (0.040s latency).

. ot shown: 997 closed ports
n a yS I S PORT STATE SERVICE VERSION
P1/tcp open ftp ProFTPD 1.3.5rc3
22/tcp open ssh OpenSSH 6.6.1pl1 Ubuntu 2ubuntu2.7 (Ubuntu Linux; protocol 2.0)
| ssh-hostkey:

, | 1024 ¢c1:26:32:1e:29:8f:a6:63:64:4e:04:d6:fd:47:ee:d9 (DSA)
| 2048 82:76:ee:ce:e7:2b:86:68:e9:ae:87:40:c3:f5:14:eb (RSA)
Let S Scan for Open ports | 256 61:7a:9a:2b:ca:b5:b2:e0:db:80:bd:58:22:f4:c7:e1l (ECDSA)
. | 256 94:67:76:54:4b:12:53:18:17:42:b3:16:ab:78:d9:0e (ED25519)
On the target maChlne 80/tcp open http Apache httpd 2.4.7 ((Ubuntu))
/test/
and See What We Can :http-server-header: Apache/2.4.7 (Ubuntu)

http-robots.txt: 1 disallowed entry

| _http-title: Starter Template for Bootstrap

€arn... 0 eXaclgeocrypd596@kali:~$ sudo nmap -Pn -sS -A 172.32.25.133
.scaN(Starting Nmap 7.80 ( https://nmap.org ) at 2020-03-17 05:48 EDT
-sS look for open TCP ports :D%P=>Nmap scan report for 172.32.25.133
:(01=p -
inw7eHOst 1s up (0.040s latency).
: (R=YaNot shown: 997 closed ports
fﬁﬁ&PORT STATE SERVICE VERSION
-Pn do not use Ping ._r%0-21/tcp open ftp ProFTPD 1.3.5rc3
‘RUCK=22/tcp open ssh OpenSSH 6.6.1p1 Ubuntu 2ubuntu2./7 (Ubuntu Linux;
otwork | SSh-hostkey:
Service | 1024 ¢1:26:32:1e:29:87:a6:63:64:4e:04:d6:fd:47:ee:d9 (DSA)
RACEROL| 2048 82:7/6:ee:ce:e/:2b:86:68:e9:ae:87:40:c3:f5:14:eb (RSA)
oP RTT | 256 61:7a:9a:2b:ca:b5:b2:e0:db:80:bd:58:22:f4:c7:el (ECDSA)
38.1] 256 94:67:76:54:4b:12:53:f8:17:42:b3:16:ab:78:d9:0e (ED25519)
38"8(9/tcp open http Apache httpd 2.4.7 ((Ubuntu))
0s and ¢| http-robots.txt: 1 disallowed entry
ik A
'“0”’w|_http-server—header: Apache/2.4.7 (Ubuntu)

| http-title: Starter Template for Bootstrap

-A detect OS and versions
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C & exploit-db.com

Verified

2021-03-22

2015-06-10

2015-04-21

2015-04-13

2009-02-10

2003-09-23

2002-12-09

2001-03-15

Has App

[« |& |& |&« |46 |& |«

|4

oo

ProFTPD 1.3.7a - Remote Denial of Service

ProFTPd 1.3.5 - 'mod_copy' Command Execution (Metasploit)
ProFTPd 1.3.5 - 'mod_copy’ Remote Command Execution
ProFTPd 1.3.5 - File Copy

ProFTPd 1.3 - 'mod_sqgl' 'Username’ SQL Injection

ProFTPd 1.2.7/1.2.8 - " ASCII' File Transfer Buffer Overrun
ProFTPd 1.2.x - 'STAT Denial of Service

WU-FTPD 2.4/2.5/2.6 / Trolltech ftpd 1.2 / ProFTRd 1.2 / BeroF TPD 1.3.4 FTP - glob Expansion

Dos

Remote

Remote

Remote

Remote

Dos

Dos

Remote

Multiple
Linux
Linux
Linux

Multiple
Linux

Linux

Linux

Search:

Y Filters W« Reset All

ProFTPd

ialals

Xynmaps
Metasploit
R-73eN
anonymous
AlpHaNiX
netris
Rob klein Gunnewiek

Frank DENIS



root@kali:/home/phillipnontenure#f msfconsole

Follow instructions for Milestone 3 found in
Canvas, follow instructions for Accessing the

METASPLOIT CYBER MISSILE COMMAND V5 | Asset in:

- https://anthonyvance.com/security-
€ assignments/projects/pen-test.html

# WAVE 5 iHHHHHHS SCORE 31337 iHHHHHHHHHHHHHHHHHHHHHHHEHHEHHt HIGH FFFFFFFF #

https://metasploit.com

=[ metasploit v5.0.101-dev ]
+ — —=[ 2049 exploits - 1108 auxiliary - 344 post ]
+ — —=[ 562 payloads - 45 encoders - 1@ nops ]
+ — —=[ 7 evasion ]

Metasploit tip: After running _nmap, be sure to check out the result of sts and



https://anthonyvance.com/security-assignments/projects/pen-test.html

Agenda

* Milestone 3 — Accessing your server
* Vulnerabilities and sources of threats
* Physical control inventory baselines

* Perimeter security

* Media protection

* Media sanitization



Physical and Environmental (PE) Security

...encompasses protection of physical assets from damage, misuse, or theft

* Physical security addresses
e ...mechanisms used to create secure areas around hardware

* Environmental security addresses
* ...safety of assets from damage from environmental concerns




Sources of threats...

Human — vandalism, sabotage, theft, terrorism, war

Materials
 Water — floods, leaks
* Chemicals and particulates - smoke, toxic materials, industrial pollution
* Organism - virus, bacteria, animal, insect

Energy
* Fire
* Explosion
* Electricity, magnetism, radio wave anomalies






)

“Tailgating”, “Piggybacking” and Social Engineering

e

My card's in my pocket if you
just wanna grab that there.

l




Social engineering

Are receptionists good at preventative security?

* No, their job is to help people feel welcome and
guide them through the organization in an efficient

Wi ly a.»/l+ B v ohay (0w ¢
w,- -’y ")‘:‘:3‘7" focex unioe e A ok Coteg »

M Aten P s SN s e s e et R et S SV Sl Servie Wl

* But intruders can get past guards s — et
with social engineering...
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Control inventory baselines

NIST Special Publication 800-53

8
Revision 4

Security and Privacy Controls for
Federal Information Systems
and Organizations

JOINT TASK FORCE
TRANSFORMATION INITIATIVE

This publication is available free of charge from.
http #/dx doiorg/10 BO28/NIST SP B00-53rt

NIST

National Institute of
Standards and Technelogy
U.S. Department of Commerce

§ i+ CONTROL BASELINES
CNTL CONTROL NAME g3
NO. T =)
Control Enhancement Name E|l 2 LOW MOD HIGH
S| <
PE-1 Physical and Environmental Protection Policy and X X X X
Procedures
PE-2 Physical Access Authorizations X X X
PE-3 Physical Access Control X X X
CLASS FAMILY
- PE-3(1) PHYSICAL ACCESS CONTROL | INFORMATION SYSTEM ACCESS X
Management Risk ésscssmcnt PE-4 Access Control for Transmission Medium X X
Management Planning =
- — PE-5 Access Control for Output Devices X X
Management System and Services Acquisition — -
- - P - PE-6 Monitoring Physical Access X X X X
Management Certification, Accreditation, and Security Assessments =
Operational Personnel Security E-6(1) MONITORING PHYSICAL ACCESS | INTRUSION ALARMS / X X X
- - - - SURVEILLANCE EQUIPMENT
Operational Physical and Environmental Protection
- - - PE-6(2) | MONITORING PHYSICAL ACCESS | AUTOMATED INTRUSION X
Operational Contingency Planning RECOGNITION / RESPONSES
Operational | Configuration Management PE-6(3) | MONITORING PHYSICAL ACCESS | VIDEO SURVEILLANCE X
Operational | Maintenance : : PE-6(4) | MONITORING PHYSICAL ACCESS | MONITORING PHYSICAL ACCESS TO X X
Operational System and Information Integrity INFORMATION SYSTEMS
Operational Media Protection PE-7 Visitor Control X | Incorporated into PE-2 and PE-3.
Operational Incident Response PE-8 Visitor Access Records X X X X
Operational Awareness and Training PE-8(1) | VISITOR ACCESS RECORDS | AUTOMATED RECORDS MAINTENANCE / X
Technical Identification and Authentication REVIEW
Technical Access Control PE-8(2) | VISITOR ACCESS RECORDS | PHYSICAL ACCESS RECORDS X | Incorporated into PE-2.
Technical Audit and Accountability PE-9 Power Equipment and Cabling X X
Technical System and Communications Protection PE-10 Emergency Shutoff A % %
PE-10(1) | EMERGENCY SHUTOFF | ACCIDENTAL / UNAUTHORIZED ACTIVATION X | Incorporated into PE-10.
PE-11 Emergency Power X
PE-11(1) | EMERGENCY POWER | LONG-TERM ALTERNATE POWER SUPPLY - X
MINIMAL OPERATIONAL CAPABILITY
PE-12 Emergency Lighting X X X
PE-13 Fire Protection X X X
PE-13(1) | FIRE PROTECTION | DETECTION DEVICES / SYSTEMS X
PE-13(2) | FIRE PROTECTION | SUPPRESSION DEVICES / SYSTEMS X
PE-13(3) | FIRE PROTECTION | AUTOMATIC FIRE SUPPRESSION X X
PE-15 Water Damage Protection X X X
PE-15(1) | WATER DAMAGE PROTECTION | AUTOMATION SUPPORT X
PE-16 Delivery and Removal X X X
PE-17 Alternate Work Site X X
PE-18 Location of Information System Components X




Incidents by Breach Type - All Time

Unknown - 4% Email - 4%

SnailMail - 5% = StolenDocument - 4%

StolenComputer - 6% LostMedia - 3%
LostDocument - 3%
LostDrive - 2%

Disposal_Document - 7% )
StolenDrive - 2%
Virus - 2%
LostTape - 1%
StolenMedia - 1%
| . —— "‘StolenTape 1%

— LostLaptop - 1%

FraudSe - 10% StolenMobile - 0%
Disposal_Tape - 0%
MissingMedia - 0%
MissingLaptop - 0%
LostComputer - 0%
Disposal_Drive - 0%
Disposal_Computer - 0%
StolenLaptop - 17%

Web - 12%

Hack - 16%




Media theft

Incidents by Breach Type - All Time

Unknown - 4% Email - 4%
SnailMall - 5%~ StolenDocument - 4%
StolenComputer - 6% LostMedia - 3%
LostDocument - 3%
Disposal_Document - 7% LostDrive - 2%
= StolenDrive - 2%

Virus - 2%

LostTape - 1%

- ~—— StolenMedia - 1%
o =~ StolenTape - 1%
= LostLaptop - 1%
StolenMobile - 0%
Disposal Tape - 0%
MissingMedia - 0%
MissingLaptop - 0%
LostComputer - 0%
Disposal Drnive - 0%
Disposal_Computer - 0%
StolenLaptop - 17%

FraudSe - 10%

Web - 12%

Source: Datalossdb.org Hack - 16%




Key loggers

What’s wrong
in this photo?




Keyloggers violate federal
wiretapping laws
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— MENU Hak

Key loggers

USB RUBBER DUCKY

$49.99

Imagine you could walk up to a computer, plug in a seemingly
innocent USB drive, and have it install a backdoor, exfiltrate
documents, steal passwords or any number of pentest tasks.

All of these things can be done with many well crafted
keystrokes. If you could just sit in front of this computer, with
photographic memory and perfect typing accuracy, you could do
> i all of these things in just a few minutes.

The USB Rubber Ducky does this in seconds. It violates the
inherent trust computers have in humans by posing as a
keyboard - and injecting keystrokes at superhuman speeds.

Since 2010 the USB Rubber Ducky has been a favorite among
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Dumpster diving”

' ONLYON §

MEDICAL RECORDS FOUND IN DUMPSTER
HAMPTON TOWNSHIP, ALLEGHENY COUNTY







Wednesday, July 29, 2020 | Today's Paper @ﬁe ]D&iladelpﬁia Iﬁ@itef

NEWS SPORTS BUSINESS OPINION POLITICS ENTERTAINMENT LIFE FOOD HEALTH REALESTATE OBITUARIES JOBS

Walgreens tells Philly customers their prescription info may
have been stolen during May looting

by Christian Hetrick, Posted: July 28, 2020

ADVERTISEMENT




Physical Security Control Types

Physical Controls

Administrative Controls

Technical Controls

Perimeter security, fences, lighting, facility construction, keys and
locks, access card and readers, ...

Facility selection, facility construction and

management, personnel identity badges and controls, evacuation
procedures, system shutdown procedures, fire suppression
procedures, hardware failure procedures, bomb threat and lock
down procedures,...

Physical access control and monitoring system, intrusion detection
and alarm system, fire detection and suppression system,
uninterrupted

power supply, heating / ventilation / air conditioning system
(HVAC), disk mirroring, data backup,...



Perimeter Security

Perimeter security controls are
BT o petg P H used to prevent, detect and
| ?':,"',‘;, o ':;} pe—a= e Al respond to unauthorized access

g ‘lb 1t ,“ ll_ L s { to a facility




Perimeter Control

Guard Staff

Fencing — different heights serve different purposes: '1 (L <
* 3 -4 feet — deter casual trespassers N %ﬂ; il 1
Statfod - Daf e 1 R
* 6—7feet —deter general intruders

» 8 feet with barbed wire slanted at a 45° angle — deter more determined
intruders

PIDAS — Perimeter Intrusion and Detection Assessment System
— Fencing system with mesh wire and passive cable vibration sensors
— Detects intruder approaching and damaging the fence (may generate many false alarms)
Bollards — Small round concrete pillars placed around a building
— Protects from damage by someone running a vehicle into the side of the building or getting too close for car-bomb

Lighting — Streetlights, floodlights or searchlights
— Good deterrents for unauthorized access and personnel safety

— National Institute of Standards and Technology (NIST) standard requires
critical areas to be illuminated 8 feet in height with 2-foot candle power




Perimeter Control example...

- L ; 24x7x365 A
_ L . Guard Staff <~




Perimeter Security - physical control for facilities

Natural access control to limit opportunities for crime
— Uses security zones to restrict movement and differentiate between areas

Large windows promote

. . . o . . > . casua | supervision of sidewalk.
- Re q u I rl n g d Iffe re nt I eve I S M \’__ Porches and sidewalk encourage
| E— e interaction between neighbors.
L] i e
Of p rote Ct I O n 4_/4_ — 5 Paving and architectural treatments
d i - define public and private zones.

 Public areas

* Semi-private area “ Ok Gond st
* Private areas :

ndscaping and fences

- Li m iti n g pOi nts Of g ::;’nI:property lines without
e nt ry i nto a b u i I d i n g’ creating hiding places.

using structures (e.g. o com
sidewalks & lights) to guide visitors to main entrances and reception areas

r



STOP

ALLVISITORS
MUST SIGN
IN HERE

Target Hardening

Complements natural access controls by using mechanical and/or operational
controls:

e alarms, guards and receptionists
* visitor sign-in/sign-out procedures
* picture identification requirements,...

"




Restricted and work area security often I T

g

receive additional physical security controls beyond: = Jvr i
* Key card access control systems - ;?1 '\‘f -
* Video surveillance S

Physical security controls for secure locations may also include:

— Multi-factor key card entry
* Bi-factor (or tri-factor): Key cards + PIN pad or biometric

— Security guards (and guard dogs)

* Atingress/egress points to prevent unauthorized access, roaming facility alert for unauthorized personnel
or activities, involved in capture of unauthorized personnel in a facility

— Security wall and fences
* 1 or more to keep authorized personnel away from facilities
— Security cameras and lighting

* Additional lighting to expose and deter would-be intruders

— Security gates, crash gates, and bollards

* Limit the movement of vehicles near a facility to reduce vehicle-borne threats




Physical security controls for secure locations may also include:

Mantrap

 Made of two doors, one for entry, one for exit from
the booth/ mantrap

— When the first door is open, the second remains locked
until the first one is closed and the individual inside the
booth is cleared by a security operator monitoring this
interlocking system










Full disk encryption

Uses disk encryption software or
hardware to encrypt all data that
goes on a disk or disk volume

File/folder level encryption

g

Boot process

l

| Operating system |

l

System files

ﬂ Encryption u

Full-disk encryption

Preboot authentication
Password based

Token based
Smart card based

Fo)

Boot process

6 ¢ ¢
® & 5

Data

|

Operating system

\
System files

h 4
@ @
Data

Entire system protected




o © O

Sleep Restart Shut Down



TrueCrypt Boot Loader 7.1
0000090909090 0 © 0 0 © 0 090 0 000 0 © 9 ©

Keyboard Controls:
[Esc] Skip Authentication (Boot Manager)

Enter password: _












Some disks have
built-in encryption




MUST READ FACEBOOK AGREES TO PAY £500,000 FINE OVER CAMBRIDGE ANALYTICA

Flaws in self-encrypting SSDs let attackers bypass disk encryption

Master passwords and faulty standards implementations allow attackers access to
encrypted data without needing to know the user-chosen password.

Researchers at Radboud University in the Netherlands have revealed today vulnerabilities in some solid-
state drives (SSDs) that allow an attacker to bypass the disk encryption feature and access the local data

without knowing the user-chosen disk encryption password

The vulnerabilities only affect SSD models that support hardware-based encryption. where the disk

encryption operations are carried out via a local built-in chip. separate from the main CPU.
B r f in v ®




SwiftOnSecurity V.
@SwiftOnSecurity

Microsoft gives up on SSD manufacturers: Windows will
no longer trust drives that say they can encrypt
themselves, BitLocker will default to CPU-accelerated
AES encryption instead. This is after an exposé on broad
issues with firmware-powered encryption.
support.microsoft.com/en-us/help/451...

(ATP) accesses case-sensitive Server Message
Block (SMB) shares.

e Changes the default setting for BitLocker when
encrypting a self-encrypting hard drive. Now,
the default is to use software encryption for
newly encrypted drives. For existing drives, the
type of encryption will not change.

® Addresses a rare issue that occurs when the
mssecflt.sys driver takes too much space on

0:48 PM - Sep 26, 2019 - Twitter for iPhone

689 Retweets  1.5K Likes

Q 0 Qo gy
SwiftOnSecurity @SwiftOnSecurity - Sep 26 v
s L« Replying to @SwiftOnSecurity

Yes | read Microsoft KB articles fuck you.
Q 23 0 23 Q 586 Ty
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= = CONTROL BASELINES
CNTL CONTROL NAME § E
NO. Control Enhancement Name E % Low oD HIGH
MP-1 Media Protection Policy and Procedures X X X X
MP-2 Media Access X X X
MP-2{1) MEDIA ACCESS | AUTOMATED RESTRICTED ACCESS x | Incorporated into MP-4(2).
MP-2(2) | MEDIA ACCESS | CRYPTOGRAPHIC PROTECTION Incorporated into SC-28(1).
CLASS FAMILY MP-3 Media Marking X x
Management Risk Assessment MP-4 Media Storage X
Management | Planning MP-4(1) | MEDIA STORAGE | CRYPTOGRAPHIC PROTECTION % | Incorporated into SC-28(1).
Management | System and Services Acquisition MP-4(2) | MEDIA STORAGE | AUTOMATED RESTRICTED ACCESS
Management Certification, Accreditation, and Security Assessments MP-5 Media Transport X X
Operational Personnel Security MP-5(1) | MEDIA TRANSPORT | PROTECTION OUTSIDE OF CONTROLLED AREAS | X | Incorporated into MP-5.
Operational Physical and Environmental Protection MP-5(2) MEDIA TRANSPORT | DOCUMENTATION OF ACTIVITIES Incorporated into MP-5.
Operational Contingency Planning MP-5(3) | MEDIA TRANSPORT | CUSTODIANS
Operational Configuration Management MP-5(4) | MEDIA TRANSPORT | CRYPTOGRAPHIC PROTECTION X
Operational Maintenance MP-6 Media Sanitization = =
Operational System and Information Integrity MP-6(1) | MEDIA SANITIZATION | REVIEW / APPROVE / TRACK / DOCUMENT /
Operational Media Protection VERIFY
Operational Incident Response MP-6(2) | MEDIA SANITIZATION | EQUIPMENT TESTING X
Operational Awareness and Training MP-6(3) | MEDIA SANITIZATION | NONDESTRUCTIVE TECHNIQUES X
Technical [dentification and Authentication MP-6(4) | MEDIA SANITIZATION | CONTROLLED UNCLASSIFIED INFORMATION X | Incorporated into MP-6.
Technical Access Control MP-6(5) | MEDIA SANITIZATION | CLASSIFIED INFORMATION Incorporated into MP-6.
Technical Audit and Accountability MP-6(6) | MEDIA SANITIZATION | MEDIA DESTRUCTION X | Incorporated into MP-6.
Technical System and Communications Protection
MP-6(7) | MEDIA SANITIZATION | DUAL AUTHORIZATION
MP-6(8) | MEDIA SANITIZATION | REMOTE PURGING / WIPING OF INFORMATION
MP-7 Media Use X X X
MP-7(1) | MEDIA USE | PROHIBIT USE WITHOUT OWNER X
MP-7(2) | MEDIA USE | PROHIBIT LISE OF SANITIZATION-RESISTANT MEDIA
MP-8 Media Downgrading
MP-8(1) | MEDIA DOWNGRADING | DOCUMENTATION OF PROCESS
MP-8(2) | MEDIA DOWNGRADING | EQUIPMENT TESTING
MP-8(3) | MEDIA DOWNGRADING | CONTROLLED UNCLASSIFIED INFORMATION
MP-8(4) | MEDIA DOWNGRADING | CLASSIFIED INFORMATION




Media sanitization

NIST Special Publication 800-88

Revision 1

Guidelines for Media Sanitization

Richard Kissel

Andrew Regenscheid

Matthew Scholl

Kevin Stine

Computer Security Division
Information Technology Laboratory

This publication is available free of charge from:
http://dx.dot.org/10.6028/NIST.SP.800-88r1

December 2014

U.S. Department of Commerce
Penny Pritzker, Secretary

National Institute of Standards and Tech
Willie May, Acting Under Secretary of Commerce for Standards and Technology and Acting Direcior
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Paper shredders have different levels of security, above:
Levels 1, 3, 6




Agenda

v'Milestone 2 — some thought on the workflow
v'Vulnerabilities and sources of threats
v'Physical control inventory baselines
v'Perimeter security

v'"Media protection

v'"Media sanitization



