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Agenda

• Breakout Groups Questions
• Equifax

– Business model
– Role of consumers
– Careless or unlucky
– Role of the Board of Directors

• Risk Assessment
– Risk evaluation
– Collect data
– Analyze risk
– Risk management techniques
– Select a risk control baseline

• Next class… onto Milestone 3
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Breakout Group Questions

Work together to discuss and answer the following 
questions:
1. What was the cause of the Equifax breach?

2. How long were attackers within Equifax’s network before their access was 

removed?

3. What problems do you see with Equifax’s detection and response to the breach?

4. How could Equifax have better notified and assisted people affected by the 

breach?
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What is Equifax’s business model?
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What is Equifax’s business model?

• Data analysis of consumer creditworthiness 
for financial  service providers

• Equifax is provided its key information 
resource (i.e. consumer data) free of charge

• Equifax adds value using proprietary analytical 
models to produce credit scores and profiles 
of individual people for commercial purposes 
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What is the consumer in this business 
model?
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What is the consumer in this business 
model?
• Consumers’ banks, employers, lenders, and public 

records are suppliers of consumers’ personal 
information to Equifax which it turns into products and 
sells back to financial service providers

• Consumers rely on Equifax to provide good data on 
their creditworthiness to lenders and to protect their 
data

• Consumers cannot opt out of having their data 
collected an analyzed by Equifax

• Consumers do not have an explicit contract with 
Equifax and lack a good recourse in the event 
something goes wrong
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Was Equifax careless or unlucky?
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Was Equifax careless or unlucky?

• Data are core to their business, anything that compromises the data 
or harms Equifax’s ability to collect it is an existential threat to the 
company
– Yet they did not secure customer data

• They ignored numerous warnings:
– MSCI ESG report from April 2017 gave Equifax a 0 rating for privacy & 

data – lowest in its peer group
– Ignored Mandiant as they were investigating issue at the time of the 

breach

• Did not seem to understand cybersecurity
– Basic cybersecurity vulnerabilities in its website were not mitigated

• Expired certificates, vulnerable outdated plug-ins…

– CTO and key cybersecurity employees left the firm
– At risk of dangers from unpatched open-source software
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What was the Board of Director’s 
responsibility for the breach?

• Board should have identified data breaches as 
a potential existential threat to the company, 
and hold management accountable for how it 
was addressing the threat

• Technology Committee were completely 
unprepared and lacked expertise
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What questions should the Board have 
asked of management? 

11



What questions should the Board have 
asked of management? 
• What assets, tangible and intangible, are the most 

important to us and at risk from cyber-attack?
• How are we quantifying cyber-risk?
• When was the last time we updated our response plan 

and processes?
• How much is the company spending on cybersecurity?
• Does our cybersecurity team and reporting structure 

make sense?
• What are our industry standards, do we need to go 

above and beyond these?
• Who is in charge of cybersecurity on the Board?
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Risk Evaluation 
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NIST Risk Management Framework…

Where does your Milestone 3 penetration testing report fit?



After assessing controls…

…Milestone 4 recommends improvements to the 
security controls to mitigate the vulnerabilities you 
found in the information system

– Where do you find security controls to recommend 
the organization add to improve the protection to 
their information system?
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Security control class designations help clarify 
controls in preparation of system security plans

1. Management controls focus on management of the information system and management of risk for a system
2. Operational controls address security methods focusing on mechanisms primarily implemented and executed by 

people (as opposed to systems) with technical expertise and/or management expertise
3. Technical controls focus on automated security controls that the computer system(s) executes



Where can you find information on 
controls related to improving passwords? 
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https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53B.pdf

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53B.pdf


Milestone 4: What controls can you recommend for 
improving password security?
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What controls can you recommend for 
improving password security?
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Milestone 4… What other controls do 
you think aught be improved?
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