
Managing Enterprise Cybersecurity
MIS 4596

Class 3

1



Agenda

• 100 Digits of Pi Quiz

• National Institute of Standards and Technology (NIST) 
• Cybersecurity Framework

• Risk Management Framework

• Applying the NIST Risk Management Framework

• Milestone 1 Assignment



What is Pi?
Pi is the ratio of a circle’s circumference to its diameter

• Often represented by the lower-case Greek letter π

• One of the most well-known mathematical constants

• For any circle, the distance around the edge is a little more than three times the 
distance across

• With modern technological advances, pi has now been calculated to 31 trillion 
digits.  Only the first 40 are needed to be able to perform all the calculations in 
our observable universe with virtually no error
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www.piday.org/learn-about-pi/

The definition of pi gives us a way to calculate the circumference of a circle, 
which is the distance around a circle
• If π = Cd, then C = πd  or C = 2πr 

https://www.theverge.com/2019/3/14/18265358/pi-calculation-record-31-trillion-google


Quiz Instructions
You have five minutes to write out the first 100 digits of pi, from memory, on a sheet 
of paper 

• When time is up, you will show the paper to me 

Other instructions
• I will not make you clear your desk, but you will need to close your laptop and put your phone 

face down on the table or away in your bag or pocket
• I do not expect you to actually memorize the digits of pi—I want you to cheat. 
• How you choose to cheat is entirely up to you. However, I will observe you in Zoom via your 

camera. If you are caught cheating, you will fail the quiz. Collaborative cheating is also allowed, 
but everyone involved will fail the quiz if caught.

• The class will vote on the most creative and effective cheating technique.
• The objective of the exercise is to learn how an adversary thinks and operates by deliberately 

loosening traditional academic rules and tapping personal creativity. To avoid any 
misunderstanding, this exception to the traditional ban on cheating only applies to this quiz and 
not to other graded assignments in the course. Cheating outside of this quiz will not be 
tolerated.”
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Goal: Help you develop a Security Mindset



First 100 Digits of Pi

• 3.141592653589793238462643383279502884197169399375105820
9749445923078164062862089986280348253421170679
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• Risk Management Framework

• Applying the NIST Risk Management Framework
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Federal Information Security Management Act (FISMA) of 2002
Federal Information Security Modernization Act (FISMA) of 2014

Recognizes importance of information security to the economy and 
national security 

• Requires each government organization to provide information security 
for information and information systems supporting their operations and assets

• Including those provided or managed by another agency, contractors, or other sources

• Made NIST responsible for developing standards, guidelines, and associated 
methods and techniques for providing adequate information security for all 
agency operations and assets (excluding national security systems)

https://www.dhs.gov/fisma
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https://www.dhs.gov/fisma


NIST’s “Cybersecurity Framework” 
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https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.pdf


NIST Cybersecurity Framework 
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Is used to assess an organization’s cybersecurity 
capability maturity level, and recommend steps for 
improvement

Cybersecurity Maturity Model Certification (CMMC) levels



NIST’s Risk Management Framework 
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Security Categorization & Selecting a Baseline of 
Cybersecurity Risk Controls
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1st Step in cybersecurity is security categorization (i.e.
risk assessment)

121/17/2022 Copyright @ URISA 2021

i. Inventory the data content of the information system
ii. Determine the security categorization of the 

information based on potential impacts a breach of 
confidentiality, integrity and availability will have on 
organizational operations, assets, or individuals based 
FIPS 199 standard



Risk is based on impact of a security breach
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1/17/2022 Copyright @ URISA 2021

In the Risk 
Management 
Framework (RMF) 
likelihood of a 
breach is treated as 
100%



FIPS Pub 199 Standards for Security Categorization
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Example with multiple information types:

Low: Limited adverse effect 
Medium: Serious adverse effect
High: Severe or catastrophic adverse effect

= MODERATE rating

= LOW rating

= MODERATE rating



What are the security categorizations of these datasets?
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What are the security categorizations of the geodatabases?
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What is the overall security categorization of the information 
system containing these datasets?
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NIST Risk Management Framework
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A guide for provisional security categorization
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1/17/2022 Copyright @ URISA 2021



http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-60v1r1.pdf
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http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-60v1r1.pdf


2 Broad types of Information and Information Systems

1. Mission-based Information & Information Systems

2. Management and Support Information & Information Systems
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Mission-based Information and Information Systems
1. Defense and National Security

2. Homeland Security

3. Intelligence Operations

4. Disaster Management

5. International Affairs and Commerce

6. Natural Resources

7. Energy

8. Environmental Management

9. Economic Development

10. Community and Social Services

11. Transportation

12. Education

13. Workforce Management

14. Health

15. Income Security

16. Law Enforcement

17. Litigation and Judicial Activities

18. Federal Correctional Activities

19. General Sciences and Innovation

20. Knowledge Creation and Management

21. Regulatory Compliance and Enforcement

22. Public Goods Creation and Management

23. Federal Financial Assistance

24. Credit and Insurance

25. Transfers to State/Local Governments

26. Direct Services for Citizens
23



Disaster Management Information Types
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Disaster Management Information System Example 

251/17/2022

National Levee 
Database

https://levees.sec.usace.army.mil/#/


2. Select Provisional Impact Levels for 
the identified information system
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Disaster Management Information Types
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https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-60v2r1.pdf

https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-60v2r1.pdf


Disaster Management Information Impact
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Exercise

• Open up an Excel spreadsheet, and organize it in the manner 
illustrated below

• Using NIST SP 800-60 V.2 R1 determine the Impact Levels for the 
Disaster Information Types
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https://community.mis.temple.edu/mis5214sec001sp2017/files/2017/02/nistspecialpublication800-60v2r1.pdf


Disaster Management 
Information Types
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Disaster Management 
Information Types
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Exercise

• Determine the Summary Impact Levels for the Disaster Information Types

?

?
?

?
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Determine the Overall Impact Levels for the Disaster 
Information Types

? ? ?
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Determine the overall security categorization 
of a Disaster Information System

?
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Determine the overall security categorization of a 
Disaster Information System



Once categorized, select security control 
baseline for the information system
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Selecting cybersecurity risk controls
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FIPS 199 categorization is used to select among 3 impact-based baselines of security 
controls

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53B.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r5.pdf
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Milestone 1 – Risk Assessment Report

Milestone 1 Assignment is found in Canvas
Your assignment is to apply the NIST Risk Management Framework and create a risk assessment report for 
managers of a (fictitious) company that owns and depends on financial information contained in a financial 
management system

Financial management involves the aggregate set of accounting practices and procedures that allow for the accurate and 
effective handling of all a business’ revenues, funding, and expenditures. A financial management information system supports
the following business functions and associated datasets:

• Accounting, Funds Control, Payments, Collections and Receivables, Asset and Liability Management, Reporting and Information, 
Cost Accounting/ Performance

Your risk assessment will be based on:
1. Security objectives and potential impacts defined in Federal Information Processing Standard 199: “Standards for 

Security Categorization of Federal Information and Information Systems”
2. Methodology for assigning impact levels to information and information system types described in NIST Special 

Publication 800-60 Volume I
3. Provisional security categorizations assigned to the financial management information types by NIST Special Publication 

800-60 Volume II
4. Determination of an overall security categorization for the financial management information system based on the 

provisional security categorization of the information types (from 3 above)

https://security-assignments.com/projects/risk-assessment-report.html


What are the Teams ? 

Full Name Email Address Team

Bartolome, AJ Delfin tuj60206@temple.edu 1

Marshall, Jackson tuj49922@temple.edu 1

Prikhodko, Mariia tuk86712@temple.edu 1

Vottero, Alexander L tuj45391@temple.edu 1

Beck, Emeline tuj23805@temple.edu 2

McClary, Deja tum99469@temple.edu 2

Rowe, Francesca Catherine tuj51659@temple.edu 2

Cavalieri, Silvia Angela tui14173@temple.edu 3

Ndjee, Neilly C tuj51301@temple.edu 3

Saucier, Taylor M tug49846@temple.edu 3

Lamb, Anthony Thomas tui80318@temple.edu 4

Obassy, John tuh09406@temple.edu 4

Stonesifer, Samantha S tuk72762@temple.edu 4



How should you proceed in getting started 
with Milestone 1 ? 

http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-60v1r1.pdf

https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-60v2r1.pdf

1. Inventory content of information in the Financial Information Management System (FIMS)
• Use NIST SP 800-60v1.r1 and 800-60v2.r1

2. Determine the security categorization of the information contained within the FIMS
3. Determine the security categorization of the FIMS
4. Translate the FIMS’ security categorization into non-technical language of organizational risk that a 

senior manager can understand and relate to  

http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-60v1r1.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-60v2r1.pdf


2 Broad Types of Information and Information Systems

1. Mission-based Information & Information Systems

2. Management and Support Information & Information 
Systems

i. Services Delivery Support Functions 

ii. Resource Management Functions
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Mission-based Information and Information Systems
1. Defense and National Security

2. Homeland Security

3. Intelligence Operations

4. Disaster Management

5. International Affairs and Commerce

6. Natural Resources

7. Energy

8. Environmental Management

9. Economic Development

10. Community and Social Services

11. Transportation

12. Education

13. Workforce Management

14. Health

15. Income Security

16. Law Enforcement

17. Litigation and Judicial Activities

18. Federal Correctional Activities

19. General Sciences and Innovation

20. Knowledge Creation and Management

21. Regulatory Compliance and Enforcement

22. Public Goods Creation and Management

23. Federal Financial Assistance

24. Credit and Insurance

25. Transfers to State/Local Governments

26. Direct Services for Citizens
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2 Broad Types of Information and Information Systems

1. Mission-based Information & Information Systems

2. Management and Support Information & Information 
Systems

i. Services Delivery Support Functions 
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Services Delivery Support Functions and Information Types

1. Controls and Oversight

2. Regulatory Development

3. Planning and Budgeting

4. Internal Risk Management and Mitigation

5. Revenue Collection

6. Public Affairs

7. Legislative Relations

8. General Government
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2 Broad Types of Information and Information Systems

1. Mission-based Information & Information Systems

2. Management and Support Information & Information 
Systems

i. Services Delivery Support Functions 

ii. Resource Management Functions
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Resource Management Functions & Information Types

1. Administrative Management

2. Financial Management

3. Human Resources Management

4. Supply Chain Management

5. Information and Technology Management
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