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ONLINE PRIVALCY:
HOW 010 WE GET HERE?



California Consumer Privacy Act (CCPA, 2018)

&
California Privacy Rights Act (CPRA, 2020)







fLos Angeles Times Ty

California voters approve Prop. 24, ushering in new
rules for online privacy

CORONAVIRUS AND PANDEMIC >

Concordia University coronavirus ‘outbreak’
attributed to more than 50 ‘false positives’

Are L.A. County’s new COVID restrictions re:
necessary? We talk to the experts

Coronavirus infections are higher than ever,
COVID-19 deaths are not. Why?




State Data Privacy Laws in Effect

* California Consumer Privacy Act (CCPA) — Effective date: 1/1/2020
e California Privacy Rights Act (CPRA) — Effective date: 1/1/2023

* Colorado Privacy Act (CPA) — Effective date: 1/1/2023

* Virginia Consumer Data Protection Act — Effective date: 1/1/2023



US State Privacy Legislation Tracker

WA
Task Force Substituted
for Comprehensive Bill

Bill Died in Committee
or Postponed

. None

Statute/Bill in Legislative Process:

Introduced
In Committee
Cross Chamber

Cross Committee

media/pdf/resource center/State Comp Privac
resources/article/us-state-privacy-legislation-tracker



https://iapp.org/media/pdf/resource_center/State_Comp_Privacy_Law_Map.pdf
https://iapp.org/resources/article/us-state-privacy-legislation-tracker/

Hilton Hotels fined for credit card data

breaches

® 1 November 2017

f

© v [

«$ Share

Top St

Ex-Marine

bar attack

The bar was
country mus
opened fire,

® 1 hour ag

US Supre
ribs

@®© 3 hours a

Russia pr
Democrat

®© 2 hours a

Feature



Hilton’s $700,000 fine for
data breach impacting

350,000 customers



Under the European Union’s
General Data Protection
Regulation (GDPR) the fine
would have been 4% of

Hilton's global revenue
($420 million)



GDPR requires data security by design and default...

Key General Data Protection Regulation (GDPR) requirements:

Data protection capabilities must
work from beginning to end of data 1. Collection of personal data is fully avoided or minimized at the

processing to enable protection of earliest stage of processing
individuals’ personal data by 2. Data subjects give specific, informed and explicit consent to the
default processing of their data

3. Data subjects have right to access, review and rectify their
personal data

Art. 25 GDPR
Data protection by design and by
default

4. Data subjects have the right to withdraw given consent with
effect for the future and

* Block access

* Constrain processing and use
* Erase their personal data

5. Personal data obtained for one purpose must not be processed

for other purposes not compatible with the original purpose
Danezis, G. et al. (2014) “Privacy and Data Protection by Design”,

European Union Agency for Network and Information Security (ENISA)

D’ Acquisto, G. et al. (2015) “Privacy by design in big data”,
European Union Agency for Network and Information Security (ENISA)



Achieving “Privacy by Design” is difficult

Privacy is a complex, multifaceted and contextual notion
Not the primary requirement of an information system
May come into conflict with other requirements

“...privacy and data protection features are... ignored by traditional
engineering approaches when implementing desired functionality.
* This ignorance is caused by limitations of awareness and understanding of

developers and data controllers as well as lacking tools to realize privacy
by design”

Danezis, G. et al. (2014) “Privacy and Data Protection by Design”,
European Union Agency for Network and Information Security (ENISA)



Privacy and Data Protection by Design

“Although the concept has found its way into legislation as the... European
General Data Protection Regulation, its concrete implementation remains
un-clear at the present moment”

Danezis, G. et al. (2014) “Privacy and Data Protection by Design”,
European Union Agency for Network and Information Security (ENISA)



Some challenging data protection requirements may be
solved with technigues presented in this webinar...

Data subjects have right to access, review and rectify their personal data

4. Data subjects have the right to withdraw given consent with effect for the future
and

Block access

Constrain processing and use

Erase their personal data

5. Personal data obtained for one purpose must not be processed for other purposes
not compatible with the original purpose



As a practical matter...

Data within information systems are often stored and organized as
datasets within files and/or databases...

Information System

Process 4

Regardless of application, there is reliance on data processing workflows to produce and use information

18



Data processing often transforms existing data into new data,
which is a double-edged sword...

Information System

» The resulting database may
have more information than
the older version f Process

» The meaning of the new information, however, is exogenous and not found in the data itself

Transformations

ID Attribute
27| ] -

1

5 1 ID Attribute

3 21 17> 32.33
3, 21.00

5 45 e

6 54| Mode Derived data

Input data 19



Evaluating & judging data’s “fitness for use”

* Is not the responsibility of the producer
* Is the responsibility of the user ...and IT Auditor

Data produced for one purpose is often used to serve
other purposes

Data producers should provide information about data that
permit informed determinations of fitness for use



Datasets are often exchanged without information needed

to determine their fitness for use...

Information System ,

Within Same Organization

Information Systemy

Among and
Within Organizations

aaaaa
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The Bridge at Villeneuve-la-Garenne
1872

P rOve n a n C e Traditional Provenance by Alfred Sisley British

Provenance traces back to 1294 in Old French Durand-Ruel, Paris, August 23, 1872 [1];
as a derivative of the Latin provenire Gatlioling LEIREXC, New cenaey;

Lambert sale, American Art Association, Plaza Hotel, New York, NY,
February 21, 1916 until February 24, 1916, no. 67;
Durand-Ruel, Paris, until at least 1930;
° ’ ’ -
TO come from’ to be due to’ be the reSUlt Of purchased by Simon Bauer, Paris, by June 1936 [2];
anonymous sale, Parke-Bernet Galleries, Inc., February 25, 1970, no. 19 [3];
Sam Salz, Inc., New York, NY;

In the art domain, provenance entails an ~ Prrehesed by fuseun. Hay 1971
artifact’s complete ownership history F11 bought £rom the areist.

[2] Listed and illustrated in "List of Property Removed from France
during the War 1939-1945" (no. 7114, as belonging to Simon Bauer).
[3] "Highly Important Impressionist, Post-Impressionist &
Modern Paintings and Drawings", illustrated.

Newbury, D. (2017) “Standardizing Museum Provenance for the
Twenty-First Century”, from talk given at the Yale Center for

Standardizing Museum Provenance — David Newbury (@workergnome) Br|t|5h Art

There is an established research process for obtaining an artifact’s trusted provenance
* This information is highly valued, particularly to authenticate real versus fraudulent works

“Provenance” is now increasingly used in a broad range of fields with various degrees of conflation of
two closely related but distinct concepts of trust and metadata

Tullis, J.A. et al., 2016, “Geoprocessing, Workflows, and Provenance”, in Remote Sensing Handbook: Remotely Sensed Data Characterization, Classification, and Accuracies,
edited by P. Thenkabail, Vol. 1., pp. 401-422, Boca Raton, FL: CRC Press.
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Provenance

W3C Provenance Incubator Group’s definition of provenance (in a web
resource context):

* Provenance is a record that describes entities and processes involved in
producing and delivering or influencing a resource

* Provenance provides a critical foundation for assessing authenticity, enabling
trust, and allowing reproducibility

* Provenance assertions are contextual metadata that can become important
records with their own provenance

https://www.w3.org/TR/prov-primer/

W3C = World Wide Web Consortium



https://www.w3.org/

ELLIOTT GENEALOGY CHART

Provenance and data lineage

“Data provenance” and “data lineage” is used
here interchangeably, overlooking subtle
differences in their meanings

* Data provenance suggests process history

. Eatﬂ lineage implies a kind of genealogy or data pedlgree record relative to
ot

1. Sources of data
+

2. Processing applied to the sources to produce an information product

Data lineage metadata can aid understanding and establish trust of data...



Early metadata standards for documenting lineage of data

producec

with Geographic Information Systems

}\‘vl'lllki\‘\"l‘ FGDC-STD-001-1998
<y

K
&SRS/
~\

National Spatial Data Infrastructure

Content Standard for Digital Geospatial Metadata

Metadata Ad Hoc Working Group
Federal Geographic Data Committee

Federal Geographic Data Committee
Department of Agriculture ® Department of Commerce ® Department of Defense ® Department of
Energy

Department of Housing and Urban Development ® Department of the Interior ® Department of State
Department of Transportation ® Environmental Protection Agency
Federal Emergency Management Agency ® Library of Congress

National Aeronautics and Space Administration ® National Archives and Records Administration
Tennessee Valley Authority

EUROPEAN STANDARD EN ISO 191151

NORME EUROPEENNE

EUROPAISCHE NORM April 2014

IG5 35.240.70 Supersedes EN 150 18115:2005

English Yersion

Geographic information —
Metadata —
Part 1: Fundamentals
(IS0 19115-1:2014)

Informasian géagrap higue — Geginfarmation —
Médacdornéas — Metadatan —

Partie 1: Principes de bass Teil 1: Grundadize

{50 18115-1:2014) (120 19115-1:2014)

This Eurapean Standard was approved by CEN an 22 February 2014.

CEN mamibers are bound to comply with the CENGENELEC Infernal Regulations which stipulats the conditons for gring this European
Standard the siafus of a natienal standard without sny slteration. Up-to-date lists and biblographical references cancaming such naticnal
slandards may be oblained on applcalion Lo the CEN-CENELEC Managerment Canbre or Lo any CEM membser.

This Eurapean Standard exisls in three official versions (Englsh, French, German) A version in any other language made by translabon
under the responsibility of & CEN mamber into its ewn langusge and notified ke the CEN-CENELEG Managament Gardra has the same
slabus &3 the official versions,

CEN mambers are the national standards bodies of Austia, Belgium, Bulgana, Craafia, Cyprus, Gzech Republic. Denmark, Eslonia
Firland, Former Yugaslaw Republic of Macedoria, France, Germany, Gi Hungary, lceland, Ireland, Haly, Latvia, Lithuaria,
Lumamibourg, Maka, Natharands, Morway, Poland, Portugal, Romanla, Slovakla, Stovenia, Spain, Swadan, Switzerland, Turkay and United
Fin g o,

-
FUROPEAN COMMITTEE FOR STANDARMZATION
COMITE EURGFEEN DE NOR M/ ATION
EUROPAISCHES KOMITEE FUR NORMUNG

CEM-CENELEC Management Centre: Averiue Mariix 17, B-1000 Brusasls

#2014 CEN Al rights of exploltation in any farm and by any maans resendsed
winfldwide for CEN natisial Mem b

Raf. Mo EN IS0 1811512014 E




Geographic Information System (GIS)

* Provides similar data import, query, manipulation, analysis (e.g. statistics),
reformat, display/visualization, output and report capabilities as other

. . Coverage: Roads
I n O r m at I O n SySte m S @ Roads # x,y Coordinates
— 1 2,12 5,12
@ \&‘ 2 6,12 10,10 14,10
. . . @ @ 3 6,6 6,12
* Also organize their data in M -
@ 5 6,6 10,6
v’/ @ — 3 10,6 14,6
_ 7 10,2 10,6
Polygon Attribute Table ’ ’
 Data base management systems o
Polygon  Area Nm?;r Ll?:: Number Type Surface Width Lanes Name
[ J F 1 I y t % L 1 1 Concrete 60 4 Hwy 4
e SYSTEmS . e s ) e
C 19,136 11-115-003  R3 3 2 Asphat 48 & N Ma St:
5 3 Asphalt 32 2 Cedar Av
= 6 3 As zh It 3" 2 Cedar Av
4 Asphalt Elm St

* With the addition of spat|al analysis and cartographlc mapplng capabllltles

T losest facil ity so
~*";'j,‘,~ T Find the routes fri man
\ to
Cost Path '/ Dutpul cost \"
\\ path
L‘ ﬂ Distance

all fac !It s that can be
Dutput cost

within 15 minutes fd g
bl 7
Cost surface \ backlink

"H.\_\__\_'_'_,_,.ﬂ"'-. :
7.,
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FGDC-STD-001-1998

Content Standard for Digital Geospatial Metadata

Metadata Ad Hoc Working Group
Federal Geographic Data Committee

EFederal Geographic Data Committee
De of A lture @ D of Commerce ® Department of Defense ® Department of
Energy
Department of Housing and Urban Development ® Department of the Interior ® Department of State
De of T ion ® Protection Agency
Federal Emergency Management Agency @ Library of Congress
National A and Space A ion @ National Archives and Records Administration

Tennessee Valley Anthong'

Metadata

LEGEND

3-D Box
Indicates
Data

Field

CID0 \ersion I - 199G
(FEDC-§T0-001 June 190E)

Section 2

Data Quality Information

— ;IP — z.ls
Linaaga

Sourea Tima Pamcd of
Contarg

Timrse: Perod Information
foee seation §)

L] e &




15t automated capability for tracking the lineage of data
throughout their processing in information systems

TECHNIQUES AND METHOD OF
SPATIAL DATABASE LINEAGE TRACING

by

David Phillip Lanter

Bachelor of Arts
Clark University, 1983

Master of Arts
State University of New York at Buffalo, 1986

Submitted in Partial Fulfillment of the Requirements
for the Degree of Doctor of Philosophy in the
Department of Geography of the
University of South Carolina

1989

DB
Ucmz‘# Member

EQ{;AAM\, /&Q e /Zf .

ittee/ Member Chairman, E&émining C;n_n‘nittee
Major Profes
/ D 27 G ;“)
M 4% A Aearye T f Dt
Committee Member Dean of the Graduate School

National Center for
Geographic Information
and Analysis

LINEAGE IN GIS:

THE PROBLEM AND A SOLUTION

David P. Lanter
NCGIA Fellow, Department of Geography
University of California at Santa Barbara
Santa Barbara, CA 93106

NCGIA Technical Paper 90-6
Sept. 1990

United States Patent q9
Lanter

A O O
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[54] METHOD AND MEANS FOR LINEAGE
TRACING OF A SPATIAL INFORMATION
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157 ABSTRACT
A lineage information processor enables a user to obtain
information concerning the various data layers in a
spatial data base which contributed to any particular
data layer of interest. The component software parses
input commands and determines if those commands 1o
the spatial data processing and information systems are
valid. The lineage information processor also creates a
knowledge representation of the spatial database com-
prising a meta-database consisting of a semantic net-
work that describes the various data layers in the spatial
database and the relationships among these layers. The
semantic network consists of parent and child links
symbolizing the relationship among data layers, nodes
describing the data layers in the spatial database, frames
apr i layers,
the commands and command modifiers acting on those
data layers, and characteristics of the final products. By
‘means of rule-based processing, the lincage information
processor does not permit combinations of data layers
that are incompatible, and creates commands that can
alter incompatible data layers so that the layers can be
combined in the desired fashion. A query capability is
also provided that enables a user to query in & flexible
fashion, the lineage information processor concerning
the lineage of data layers in the spatial database.

22 Claims, 68 Drawing Sheets

Geolineus

Metadata management system
for ARC/INFO'and GRID™

Version 3.0

User guide

Geographic Designs Inc.
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Information processing steps in the head of
the user as he transformed the LOTS and
ZONES datasets to derive COV4...

LOTS
reselect } COV1
buffer
S
COov2 ZONES

| intersect | /
~- J
COV3

intersect J

<

COV4

29



Information processing steps in the head of
the user as he transformed the LOTS and
/ONES datasets to derive COVA4...

Datasets presented by the operating system
after data processing concluded...

. Datasets organized as files in folders
<DIR> 5-05-89 10:26a
& <DIR> 5-05-89 @264
—)-“"5‘31‘3Ct GOV <DIR> 5-24-89 Uroep
— LOTS <DIR> 5-05-89 10:26a
buffer INFO <DIR> 5-05-89 10:26a
= ZONES <DIR> 50589 10:27a
Ccov2 ZONES OUTPUT <DIR> 5-05-89 18:2/7a
ONELOT <DIR> 5-06-89 L5 26
e DAV ZDIR> . i 5eBA-89: w=1:85p
FINAL <DIR> 5-06-89 227D
S CONS <DIR> 5-24-89 11:46p
intersect T COV4 <DlR> 5"24‘89 MES P
- BUF <DIR> 5-06-89 12221p
COM2 <DIR> 5-24-89 1 deADey
s DAV3 <DIR> 53189  1:45p
DAV4 <DIR> 5-31-89 1:49p
DAV2 <DIR> 5-31-89 1:42719

30



How can | program the computer to help me remember
what | knew about the data | loaded and processed on my

computer?

EXPLANATION
PATTERNS sz

B ROGERC, SCHANK

S -

@ 350

USER
INPUT

354 352

[ Lp LINEAGE
= WETA-DATABASE

8 £ 353
615

| |

DATA
LAYERS

LIP = Lineage Information Processor

31



How do we unc
created during

LOTS

reselect

) covi

Covz2

buffer

intersect

ZONES

COov3

intersect

COov4

Source

* LOTS
* ZONES

e COV1
« COV2
e COV3

- COV4

erstand differences among datasets
orocessing applications?

Or (i.e., is either one,
the other, or both)

]

=
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Data lineage vocabulary helps communicate how data is processed in an

information system

and can aid thinking about how to meet privacy by design requirements

Source

Derived

7 N\

Or (1.e., is either one,
the other, or both)

‘,. , :
i lntermcdmte] j Product J

Source datasets may contain personal data

Derived datasets inherit this personal data from their input
e Using transformations such as:
* Relational database joins and relates
* Queries, arithmetic, statistical, spatial processing...

33



Semantic “parent” & “child” metadata links added to enable
deductions about relationships among input & output datasets...

[—350

USER
INPUT - LOTS
ap-1 - parent
7 (\ l

351  3%e DR o ctezn i
Elt LINEAGE parent ’1\ child
META-DATABASE sy child
353 COV1
[—G’IS Map-2 :
parent
(34 Semantic parent and child links between layers. T
DATA child
LAYERS ]
COV2 ZONES
Input datasets provided with parent links pointing to output parent ‘ e s
datasets can answer the question: Who am I the parent of? S éj
_ > child
child-4 COV3

Output datasets’ child links connect them back to their input

datasets can answer the question: Who am I the child of? w
COV4 — child

34



Descendants function traces parent links to identify all datasets
derived from a source or other derived input dataset used within

the application.

(defun decendents (map)

(cond ((null map) nil)
((null (car (get map 'parent)))

(print (append (list map) ‘
(is a product map layer) (terpri))))

(42
(cond ( (null (cdr (get map 'parent)))
(decendents (car (get map 'parent))))

(t (decendents (car (get map 'parent)))
(decendents (cadr (get map 'parent))))))))

Descendants (“LOTS”) = (COV1, COV2, COV3, COV4)

Ancestors function traces child links to identify input

parent

! covs

child \)

datasets used to create a derived dataset
Ancestors (“COV4”) = (LOTS, COV3, ZONES, COV2, COV1, LO& A

3
Sescnccsnemstnssncecases
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Source properties can include:

Command properties include details of the transformation

Originating organization

Data content (i.e. entity and attribute definitions)

Timeliness (e.g. when collected, when acquired,...)

Accuracy

Confidentiality security categorization of attributes
* Privacy sensitivity of attributes

Integrity categorization of attributes...

Availability categorization...

Product properties include the product’s

intended goal

Users

when published
responsible manager,...

Source
Source
properties
T
Parent Child
Derived
intermediate
Command | |
properties
| T
Parent L"Pale'fﬂ'
Derived
intermediate
Command | |
properties

Command
properties

Child
Parent

Product
properties

"'\-u.\_\_\_\____

Source Source
Source a Source
properties properties
k Parent Parent )
Child " Child
Derived
Command intermediate
properties

Derived
product

vy

Parent

Child

o’
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Meet Geo
source

Ineus
metadata input

(geo_lineus)I am Geo lineus

Please give me information or ask questions:
landuse

What is the source name? landuse-landcover

Containing what carto

agriculture

What
What
What
What

What

is
is
is
is

is

the
the
the
the

the

Thank You!

wetland

sSource

source

source

source

source

date? 3/12/75
agency? USGS
scale? 1/24000
projection? UTM

accuracy? +-80 meters

import cover landuse

graphic features? hydrography urban

USER
INPUT

350

SOURCE:

S_DATE:

SCALE:

FEATURES: Hydrography

AGENCY:

PROJECTION: Mercator

ACCURACY: +-10 meters Horiz

351 = 352
LIP LINEAGE
META-DATABASE
‘ 353
[ 6Is
354
DATA
LAYERS
Source
souree a
properties

SOURCE DESCRIPTION FRAME

Digital line graph

4/7/83

USGS

1:100,000
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Command
metadata input...

(geo_lineus)

(I AM GEO_LINEUS)

(PLEASE GIVE ME INFORMATION OR ASK QUESTIONS) (renumber landuse

assigning 1 to 2 through 13 assigning 0 to 1 thro
0 to 14 through 18 for wetuse) g ugh 11 assigning

(I UNDERSTAND) (radiate wetuse to 2 for radlmap)
(I UNDERSTAND) (radiate wetuse to 6 for rad2map)

(I UNDERSTAND) (add radlmap to rad2map for adradmap)

350

USER
INPUT

351 2

] LINEAGE
META-DATABASE

353

1
[ 6Is

354

DATA
LAYERS

504

LANDUSE

504 503
RENUMBER
502~
NETUSE

507 9
| B 51 A

RAD1MAP 543 515 | RAD2MAP

514 ADD °12
}-511
p

ADRADMA!

Ll ]
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Child B ']
\ Derived

intermediate

Derived
intermediate

Command

Product ‘
Metadata input... pa— |

| Command
| propertics

= Child
k/

intermaodiate / :’
Command

| properties

ol
X3 Derived
pﬂn"ULl

Command

properins

export cover adradmapl eco zones
What is the product's name? eco_zones
What is the product's use? Environmental protection of wetlands

Who are the product's users? Dept of Health and Environ.
Conservation

Who is responsible for the product? Diego Essinger
What is the product's release date? 3/5/89

Thank You!

USER
INPUT

350

351 2

LIP |

!

[ 6Is

DATA
LAYERS

LINEAGE
META-DATABASE

353

354

;‘501

LANDUSE

1 )f“

510 L

513 515 | RAD2MAP

ADD?//ffﬁz




350

Querying metadata...

LIP LINEAGE
META-DATABASE

354

Is landuse a parent of adradmap

;~501

(YES INDEED LANDUSE IS A PARENT OF ADRADMAP) LANDUSE

504 503
RENUMBER
502-\7

|
50 WETUSE

U 9
%;ﬁﬁ?%&@m; s
L7 510 L

RADIMAP | 543 515 | RADZ2MAP

514 \<ADD;/ 512
}'511
ADRADMAP
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Querying metadata...

Command

propertics

Command

propertics

Derived

} intermediate

Command
propertics
———

What is the lineage of adradmapl

(INPUT TO ADRADMAP1 IS ADRADMAP COMMAND IS RENUMBER)

(INPUT TO ADRAPMAP IS RAD2MAP RADIMAP COMMAND IS ADD)

(INPUT TO RAD2MAP IS WETUSE
(INPUT TO WETUSE IS LANDUSE
(LANDUSE IS AN ORIGINAL MAP
(INPUT TO RADIMAP IS WETUSE
(INPUT TO WETUSE IS LANDUSE

(LANDUSE IS AN ORIGINAL MAP

COMMAND IS RADIATE)

COMMAND IS RENUMBER)
LAYER)

COMMAND IS RADIATE)

COMMAND IS RENUMBER)

LAYER)

Command
| Ppre pertices

Derived
intermediate

F

350

USER
INPUT

351

G 352

LIP |

LINEAGE
META-DATABASE

{ 33

[ 6Is

354

DATA
LAYERS

fSOi

LANDUSE

w4«(
502'\

50 WETUSE

503
RENUMBER

908

/ 9
gu;re 50206 (—@ME;
L% 540
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350

USER
INPUT

Querying metadata...

351 2

LIP LINEAGE
META-DATABASE

{ —33

[ 6Is

What are the final products of landuse

354

(ADRADMAP1 IS A PRODUCT MAP LAYER) DATA
LAYERS

;‘501

LANDUSE

504 503
RENUMBER

502

WETUSE

Why is rad2map a parent of adradmapl

507
08
506
(BECAUSE RAD2MAP IS A PARENT OF ADRADMAP AND ADRADMAP IS A PARENT /ﬁaﬁ¢é5 rk&f“ﬂ
OF ADRADMAPI1) T30 £y 7508
RADIMAP | 513 515 | RAD2MAP

SM«\:imv/ 512
j‘511

ADRADMAP

518 517
RENUMBER. -
516'\

ADRADMAP1
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Adding a graphical user

interface...

5 Geolineus - /SANDBOX/GL-DEMO/GEQ
FILE DIAGRAM ICONS LINEAGE SELECT L

Help on icons

=
BUFWELLS

i

Source layer. A basic data layer in the
GIS.

Derived layer. Layer was created as a
result of an ARC/INFO command like
BUFFER, INTERSECT or GRIDPOLY.

Product layer. A derived layer that
represents the final step in a GIS
application. To turn a derived layer
into a product. choose "Make product”
from the “lcons™ menu.

Coverage containing point features. It
has a point attribute table (PAT).

Coverage containing arc features. It has
an arc attribute table (AAT).

Coverage containing polygon features. It
has a polygon attribute table (PAT).

Coverage with both a point attribute table
and an arc attribute table.

Coverage with both an arc attribute table
and a polygon attribute table.

Grid with integer cell values.

Grid with integer cell values,
and a value attribute table (VAT)

Grid with floating point cell values.

\/

GRID scalar variable.

Coverage has been edited in ARCEDIT since the
last CLEAN and BUILD.

Coverage has been edited in ARCEDIT since the
last CLEAN and BUILD and polygon topology
needs rebuilding.

Coverage in which arc features have been rebuilt
but polygon topology still needs rebuilding.

Layer that is now out-of-date because one or
more of its sources has changed. Out-of-date
status is only displayed if the "Out-of-date”
option in the ‘Diagram’” menu is turned on.

Derived layer with incomplete command frame.
Icon was added to diagram by the "Create

from log” option from the ‘File” menu and
represents the result of a command, such as
RESELECT or ELIMINATE. The subcommands of
which cannot be extracted from the log

A “dimmed’ layer. This layer no longer exists.

It has ether heen KILLed, or moves to a new
location. Dimmed derived layers are recreated
with the "Recreate” option from the *Update’ menu.

A dimmed GRID scalar. lcon was added to diagram
with the "Create from log” option so
value is unknown

GUI design by Rupert Essinger
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Working with source and command metadata

FILE DIAGRAM

ICONS

¢ ~|Geolineus - /EXPORT/PLAYGROUND/GDIMASTER/RELEASES/GEOLINEUS30/DEMO/DEMG
LINEAGE

SELECT UPDATE DELETE HELP

(=
covl

LANDUSE

WELLS

Source Frame - LOTS

NAME: LOTS

OUTPU

DESCRIPTION
DATA QUALITY
SPATIAL EXTENT

MAP_PROJECTION
DATUM
STATUS
POINTIVECTOR OBJECTS
CONTACT
ENTITY_ATTRIBUTES

ic 1 . [Wh 1 tal
This is where CIA  [E[Ehie, coverage contalns e

parcel polygons and the
source metadata

We ran BUILD twice, first
with the LINE option, and

boundary lines between them.
would be added... M:[Fri 1-Apr-1984 14:00

D:|Thu 15-Dec-1894 14:21

| Geolineus - /EXPORT/PLAYGROUND/GDIMASTER/RELEASES/GEOLINEUS30/DEMO/DEMO |

FILE DIAGRAM ICONS LINEAGE SELECT UPDATE DELETE HELP |

This is where CIA
metadata for

derived data could
BUFWELLS be added...

o, -

BhE Command Frame - BUFWELLS

COMMAND: [BUFFER
IN_COVER: WELLS

OUT_COVER: [BUFWELLS
BUFFER_ITEM: [+l
BUFFER_TABLE: [#
BUFFER_DISTANCE: [120
FUZZY_TOLERANCE: [#
FEATURE_TYPE:[POINT

is buffer distance may be [4A
larger than the distance
specified by the client. To
change it, edit the distance
and then Eress the Ripple
button. This will recreate 4

FIRST_CREATED: [Sun 28-Apr-1991

NOTE:

OUTPUTS

16:33 |

Cancel |

OK Import... |

LAST_RECREATED: (Mon 28-Apr-1996 11:39 |

OK (riance!i |
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Update propagation...

¥ Geolneus - /SANDBOX/GL-DEMO/GEQ
FILE DIAGRAM ICONS LINEAGE SELECT L

=]
BUFWELLS

LX; Geolneus - /SANDBOA/GL-DEMO/GEOLINEUSSO/UEMO/DEMOS.LNG ]

—

FLE DIAGRAM ICONS LINEAGE SELECT UPDATE DELETE HELP l

w1 ———

| | /
///

;
_" covz / / |
g
3
H
| —— Ak

Killed butwe with the ARC option

Arc. buffer vens bufwells » ¢ 120 t point

Arc: union bufwells cov2 out.putS

i

¥ Commands to update data

-

buffer walls bufwells § § 120 1§

ARC/INFO - Workspace /SANDBOX/GL-DEMO/GEOLINEUS30/DEMO

Buffering ..

Sorting...
Intersecting..

Asserbling poly ons.
Creating nev labels,
Finding inside polygons
Dissolvin .

Creating ufuells.PAT.

Unioning bufvells with cov2 to create output$
Sorting..
Yntersecl:ing..




LOTS

Data source metadata based integrity constraint -

Cov1

child

coy2.

RESTRICTION ON COMMANDS

PARSED : = :fz;g,gnneagef dindov .
GIiND : 3 R . e ﬂiﬁ-ﬁi" S 2
COMM. e =, svent :
; %Hﬂ'-ﬁ B LR BT -vs‘ .' : child Bl Par‘enj\
~ 90 8 91 ; ?mpurj.gﬂgdmgous,:;norrgauém N <t .
= : 3 ec kqgeﬂn 'gi el apszae child
LINEAGE j‘ = o e %’5"@ e 57
IN : : e ﬁﬂ?‘ STy "‘_ %Y
META—DATABASE s § "w-‘ ' ;;,.\’," _‘g’n.-- 3 3 %g‘%&ng cova y—<child
£ < e E NS 2 %" 75
8 S
RULE BASED
RESTRAINTS §
:

(setqg intersect_rules 1 , EiGIS. tH = i
'((rule intersectl : i

(if (not (equal (scale inmap)
(scale intersectmap)))) i
(then ("INPUT SCALES NOT EQUAL" ))) GC> [ARC] buffer covl cov2 } } 130 } poly
[ARC] intersect zones cou2 could
(rule intersect2 ' & [QRC] intersect lots coud coud
(if (not (equal (projection inmap) % [ARC] intersect covi zips zip1
(projection intersectmap))))
(then ("INPUT PROJECTIONS NOT EQUAL")
("Reproject one of the maps.")) )))

%
o o' ey ST w3 2N e NN S ot NN TN B TGO TN T Pl PO AV 5 B VT 30 65t BN TN TN W 5 e P T i o IR e TN AIPATL ) e FA e Poos £ R 2 mm e

46



Data lineage metadata can help information systems meet
key data privacy by design requirements, including:

* Enabling data subjects’ access, review and rectify their personal data?
* Enable data subjects to withdraw given consent with effect for the

future by:
a. Blocking access to their personal data?

b. Constraining processing and usage of their personal data?

c. Erasing their personal data?
* Blocking and restricting personal data obtained for one purpose from

being processed for other purposes not compatible with the original

yall

PARSED

purpose |
cogim wriLs LANDUSE Tors vec

e T @S

8
AULE aasaof (v) | =
t ovTRUr

META-DATABASE BEEl

RESTRAINTS




Conclusion:

Data lineage metadata can be used to help information

system developers meet key data protection by design
requirements:

1. Data subjects have right to access, review and rectify their personal data

2. Data subjects have the right to withdraw given consent with effect for
the future and

* Block access
e Constrain processing and use
* Erase their personal data

3. Personal data obtained for one purpose must not be processed for
other purposes not compatible with the original purpose



Outlook: Commercial database management systems are beginning to
include lineage metadata capabilities for tracking attribute values

processed and transformed among relational database tables ...

ORACLE" Enterprise Metadata Management 12¢

Repository Qo

- =

~-(@ Repository -
—E3 Demo

+-&) sales Reporting Application - 1
+-| sales App Business Glossary
+-8 Dimensional DW
v 2015-02-120532:48
+- 8 OLTP source
v 2015-04-23 12:57:16
¥ 2015-02-12 0557:06
+ 2015-02-1204:24:53
+§X Load to Dimensional DW
v 2015-02-18 05:11:47
¥ 2015-02-18 05:05:33
¥ 2015-02-12 06:56:47
¥ 2015-02-12 05:36:54
+-[9) Bl Reports
+-4J Semantic Mapping from Sales App |
+-£9 General Metadata Management
+-g2 Issam
+ 7 MM

(.
< »

Bookmarks

No bookmarks

@ Presentation Layer A . [—

£ Base Facts

1- Ravanue

A& Home *| | £ Load to Dimensio..
® | LD_ORDERS *
= - £2] Products
% K:) Data Flow Overview P1 Product
S & =
< | o A Time
g
& TOS Per Name Year
o
+|
SRC ORDERS
2 AGGREGATE [~
+| v AMOUNT
y - ORDER_DATE
N ORDER_ID
SRC CUSTO ’ PRODUCT_ID
N QTY
¥ : g
"%
y AE
SRC ORDER
SRC PRODU.

i Critena (A- Sa... |=

» “BaseF @&

*Produ

» “Time".

E51SAMP_REVEN... [—
BILL_DAY_DT
BILL_MTH_KEY
BILL_QTR_KEY
ORDER_DAY_OT
ORDER_KEY
ORDER_NUMBER
PAID_DAY_DOT
PROD_KEY
REVENUE
UNITS

?

) Layout

Trace Data Lineage
Trace Data Impact
Trace Semantic Definition

Trace Lineage (Advanced)

Comments

+

ICﬂ(ablo s

2

Show in Metadata Browser
Trace Lineage
Highmight Path

Expand this Node Completely

Collapse this Node Completely
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Agenda

v'Privacy and data protection by design

v'Data provenance and data lineage
v'Data lineage metadata and its processing
v'Audit of SCE’s enterprise information processing
v'Metadata processing enables data privacy by design

* Lab: Web Privacy and Anonymity

50









Part 1: Check Out Your Data

Lab \/\/eb Pﬂvacy and Anonymity s

Veb Trackers
Part 3: Browser Fingerprinting

Managing Enterprise (

Question List
MANAGEMENT INFORMATION SYSTEMS

LECTURE MATERIALS
Part 1 Check Out Your Data
schedule n 0 learn ni ownlo ne Tollo! g se
SCHEDULE ABOUT LECT . ecommanda
TOPIC & ASSIGNMENTS . S -
DATES DUE READINGS .
Tuesday, ntroduction to the Course La bs ¢ Twitte
1/11/2022 Alte se ks belo do  your data from these companie
Laba: Threat Modeling with Attack Trees
And h.1 """"
Labe: Web Privacy and Anonymity :
Thursday, Threat modeling Lak 3. See Tutorials — ntroduction to Go Question 1: What types of information had this online service callected about yo
1/13/2022
. . Laba: Symmetric E-t.-l tich and Hashin Question 2: Did anything you found in the data about yourself surprise you?
Optional: Schneier. Chapter :
= Question 3: & it to Can o es you obtained from the e service. D mit a
LaDR Asymmetric Encny Ypron screenshot of the contents «
Tuesday, Risk Assessment
1/18/2022
i r - ST -y S
Lab 1: Threat Modeling due e o
S Start Milestone 1: Risk nology can
1/20/2022 1S5St Report Draft Setup F| refox
Tuesday,
1/25/2022
Lab z2: Web Pri d . H . . o
e https://community.mis.temple.edu/mis4596sec001spring2022/labs/
Thursday, Anderson. Chapter &
1/27/2022 Anderson. Lhaplers

w of trackers, third pa t cookies, and Tor Part 4: Anonymous Web Browsing
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Agenda

v'Privacy and data protection by design
v'Data provenance and data lineage
v'Data lineage metadata and its processing
v'Audit of SCE’s enterprise information processing
v'"Metadata processing enables data privacy by design

v'Lab: Web Privacy and Anonymity



