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* Threat Modeling
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The 2023 DBIR examined 16,312 incidents, of which 5,199 were confirmed data breaches
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Table 2. Number of security incidents and breaches by victim industry and organization size



Threat Environment DBIR
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Figure 11. Threat actors in breaches Figure 12. Threat actor Motives in Figure 13. Threat actor Varieties in
(n=5177) breaches (n=2,328) breaches (n=2,489)
* External actors were responsible for 83% of breaches, End-users are organization employees mostly involved in breaches caused by:
while Internal ones account for 19%. * Misuse (“internal malicious activity”), and

* Errors (“accidents”).
* Internal actors are responsible for intentional harm,
and twice as likely to be responsible for Error actions.
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The 2023 DBIR examined 16,312 incidents, of which 5,199 were confirmed data breaches
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Threat Environment— Breaches by Industry
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The 2023 DBIR examined 16,312 incidents, of which 5,199 were confirmed data breaches
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Threat Environment
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Figure 19. Assets in breaches Figure 21. Top Confidentiality data Figure 22. Availability variety over time
(n=4,433) varieties in breaches (n=5,010)



Threat Environment

These attacks are intended to compromise the availability
of networks and systems. This includes both network and
application layer attacks.

These are complex attacks that leverage malware and/or
hacking to achieve their objectives, including deploying
Ransomware.
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Figure 25. Patterns over time in incidents

These attacks are against a Web application, and after
the initial compromise, they do not have a large number
of additional Actions. It is the “get in, get the data and
get out” pattern.

What are the implications for
cybersecurity protections ?



Threat Environment
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Figure 26. Patterns over time in breaches

What are the implications for
cybersecurity protections?






"How can we make a







How can we make a computer 100% secure?

3 Golden Rules to ensure computer security:

1. Do not own a computer
2. Do not poweriton
3. Donotuseit

Robert Morris

Cryptographer who helped develop the Unix
computer operating system, which controls
many of the world’s computers and touches
almost every aspect of modern life
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* Cybersecurity Risk

* Threat Modeling

* Caution

* Next Week’s Assignments
* Next Week’s Quiz



Businesses cannot eliminate risk, but they can
manage to acceptable level of risk, by

A

1. Avoidance

2. Acceptance Really Unaccoptable

3. Transfer \ “
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4. Mitigation (“Controls”)
N\ l
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Magnitude

Frequency
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Quantitative definition of risk

Risk = Impact x Probability

* Risk is an “expected value”, which is a quantitative measure of impact a CIA breach
would have on the organization times the probability that it might happen

Annualize Loss Expectancy (ALE) = Single Loss Expectancy (SLE) X Annualized Rate of Occurrence (ARO)
ALE = SLE X ARO

Single Loss Expectancy (SLE) = Asset value X Exposure factor

e Calculations of SLE consider such things as: replacement cost of the asset, opportunity cost of delays because asset
is no longer available, cost for purchasing credit monitoring for customers, fines and other economic impacts of the
loss of confidentiality, integrity and availability of the information or information system.

* Exposure factor is the % damage that a realized threat would have on the asset

Annual Rate of Occurrence (ARO) is a probability indicating how many times this is expected in one year?



It is often difficult to put a monetary value that captures the full extent of

impacts breaches of confidentiality, integrity or availability have

businesses and individuals

Risk is often dependent on the business and
organizational context

This is where qualitative measures of impact come
in to help...

FIPS PUB 199

FEDERAL INFORMATION PROCESSING STANDARDS PUBLICATION

Standards for Security Categorization of
Federal Information and Information Systems

POTENTIAL IMPACT

Security Objective

Low

MODERATE

HIGH

Confidentiality
Preserving authorized
restrictions on information
access and disclosure,
including means for
protecting personal
privacy and proprietary
information.

[44 US.C.. SEC. 3542]

The unauthorized
disclosure of information
could be expected to have
a limited adverse effect on
organizational operations,
organizational assets, or
individuals.

The unauthorized
disclosure of information
could be expected to have
a serious adverse effect on
organizational operations,
organizational assets, or
individuals.

The unauthorized
disclosure of information
could be expected to have
a severe or catastrophic
adverse effect on
organizational operations,
organizational assets, or
individuals.

Integrity

Guarding against improper
information modification
or destruction, and
includes ensuring
information non-
repudiation and
authenticity.

[44 U.S.C., SEC. 3542]

The unauthorized
maodification or
destruction of information
could be expected to have
a limited adverse effect on
organizational operations,
organizational assets, or
individuals,

The unauthoerized
modification or
destruction of information
could be expected to have
a serious adverse effect on
organizational operations,
organizational assets, or
individuals,

The unauthorized
maodification or
destruction of information
could be expected to have
a severe or catastrophic
adverse effect on
organizational operations,
organizational assets, or
individuals.

Availability

Ensuring timely and
reliable access to and use
of information.

[44 US.C., SEC. 3542]

The disruption of access to
or use of information or an
information system could
be expected to have a
limited adverse effect on
organizational operations,
organizational assets, or
individuals.

The disruption of access to
or use of information or an
information system could
be expected to have a
serious adverse effect on
organizational operations,
organizational assets, or
individuals.

The disruption of access to
or use of information or an
information system could
be expected to have a
severe or catastrophic
adverse effect on
organizational operations,
organizational assets, or
individuals.
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Qualitative descriptions of

expressed in quantitative
Risk = Asset x Vulnerability x Threat

elements of risk can be

* An asset is a thing that we are trying to protect

* A vulnerability is a weakness or gap in our protection efforts
* A threatis what we're trying to protect against —

* a motivated attacker with specific methods and resources

Threat Threat
Source initiates Event

...and can also be described as causal sequences

format...

leellhood of

exploits >
with

Likelihood of
Success

Vulnerability

with Severity

In the context of

Predisposing
Conditions

with
Pervasiveness

Security Controls
Planned / Implemented

with
Effectiveness

) Adverse
causing Impact
with
Degree

with Risk
as a combination of
Impact and Likelihood

|

ORGANIZATIONAL RISK
To organizational operations (mission,

the Nation

functions, image, reputation), organizational
assets, individuals, other organzations, and
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v'Cybersecurity Risk

* Threat Modeling

* Caution

* Next Week’s Assignments
* Next Week’s Quiz



nreat modeling helps us understand vulnerabilities
and their relative importance to organizations

The most critical

weaknesses can be

eecungravnatr | ) R
] ] ] Source initiates Event exploits Vulnerability
assuring rational risk =

, Adverse
causing Impact
with

with Likelihood of Likelihood of with Severity Degree with Risk
management Characteristics  |nifiation Sikoass R as a combination of
. . (e, Capabilty, Intent, and actions, GCbeOS. Im and Likelihood
investments to improve T oAb o ccanads o e
. Threats) Predisposing ,
securi ty Conditions poRceg
with v
Pervasiveness
ORGANIZATIONAL RISK
% To organizational operations (mission,
Security Controls functions, image, reputation), organizatonal
Planned / Implemented assets, individuals, other organizations, and
the Nation.

with
Effectiveness
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Threat Modeling

The purpose of threat modeling is to provide defenders with a systematic

analysis of what mitigations (i.e. controls or defenses) need to be included,
based on the

* Assets most desired by an attacker
* Nature of the system

* Probable attacker's profile

* Most likely attack vectors

Threat modeling answers:
* “What are the most relevant threats?”
* “Where am | most vulnerable to attack?”
 “What do I need to do to safeguard against these threats?”

https://en.wikipedia.org/wiki/Threat_model



STRIDE

Threat modeling technique created by Microsoft, based 6 categories of threats:

* Spoofing — Can an attacker gain access using a false identity?
 Tampering — Can an attacker modify data as it flows through the system?
* Repudiation — If an attacker denies doing something, can we prove he/she did it?

* Information disclosure — Can an attacker gain access to private or potentially
injurious data?

Denial of service — Can an attacker crash or reduce the availability of the system?

» Elevation of privilege — Can an attacker assume the identify of a privileged user?



STRIDE threats and desired properties they impact

Threat Desired property
Spoofing Authenticity
Tampering Integrity
Repudiation Mon-repudiability

Information disclosure | Confidentiality
Denial of Semvice Availlability

Elevation of Privilege | Authorization

MIS 4596 - Information Systems Integration 23



Modern Cars

...are computer networks on wheels, with most have many computers
that control various aspects of the car
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University of Washington Security Cards

A security threat brainstorming activity — Access Cards Here

Break up into groups of 2:

* Pretend you are security professionals

e A car company tasked you with thinking through the security implications of the modern
car computer systems

 Start with the blue suit of cards (“Human Impact”), consider what impacts to
people would result if an attacker misused modern car systems like the attack
you just witnessed
e Either think about one car, or think about the entire car product line
* Rank order the cards from most relevant

* Explain your 3 top choices
e https://community.mis.temple.edu/mis4596sec001spring2024/files/2023/01/Exercise-ThreatModeling-cards-deck.pdf

MIS 4596 - Information Systems Integration
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https://securitycards.cs.washington.edu/
https://community.mis.temple.edu/mis4596sec001spring2024/files/2023/01/Exercise-ThreatModeling-cards-deck.pdf
https://community.mis.temple.edu/mis4596sec001spring2024/files/2023/01/Exercise-ThreatModeling-cards-deck.pdf

STRIDE Threat Modeling

A security threat brainstorming activity

* Set aside the UW Security Cards, and use the STRIDE model

e Consider what methods adversaries might use for attacking modern car
systems
e Either think about one car, or think about the entire car product line
* Rank order the threats from most relevant
* Explain your 3 top choices

Threat
Spoofing
Tampering
Repudiation
Information disclosure
Denial of Service

Elevation of Privilege

MIS 4596 - Information Systems Integration



Threat Modeling

e Can be a full-time job for cyber security professionals

* Is now a skill information systems designers, developers and

architects need to have

Describe
Architecture

Identify Assets

— Document
Threats

Rate Threats

Vision

Model
L y -
Decompose
Application bt
: s | Identify
\ aaladte | development | Threats
Identify
Threats
Mitigate
. s
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https://www.indeed.com/q-Threat-Modeling-Security-Architect-jobs.html
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v'Threat Environment
v'Cybersecurity Risk

v'Threat Modeling

* Security Mindset / Next Week’s Quiz






Next Week’s Quiz

At the start of next class, | will give you five minutes to write out the first 100 digits of
pi, from memory, on a sheet of paper

* When time is up, you will show the paper to me

* | will not make you clear your desk, but you will need to close Y(our laptop and put
your phone face down on the table or away in your bag or pocket

* | do not expect you to actually memorize the digits of pi—I want you to cheat.

* How you choose to cheat is entirely up to you. However, | will observe you in Zoom
via your camera. If you are caught cheating, you will fail the quiz. Collaborative
cheating is also allowed, but everyone involved will fail the quiz if caught.

* The class will vote on the most creative and effective cheating technique.

* The objective of the exercise is to learn how an adversary thinks and operates by
deliberately loosening traditional academic rules and tapping personal creativity. To
avoid any misunderstanding, this exception to the traditional ban on cheating only
applies to this quiz and not to other graded assignments in the course. Cheating
outside of this quiz will not be tolerated.

Goal: Help you develop a Security Mindset
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