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Agenda

* Change your Kali password!
e Application vulnerability and security testing

* Lab 8: Vulnerability Scanning —
 Startup and access virtual machines
* Part 1: Nmap
* Part 2: Nessus

* Scan results
* Looking at a vulnerability

* [TACS Program



Reminder: Change Kali’s root Password Now (if you
nave not already done so)!

* Kali’s default root password is published and known to everyone
* Login: root
e Password: toor

* If you leave Kali running in the cloud (by mistake), someone may find it
* If they know enough to find it, they enough to login and access it
* If they use it, attack someone and create a problem — you are responsible!

* Change Kali’s root password now! § Terminal - geocrypas96@kali: ~

File Edit View Terminal Tabs Help

* From the S prompt, type:

usudo paSSWd rootn New password: -
Retype new password:

passwd: password updated successfully

all:~% l

:~$ sudo passwd root




Application Security

As applications become more accessible though the
web, cloud and mobile devices,

organizations are being forced to abandon their
reactive approach to security and, instead,

to take a proactive approach by minimizing risk directly
in the software they buy, create and use to serve
themselves and their customers



Usual Trend of Dealing with Security

U S u a | t re n d 1. Buggy software is released

to the market to beat the
competition.

A 4

2. Hackers find new vulnerabilities
and weaknesses in new software.

<

3. Websites post these
vuinerabilities and how
to exploit them,

h 4

4,Vendor develops and releases
patch to fix vulnerabilities.

h 4

5.The new patch goes on the stack
of software patches that all network
administrators need to test and install.

Harris, S. and Maymi F. (2016) CISSP All-in-One Exam Guide, McGraw-Hill Education, p. 1080




Software security, includes threat and attack
surface analysis...

Attack surface is what is available to be used by an 828 Clients
attacker against the application itself

» REST Web Service -
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Browser (User)

Goal of attack surface analysis is to identify and
reduce the amount of code and functionality
accessible to untrusted users

Applicatic

JSp
Development team should reduce the attack surface :{ B
as much as possible to remove “resources” that can be - Py Q
used as avenues for the attacker to use

A4
$203d329W)

Enco '
m . [ Spring MVC/S
=10

DOM I



OWASP

Application Security Verification Levels

Application Security Verification Standard 4.0.2

S The Application Security Verification Standard defines three security verification levels, with each level
increasing in depth.

. ASVS Level 1 is for low assurance levels, and is completely penetration testable

. ASVS Level 2 is for applications that contain sensitive data, which requires protection and is the
recommended level for most apps

. ASVS Level 3 is for the most critical applications - applications that perform high value transactions,
contain sensitive medical data, or any application that requires the highest level of trust.

Each ASVS level contains a list of security requirements. Each of these requirements can also be mapped to
security-specific features and capabilities that must be built into software by developers.

. " Building, Configuration, Deployment " .
Building ASSLFENGS and Veilication Assurance and Verification
, 5 ; Standards and Secure & Peer Unit and Penetration

Security "

; . Standards and Secure & Peer Unit and .
WIBWS =

Loy 3 . Seoudty . Standards and Secure & Peer Unit and e
] High Assurance Architecture and Secure Coding checidists Code Review DevSecOps Integration Tests Hybrid Reviews SAST
Reviews :

Acceptable

Figure 1 - OWASP Application Security Verification Standard 4.0 Levels




Application Security Testing (AST
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Welcome to the OWASP Top 10 - 2021

Welcome to the latest installment of the OWASP Top 10! The OWASP Top 10 2021 is all-new, with
a new graphic design and an available one-page infographic you can print or obtain from our
home page.

A huge thank you to everyone that contributed their time and data for this iteration. Without you,
this installment would not happen. THANK YOU!

Top 10:2021 List

AQ01 Broken Access Control
AQ02 Cryptographic Failures
AD3 Injection

A04 Insecure Design

A0S Security Misconfiguration

A06 Vulnerable and Outdated
Components

A07 ldentification and
Authentication Failures

AQ08 Software and Data Integrity
Failures

A09 Security Logging and
Monitoring Failures

A10 Server Side Request Forgery
(SSRF)

https://www.owasp.org/index.php/OWASP Top Ten Cheat Sheet



https://www.owasp.org/index.php/OWASP_Top_Ten_Cheat_Sheet
https://owasp.org/Top10/

MITRE’s Common Application Vulnerabilities

‘)

/ Common Weakness Enumeration
-

A Convmunity-Developed List of Saftware & Hardware Weakness Tipes

CWE VIEW: Software Development

View ID: 699
Type: Graph

* Objective

This view organizes weaknesses around concepts that are frequently used or encountered in software development. Thi
vendors. It provides a variety of categories that are intended to simplify navigation, browsing, and mapping.

* Audience

Software Developers

Software developers (including architects, designers, coders, and testers) use this view to better
Introduction can enable focus on a specific phase of the development lifecycle.

Educators

Educators use this view to teach future developers about the types of mistakes that are commor

* Relationships

The following graph shows the tree-like relationships between weaknesses that exist at different levels of abstraction. 2
weaknesses that are described in the most abstract fashion. Below these top-level entries are weaknesses are varying |
that is described at a very low level of detail, typically limited to a specific language or technology. A chain is a set of w

wulnerability.

699 - Software Development

— API / Function Errors - (1228)

Audit / Logging Errors - (1210)
Authentication Errors - (1211)

Authorization Errors - (1212)

Bad Coding Practices - (1006}

Behavioral Problems - [433)

Business Logic Errors - (840)
Communication Channel Errors - (417}
Complexity Issues - (1226)

Concurrency Issues - (557)

Credentials Management Errors - (255)
Cryptographic Issues - (310)

Key Management Errors - (320)

Data Integrity Issues - (1214)

Data Processing Errors - (15}

Data Meutralization Issues - (137)
Documentation Issues - (1225)

File Handling Issues - (1213}

Encapsulation Issues - (1227}

Error Conditions, Return Values, Status Codes - (323)
Expression Issues - (563)

Handler Errors - {423)

Information Management Errors - (193}
Initialization and Cleanup Errors - (452)
Data Validation Issues - (1215)

Lockout Mechanism Errors - (1218}

Memory Buffer Errors - (1218)

Mumeric Errors - (183}

Permission Issues - (275)

Pointer Issues - (455}

Privilege Issues - (265}

Random Number Issues - (1213}

Resource Locking Problems - (411)
Resource Management Errors - {399)

Signal Errors - (387)

State Issues - (371)

String Errors - (133)

Type Errors -
User Interface Secunty Issues - (355)
User Session Errors - (1217}

(136)

—= M

b99 - Software Development

API / Function Errors - (1228)

& uUse of Inherently Dangerous Function - (242)

& Use of Function with Inceonsistent Implementations - (474)
&) Undefined Behavior for Input to API - (475)

& Use of Obsolete Function - (477)

& Use of Potentially Dangerous Function - (678)

& use of Low-Level Functionality - (695)

& Exposed Dangerous Method or Function - (749)

Audit / Logging Errors - (1210}

Authentication Errors - (1211)

& Authentication Bypass Using an Alternate Path or Channel - (288)
O Authentication Bypass by Spoofing - (290)

) Authentication Bypass by Capture-replay - (294

& Improper Certificate Validation - (225)

& Improper Following of a Certificate's Chain of Trust - (296)

& Improper Check for Certificate Revocation - (299)

& Incorrect Implementation of Authentication Algorithm - (303)
&) Missing Critical Step in Authentication - (304)

& Authentication Bypass by Primary Weakneass - (305)

& Missing Authentication for Critical Function - (306)

O Improper Restriction of Excessive Authentication Attempts - (307)
& Use of Single-factor Authentication - (308)

@ Use of Password System for Primary Authentication - (309)
& Key Exchange without Entity Authentication - (322)

& Use of Client-Side Authentication - (603)

& Overly Restrictive Account Lockout Mechanism - (645)

O Guessable CAPTCHA - (804)

 Use of Password Hash Instead of Password for Authentication - (836)

Authorization Errors - (1212)

Bad Coding Practices - {1006)
Behavioral Problems - (438)

Business Logic Errors - (340)
Communication Channel Errors - (417)
Complexity Issues - (1226)

_(’5


https://cwe.mitre.org/data/definitions/288.html

MITRE’s Common Weakness Enumeration
e L

Train and Certify Manage Your Team Resources Focus Areas Get Involved 1 CWE-119 & Improper Restriction of Operations within the Bounds of a Memory Buffer

2 CWE-79 & Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting’)
3 CWE-20 Improper Input Validation
4 CWE-200 & Information Exposure

CWE/SANS TOP 25 Most Dangerous Software Errors &
6 CWE-59 & Improper Neutralization of Special Elements used in an SQL Command ('SOL Injection’)
7 CWE-416 & Use After Free
8 CWE-190 Integer Overflow or Wraparound
9 CWE-352 & Cross-5ite Request Forgery (CSRF)
10 CWE-22 Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal)
11 CWE-78 & Improper Neutralization of Special Elements used in an 05 Command (‘OS5 Command Injection’)
12 CWE-787 & Out-of-bounds Write
13 CWE-287 & Improper Authentication
14 CWE-476 & NULL Pointer Dereference
15 CWE-732 & Incorrect Permission Assignment for Critical Resource
16 CWE-434 & Unrestricted Upload of File with Dangerous Type
17 CWE-611 & Improper Restriction of XML External Entity Reference
18 CWE-94 Improper Control of Generation of Code ('Code Injection’)
19 CWE-798 & Use of Hard-coded Credentials
20 CWE-400 & Uncontrolled Resource Consumption
21 CWE-772 & Missing Release of Resource after Effective Lifetime
22 CWE-426 & Untrusted Search Path
23 CWE-502 & Deserialization of Untrusted Data
24 CWE-269 & Improper Privilege Management

25 CWE-295 Improper Certificate Validation



Vulnerability Scanning

e Scanning methods:
» Safe
* Destructive

 Service recognition — Determines what service is running on which ports

* Reports

* |Indicates the threat level for vulnerabilities it detects

* Critical

* High

e Medium

* Low

* Informational
e Description of Vulnerability
* Risk Factor

e CVE Number

Metaspolitable2

< Back tc

Hosts 1

Filter

CRITICAL

CRITICAL

CRITICAL

CRITICAL

CRITICAL

CRITICAL

@
<

My Scans

Vulnerabilities 96

Name

SSL (Multiple Iss

Bind Shell Backdoor D

NFS Exported Share In

rexecd Service Detection

Unix Operating System

VNC Server ‘password'

¢« Phpmyadmin (Mul

2 SSL (Multiple Iss

PHP (Multiple Iss

Remedi

ations S

Family

Gain a shell remotely

Backdoors

RPC

onfigure

Audit Trail

Launch ~ Report ~ Export ~
Scan Details
Policy Metaspolitable2 Scan
Status Completed
Scanner Local Scanner
Start February 19 at 9:56 PM
End February 19 at 10:26 PM
Elapsed 31 minutes

Vulnerabilities

’ ® Critical
High

Medium
® Low
\ ® Info



Application Vulnerability Testing Reports

Burp Scanner Sample Report

Summary

The table below shows the numbers of issues identified in different categories. |ssues are classified according to severity as High, Medium, Low or Information
This reflects the likely impact of each issue for a typical organization. Issues are also classified according to confidence as Certain, Firm or Tentative. This reflects
the inherent reliability of the technique that was used to identify the issue

Confidence

Certain Firm Tentative Total

Severity
Low 0 0 4

4
Information - 2 o 11

The chart below shows the aggregated numbers of issues identified in each category. Solid colored bars represent issues with a confidence level of Certain, and the
bars fade as the confidence level falls.

Number of issues

o |2 |4 |6 | 10 |12 |14 |16
High | —
Medium
Severity
Low
Information [
Contenis

1. 08 command injection
2. SQAL injection

//mdsec. net/addressbook/32/Default. aspx [Address parameter]
ndsec.net/addressbook/32/Default. aspx [Email parameter]
mdsec.net/auth/319/Default. ashx [password parameter]
IImdsec.net/auth/319/Defaultashx [username parameter]

3. File path traversal

4. XML external entity injection

Executive Summary

Issue Types [EI Toc

21 Authentication Bypass Using SQL Injection

Tl Biind S0L Injecion 1
m Cross-Site Scripting 11
T DOM Baved Crose-Site Seripting
Gl Poison Mull Byte Windows Files Retrieval
Gl Predictable Login Credentials
SN 50U Injection
Tl Urienerypled Lagin Request
B -ram injection
[] cross-sit= Requast Forgary
L Directory Listng
Ll HTTP Response Salitting
L Inadequate Account Lockout
m Link Injection (Escilitales Cross-Site Request Forgery)
n Oipen Redinstt
u Phishing Through Frames
1] Session Identifier Not Updatesd
Autocomplete HTML Atiribute Mot Disabled for Password Field
Database Ermor Pattern Found
Direct Access o Administration Pages
Email Addrees Pattern Found in Parameter Valus
Hidden Diractory Detected
Microsoft ASP_NET Debugging Enabled
Mizzing HitpOnly Attribule in Seszion Cookie
Parmanent Cookie Conlaing Sansitive Sazzion Information
Unencrypted _ VIEWSTATE Parameter
Ungigned __ VIEWSTATE Parametar
n Application Ermor
L} Appication Test Script Detected
L] Email Address Pattern Found
n HTML Comments Sensitive Information Disclosure
n Poseitde Server Path Disclosure Pattem Found

[ *]
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Lab: Vulnerability Scanning

Vulnerability Scanning Lab

Lab: Vulnerability Scanning

Managing Enterprise Cybersecurity

Part 1. Host Discovery and Scanning
using NMAP

MANAGEMENT INFORMATION SYSTEMS

SCHEDULE ABOUT LABS LECTURE MATERIALS

NT ANMNOUNCE

Labs

Part 2. Vulnerability scanning using
Nessus

Start and register the Nessus Scanner

Run & Nessus Scan

s Metumrde Sacrity hemitarinm 2md See ity Ciminn arting shes d e —
012 Nelwork security toring and securily nid Running :
up: apy

appe

Marning

Question List

Titarial Imtradietion o Metworkina Contact: msfdeviatlmetasploit.com

wefadmninsnsfadnin to get =




Lab: Vulnerability Scanning

S

®

] ', @ Flv| *] root@kali: /home/dgeog... @ virt-manager

lab-metasploitable2_default on QEMU/KVM

File VirtualMachine View SendKey
2 O » o - @

starting deferred execution scheduler atd
tarting periodic command scheduler crond
» Starting Tomcat servlet engine tomcat5.5
» Starting web server apacheZ
* Running local boot scripts (retcsrc.local)
nohup: appending output to ‘nohup.out’
nohup: appending output to "nohup.out’

Warning: Never expose this UM to an untrusted network?
Contact: msfdevlatlnmetasploit.com

Login with nsfadmin/msfadmin to get started

metasploitable login:

lab-metasploitable2_default

Running

lab-security-onion_default
Shutoff

lab-windows-2019-vuln_default
Shutoff

1221PMO ) A O | @& C




Use “ifconfig” to find IP address of your
metasploitable?2 and kali

EJ root@kali: /home/dgeog... @ virt-manager

TX packets:?1 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:5413 (5.2 KB) TX bytes:7926 (7.7 KB)
Interrupt:10 Base address:0xc000

Link encap:Ethernet HUWaddr & root@kali: /home/dgeographi
inet addr:192.168.56.102 B . . .
ineth addr: £e80::5054:ff : f« IR L
UP BROADCAST RUNNING MULTICt
RX packets:0 errors:0 droppe /home/dgeographi
TX packets:29 errors:0 drop) rt-manager
collisions:0 txqueuelen:100(
RX bytes:0 (0.0 B) TX bytes ® /home/dgeographi
Interrupt:11 Base address:0 ying 192.168.56.102

PING 192.168.56.102 (192.168.56.102) 56(84) bytes of data.
Link encap:Local Loopback 64 bytes from 192.168.56.102: icmp_seq=1 ttl=64 time=1.31 ms
inet addr:127.0.0.1 Mask:2! 64 bytes from 192.168.56.102: icmp_seq=2 ttl=64 time=0.828 ms
inetb addr: ::1,128 Scope:Hc 64 bytes from 192.168.56.102: icmp_seq=3 ttl=64 time=0.549 ms
UP LOOPBACK RUNNING MTU:16¢ ~c
RX packets:110 errors:0 dro) -— 192.168.56.102 ping statistics ——
TX packets:110 errors:0 dro) 3 packets transmitted, 3 received, 0% packet loss, time 2002ms
collisions:0 txqueuelen:0 rtt min/avg/max/mdev = 0.549/0.894/1.305/0.312 ms
RX bytes:27753 (27.1 KB) T}

e /home/dgeographi
nsfadmin@metasploitable:™$ | |

| it fhe

nsfadmin@netasploitable:™$ ping 192.168.121.1 File Actions Edit View Help
PING 19Z.168.121.1 (192.168.121.1) 56(84) bytes of data.
64 bytes from 192.168.121.1: icmp_seq=1 ttl=64 time=0.692 virbr2: flags=4163<UP,BROADCAST,RUNNING ,MULTICAST> mtu 1500
64 bytes from 192.168.121.1: icmp_seq=2Z2 ttl=64 time=0.704 inet 192.168.121.1 netmask 255.255.255.@0 broadcast 192.168.121.255
64 bytes from 192.168.1Z21.1: icmp_seq=3 ttl=64 time=0.693Z ether 52:54:00:82:3a:d1 txqueuelen 1080 (Ethernet)
64 bytes from 192 _168.121.1: icmp_seq=4 ttl=64 time=0_701 packets 91 bytes 9865 (9.6 KiB)
64 bytes from 192.168.121.1: icmp_seq=5 ttl=64 time=0.661 errors @ dropped @ overruns @ frame @
packets 42 bytes 5323 (5.1 KiB)
[21+ Stopped ping 192.168.121.1 errors @ dropped @ overruns @ carrier @ collisions @
nsfadmin@metasploitable:™$
wvnet@: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1580
inet6 fe8@::fc54:ff:fec5:3736 prefixlen 64 scopeid @x2@8<link>
ether fe:54:00:c5:37:36 txqueuelen 1800 (Ethernet)
packets 91 bytes 11139 (10.8 KiB)
errors @ dropped @ overruns @ frame @
packets 358 bytes 22885 (21.5 KiB)
errors @ dropped ® overruns @ carrier @ collisions @

vnetl: flags=4163<UP,BROADCAST ,RUNNING,MULTICAST> mtu 1500
inet6é fel8@::fc54:ff:fe3a:64f2 prefixlen 64 scopeid Bx2@<link>
ether fe:54:00:3a:64:f2 txqueuelen 1000 (Ethernet)




@ security-assignments.com/labs/virtual-machines#using-the-virtual-machines-within-kali

VA Virtual Machine M.m-xt‘.-

Fle Edit View Help

E D (:) r,.'. n

Name«

-

metasploitable2
Running

security-onion
Shutoff

Win7
Shutoff

Virtual Mach

Lcontact n

Login with

tttNote th

ta lu{u]t
E" L;‘(';ll
Last login

Linux neta

The progra
the exact

individual

A N 7 ~ ~A mAtice 1 Fi+ hace & 2L
t via keyboard, and mouse If it has a GUI.

metasploitable2 on QEMU/KVM

ne View Send Key

.

fdeviat Ineta gnll\l! con
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at nothing will appear 1 o “Tam W n you
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type

your
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Setting up your virtual lab

Using the virtual machines within
Kali

Starting and accessing virtual

machines
Updating the virt nachines
qa \a

How | created the virtual machines
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Part 1. Host Discovery and Scanning

USi n g N M AP ”u "—I_F scovery and Scanning

root@kali: /home/dgeographi

File Actions Edit View Help

Throughout the lab, you should replace <Ir. addr. of .metasploitablezs with the at

2 /home/dgeographi
192.168.56.102
Starting Nmap 7.91 ( https://nmap.org ) at 2021-10-12 12:24 EDT
rrrEtion 33 roos for some commEncs Nmap scan report for 192.168.56.102
Host is up (0.028s latency).
Not shown: 977 closed ports

. e PORT STATE SERVICE VERSION
- FlE e s R e 21/tcp open ftp vsftpd 2.3.4
Amap -sn <IP.addr.of.metasploitableds 22/tcp open ssh OpenSSH 4.7pl1 Debian 8ubuntul (protocol 2.0)
23/tcp open telnet Linux telnetd
tonly sends an ICMP reguest, but also an ARP ping, TCP pinging, and other technigues to 25/tcp open smtp Postfix smtpd
st is live on the network 53/tcp open domain ISC BIND 9.4.2

80/tcp open http Apache httpd 2.2.8 ((Ubuntu) DAV/2)
S - 111/tcp open rpcbind 2 (RPC #100000)
- S 139/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
445/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
512/tcp open exec netkit-rsh rexecd
513/tcp open login
514/tcp open tcpwrapped
1099/tcp open java-rmi GNU Classpath grmiregistry
1524/tcp open bindshell Metasploitable root shell

2049/tcp open nfs 2-4 (RPC #100003)
2121/tcp open ftp ProFTPD 1.3.1
3306/tcp open mysqgl MySQL 5.0.51a-3ubuntu5
5432/tcp open postgresql PostgreSQL DB 8.3.0 - 8.3.7
5900/tcp open vnc VNC (protocol 3.3)

5 6000/tcp open X11 (access denied)
6667/tcp open irc UnrealIRCd
8009/tcp open ajpl3 Apache Jserv (Protocol v1.3)

nmap -ss <IP.addr.of.metaspleitable2: 8180/tcp open http Apache Tomcat/Coyote ISP engine 1.1

MAC Address: 52:54:00:3A:64:F2 (QEMU virtual NIC)
Service Info: Hosts: metasploitable.localdomain, irc.Metasploitable.LAN; 0Ss: Unix, Linux; CPE: ¢
pe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 13.10 seconds

e /home/dgeographi




root@kali: /home/dgeographi

Looking ftor vulnerable

e

/home/dgeographi

St | services...

Starting Nmap 7.91 ( https://nmap.org ) at 2021-10-12 12:24 EDT
Nmap scan report for 192.168.56.102
Host 1is up (0.028s latency).

Not shown: 977
PORT STATE
21/tcp open

22/tcp open

23/’ItC

closed ports

SERVICE VERSION

ttp vsttpd 2.3.4

ssh OpenSSH 4.7pl1 Debian 8ubuntul (protocol 2.0)
telnet Linux telnetd

— O >
i | 3 db-exploits - Bing * % FExploit Database - Exploits for P- %X | -

[ C. () B https://www.exploit-db.com

Verified Has App Y Filters W« Reset All

Show| 15  ~ Search: | vsftpd 2.3.4
® _ .
2021-04-12 * vsftpd 2.3.4 - Backdoor Command Execution Remote Unix HerculesRD
2011-07-05 B vsftpd 2.3.4 - Backdoor Command Execution (Metasploit) Remote Unix Metasploit
-
L

Q Showing 1to 2 of 2 entries (filtered from 44,357 total entries) FIRST ~ PREVIOUS o NEXT ST



To run the Nessus portion of the vulnerability scanning lab...

You will need to complete the install and startup of Nessus
1. Startup Nessus Essentials scanner Part 2. Vulnerability scanning using
2. Request and install your Nessus license key o L
3. Setup Nessus scan
4. Run Nessus scan...




Starting up Nessus Essentials

* In Kali, bring up Firefox browser
* Navigate to https://kali:8834 (Nessus is installed and listening on port 8834)

* Request and provide your Nessus activation code, it will show up by email

Nessus / Initializing - Mozilla Firefox
Tenable Nessus Essentials Activation Code &5 2
Nessus / Initializing

no-reply@tenable.com 8:00 PM (11 hours ago) Yy 4
to Geocryp4596 ~

<« e @ kali Sl

Kali Linux Kali Training Kali Tools Kali Docs Kali Forums NetHunter || Offensive Security Exploit-DB GHDB || MSFU

Welcome to Nessus Essentials
n eSS u S Welcome to Nessus Essentials and congratulations on taking action to
secure your network! We offer the latest plugins for vulnerability scanning

today, helping you identify more vulnerabilities and keep your network
protected.

Initializing

Please wait while Nessus prepares the files needed

If you're looking for more advanced capabilities, such as live results and
configuration checks — as well as the ability to scan unlimited IPs, check out
to scan your assets. Nessus Professional. To learn more view the Nessus Professional datasheet.

Compiling plugins...
| Compiling Pl Activating Your Nessus Essentials License

Your activation code for Nessus Essentials is:

Download Nessus


https://kali:8834/

To run the Nessus portion of the vulnerability
scanning lab...

* You will need to complete the install and startup of Nessus
1. Startup Nessus Essentials scanner
2. Request and install your Nessus license key

Start up Metaspolitable2

Setup Nessus scan

Run Nessus scan...

s W



Applications

Application Finder

Application Finder

Bookmarks
Commands History
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Login with username/passuword admin/msfadmin’ to get started

t**Note that nothing will appear in the terminal when you type your password?tt!?

metasploitable login:

Warning: Never expose this UM to untrusted network!?
Contact: msfdevlatImetasploit.com

Login with username/passuword ‘msfadmin/msfadmin’ to get started

t**Note that nothing will appear in the terminal when you type your password?t???

metasploitable login:



Follow lab instructions to create a vulnerability scan
of Metasploitable?2

oitable2 scan / Configuration

Metaspl

. ar Spor
B My Scans Ky
All Scan
- - Settings Credentials Nugin
BASIC
General Settings
: DISCOVERY
O Poiicies Enable safe checks
ASSESSMENT
. Plugin Rules
. A REPORT Stop scanning hosts that become unresponsive during the scan
Cusiomized Reports > &
ADVANCED v

Scan IP addresses in a random order

Community Automatically accept detected SSH disclaimer prompts

Research

n parallel

Scan targets wath mulliple domam narr

Performance Options

Slow down the scan when network col on 1s detected

Network timeout (in seconds

Max simultanecus checks per host |

Max simultane:

Max number of concument TCP sessions per host 100

Max number of concurrent TCP sessions per scan



Run the Nessus computer vulnerability scan (it may take ~20 - 30+ minutes)...

’Q - = ', M [ ® Nessus Essentials / Fold.. £] root@kali: /home/dgeog.. @ virt-manager 0133PM O «) A O | & C

= Nessus Essentials / Folders / My Scans - Mozilla Firefox

Nessus Essentials / Fc X Nessus Essentials / Fo X s Protections Dashboard X | +

& C @ © 4 kali

N Kali Linux N Kali Training X Kali Tools X Kali Forums ¢ Kali Docs & NetHunter Offensive Security MSFU & Exploit-DB #< GHDB

( nessus Scans Settings A  dgeographi o

./ Essentals

My Scans Import New Folder

| @ My Scans 1
i@ All Scans
i Trash
Name Schedule Last Modified
Metasploitable2 On Demand Today at 1:31 PM
@ Policies
@ Plugin Rules .
Metaspmltable‘? Configure Audit Trail Launch Report = Export =

« Back to My Scans

Hosts 1 Vulnerabilities a0 Remediations 7 VPR Top Threats O History 1
Filter -
Host Vulnerabilities Scan Details
192.168.56.102 “ 167 Policy: Basic Network Scan
Status: Completed
Severity Base: cyss w30
Scanner: Local Scanner
Start: Today at 1:09 PM
End: Today at 1:31 PM
Elapsed: 22 minutes

Vulnerabilities

' @ Critical
High
Medium

® Low
® Info

Ng




Metasploitable2 / 192.168.56.102

« Back to Hosts

Vulnerabilities 30

Filter 90 Vulne
Sev ¥ Name «
7 Web Server (Multiple lssues)
s DNS (Multiple Issues)

+ Phpmyadmin (Multiple Issues)

2 SSL (Multiple Issues)

N Bind Shell Backdoor Detection

NFS Exported Share Information Disclosure

I rexecd Service Detection

ELIIGEEY  Unix Cperating System Unsupported Version Detection

VMNC Server 'password' Password

BEER - SSL(Muttiple Issues)

MIXED 5 ISC Bind (Multiple Issues)

Family »

Web Servers

DNS

CGl abuses

Gain a shell remotely

Backdoors

RPC

Service detection

General

Gain a shell remotely

General

DNS

Configure

Count ¥

Audit Trail

Launch - Report = Export
Host Details
1P: 192.168.56.102
MAC: 52:54:00:3A:64:F2
0s: Linux Kernel 2.6 on Ubuntu 8.04
(hardy)
Start: Today at 1:09 PM
End: Today at 1:31 PM
Elapsed: 22 minutes
KB: Download
Vulnerabilities
. ® Critical
‘ ® High
Medium
® Low
A ® Info

-



Metasploitable2 / 192.168.56.102 / SSL (Multiple Issues)

Configure Audit Trail Launch « Report « Export
< Back to Vulnerabilities
Vulnerabilities 90
2Vi 1b
Sev ¥ Name Family » Count * Scan Details
Debian OpenSSH/OpenSSL Package Random Number Generator Weakness (SSL check) Gain a shell remotely 2 Policy: Basic Network Scan
Status: Completed
Debian OpenSSH/OpenSSL Package Random Number Generator Weakness Gain a shell remotely 1 Severity Base: CVsS v3.0
Scanner: Local Scanner
Start: Today at 1:09 PM
End: Today at 1:31 PM
Elapsed: 22 minutes

Vulnerabilities

@ Critical

@ High
Medium

® Low

® Info



Metasploitable2 / Plugin #32321

< Back to Vulnerability Group

Vulnerabilities 90

Debian OpenSSH/OpenSSL Package Random Number Generator Weakness (SSL check)

Description
The remote x509 certificate on the remote SSL server has been generated on a Debian or Ubuntu system which contains a bug in the random number
generator of its OpenSSL library.

The problem is due to a Debian packager removing nearly all sources of entropy in the remote version of OpenSSL.

An attacker can easily obtain the private part of the remote key and use this to decipher the remote session or set up a man in the middle attack.

Solution

Consider all cryptographic material generated on the remote host to be guessable. In particuliar, all SSH, SSL and OpenVPN key material should be re-
generated.

See Also
http://www.nessus.org/u?107f9bdc
hitp://www.nessus.org/u?f14f4224

Output

No output recorded.

Port « Hosts

5432 / tcp / postgresql 192.168.56.102

EY

25/ tcp / smip 192.168.56.102

[EY

Configure

Audit Trail

Launch « Report = Export «

Plugin Details

Severity: Critical

ID: 32321

Version: 1.27

Type: remote

Family: Gain a shell remotely

Published: May 15, 2008 H
Modified: November 16, 2020

Risk Information

Risk Factor: Critical
CVSS v2.0 Base Score: 10.0
CVSS v2.0 Temporal Score: 8.3

CVSS v2.0 Vector: CVSS2#AV:N/AC:L/Au:N/C:C
/I:.C/A:C

CVSS v2.0 Temporal Vector:
CVSS2#E:F/RL:OF/RC:C

Vulnerability Information

Exploit Available: true

Exploit Ease: Exploits are available
Patch Pub Date: May 14, 2008
Vulnerability Pub Date: May 13, 2008
In the news: true

Exploitable With

Core Impact

Reference Information

CWE: 310
BID: 29179
CVE: CVE-2008-0166



See Also... links

* https://lists.debian.org/debian-security-
announce/2008/msg00152.html

* https://lists.ubuntu.com/archives/ubuntu-security-announce/2008-
May/000705.html



https://lists.ubuntu.com/archives/ubuntu-security-announce/2008-May/000705.html
https://lists.ubuntu.com/archives/ubuntu-security-announce/2008-May/000705.html

ITACS M3 Program Gurriculum

Core Courses
5202 IT Governance

5206 Protection of Information Assets
5214 Security Architecture
5190-5688 Business Skills for the ITACS Professional 1-2

e 5122 IT Architecture for IT Auditors*

v v

IT Auditing Students may take Cyber Security

. . Upto2 in the oth trati
5121 Enterprise Resource Planning (ERP) Systems ploc courses inthe omher concentration

5201 IT Audit Process

5203 Systems and Infrastructure Lifecycle Management Electives

5205 IT Service Delivery and Support 5190 Special Topics
5208 Data Analytics for IT Auditors 5182 Independent Study

5211 Ethical Hacking

5213 Intrusion Detection and Response
5215 Operating System Security

5216 Organizational Forensics

5217 Network Security

v v

5902 IT Audit Capstone 5903 Cyber Security Capstone




ITACS Faculty

Caswell Anderson

Bill Bailey
James Baranello
Lonnie Barone
Larry Brandolph
Ryan Calef
Allen Chou

Ed Ferrara

Jose Gomez
Brian Green
David Lanter
Wade Mackey
Thu Nguyen
Deval Shah

Paul Smith
Andrew Sjajlai
Christie Vazquez
Paul Warner
Patrick Wasson
Liang Yao

Risk Technical Manager

Cyber Security Specialist

Information Security & Risk Officer
President

Chief Information Security Officer

VP Audit Services Regulatory Relations
VP IT Audit

Managing Partner

VP Enterprise Technology Infrastructure
Segment Specialist

ITACS Program Director

Risk Technical Manager (retired)

AVP, Integrated and Compliance Audit
IT Security

Senior Information Security Architect
Security Architect

Supervising IT Examiner

Cybersecurity Dept. Chair

Assistant Director Applications Dev.

National Bank Examiner /Large Bank Supervisor

The Vanguard Group

Science Applications International Corporation
Citadel Federal Credit Union

Barone Associates

Temple University

Wells Fargo & Co.

WSFS Bank

436 Research, LLC

Wells Fargo & Co.

GE Healthcare Digital

Temple University

The Vanguard Group

Wells Fargo Audit Services

U.S. Department of Homeland Security

CSL Behring

The Vanguard Group

Federal Reserve Bank of Philadelphia

Rowan College at Burlington County

Temple University Lewis Katz School of Medicine
U.S. Department of the Treasury




ITACS Delivers Success!

Preparation for CISA and CISSP
certification exams

Students leveraging their ITACS skills
and knowledge in their jobs

ITACS students placed 1%, 2", and 3¢
place in ISACA Philadelphia Chapter’s
last Scholarship Competition, and
placed 15t & 2" place in their prior
Scholarship Competition

ITACS Students




Certified in Risk

. and Information » Certified Information
CISM Security Manager”

EEE | 4
CRISC Systems Control”
An ISACA® Certification An ISACA® Certification

Globally recognized certification in

» Certified Information fields of IT security, IT audit, IT risk Average U.S. entry

CISA Systems Auditor® management and governance. Exam ) .
f ' is known to be difficult and level salaries ra nging

An ISACA?® Certification . . . .
associated with a high failure rates.
gh 1 $52,459 -$122,326

Offered by Internationally

Information System Security Average U.S. entry
Certification Consortium, described . .
level salaries ranging

as “world’s largest IT security

organization” -Wikipedia.org $73’627 - 5119’184

Salaries courtesy of infosecinstitute.com




ITACS delivers: Job placements and Career Growth!

Deloitte. Walmart ITACS Graduates

& jefferson.
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Agenda

v'Change your Kali password!

v'Application vulnerability and security testing
v'Lab 8: Vulnerability Scanning — Part 2: Nessus
v'Scan results

v'Looking at a vulnerability

v'ITACS Program



